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Enable Seamless Azure AD Single Sign-On
Authentication and Security for Cohesity

ABSTRACT

Your organization is dynamic; strengthening agility and flexibility without compromising on security is a
balancing act. Single Sign-On (SSO) solutions help solve authentication and identity challenges while

providing additional benefits. Cohesity provides seamless SSO support for entire clusters as well as
organizations in multi-tenant clusters.
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When you streamline your organization’s infrastructure with SSO capabilities, the complex tasks of
managing all its components become more efficient for administrators across systems. You also gain
many other benefits in the process, including:

Increased compliance and security

Easier collaboration between vendors and partners
Productivity gains

Improved user auditing

Improved application adoption

Better user experience for employees

Fewer support cases

Role-based access control (RBAC) restricts system access based on a user’s role within an organization
and has become one of the main methods for advanced access control. The roles in RBAC refer to the
levels of access that users have to a Cohesity cluster.

Cohesity’s SSO integration supports three RBAC methods: Default, Individual User-based, and User
Groups-based.

Default RBAC

The default role associated with the SSO configuration is applied to all users who log in using the given
identity provider (IdP).

To use default RBAC, you need to pass the “Email” or the “Login” SAML attribute to Cohesity.

Individual User-based RBAC

In our integration, you can also assign custom roles to individual users. For example, all users have
Viewer roles by default, and you can create SSO users on Cohesity so that individual users have admin
roles as required.

As with default RBAC, to use user-based RBAC, you need to pass the “Email” or the “Login” SAML
attribute to Cohesity.

NOTE: If a custom role is provided, the default role is not used. For example, if the default role is Admin
and a user is assigned the Viewer role, that user won't be able to perform admin-only operations.
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User Groups-based RBAC

User groups-based RBAC is the most common use case, as you can assign the same role to all users in
the group in a single action.

For example, all users might have the Viewer role by default. You can then create an SSO group on
Cohesity called “cohesity_admins” and give that group the Admin role. Now, every user in the
“cohesity_admin” group also has the Admin role.

To use groups-based RBAC, you need to pass the “Email” or “Login” SAML attribute and pass the
“Groups” SAML attribute to Cohesity.

NOTE: If a user is assigned a custom role, and also gets a role from the group, that user has both roles.
For example, if a user in the “cohesity_admin” group is also assigned the Data Security role, the user gets
both the Admin and the Data Security roles.
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Cohesity Offers Seamless SSO Support

You can configure Cohesity to use an IdP for SSO access to both your dedicated Cohesity clusters as
well as multi-tenant Cohesity clusters. On multi-tenant Cohesity clusters, you can configure SSO for each
organization that is defined in Cohesity.

Integrate Cohesity with IdP

To integrate with an identity provider (IdP), you need to configure details on both the IdP platform as well
as the service provider (SP)—in this case, Cohesity.

Figure 1: Integrate Cohesity with Identity Provider

Configure Identity Collect SSO URL, Entity
Provider (IdP) ID, & Certificate for

® Cohesity SSO Setup

Identity Provider

Cohesity
Data Center @
Collect ACS™ URL *Assertion Consumer Service (ACS) for Configure SSO
from Cohesity Cluster (on-prem): https://<cluster_fqdn>/idps/authenticate on Cohesity

The authentication workflow can start with either the IdP or the SP.
1. User logs in via either:

a) |dP: The identity provider, Azure AD, identifies and authenticates the user and sends a SAML 2.0
assertion to the service provider, Cohesity.

b) SP: A user requests to log in to the service provider, Cohesity, via SSO. The SAML 2.0 request is
redirected to the identity provider, Azure AD. Azure AD identifies and authenticates the user, then
sends a SAML 2.0 assertion to Cohesity.

2. Cohesity authorizes this user with the SAML 2.0 assertion and maps the user to the appropriate role.
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Figure 2: IdP authenticates Cohesity User and Assigns Cohesity Role

(1) User logs in via IdP or SP. Microsoft Azure
Active Directory
IdP-initiated Login
SAML Request : Identity Provider

SAML SAML SAML )
Request Assertion Assertion

User is logged in with
Cohesity role.

= - — [ Logged in Cohesity Role ]
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Map SAML Attributes for SSO setup

When an IdP sends the SAML response to Cohesity, Cohesity looks for a few SAML attributes to identify
the user who is logging in and assign the correct roles.

Those attributes include the “Email” or the “Login” attribute, and the “Groups” attribute if you are using
groups-based RBAC.

Pass “Email” or “Login” SAML Attribute to Cohesity

Cohesity expects either the “Email” or the “Login” SAML attribute in the SAML response. If both attributes
are sent, the value of the “Login” attribute is read and used for role assignment and the “Email” attribute is
ignored. If only the “Email” attribute is provided, then that is used for role assignment. If neither of these
two attributes is provided, SSO will not work.

NOTE: The SAML attributes that Cohesity requires are not case-sensitive.

If Cohesity finds one of the two attributes, it lets the user into the Cohesity cluster home page and the
default user role is assigned to that user unless you create an SSO user on Cohesity with a custom role.

Pass “Groups” SAML Attribute to Cohesity

In general, it is a best practice to deploy SSO with user groups-based RBAC and assign custom roles to
different user groups. To do so, you need to pass the “Groups” SAML attribute to Cohesity. The value of
the “Groups” attribute is a list of groups that the user belongs to, and can include more than one group.

When Cohesity finds the “Groups” SAML attribute in the SAML response, it looks for any SSO groups that
have been created on Cohesity. If the groups are found, the user is assignhed the same role as the role
assigned to the whole group. If no such SSO groups are present, the default role is assigned to the user.
The default role is not mandatory but If the default role is not configured and there are no SSO groups
created, the user cannot log in.
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Configure Access Management with Azure AD

To configure and use Single Sign-on with Azure Active Directory on Cohesity, you need to configure
certain parameters on the IdP and then use information from the IdP to configure SSO on Cohesity.

Figure 3: Cohesity Access Management with Azure AD SSO Lifecycle

Create Azure AD
Application IdP-initiated User Login

&

Identity Provider

_#

Cohesity Helios

Data Center @

Add SSO Provider Role-based
R Cohesity Session

Collect Details to
Configure IdP SP-initiated User Login

Edit, Deactivate, or Delete SSO Provider

Configure IdP

The first step to configure SSO on Cohesity is to supply some information to the IdP, Azure AD in this
case. With these details, Azure AD can send the SAML response with the information about the
authenticated user. The only piece of information you need from Cohesity is a URL.

°* https://<cluster_fqgdn>/idps/authenticate
Use this URL as the Entity ID and Reply URL when you create the Azure AD application below.
To configure the IdP:

1. Create a Azure Active Directoryapplication.

2. Collect the SSO URL, Entity ID, and certificate from Azure AD.
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Create an Azure Active Directory Application

To configure Cohesity as an Azure AD service provider, you need to create an Azure AD SSO

application:

1. Log in to https://portal.azure.com. under Azure services, click Azure Active Directory.

= Microsoft Azure

R Search resources, services, and docs (G+/)

Welcome to Azure!

Don't have a subscription? Check out the following options.

Azure services

+

Create a
resource

> ©

Azure Active DNS zones

DireEory

2. Onthe left, click Enterprise applications.

Private DNS
zones

L

Start with an Azure free trial

Get $200 free credit toward Azure products and services,
plus 12 months of popular free services.

Learn more o'

Manage Azure Active Directory

Manage access, set smart policies, and enhance security
with Azure Active Directory.

View Learn more f'

.
.

Access stude

Get free softwar
for Teaching aft

— 6% u
= [ ¢ | & i
App Service Virtual App Services Sty
Domains machines acc

Microsoft Azure

R Search resources, services, and docs (G+/)

Home >

w Cohesity | Overview

Azure Active Directory

O Overview
# Getting started

X Diagnose and solve problems

Manage

Users

B Be

Groups
B2 External Identities

. Roles and administrators

Be

& Administrative units (Preview)

B Enterprise applications
[l Devices @

«

@y Switch tenant @ Delete tenant

Cohesity

=

Create atenant [ What's new ) Got feedback?

P Search your tenant

} Tenant information

Your role
Global administrator More info

License

Azure AD Premium P2

@ Azure AD Connect

Status
Not enabled

Last sync
Sync has never run
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3. Under All applications, click New application.

R Search resources, services, and docs (G+/)

Home > Cohesity >

i Enterprise applications | All applications

Cohesity - Azure Active Directory

« -+ Newa plication == Columns
Overview @

New application

o Try out the 1rewe cinerprse Apps search preview! Click to enable the preview. —

O Got feedback?

© oOverview

« Diagnose and solve problems Application type Applications status Application visibility
I Enterprise Applications v Any v

Manage

B oAl applications LF st 50 shown, to search all of your applications, enter a display name or the application ID

4. Onthe Add an application page, click Non-gallery application.

= Microsoft Azure L Search resources, services, and docs (G+/)

Home > Cohesity > Enterprise applications | All applications >

Add an application =

0 Click here to try out the new and improved app gallery. =

Add your own app

BB Application B7Y On-premises
Hiy™ you're BRI application
developing
Configure Azure AD
Register an app you're Application Proxy to
working on to integrate enable secure remote
it with Azure AD access.

BE=A  Non-gallery

appli{%tion

Integrate any other
application that you
don't find in the gallery

10
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5. Enter a display name for your application and click Add.

= Microsoft Azure L Search resources, services, and docs (G+/)
Home > Cohesity > Enterprise applications | All applications > Add an application >
Add your own application

Name * ©
| Cohesitysso B/ v

Once you decide on a name for your new application, click the "Add" button below and we'll walk you through some
simple configuration steps to get the application working.

Supports: (O

SAML-based single sign-on
Learn more

Automatic User Provisioning with SCIM
Learn more

Password-based single sign-on
Learn more

Sns

6. Onthe Set up single sign on tile, click Get started.

Getting Started

i.I 1. Assign users and groups —3 2. Set up single sign on ® 3. Provision User Accounts
Provide specific users and groups access Enable users to sign into their application Automatically create and delet¢
to the applications using their Azure AD credentials accounts in the application
Assign users and groups Get SEr‘ted Get started

f:— 4. Conditional Access C 5. Self service
Secure access to this application with a Enable users to request access to the
customizable access policy. application using their Azure AD

credentials

Create a policy
Get started

7. Under Select a single sign-on method, choose SAML.

Select a single sign-on method  Help me decide

® Disabled {3 SANIL B Password-based (?_) Linked
Single sign-on is not enabled. The user i secure authentication to Password storage and replay using a Link to an application in the
won't be able to launch the app from i ap) ions using the SAML (Security | web browser extension or mobile app. Active Directory Access Pan
My Apps. H Assertion Markup Language) protacol. ! Office 365 application laund
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8. Under Basic SAML Configuration, enter:

12

a) Identifier (Entity ID): https://<cluster fqdn>/idps/authenticate.

b) Reply URL (Assertion Consumer Service URL): Use the same value as for Identifier.

TIP: If you have multiple Cohesity clusters and you want to use this Azure AD application for all of
them, you can use the additional cluster FQDNs to enter multiple Identifiers and Reply URLSs in this

step.

Basic SAML Configuration

Identifier (Entity ID)* ©

The default identifier will be the audience of the SAML response for IDP-initiated S5O

Default

| https://helios.cohesity.com/v2/mcm/idp/authenticate V

v | ®

Reply URL (Assertion Consumer Service URL) * @

The default reply URL will be the destination in the SAML response for IDP-initiated S5O

/3

Default

| https://helios.cohesity.com/v2/mcm/idp/authenticate V

9. Under User Attributes & Claims, click Add new claim.

Home > Cohesity > Enterprise applications | All applications > HeliosSSO | Single sign-on > SAML-based Sign-on >

User Attributes & Claims

~+ Add new claim  — Add a group claim == Columns

Required claim

Claim name

‘ Unique User Identifier (Name ID)

user.userprincipalname [nameid-for... ***

Additional claims
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10. Enter a Name and select a Source attribute.

= i i >
Microsoft Azure A Search resources, services, and dacs (G+/) ﬂ_—'v @ & ? @ coHesiTy @
Home > Cohesity > Enterprise applications > Add an application > Haswells > SAML-based Sign-on > User Attributes & Claims >
Manage claim P
save X Discard changes
/3
Name * email V \/}
Namespace Enter a namespace URI v J
Source * @ Attribute O Transformatian
Source attribute * user.userprincipalname v

~ Claim conditions

11. If you plan to use user groups-based RBAC, you need to pass the “Groups” SAML attribute to
Cohesity. To do so:

a) Under User Attributes & Claims, click Add a group claim.
b) Select the groups that you want to send in the claim.
c) Select the Source attribute that you want to send in the value.

d) Under the Advanced options, check the Customize the name of the group claim, enter
“Groups” under Name, and click Save.

Home > Cohesity > Enterprise applications > ChanduSSO > SAML-based Sign-on Group Claims %
USEI’ Attl’lbutES & c|a ims Manage the group claims used by Azure AD to populate SAML tokens issued to your app
Which groups associated with the user should be retumed in the daim?
+ Add new clsim  + Add a group daim == Columns O None
@ O Algroups
Required claim (O seeurity groups
Claim name Value O Directory roles
(@) Groups assigned to the application
Unique User Identifier (Name D) useruserprincipalname [nameid-for... =

" » Source attribute *
Additional claims

[ samaccountName v

Claim name Value
A This source attribute only warks for groups synchranized fram an on-premises Active Direct

email user.userprincipalname R using AAD Connect Sync 1.2.70.0 or above. Learn More
Groups usergroups Aduanced options
login useruserprincipainame - Customize the name of the group claim

@ame (required) ﬁ

Groups L

Namespace (optional)

[ Emit groups as role claims

W

NOTE: To use source attributes like SAMAccountName to pass the user group name in the “Groups”
SAML attribute make sure that Azure AD groups are synchronized from an on-premises Active Directory
using Azure AD Connect Sync 1.2.70.0 or above. For more information, see Azure AD Connect: Upgrade
from a previous version to the latest in the Microsoft documentation.
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12. Under Users and groups, click Add user to assign the users and/or groups who should be able to
access Cohesity.

h + adduser < Edit [ii] Remove /2 Update Credentials == Columns
i Overview

Depl <Pl o The application will appear on the Access Panel for assigned users. Set 'visible to user
eployment Plan

X Diagnose and solve problems | | p

Manage Display Name Object Type
‘I' Properties ] @ User
ad Owners [:] e Sso User

ad Usersa@groups [:] n viewers Group

3 Single shgh-on

Collect SSO URL, Provider Issuer ID, and Certificate

Now, on the next page in the form, you'll need to retrieve Azure AD information to configure SSO on the
‘service provider’ (Cohesity) for the IdP (Azure AD).

To collect the SSO URL, Entity ID, and certificate from the Azure AD application:

1. Log into the Azure AD admin panel and navigate to Azure Active Directory > Enterprise
applications > [your application] > Single sign-on.

2. Scroll down to SAML Signing Certificate and click Edit.

Manage o SAML Signing Certificate Vi Eii:t)
Properties Status Active

2% Owners Thumbprint
Expiration 7/3/2023, 10:37:10 AM

&8 Users and groups Notification Email cdashudu@gmail.com

) Finle grearr App Federation Metadata Url https://login.microsoftonline.com/ ‘ E
Certificate (Base64) Download

& Pravisioning Certificate (Raw) Download
Federation Metadata XML Download

" Application proxy
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3. Download the PEM certificate.

SAML Signing Certificate

Manage the certificate used by Azure AD to sign SAML tokens issued to your app

-+ New Certificate T Import Certificate

Status Expiration Date Thumbprint
Active 7/3/2023, 10:37:10 AM - . @
Signing Option Sign SAML assertion Base64 certificate downl... ¥
1 PEM certificate download
Signing Algorithm SHA-256

Raw certificate download

Notification Email Addresses Download federated cer...

¢ |Ge 1« . G

cdashudu@gmail.com

NOTE: Cohesity SSO only accepts *. pem format certificate.

To collect the URL for Cohesity Cluster,

1. Scroll down to Set up CohesitySSO and copy the Login URL. You will use the Login URL value to

enter the Single Sign-On URL when you add Azure AD as an SSO provider to Cohesity in the next
section.

o Set up CohesitySSO

You'll need to configure the application to link with Azure AD.

Login URL | https://login.microsoftonline.com/7967e157-714d... |

Azure AD ldentifier

| https://sts.windows.net/7967e157-714d-429b-ab5a... S

Logout URL | https://login.microsoftonline.com/common/wsfed... [ ‘

View step-by-step instructions

2. Copy the Azure AD ldentifier. You will use the Azure AD Identifier value to enter the Cohesity

Provider Issuer ID when you add Azure AD as an SSO provider to Cohesity in the next section.
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o Set up CohesitySSO

You'll need to configure the application to link with Azure AD.

Login URL ‘ https://login.microsoftonline.com/7967e157-714d... [ |
Azure AD Identifier ‘ https://sts.windows.net/7967e157-714d-429b-a5a...
Logout URL ‘ https://login.microsoftonline.com/common/wsfed... A

View step-by-step instructions

3. Click Users and groups on the left to assign the users and/or groups who should be able to access
Cohesity to your Azure AD application.

+ Adduser ¢ Edit il Remove /2 Update Credentials == Columns P Got feedback?
#L Overview

0 The application will appear on the Access Panel for assigned users. Set 'visible to users?' to no in properties to prevent this. —

Deployment Plan

# Diagnose and solve problems | ‘

Manage Display Name Object Type Role assigned
I Properties ] e User User
48 Owners E] e Sso User User

- Usersa%qgroups D viewers Group User

3 Single sign-on
Provisioning
" Application proxy

C  Self-service

You now have the Azure AD details you’ll need to configure it as your SSO provider in Cohesity in the
next step.

Configure SSO Provider on Cohesity

Now that you have created your Azure AD application, use the SAML Signing Certificate and connection
links to configure access management on Cohesity.

This is how you let Cohesity know where to send the user who is trying to sign in using the SSO option.

Add Azure AD as SSO Provider

The first step is to use your Azure AD details to configure access management on Cohesity.
To add an SSO provider in Cohesity:
1. Log in to Cohesity as an administrator.

2. Navigate to Settings > Access Management.
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i@: Settings

Summary

W
Access Management
Networking

SNMP

Update

License

Organizations

3. Inthe Access Management page, select Add AD Users & Groups > Configure SSO.

Add AD Users & Groups | =
W

Add SS0 Users & Groups

Add Local User

Add Custom Role
Add Active Directory
Add LDAP Provider

Add Organization
Configure SSE
Add Keystone Server

4. In the Configure SSO form, use the information you captured earlier to complete the following fields:

S15am

a) SSO Domain. Enter Azure AD. (Note that this name should be uniqgue among all SSO provider
domain names.)

b) SSO Provider. Enter Azure AD.
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c) Single Sign-On URL. Enter the Login URL that you copied earlier for Cohesity Cluster.
a. Provider Issuer ID. Enter the Azure AD Identifier that you copied earlier.

d) X.509 Certificate. Click Select File and browse to select the *.pem file that you downloaded
earlier.

e) Default Role for all SSO Users. Choose a default role for any user who logs in using Azure AD.
If you want to specify individual roles for users and groups, see Add SSO Users and Groups
below and assign the desired roles. You can change this option later.

5. Click Add.

COHESITY chanduwe01 =

85 paw Configure 550

» AR Q

hitpatiogirumicrosaftonline comTea Te157. 714 Q‘

hittpiciiets windows. net 796 Me1 57- M dd-415%0-a5% Q

& B0 2 A

B

?

Cohesity validates the connection to Azure Active Directory. If the connection succeeds, Azure AD is
added to the SSO provider list. Users can start accessing Cohesity via their Azure AD home page or the
sign-in page by clicking the Sign in with SSO link.

Add SSO Users and Groups

During the SSO setup step, you can optionally add a default role for all SSO users. This might not be
desirable in all cases, and you might want to give different access rights to different users and/or groups.
There are two ways of doing this. You can:

e Add SSO users and assign rights to them individually.

e Add an SSO group and assign it the desired role.
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To add SSO users and groups:

1.
2.
3.

Log in to Cohesity, select the Settings > Access Management, and click the SSO tab.
Click Add SSO Users & Groups in the top right corner.

In the Add SSO Users & Groups form, click SSO Users and Groups and then choose which you
are adding:

a) Add the SSO Users and assign them the desired role, and then click Add.

Add SSO Users & Groups

A -
AZLUre

userl users? user3 ,:Q

l'-'I: EWer Q

Operator Role

e
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b) Add the SSO Groups and assign them the desired role, and then click Add.

Add S50 Users & Groups

Azure

cohesity_operators »  cohesity_other_groups <0

-6EF.‘.1T0|' s a

Operator Role

B Restrict access to specific Objects

? Cancal
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Edit SSO Provider

Once an SSO provider has been added, you can edit, delete, or deactivate it.
To edit an SSO provider:
1. In Cohesity, select Settings > Access Management and click the SSO tab.

2. Open the Actions Menu on the right and select Edit.

Configure SSO .
% Keystone NIS

Status

8 Active

# Edi
De'-g;e

§ Deactivate

=0

3. Change the options as needed and click Update.

Cohesity validates the connection to Azure Active Directory using the new information.

Deactivate SSO Provider

You might want to deactivate an SSO provider for testing or investigation purposes. Deactivation does not
delete the provider configuration, so you can activate it later. Once deactivated, users associated with the
Azure AD provider will no longer bypass the Cohesity sign-in page.

To deactivate or activate an SSO provider:

1. Log into Cohesity and, select Admin > Access Management and click the SSO tab.
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2. Locate the SSO provider, open the Actions Menu on the right, and select Deactivate or Activate.

Configure SSO .
? Ceystone IS

Status

s Active :@
& Edit
i Delete
¢} Deactivate

Delete SSO Provider

You can permanently delete an SSO provider if you no longer need it. Once deleted, users associated
with the Azure AD provider will no longer bypass the Cohesity sign-in page.

To delete an SSO provider:

1. Log into Cohesity, select Admin > Access Management, and click the SSO tab.

2. Locate the SSO provider, open the Actions Menu on the right, and select Delete.

Configure SSO .
rations %

Role Status

Admin e Active

@.o.

¢ Edit

% Deattivate
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Your Feedback

Was this document helpful? Send us your feedback!
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ABOUT COHESITY

Cohesity is a leader in Al-powered data security and management. Aided by an extensive ecosystem of
partners, Cohesity makes it easier to protect, manage, and get value from data — across the data center,
edge, and cloud. Cohesity helps organizations defend against cybersecurity threats with comprehensive
data security and management capabilities, including immutable backup snapshots, Al-based threat
detection, monitoring for malicious behavior, and rapid recovery at scale. Cohesity solutions are delivered
as a service, self-managed, or provided by a Cohesity-powered partner. Cohesity is headquartered in
San Jose, CA, and is trusted by the world’s largest enterprises, including six of the Fortune 10 and 44 of
the Fortune 100.

Visit our website and blog, follow us on Twitter and LinkedIn and like us on Facebook.
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