COHESITY

ABSTRACT

This document guides you on integrating Splunk (Enterprise and Cloud) with Cohesity (Self-managed
clusters and Cohesity Data Cloud) to enhance the security visibility, investigation, and rapid response
of Cohesity events to achieve business success.
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General Information

Purpose and Scope

This document provides technical guidance on integrating Splunk (Enterprise and Cloud) with Cohesity
(Self-managed clusters and Cohesity Data Cloud). It discusses each integration scenario in detail with
elaborate steps and screenshots. It also discusses how to troubleshoot the issues if you encounter one
during the integration.

Intended Audience

This document is intended for anyone willing to integrate Splunk with Cohesity. It doesn’t require you to
be an expert in Splunk, however, you must be versed in the basics of managing Cohesity Clusters
and(or) Cohesity Data Cloud. This document assumes that:

e The reader has general knowledge of Cohesity Cluster(s) and(or) Cohesity Data Cloud and how to
use it.

e The reader has basic knowledge of Splunk and what it does.
e The reader is already using a Cohesity Cluster(s) or Cohesity Data Cloud.

e The reader is already using Splunk Enterprise and(or) Splunk Cloud.

How to use this Guide

e If you are an expert in Splunk and need quick integration, refer to Quick Webhook Integration in 5
steps.

e If you are a beginner and need detailed step-by-step guidance, then refer to Integrate Cohesity with
Splunk Enterprise and Integrate Cohesity with Splunk Cloud.

e If you already have set up your Cohesity and Splunk integration, and are not getting alerts and logs in
Splunk, refer to Troubleshooting.

e If you already have set up your Cohesity and Splunk integration and want to know how to search for
Cohesity logs in Splunk, refer to Search and Reporting.

e If you have any questions regarding the integration, refer to Frequently Asked Questions.
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Cohesity and Splunk Integration

Overview

Integrating Cohesity with Splunk enables you to send alerts and audit logs from Cohesity sources to
Splunk. Splunk captures and indexes these alerts and audit logs in searchable repository using which it
can generate graphs, reports, alerts, dashboards, and visualizations.

o Cohesity sources can be
o Self-managed Cohesity clusters (On-premises and Cloud)
o Cohesity Data Cloud
= DataProtect (Self-managed Cohesity clusters - On-premises, and Cloud)
= DataProtect as a Service (Cohesity SaaS)

e  Splunk can be
o Splunk Enterprise (On-premises)
o Splunk Cloud

Figure 1: Cohesity and Splunk Integration

Alerts & Audit Logs Alerts & Audit Logs

Cohesity Data Cloud

=  DataProtect
(Self-managed Cohesity clusters
- On-premises, Cloud)
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Alerts & Audit Logs { .] Alerts & Audit Logs
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Cohesity Clusters
(On-premises, Cloud)

Table 1: Cohesity and Splunk Compatibility Matrix

Splunk Enterprise Splunk Cloud
Self-managed Cohesity Clusters v v

Cohesity Data Cloud v v
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Integration Types
Cohesity can communicate with Splunk via webhook or Cohesity add-on (uses REST APIs).

Figure 2: Cohesity and Splunk Integration Types
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1. Webhook —is an HTTP callback that gets triggered by an event. A webhook is configured on a
source website with a destination website URL. When an event occurs on the source website, an
HTTP request is made to the destination website.

In Cohesity and Splunk integration, a webhook is configured at Cohesity side (source) with Splunk
URL as the destination. So, whenever an alert or audit log is triggered at Cohesity side, it transmits
the same to Splunk via this webhook.

2. Cohesity add-on —is a Splunk app developed by Cohesity, published in Splunkbase, that uses
secure REST APIs to transmit alerts and audit logs from your self-managed Cohesity clusters (On-
premises/Cloud) to Splunk enterprise (On-premises).

Table 2: Cohesity and Splunk Integration Matrix

Splunk Enterprise Splunk Cloud

Webhook

Cohesity Add-on
Integration

NN
R NN
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Integration Workflow

Cohesity Splunk Add-on Integration Workflow

Figure 3: Cohesity Add-on Integration Workflow
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Webhook Integration Workflow

Figure 4: Webhook Integration Workflow
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Webhook Integration Overview

A webhook integration of Cohesity with Splunk requires defining an HTTP Event Collector on the Splunk
side and defining a webhook on the Cohesity side. This integration consists of the following components:

* Index —is a repository for data in Splunk, that receives and stores data in a searchable format. There
are two types of indexes:
o Eventindex — stores any type of data. It is the default index type

o Metrics index — stores only metric data
By default, Splunk provides three default indexes: main, internal, and audit.

o HTTP Event Collector (HEC) — is an endpoint that sends app events directly to Splunk platform via
HTTP or HTTPS using a token-based authentication model. The clients which intend to use it must
authenticate with a token before sending data. HEC receives data over HTTPS on TCP port 8088 by
default

» Webhook —is an HTTP callback defined in Cohesity as a notification alert. The webhook
configuration is the destination Splunk URL and the Authentication Token (which is defined in Splunk
HEC). Cohesity authenticates to Splunk using this authentication token before sending the data.
Cohesity sends the data in raw format to Splunk.

Figure 5: Webhook Integration Overview

COHEngY = Cohesity transmits Alerts and Audit Logs to Splunk
via Webhook

=  Webhook contains Splunk URL and the
A Alerts Audit Logs authentication Token
= Cohesity authenticates to Splunk using the
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TOKEN
Port 8088 —

HTTP EVENT COLLECTOR

= Splunk receives data from Cohesity via HTTP Event
Collector (HEC)

= HEC receives data over HTTP/S

= Authentication Token is defined in HEC

= Received data is converted to searchable format
and stored in the Index

= |ndex can be searched with queries

splunk>
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Quick Webhook Integration in 5 Steps

This is for Splunk experts who are veterans with the concepts and usage of Splunk. For novice users who
are new to Splunk and need detailed steps visit Integrate Cohesity with Splunk Enterprise and Integrate
Cohesity with Splunk Cloud.

1. Create a new index in Splunk to store Cohesity Logs

a. Click Indexes under Data in Settings.
b. Click New Index and fill in the requested details for index and Save.

2. Configure HTTP Event Collector in Splunk to receive Cohesity Logs

a. Click Data Inputs under Data in Settings.
b. Click HTTP Event Collector.
c. Click Global Settings fill in the requested details and Save.

i. Select Enabled for All Tokens.
i. Select Default Source Type as _json.
iii. Select Default Index as the new index created in step 1.
iv. By default, SSL is enabled with default Port 8088. Modify these according to your
requirements.

3. Create a new token in Splunk to authenticate Cohesity.

a. Click Data Inputs under Data in Settings.
Click HTTP Event Collector.
c. Click New Token and provide requested details.

=3

i. Choose Select under Input Settings, then choose Select Source Type and choose _json.
ii. SelectIndex as the new index created in step 1.
iii. Select Default Index as the new index created in step 1.

d. Copy the Token Value of the above-created token — we will require this in the next step.
4. Configure alert notification with Webhook in Cohesity.
a. Create alert notification
Self-managed Cohesity Clusters (On-premises):

Click on System > Health > Settings and Add Alert Notification Rule

Cohesity DataProtect (Cohesity Data Cloud):
Click on System > Health > Notification > Create > New Alert Notification Rule

Cohesity DataProtect as a Service (Cohesity Data Cloud):
Click on Health > Notification > Create > New Alert Notification Rule

Integrate Splunk with Cohesity
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b. Choose Webhook as the alert naotification type and provide the Webhook URL and Options as
shown below:

For Splunk Enterprise:
URL: https://<Your Splunk IP>:8088/services/collector/raw
Options: -H “Authorization: Splunk <HEC Token>" -H “Content-Type: application/json”

For Splunk Cloud:
URL: https://<Your Domain>.splunkcloud.com:8088/services/collector/raw
Options: -H “Authorization: Splunk <HEC Token>" -H “Content-Type: application/json”

5. Search for Cohesity alerts and logs in Splunk.

a. Click Search and Reporting.
b. In the search field, use an appropriate criterion to filter logs with.

Supported Alerts

The Cohesity integration with Splunk supports the following alerts:

e Hardware Alerts

Table 3: Cohesity-supported Alerts

e Software Alerts

e Data Service Alerts

e Maintenance Alerts

e Hardware Alerts
e Software Alerts

e Data Service Alerts

e Maintenance Alerts

o  Security Alerts (Data Ingest Anomaly, Threat

Detection, Data Classification)

e Archival and Restore Alerts

e Backup and Restore Alerts

o  Security Alerts (Data Ingest Anomaly)

Integrate Splunk with Cohesity .
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Table 4: Cohesity and Splunk Alert Compatibility Matrix
Splunk Enterprise Splunk Cloud

AR E I ENENENENENEN
AR E I ENENENENENEN

AN NN N NS N BN N

AN N NN NS N NN

NOTE:

o For Threat Detection Alerts you require DataHawk ThreatProtection SKU in Cohesity Data Cloud.

o For Data Classification Alerts you require DataHawk DataClassification SKU in Cohesity Data Cloud.

Integrate Splunk with Cohesity .
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Webhook Integration v/s Cohesity Splunk Add-on

Table 5: Webhook Integration v/s Cohesity Splunk Add-on

Uses HTTP Callbacks Uses REST APIs
Configured at Cohesity side Configured at Splunk side
Pushes alerts from Cohesity to Splunk Pulls alerts from Cohesity into Splunk

Works with both Self-managed Cohesity
clusters and Cohesity Data Cloud

Works only with Self-managed Cohesity clusters
Supports Security alerts Doesn’t support Security alerts

Doesn’t require any app to be installed Requires a Splunk app to be installed

Comparatively complex configuration and requires
maintenance (App requires update upon
enhancement)

Easy configuration and maintenance (no
dependency on app)

Integrate Splunk with Cohesity .




Integrate Cohesity with Splunk Enterprise

Self-managed Cohesity Clusters

Integration via Cohesity add-on

1. Install the Cohesity Splunk Add-on.

a. Login to your Splunk Enterprise Instance.

splunk>enterprise

b. Click Find More Apps under Apps.

splunk>enterprise Apps ¥

Apps Home

b, Administrator

Search & Reporting

Splunk Secure 18] marks 25 Dashboard

Seal Upgrade Readiness App
Manage Apps r bookmarks (0) Add bookmark
—
‘7‘ Sply Find More Apps
[ I nd More Apps I

m Upgrade Readiness App

c. Search for Cohesity Add-on For Splunk and click Install.

enterprise Apps ¥

@ Search history

® Recently viewed

Browse More Apps

|[ Cohesity X ] Best Match Newest Popular

ATEGORY

] IT Operations Cohesity Add-on For Splunk

OO0
w
™
o
Z
-
P
0
)
=1
]
3
m

| Business Analytics

Cohesity Add-On for Splunk enables seamless integration with your systems, allowing users to automatically pull alerts

3 months ago

\7} Utilities and audit logs into Splunk for real-time monitoring, analysis, and reporting
\:J Artificial Intelligence
— The Cohesity cluster must be at least version 6.7.x or newer. For support with this add-on, please contact Cohesity
(] 10T & Industrial Data R
_— Support.
\7J DevOps
[[] pirectory Service Categ urity, Frav mpliance, IT Operations | Author: Shubham Kumar | Downloads: 88 | Released
[ Email LastU View on Splunkbase
| Endpoint
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d. Enter your Splunk credentials and click Agree and Install (This installs the Cohesity Splunk
Add-on on your Splunk Enterprise).

Login and Install

Installing Add-on...

Enter your Splunk.com username and password to download the app.
o — — ——

o Cohesity Add-on For Splunk is being downloaded and installed.
serame

P.

ord

TOTGOT YOU Passworg

The app, and any related dependency that will be installed, may be provided by
Splunk and/or a third party and your right to use these app(s) is in accordance with
the applicable license(s) provided by Splunk and/or the third-party licensor. Splunk
is not responsible for any third-party app (developed by you or a third party) and
does not provide any warranty or support. Installation of a third-party app can
introduce security risks. By clicking “Agree” below, you acknowledge and accept
such risks. If you have any questions, complaints or claims with respect to an app.
please contact the applicable licensor directly whose contact information can be Complete X
found on the Splunkbase download page.

Cohesity Add-on For Splunk is governed by the following license: 3rd_party_eula Cohesity Add-on For Splunk was successfully installed.

Open the App
I have read the terms and conditons of the license(s) and agree to be bound by
them. | also agree to Splunk's Website Terms of Use.

Go Home
2. Verify the installed Cohesity Splunk Add-on.
a. Click Manage Apps under Apps.
splunk Ap
Home ‘ ini
Apps | @ 5 Administrator
—  Search & Reporting >
‘ Search ap
—  Splunk Secure Gateway kmarks 3% Dashboard @ Search history @® Recently viewed
Seal Upgrade Readiness App
I Manage Apps I bookmarks (0) Add bookmark
ID! SPIU Find More Apps
@ Upgrade Readiness App ——
b. Verify the Status is Enabled for the app.
Apps
Showing 1-24 of 24 items
filter
Name * Folder name # Version # Update checking # Visible ¢ Sharing * Status *
SplunkDeploymentServerConfig SplunkDeploymentServerConfig Yes No App | Permissions Enabled | Disable
SplunkForwarder SplunkForwarder Yes No App | Permissions Disabled | Enable
SplunkLightForwarder SplunkLightForwarder Yes No App | Permissions Disabled | Enable
I Cohesity Add-on for Splunk TA-cohesity-add-on-for-splunk 111 Yes Yes Global | Permissions Enabled | Disable I
Log Event Alert Action alert_logevent 931 Yes No App | Permissions Enabled

NOTE: If the status is Disabled, then manually Enable it from the Apps.
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c. Click Permissions to modify the App permission if required.

Permissions

Apps » TA-cohesity-add-on-for-splunk » Permissions

App permissions

Users with read access can only save objects for themselves, and require write access to be able to share objects with other users

Roles Read Write
Everyone (]
admin
can_delete

power

splunk-system-role

user

Apply selected role permissions to:
[2 Learn more

This app only (Cohesity Add-on for Splunk) @ All apps (system)

Cancel Save

d. On the Splunk Home Page, Cohesity Add-on for Splunk must be available.

Apps % Manage  Hello, Administrator

Search apps by name Q ‘

Search & Reporting

[l Bookmarks 8% Dashboard @ Search history @®© Recently viewed

v My bookmarks (0) Add bookmark

r@ Cohesity Add-on for Splunk

ISF Splunk Secure Gateway —
v Shared with my organization (0) Add bookmark

EQ Upgrade Readiness App
Shared by me

Find more apps [2

Shared by other administrators

NOTE: If the add-on is not visible in the home page, then the add-on might still be getting
installed. Wait for some time and then try again. If the add-on is still not visible, then the
installation could have been interrupted. Try to reinstall the add-on again.

3. Configure Cohesity Splunk Add-On.

Integrate Splunk with Cohesity




a. From Splunk Web Home console, click Cohesity Add-on for Splunk.

Apps fManage  Hello, Administrator

Search apps by name.. Q ‘

Search & Reporting

Cohesity Add-on for Splunk

[l Bookmarks 84 Dashboard [@ Search history ©® Recently viewed

v My bookmarks (0) Add bookmark ‘

|@

gb‘ Splunk Secure Gateway —
v Shared with my organization (0) | Add bookmark

G)\ Upgrade Readiness App

Shared by me
Find more apps [2

Shared by other administrators

b. Click Configuration and set up the desired Log Level. By default, Info is selected.

splunk r Apps ¥

Inputs Configuration Search

Configuration

Set up your add-on

Logging

Log level ‘ INFO v ‘ ‘X‘

DEBUG

I\/ INFO I

WARNING
ERROR

CRITICAL

4. Create a new index to store Cohesity logs.

This is an optional however, recommended step. Create a new index to store Cohesity alerts and
logs.

NOTE: You can use already existing index in your Splunk instance. But it is advised to create and use
a new custom index specific to Cohesity logs and alerts. This will help keep things organized and
ensure easy querying and managing.

Integrate Splunk with Cohesity .
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a. Click Indexes under Data in Settings.

Settings ¥
Apps fManace  Hello, Administrator ngs
| search s b e = Q
| Search apps by name. Q = @
[ Bookmarks 8% Dashboard @ se —_—
KNOWLEDGE DATA
Search & Reporting Add Data
T Searches, reports, and alerts Data inputs
v My bookmarks (0) Add bookmark ‘ _—
D LS e | Data models Forwarding and receiving
@ Cohesity Add-on for Splunk i“ Event types
Tags Report acceleration summaries
@ Splunk Secure Gateway — Monitoring Fields Source types
v Shared with my organization (0) ‘ Add b Console Lookups Ingest actions
User interface
Upgrade Readiness App
Shared by me Alert actions DISTRIBUTED ENVIRONMENT
Advanced search Indexer clustering
2
Find more apps [2 Al configurations Forwarder management
Shared by other administrators Federated search
SYSTEM Distributed search
Server settings
USERS AND AUTHENTICATION
v Splunk recommended (14) Server controls
Health renart manaaer. Roles

b. Click New Index and fill in all requested details.

Indexes

A repository for data in Splunk Enterprise. Indexes reside in flat files on the Splunk Enterprise instance known as the indexer. |

15 Indexes filter Q 20 per page ¥

Name “ Actions Type App * Current Sizatest Event ¢ Home Path + Frozen Path + Status *

audit Edit Bl Events system 2MB few seconds ago $SPLUNK_DB\audit\db N/A + Enabled
configtracker Edit B Events system 2MB 0 minutes ago $SPLUNK_DB\_configtracker\db N/A + Enabled
dsappevent Edit BEvents SplunkDeploymentServerConfig 1MB $SPLUNK_DB\_dsappevent\db N/A  Enabled
dsclient Edit Bl Events SplunkDeploymentServerConfig 1MB $SPLUNK_DB\_dsclient\db N/A + Enabled

Integrate Splunk with Cohesity




C.

Select Cohesity Add-On for Splunk in App details. Click Save.

18

New Index

Index Data Type

Hot/Warm/Cold Bucket

Frozen Path

Events & Metrics

The type of data to store (event-based or metrics).

Home Path  (Optional
Hot/warm db path. Leave blank for default ($SPLUNK_DB/INDEX_NAME/db).
Cold Path  [optional
Cold db path. Leave blank for default ($SPLUNK_DB/INDEX_NAME/colddb)
Thawed Path  (Optional

Thawed/resurrected db path. Leave blank for default ($SPLUNK_DB/INDEX_NAME/thaweddb)

Data Integrity Check Enable Disable
Enable this if you want Splunk to compute has r the purpose of data integrity.
Max Size of Entire Index 500 GB~
Maximum targe f entire index
Max Size of |auto GB v

Maximum target size o ‘auto_high_volume’ for high-volume indexes

optional

Frozen bucket archive path. Set this if you want Splunk to automatically archive frozen buckets

App

Cohesity Add-on for Splunk v

Save Cancel

NOTE:

You can use the default Search and Reporting for App, but it is advised to select Cohesity Add-
On for Splunk in App details.

d. You can see the newly created index under Indexes.

Indexes
A repository for data in Splunk Enterprise. Indexes reside in flat files on the Splunk Enterprise instance known as the indexer. Learn more (2
16 Indexes filter Q
Name * Actions Type ¢ App * Current Size ¢ Max Size 7 Event Count &
audit Edit B Events system 2 MB 488.28 GB 17K
configtracker Edit [E Events system 2MB 488.28 GB 186
dsappevent Edit B Events SplunkDeploymentServerConfig 1MB 488.28 GB 0
cohesity_logs Edit Delete Disable [ Events TA-cohesity-add-on-for-splunk 1MB 500 GB 0
history Edit E Events system 1MB 488.28 GB (o]
main Edit E Events system 1MB 488.28 GB (o]
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5. Add self-managed Cohesity Cluster(s) as source input.

You must add your individual Cohesity Cluster(s) as source input in Splunk. From these Cohesity
Cluster(s), Splunk ingests the alerts and logs.

NOTE:

e While adding the cluster(s) as source input, you must configure whether it is intended for Cohesity
Alerts or Audit Logs.

e If you want both alerts and logs to be ingested, then you must create two inputs per cluster (one for
alerts and the other for audit logs).

¢ You can add multiple clusters as inputs.
a. From Splunk Web Home console, click Cohesity Add-on for Splunk.

Apps fManage  Hello, Administrator

Search apps by name.. Q ‘

[l Bookmarks 8% Dashboard @ Search history @®© Recently viewed

Search & Reporting

v My bookmarks (0) Add bookmark
Cohesity Add-on for Splunk

OV,

SF‘ Splunk Secure Gateway _
v Shared with my organization (0) Add bookmark

Upgrade Readiness App

Find more apps [2

Shared by me

Shared by other administrators

b. From Inputs Tab, click Create New Input and select the data to be ingested to Splunk

splunk Apps ¥ Administrator v 1) Messages v  Settings ¥  Activityv  Help v Find Q
Inputs  Configuration  Search @
— e
Inputs Create New Input -
0 Input ‘ 10 Per Page v Al v Cohesity Audit Logs
i Name = Interval & Actions

Integrate Splunk with Cohesity .
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c. Provide the requested details and click Add.

Add Cohesity Alerts X
*Name ‘ Cohesity_Alerts ’
Enter a unique name for the data input
*Interval ‘ 60 ’
Time interval of input in seconds
*Index ‘ cohesity_logs ’

* Cluster FQDN ‘10.x.x.x ’

* Cohesity User ‘admin ’

* Password ‘ PYTTTTTTTT ’

*User Domain

LOCAL ’

o Name - A unique name for the data input

o Interval — Time interval of input in seconds with which the logs will be pulled from
clusters

o Index — The Index to store the logs. By default, it takes the default index. Choose the
new index we created under step 4 exclusively for Cohesity logs and alerts

o Cluster IP/[FQDN — Enter the cluster details
o Username - Username of Cohesity cluster
o Password — Password of the cluster

o Domain — The domain details. The default is set to local

d. You can see the newly created source inputs under Inputs.

splunk Apps ¥ Administrator v 1 Mes Settings ¥ Activity v Help v

Inputs  Configuration  Search

Inputs

Manage your data inputs

2 Inputs 10 Per Page v Al v Q ‘
i Name ~ Interval & Index 3 Status &
>  Cohesity_Alerts 60 cohesity_logs @ cnabled
>  Cohesity_Audit_Logs 60 cohesity_logs @ enabled

Integrate Splunk with Cohesity .




21

NOTE:

e Ensure the status of the input is Enabled. If it is disabled, then Enable it manually.

6. Validate data received from Cohesity.

a. Click Indexes under Settings.

Administrator v () Messages v | Settings v | Activity v Help v

A sy
Apps fManace  Hello, Administrator ngs
= Search settings. Q
Search apps by name (0} ‘ — @
[ Bookmarks 28 Dashboard @ se |
| KNOWLEDGE DATA
Search & Reporting | Add Data
S Searches, reports, and alerts Data inputs
v My bookmarks (0) Add bookmark
) Data models Forwarding and receiving
@ Cohesity Add-on for Splunk H? Fuent e
) Tags Report acceleration summaries
Igf‘ Splunk Secure Gateway Monitoring Fields Source types
v Shared with my organization (0) ‘ Add b Console Lookups Ingest actions
= User interface
Upgrade Readiness App
Shared by me Alert actions DISTRIBUTED ENVIRONMENT
Advanced search Indexer clustering
& 2
Find more apps [2 Al configurations Forwarder management
Shared by other administrators Federated search
SYSTEM Distributed search
Server settings
USERS AND AUTHENTICATION
v Splunk recommended (14) Server controls

Health renart manacer Roles

b. Verify logs are being pushed to your index by checking the Event Count

Administrator v 1 Messages ¥ Settings v Activity v Help v Find Q

Indexes

A repository for data in Splunk Enterprise. Indexes reside in flat files on the Splunk Enterprise instance known as the indexer. Learn more [2

16 Indexes filter Q
Name * Actions Type * App * Current Size ¢ Max Size + 7 Event Count
audit Edit B Events system 2MB 488.28 GB 17.8K
configtracker Edit Bl Events system 2MB 488.28 GB 199
dsappevent Edit B Events SplunkDeploymentServerConfig 1MB 488.28 GB 0
I cohesity_logs Edit Delete Disable E Events TA-cohesity-add-on-for-splunk 1MB 500 GB 121 I
history Edit B Events system 1MB 488.28 GB 0

NOTE: Alerts and logs will be pulled from Cohesity to Splunk after the time-interval you have defined while
creating the source input ins step 5. Wait till the time interval elapses before you see the increase in event
count. If you are not seeing the events even after the time interval elapse, then there could be an issue in
input configuration. Edit your input and verify the index and cluster details are proper.

7. Search, alert and visualize.
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a. From Splunk Web Home console, click Search & Reporting.

splunk

Apps

App

£} Manage

Hello, Administrator

‘ Search apps by name...

Ql

[ Bookmarks 2% Dashboard @ Search history

I Search & Reporting

Igi Splunk Secure Gateway

Upgrade Readiness App

Find more apps [2

v My bookmarks (0) Add bookmark ‘

Cohesity Add-on for Splunk

v Shared with my organization (0) ‘ Add bookmark

Shared by me

Shared by other administrators

b. In Search field, use appropriate criteria to filter logs.

Apps ¥

splunk

Search Analytics Datasets

New Search

index="cohesity_logs"

10f 1 event matched

Administrator v 1 Me

Reports Alerts Dashboards

Save As v

Activity v

22

©® Recently viewed

Help v

Find Q

Create Table View Close

Events (1) Patterns Statistics
Format Timeline v — Zoom Out
< Hide Fields = All Fields

SELECTED FIELDS
a host 1

a source 1

a sourcetype 1

INTERESTING FIELDS

a alertCategory 1

a alertCode 1

a alertDocument.alert_255CharDesc 1
a alertDocument.alertCause 1

a alertDocument.alertDescription 1

Visualization

List v # Format 20 Per Page v
i Time Event
> 106/25 -]

11:40:27.000 PM alertCategory: kNodeHealth
alertCode: CE@0411001

alertDocument: { [+]

s

alertState: kOpen
alertType: 11001
alertTypeBucket: kSoftware
clusterHost: 10.15.10.81
dedupCount: 1418
dedupTimestamps: [ [+]

]
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C.

splunk

Search Analytics

New Search
index="cohesity_logs"

1of 1 event matched

Filter search results based on time.

Dashboards

a alertCategory 1

a alertCode 1

a alertDocument.alert_255CharDesc 1
a alertDocument.alertCause 1

a alertDocument.alertDescription 1

v Presets
Events (1) Patterns Statistics Visualization REAL-TIME RELATIVE
30 second window Today
Format Timeline v — Zoom Out

Week to date
Business week to date

1 minute window
5 minute window
30 minute window Month to date
Year to date

Yesterday

1 hour window
All time (real-time)

List » # Format 20F
Previous week
s Previous business week
< Hide Fields All Fields i Time Even i
Previous month
> 1/6/25 «r- ‘.
SELECTED FIELDS Previous year
11:40:27.000 PM
a host 1
a source 1
> Relative
a sourcetype 1
> Real-time
INTERESTING FIELDS
> Date Range

> Date & Time Range

> Advanced

Save As v

Last 15 minutes
Last 60 minutes
Last 4 hours
Last 24 hours
Last 7 days
Last 30 days

23

Create Table View Close

Last 24 hours v

OTHER

All time

d. Alert and visualize.

splunk

Search Analytics Datase Reports

New Search
index="cohesity_logs"

10f 1 event matched

Adminis

Dashboards

SELECTED FIELDS
a host 1

a source 1

a sourcetype 1

INTERESTING FIELDS

a alertCategory 1

a alertCode 1

a alertDocument.alert_255CharDesc 1
a alertDocument.alertCause 1

a alertDocument.alertDescription 1

Save As v

Report

Alert

Existing Dashboard
New Dashboard

Event Type

Crege Table View Close

Events (1) Patterns Statistics Visualization
Format Timeline v — Zoom Out

List v # Format 20 Per Page ¥
< Hide Fields = All Fields i Time Event

> 106/25 -]

11:40:27.000 PM alertCategory: kNodeHealth
alertCode: CE00411001

alertDocument: { [+]

T

alertState: kOpen
alertType: 11001
alertTypeBucket: kSoftware
clusterHost: 10.15.10.81
dedupCount: 1418
dedupTimestamps: [ [+]

]

NOTE: For more details, refer to the Search and Reporting section.
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Integration via Webhook

1. Login to your Splunk Enterprise Instance.

splunk>enterprise

2. Create a new index to store Cohesity logs.

This is an optional, however, recommended step. You can use an existing index in your Splunk
instance. But it is advised to create and use a new index specific to Cohesity logs and alerts

a. Click Indexes under Data in Settings.

splunk>enterprise Apps ¥ Administrator v 1) Messages v | Settingsv | Activityv Help~ Find
Apps #Mansge  Hello, Administrator nes
e Pps e
[ Bookmarks 3% Dashboard @ se
. KNOWLEDGE DATA
S Re Add Dat
Searches, reports, and alerts Data inputs
v My bookmarks (0) Add bookmark
Data models ing and receiving
| L) Splunk Secure Gateway 818 Event types
Tags
21 Upgrade R ess App Monitoring Fields
v Shared with my organization (0) Add b Cc Lookups n ctions

User interface
DISTRIBUTED ENVIRONMENT

Shared by me

Shared by other administrators
SYSTEM Distributed search
Server settings
ervel ntrols USERS AND AUTHENTICATION
v Splunk recommended (14) Server controls

Health renort manacer Roles

b. Click New Index and fill in all requested details. Select Events for Index Data Type and Search
& Reporting in App details. Define the maximum size for the index and click Save.
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Indexes

A repository for data in Splunk Enterprise. Indexes reside in flat files on the Splunk Enterprise instance known as the indexer. |
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Home Path

Cold Path

Thawed Path

Data Integrity Check

Max Size of Entire Index

Max Size of
Hot/Warm/Cold Bucket

Frozen Path

App

15 Indexes filter Q 20 per page ¥
Name Actions Type & App * Current Sizatest Event + Home Path ¢ Frozen Path + Status *
_audit Edit B Events system 2MB few seconds ago $SPLUNK_DB\audit\db N/A v Enabled
_configtracker Edit BEevents system 2mB 0 minutes ago $SPLUNK_DB\_configtracker\db N/A  Enabled

dsappevent Edit BEvents SplunkDeploymentServerConfig 1MB $SPLUNK_DB\_dsappevent\db N/A / Enabled
_dsclient Edit B Events SplunkDeploymentServerConfig 1MB $SPLUNK_DB\_dsclient\db N/A + Enabled
Index Data Type El Events & Metrics
The type of data to store (event-based or metrics).

optional
Hot/warm db path. Leave blank for default ($SPLUNK_DB/INDEX_NAME/db).

optional
Cold db path. Leave blank for default ($SPLUNK_DB/INDEX_NAME/colddb).

optional
Thawed/resurrected db path. Leave blank for default ($SPLUNK_DB/INDEX_NAME/thaweddb).

Enable Disable

Enable this if you want Splunk to compute hashes on every slice of your data for the purpose of data integrity.

500 GB v

Maximum target size of entire index.

auto GB~

Maximum target size of buckets. Enter 'auto_high_volume’ for high-volume indexes.

optional

Frozen bucket archive path. Set this if you want Splunk to automatically archive frozen buckets.

Search & Reporting v
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c. You can see the newly created index under Indexes.

splunl

Indexes
A repository for data in Splunk Enterprise. Indexes reside in flat files on the Splunk Enterprise instance known as the indexer. Learn more [2
16 Indexes filter Q
Name * Actions Type * App * Current Size Max Size 7 Event Count ¢
audit Edit B Events system 2 MB 488.28 GB 17K
configtracker Edit B Events system 2MB 488.28 GB 186
dsappevent Edit B Events SplunkDeploymentServerConfig 1MB 488.28 GB ()
cohesity_logs Edit Delete Disable B Events search 1MB 500 GB 0
history Edit E Events system 1MB 488.28 GB 0
main Edit B Events system 1MB 488.28 GB o]

3. Configure HTTP Event Collector to receive data from Cohesity.

a. Click Data Inputs under Data in Settings.

Settings v
Apps fManage  Hello, Administrator ngs
Search apps by name Q bl Q ‘
[ Bookmarks 28 Dashboard @ se
B KNOWLEDGE DATA
. Search & Reporting Add Data
[l Searches, reports, and alerts
v My bookmarks (0) Add bookmark ‘
Data models Forwarding and receiving
Splunk Secure Gateway ?H Event types Indexes
Tags Report acceleration summaries
Upgrade Readiness App Monitoring Fields Source types
v Shared with my organization (0) ‘ Add b Console Lookups Ingest actions
User interface
Shared by me Alert actions DISTRIBUTED ENVIRONMENT
Advanced search Indexer clustering
Al configurations Forwarder management
Shared by other administrators Federated search
SYSTEM Distributed search
Server settings
O i e mmenta (12) Server controls USERS AND AUTHENTICATION
Health renart manager Roles
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b. Click HTTP Event Collector.

splu

Data inputs
Set up data inputs from files and directories, network ports, and scripted inputs. If you want to set up forwarding and receiving between two Splunk instances, go to Forwarding and receiving.
Local inputs

Type Inputs Actions
Local event log collection - Edit
Collect event logs from this machine.
Remote event log collections 1 + Add new
Collect event logs from remote hosts. Note: this uses WMI and requires a domain account
Files & Directories 18 + Add new
Index a local file or monitor an entire directory.
Local performance monitoring 0] + Add new
Collect performance data from local machine.
Remote performance monitoring o] + Add new
Collect performance and event information from remote hosts. Requires domain credentials.
HTTP Event Collector 0 + Add new
Receive data over HTTP or HTTPS.
TCP o] + Add new
Listen on a TCP port for incoming data, e.g. syslog

c. Click Global Settings and fill in all requested details and click Save.

HTTP Event Collector New Token

Data Inputs » HTTP Event Collector

20 per page ¥

0 Tokens App: All ter Q

Name “ Actions Token Value * Index * Status +

B o tokens found
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Edit Global Settings

All Tokens Enabled Disabled
Default Source Type json v
Default Index cohesity_logs ¥
Default Output Group None v

Use Deployment Server

©

Enable SSL

©

HTTP Port Number *

o0
o
o0
(s3]

= - |

i. Select Enabled for All Tokens.

ii. Select the Default Source Type as _json (If it is not shown under the dropdown, then
type _json in the search bar to bring it up).

iii. Select the Default index as the new index we created exclusively for Cohesity logs and
alerts under step 1.

iv. By default, SSL is enabled with default Port 8088. You can disable SSL or modify the
default port. A general recommendation is to enable SSL.

4. Create a new token to authenticate Cohesity.

a. Click Data Inputs under Data in Settings.

Administrator v 1 Settings v Activity ¥ Help v
Apps frmanage  Hello, Administrator - ngs
- ‘ Search settings. Q ‘
Search apps by name. Q ‘ Eé
[l Bookmarks 29 Dashboard @ se
e KNOWLEDGE DATA
Search & Reporting Add Data
UMy bookmarks (0) Add bookmark ‘ Searches, reports, and alerts
— Data models Forwarding and receiving
m Splunk Secure Gateway H’? Event types s
Tags Report acceleration summaries
Upgrade Readiness App — Monitoring Fields Source types
v Shared with my organization (0) | Addb Console Lookups Ingest actions
Find more apps [2 User interface
Shared by me Alert actions DISTRIBUTED ENVIRONMENT
Advanced search Indexer clustering
All configurations Forwarder management
Shared by other administrators Federated search
SYSTEM Distributed search
Server settings
« Splunk recommended (14) Server controls USERS AND AUTHENTICATION
Health renart manaaer. Roles
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b. Click HTTP Event Collector.

splunk App

Data inputs

Set up data inputs from files and directories, network ports, and scripted inputs. If you want to set up forwarding and receiving between two Splunk instances, go to Forwarding and receiving.

Local inputs
Type Inputs Actions
Local event log collection - Edit

Collect event logs from this machine.

Remote event log collections 1 + Add new
Collect event logs from remote hosts. Note: this uses WMI and requires a domain account.

Files & Directories 18 + Add new
Index a local file or monitor an entire directory.

Local performance monitoring o] + Add new
Collect performance data from local machine.

Remote performance monitoring 0 + Add new
Collect performance and event information from remote hosts. Requires domain credentials.

HTTP Event Collector o + Add new
Receive data over HTTP or HTTPS.

TCP o] + Add new
Listen on a TCP port for incoming data, e.g. syslog.

c. Click New Token.

HTTP Event Collector Global Settings

Data Inputs » HTTP Event Collector

0 Tokens App: All v

Q 20 per page ¥

Name * Actions Token Value * Index = Status +

B No tokens found.
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d. Provide a unique Name for your token and click Next.

Add Data ® Qe

Select Source nput Settings

Local Event Logs ) N
Configure a new token for receiving data over HTTP. Learn More [2

om this

Remote Event Logs

Name | Cohesity_Webhook_Token

MI and
Source name override ? | optional
Files & Directories
Upload a file, index a local file, or monitor an entire directory 2
ples “ raee “ Description ? | optional
HTTP Event Collector
Configure tokens that clients can use to send data over HTTP or Output Group (optional) None v
HTTPS
Enable indexer [_]
TCP / UDP
acknowledgement
Configure the Splunk platform to liste
Local Performance Monitoring
Collect performance data from this machine FAQ

i 2
Remote Performance Monitoring > What is the HTTP Event Collector?

Collect performance and e

formation from rer

> How do | set up the HTTP Event Collector?

Requit omain credentials

v

How do | view and configure the tokens that | can use to send data to the HTTP Event

. Collector?
Registry monitoring

Hav

e Splunk platform index the

a
v

What clients can send data to the HTTP Event Collector?
monitor

v

What port and protocol does the HTTP Event Collector receive data on and how can | change

that?
Active Directory monitoring

Index and monitor Active Direc

v

What is an output group?

e. Under Input Settings, For Source Type, choose Select and then click Select Source Type.
Select _json from the dropdown. If it is not shown under the dropdown, then type _json in search
bar to bring it up.

Select Source Input Settings Review Don

Input Settings

Optionally set additional input parameters for this data input as follows:

Source type

The source type is one of the default fields that the Splunk
platform assigns to all incoming data. It tells the Splunk platform Automatic
what kind of data you've got, so that the Splunk platform can
format the data intelligently during indexing. And it's a way to
categorize your data, so that you can search it easily.

Index [ serd . ]

The Splunk platform stores incoming data as events in the Json
selected index. Consider using a "sandbox" index as a
destination if you have problems determining a source type for informat
your data. A sandbox index lets you troubleshoot your
configuration without impacting production indexes. You can
always change this setting later. Learn More 2

New

Select Source Type v

otation format. For more

n, visit http://json.org

log2metrics_json
JSON-fc t

Select Allowed Available add all » Selected item(s)« remove all
Indexes ~ item(s)
Bcohesity_logs
Bhistory
EBmain
Bsummary

Default Index Default v Create a new index
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f. Select the Index where you want the Cohesity logs and alerts need to be stored. Select the new
index we created exclusively for Cohesity logs and alerts under step 1. Also make sure the

Default Index is set to the same index as chosen.

splunk r Apps ¥

o—0

Select Source Input Settings

Add Data

Input Settings

Optionally set additional input parameters for this data input as follows:

Source type

The source type is one of the default fields that the Splunk
platform assigns to all incoming data. It tells the Splunk platform
what kind of data you've got, so that the Splunk platform can
format the data intelligently during indexing. And it's a way to
categorize your data, so that you can search it easily.

Index

The Splunk platform stores incoming data as events in the
selected index. Consider using a "sandbox" index as a
destination if you have problems determining a source type for
your data. A sandbox index lets you troubleshoot your
configuration without impacting production indexes. You can
always change this setting later. Learn More [2

Select Allowed  Available addall» Selected item(s)« remove all
Indexes yuik Bcohesity_logs

Bhistory
Emain

Bsummary

Default Index Create a new index

< Back

Automatic Select

g. Click Review to review the details of the token. If you want to make any changes, you can go

back and modify.

Add Data ®

Select Source

Review

Input Type ... Token

Name . Cohesity_Webhook_Token
Source name override ......... N/A

Description ......cccccceeccceeee N/A

Enable indexer acknowledg No

Output Group ....cccceeeeeeeeneee N/A

Allowed indexes ........ccccocuuu. cohesity_logs

Default indeX ......ccccoeuruceeuneee
Source Type ...
App Context ..

cohesity_logs
json
... launcher
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h. Click Submit to successfully create the token.

Add Data *——0—9 SLEES

Select Source nput Settings Review Done

v/ Token has been created successfully.

Configure your inputs by going to Settings > Data Inputs

Token Value
Search your data now or see examples and tutorials. 2
Extract Fields Create search-time field extractions. Learn more about fields. [2
Add More Data Add more data inputs now or see examples and tutorials. [2
Download Apps Apps help you do more with your data. Learn more. [2
Build Dashboards Visualize your searches. Learn more. [2

i. Once the Token is created, go back to HTTP Event Collector Page and verify the Token
created. Copy the Token Value (Which we will need while configuring the Webhook on Cohesity

Administrator v 3) Messages v Settings v  Activityv  Help v Find Q
HTTP Event Collector Global Settings
Data Inputs » HTTP Event Collector
0 Tokens App: All v filtel Q 20 per page ¥
Name “ Actions Token Value Source Type + Index & Status ¢
Cohesity_Webhook_Token  Edit Disable IaZeecd3272000743297b205'6093b“69845fI json cohesity_logs Enabled

5. Check HEC endpoint is accessible.

a. Open the URL below in a browser.
https://<your_splunk_ip>:8088/services/collector/health
b. If you get the below json response, then your HEC endpoint is accessible and properly
configured.
{"text":"HEC is healthy","code":17}

c. If you get a 404 Not Found or similar error, it indicates an issue with the URL or HEC
configuration. Revisit previous steps to configure the HEC properly.
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6. Testthe HTTP Event Collector on any system.

a. Testthe HTTP Event Collector using a curl request from cmd prompt / terminal on any system as
shown below:

curl -k “https://<your Splunk IP>:8088/services/collector/raw” \
-H “Authorization: Splunk <HEC Token>” \
-H “Content-Type: application/json” \
-d '{“alert”: “Test Alert”, “alertId”: 00007}’

o Your Splunk IP —is the IP address of the system where your Splunk Enterprise is running.

o HEC Token — is the Token Value of the HTTP Event Collector Token you created in the
previous step.

Once the curl command executes successfully, it must return the message { “text”:
“Success”, “code”: “©”} as shown below:

@ @ = shashanka.sr

shashanka.sr@COH-J6CIPK74WG ~ % curl -k "https://10.15.5.120:8088/services/collector/raw" \
-H "Authorization: Splunk c37725f2-299e-4f03-929d-12f0d8fB254c" \

-H "Content-Type: application/json" \

-d '{"alert":"Test_Alert","alertId":"e000"}'

{"text":"Success", "code":0}3

shashanka.sr@COH-J6CIPK74WG ~ % I

NOTE:

e If you are not receiving the message {“text”: “Success”, “code”: “0’} or receiving some other
message, then there is some issue with the HTTP Event Collector configuration.

o Revisit steps 2 & 3 for proper configuration.

e Visit Troubleshooting for more details.
b. Verify the data is successfully received on Splunk.
i.  From Splunk Web Home console, click Search & Reporting.

Apps % Manage  Hello, Administrator

Search apps by name Q ‘

[ Bookmarks 84 Dashboard @ Search history © Recently viewed

J Search & Reporting

. v My bookmarks (0) Add bookmark ‘
IB’ Splunk Secure Gateway
Upgrade Readiness App
v Shared with my organization (0) ‘ Add bookmark

Find more apps [2
Shared by me

Shared by other administrators
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ii.  Run search query to filter logs. You must see the event sent by curl command in Splunk.

splunk Apps ¥

Search Analytics Datasets Reports Alerts Dashboards

New Search

I index="cohesity_logs"|

v 1event (1/8/25 12:00:00.000 AM to 1/8/25 12:39:31.000 AM) No Event Sampling ¥
Events (1) Patterns Statistics Visualization
Format Timeline v —Zoom Out
List v # Format 20 Per Page v
< Hide Fields i= All Fields i | Time Event
> 1/8/25 {1
SELECTED FIELDS
host 1 12:39:23.000 AM alert: Test_Alert
@hos alertld: 0000
a source 1 3

a sourcetype 1
P Show as raw text

INTERESTING FIELDS host = 1015.5120:8088 ' source = http:Cohesity WH | sourcetype = _json

a alert 1

# alertld 1

a index 1

# linecount 1

a punct 1

a splunk_server 1
a timestamp 1

+ Extract New Fields

NOTE:

« If you are not receiving the event sent through curl command in Splunk, then there is
some issue with the HTTP Event Collector configuration. Revisit steps 2 & 3 for proper
configuration.

e Visit Troubleshooting for more details.

7. Configure alert notification with webhook On Cohesity Cluster.

a. Login to your Cohesity Cluster from Cluster UI.

Welcome

To Cohesity Data Cloud

@D Cluster: shanky-72-3NC-primary 4\

Username

Password @ @

D
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b. Click System > Health > Settings and then Add Alert Notification Rule.

= COHESITY Q search shanky-72-3NCprimary (| 1@ H A &

o=
=0 Dashboards Health

@ Data Protection > Components Alerts Resolution Summary Settings Analytics

& Infrastructure >
Notification Settings | Add Alert Notification Rule
[ SmartFiles >
R Test & Dev
&7 Marketplace >
D system v

Health

Storage

c. Provide the Rule Name, choose required Alert Category, Alert Severities and Alert Name,
choose Webhook as alert notification type and provide the Webhook URL and Options as
below:

URL:
https.//<Your Splunk IP>:8088/services/collector/raw

Options:
-H “Authorization: Splunk <HEC Token>" -H “Content-Type: application/json”
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Add Alert Notification Rule

Rule Name

| Splunk |

When

Alert Category Alert Severities

Alert Name

Send Alert Notification via *

Email
Add email addresses of users to receive alert email notifications
(® Add

» SNMP

I Syslog

b Webhook

URLO
http://10.15.5.120:8088/services/collector/raw

Options @
-H “Authorization: Splunk 355abee2-f248-46f6-bff6-b1f679072

curl -H “Authorization: Splunk 355abee2-f248-46f
6-bff6-b1f6790720a0" -H “Content-Type: applicati
on/json” -XPOST http://10.15.5.120:8088/services/
collector/raw

Cancel Save

NOTE:

o Use Alert Category, Alert Severities or Alert Name to filter out the selective alerts you want to

send to Splunk.

« If you do not select any value for Alert Category, Alert Severities or Alert Name, then all the

alerts generated by Cohesity will be sent to Splunk.

* You can see the corresponding curl command framed on the Cluster Ul based on your
entered URL and Options for Webhook. You can test that curl command on cmd prompt /

terminal of any system.

o Reuvisit step 5 to know more details.
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8. Validate data received from Cohesity on Splunk Enterprise.

a. Click under Indexes Settings.

Settings ¥ = Activity v Help v Find
Apps frManage  Hello, Administrator ngs
t—lﬁ: ‘ Search settings Q ‘
Search apps by name Q ‘ = ()
[ Bookmarks 8% Dashboard 8 se
Search & Reporting oo KNOWLEDGE DATA
= | Searches, reports, and alerts Data inputs
v My bookmarks (0) Add bookmark ‘
g Data models Forwarding and receiving
LD: Splunk Secure Gateway H? Event types
Tags Report acceleration summaries
Upgrade Readiness App Monitoring Fields Source types
v Shared with my organization (0) ‘ Add b Console Lookups Ingest actions
Find more apps [2 User interface
Shared by me Alert actions DISTRIBUTED ENVIRONMENT
Advanced search Indexer clustering
All configurations Forwarder management
Shared by other administrators Federated search
SYSTEM Distributed search
Server settings
« Splunk recommended (14) Server controls USERS AND AUTHENTICATION

Health renart manager. Roles

b. Verify logs are being pushed to your index by checking the Event Count.

Administrator v 1 Messages v Settings v Activity v

Indexes

A repository for data in Splunk Enterprise. Indexes reside in flat files on the Splunk Enterprise instance known as the indexer. Learn more [2

16 Indexes filter Q
Name * Actions Type + App ¢ Current Size ¢ Max Size + 7 Event Count ¢
audit Edit B Events system 2 MB 488.28 GB 17.8K
configtracker Edit ElEvents system 2MB 488.28 GB 199
dsappevent Edit B Events SplunkDeploymentServerConfig 1MB 488.28 GB 0
I cohesity_logs Edit Delete Disable B Events search 1MB 500 GB 121 I
history Edit BElEvents system 1MB 488.28 GB o]

NOTE: Alerts and logs will be pushed from Cohesity to Splunk in real time. However, it is not
immediate. Sometimes it takes more time for the data to be transmitted to Splunk. If you are not
seeing the events after significant amount of time, then there could be an issue in HEC
configuration. Edit your HEC to fix the issue.
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9. Search, alert, and visualize.

a. From Splunk Web Home console, click Search & Reporting.

Apps

£ Manage

‘ Search apps by name

QJ

Search & Reporting

IBE Splunk Secure Gateway

Upgrade Readiness App

Find more apps [2

b. Run search query to filter logs.

splunk

Apps ¥

Search Analytics Datasets

New Search

index="cohesity_logs"

10f 1 event matched

Reports

Hello, Administrator

[l Bookmarks 8% Dashboard

v My bookmarks (0) Add bookmark ‘

@ Search history

v Shared with my organization (0) ‘ Add bookmark

Shared by me

Shared by other administrators

Alerts Dashboards

Save As v

® Recently viewed

Create Table View

Close
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Events (1) Patterns Statistics
Format Timeline v — Zoom Out
< Hide Fields = All Fields

SELECTED FIELDS
a host 1

a source 1

a sourcetype 1

INTERESTING FIELDS

a alertCategory 1

a alertCode 1

a alertDocument.alert_255CharDesc 1
a alertDocument.alertCause 1

a alertDocument.alertDescription 1

Visualization

List v

Time

/6/25
11:40:27.000 PM

# Format

20 Per Page v

Event

-]
alertCategory: kNodeHealth
alertCode: CE00411001
alertDocument: { [+]
i
alertState: kOpen
alertType: 11001
alertTypeBucket: kSoftware
clusterHost: 10.15.10.81
dedupCount: 1418
dedupTimestamps: [ [+]
]
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C.

splunk

Search Analytics

New Search
index="cohesity_logs"

1of 1 event matched

Filter search results based on time.

Dashboards

a alertCategory 1

a alertCode 1

a alertDocument.alert_255CharDesc 1
a alertDocument.alertCause 1

a alertDocument.alertDescription 1

v Presets
Events (1) Patterns Statistics Visualization REAL-TIME RELATIVE
30 second window Today
Format Timeline v — Zoom Out

Week to date
Business week to date

1 minute window
5 minute window
30 minute window Month to date
Year to date

Yesterday

1 hour window
All time (real-time)

List » # Format 20F
Previous week
s Previous business week
< Hide Fields All Fields i Time Even i
Previous month
> 1/6/25 «r- ‘.
SELECTED FIELDS Previous year
11:40:27.000 PM
a host 1
a source 1
> Relative
a sourcetype 1
> Real-time
INTERESTING FIELDS
> Date Range

> Date & Time Range

> Advanced

Save As v

Last 15 minutes
Last 60 minutes
Last 4 hours
Last 24 hours
Last 7 days
Last 30 days
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Create Table View Close

Last 24 hours v

OTHER

All time

d. Alert and visualize.

splunk

Search Analytics Datase Reports

New Search
index="cohesity_logs"

10f 1 event matched

Adminis

Dashboards

SELECTED FIELDS
a host 1

a source 1

a sourcetype 1

INTERESTING FIELDS

a alertCategory 1

a alertCode 1

a alertDocument.alert_255CharDesc 1
a alertDocument.alertCause 1

a alertDocument.alertDescription 1

Save As v

Report

Alert

Existing Dashboard
New Dashboard

Event Type

Crege Table View Close

Events (1) Patterns Statistics Visualization
Format Timeline v — Zoom Out

List v # Format 20 Per Page ¥
< Hide Fields = All Fields i Time Event

> 106/25 -]

11:40:27.000 PM alertCategory: kNodeHealth
alertCode: CE00411001

alertDocument: { [+]

T

alertState: kOpen
alertType: 11001
alertTypeBucket: kSoftware
clusterHost: 10.15.10.81
dedupCount: 1418
dedupTimestamps: [ [+]

]

NOTE: For more details, refer to the Search and Reporting section.
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Cohesity Data Cloud

DataProtect [Self-managed clusters managed from Cohesity Data
Cloud]

1. Login to your Splunk Enterprise Instance.

splunk>enterprise

2. Create a new index to store Cohesity logs.

This is an optional, however, recommended step. You can use an already existing index in your
Splunk instance. But it is advised to create and use a new index specific to Cohesity logs and alerts

a. Click Indexes under Data in Settings.

splunk>enterprise Apps ¥ Administrator v 1) Messages v | Settingsv = Activityv Help v Find @\
Apps #Manzge  Hello, Administrator nas
carch app e
[ Bookmarks 8% Dashboard @ se
o KNOWLEDGE DATA
Search & Reporting Add Dat;
Searches, reports, and alerts Data inputs
v My bookmarks (0) Add bookmark
Data models ing and receiving
Splunk Secure Gateway E S
| L) | Event types

Tags
Fields

ation summaries

v Shared with my organization (0) Add b Lookigs

2 User interface

Shared by me

Shared by other administrators

SYSTEM

Server settings
Serve ntrols USERS AND AUTHENTICATION
v Splunk recommended (14) Server controls

Health renort manacer Roles
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b. Click New Index and fill in all requested details. Select Events for Index Data Type and Search
& Reporting in App details. Define the maximum size for the index and click Save.

Indexes

A repository for data in Splunk Enterprise. Indexes reside in flat files on the Splunk Enterprise instance known as the indexer. |

Home Path

Cold Path

Thawed Path

Data Integrity Check

Max Size of Entire Index

Max Size of
Hot/Warm/Cold Bucket

Frozen Path

App

15 Indexes filter Q 20 per page ¥
Name Actions. Type * App * Current Sizatest Event + Home Path + Frozen Path Status +
audit Edit B Events system 2mMB few seconds ago $SPLUNK_DB\audit\db N/A + Enabled
_configtracker Edit B Events system 2MB 0 minutes ago $SPLUNK_DB!\_configtracker\db N/A + Enabled
dsappevent Edit BEvents SplunkDeploymentServerConfig 1M8 $SPLUNK_DB\_dsappevent\db N/A + Enabled
dsclient Edit B Events SplunkDeploymentServerConfig 1MB $SPLUNK_DB\_dsclient\db N/A + Enabled
Index Data Type E Events & Metrics

The type of data to store (event-based or metrics).

optional
Hot/warm db path. Leave blank for default ($SPLUNK_DB/INDEX_NAME/db)

optional
Cold db path. Leave blank for default ($SPLUNK_DB/INDEX_NAME/colddb).

optional
Thawed/resurrected db path. Leave blank for default ($SPLUNK_DB/INDEX_NAME/thaweddb).

Enable Disable

Enable this if you want Splunk to compute hashe

slice of your data for the purpose of data integrity.

500 GB v

Maximum target size of entire index.

auto GB~

Maximum targe

ze of buckets. Enter 'auto_high_volume’ for high-volume indexes.

optional

Frozen bucket archive path. Set this if you want Splunk to automatically archive frozen buckets.

Search & Reporting ¥

Cancel
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c. You can see the newly created index under Indexes.

splunl

Indexes
A repository for data in Splunk Enterprise. Indexes reside in flat files on the Splunk Enterprise instance known as the indexer. Learn more [2
16 Indexes filter Q
Name * Actions Type * App * Current Size Max Size 7 Event Count ¢
audit Edit B Events system 2 MB 488.28 GB 17K
configtracker Edit B Events system 2MB 488.28 GB 186
dsappevent Edit B Events SplunkDeploymentServerConfig 1MB 488.28 GB ()
cohesity_logs Edit Delete Disable B Events search 1MB 500 GB 0
history Edit E Events system 1MB 488.28 GB 0
main Edit B Events system 1MB 488.28 GB o]

3. Configure HTTP Event Collector to receive data from Cohesity.

a. Click Data Inputs under Data in Settings.

Settings v
Apps fManage  Hello, Administrator ngs
Search apps by name Q bl Q ‘
[ Bookmarks 28 Dashboard @ se
B KNOWLEDGE DATA
. Search & Reporting Add Data
[l Searches, reports, and alerts
v My bookmarks (0) Add bookmark ‘
Data models Forwarding and receiving
Splunk Secure Gateway ?H Event types Indexes
Tags Report acceleration summaries
Upgrade Readiness App Monitoring Fields Source types
v Shared with my organization (0) ‘ Add b Console Lookups Ingest actions
User interface
Shared by me Alert actions DISTRIBUTED ENVIRONMENT
Advanced search Indexer clustering
Al configurations Forwarder management
Shared by other administrators Federated search
SYSTEM Distributed search
Server settings
O i e mmenta (12) Server controls USERS AND AUTHENTICATION
Health renart manager Roles

Integrate Splunk with Cohesity




43

b. Click HTTP Event Collector.

Data inputs

Set up data inputs from files and directories, network ports, and scripted inputs. If you want to set up forwarding and receiving between two Splunk instances, go to Forwarding and receiving.
Local inputs
Type Inputs Actions

Local event log collection - Edit
Collect event logs from this machine.

Remote event log collections 1 + Add new
Collect event logs from remote hosts. Note: this uses WMI and requires a domain account.

Files & Directories 18 + Add new
Index a local file or monitor an entire directory.

Local performance monitoring 0 + Add new
Collect performance data from local machine.

Remote performance monitoring 0 + Add new
Collect performance and event information from remote hosts. Requires domain credentials.

HTTP Event Collector o + Add new
Receive data over HTTP or HTTPS.

TCP o] + Add new
Listen on a TCP port for incoming data, e.g. syslog.
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c. Click Global Settings and fill in all requested details and click Save.

Administrator v 3 Messages ¥ Settings v Activity

HTTP Event Collector New Token

Data Inputs » HTTP Event Collector

0 Tokens App: All filte: Q 20 per page ¥

Name * Actions Token Value ¢ Index * Status *

n No tokens found

Edit Global Settings

All Tokens Enabled Disabled
Default Source Type json v
Default Index cohesity_logs ¥
Default Output Group None v
Use Deployment Server  [v]

Enable SSL (V]

HTTP Port Number ? 8088

= Select Enabled for All Tokens.

= Select the Default Source Type as _json (If it is not shown under the dropdown, then type
_json in the search bar to bring it up).

= Select the Default index as the new index we created exclusively for Cohesity logs and
alerts under step 1.

= By default, SSL is enabled with default Port 8088. You can disable SSL or modify the
default port. The general recommendation is to enable SSL.

4. Create a new token to authenticate Cohesity.
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d. Click Data Inputs under Data in Settings.

Apps fmanage  Hello, Administrator ngs
Search apps by name. Q ‘
[ Bookmarks 3% Dashboard @ se
| KNOWLEDGE DATA
Search & Reporting | Add Data
S e Searches, reports, and alerts
v My bookmarks (0) Add bookmark —_—
1 Data models Forwarding and receiving
Ig Splunk Secure Gateway ?H Event types o
Tags Report acceleration summaries
Upgrade Readiness App Monitoring Fields Source types
v Shared with my organization (0) Add b Console Lookups Ingest actions
Find more apps [2 User interface

Shared by me Alert actions DISTRIBUTED ENVIRONMENT
Advanced search Indexer clustering
All configurations Forwarder management

Shared by other administrators Federated search
SYSTEM Distributed search
Server settings

USERS AND AUTHENTICATION
v Splunk recommended (14) Server controls

Health renort manager Roles

e. Click HTTP Event Collector.

splunk App:

Data inputs

Set up data inputs from files and directories, network ports, and scripted inputs. If you want to set up forwarding and receiving between two Splunk instances, go to Forwarding and receiving.

Local inputs
Type Inputs Actions
Local event log collection - Edit

Collect event logs from this machine.

Remote event log collections 1 + Add new
Collect event logs from remote hosts. Note: this uses WMI and requires a domain account.

Files & Directories 18 + Add new
Index a local file or monitor an entire directory.

Local performance monitoring 0 + Add new
Collect performance data from local machine.

Remote performance monitoring [0] + Add new
Collect performance and event information from remote hosts. Requires domain credentials.

HTTP Event Collector 0 + Add new
Receive data over HTTP or HTTPS.

TCP 0 + Add new
Listen on a TCP port for incoming data, e.g. syslog

f. Click New Token.

Administrator v Settings v Activity ¥ Help v Find

HTTP Event Collector Global Settings

Data Inputs » HTTP Event Collector

0 Tokens App: All v filter Q 20 per page ¥

Name * Actions Token Value + Index ¢ Status ¢

n No tokens found.
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g. Provide a unique Name for your token and click Next.

Add Data ® <Back

Select Source Input Settings Review Done

Local Event Logs

Colloct Configure a new token for receiving data over HTTP. Learn More (2
ollect e

t logs from this machine

Remote Event Logs Name | Cohesity_Webhook_Token
Collect event logs from remote hosts. Note: this uses WM

requires a domain account

Source name override * | optional
Files & Directories
Upload a file, index a local file, or monitor an entire directory. - ?

Description optional

HTTP Event Collector
Configure tokens that clients can use to send data over HTTP or Output Group (optional) None v
HTTPS.

Enable indexer E]

TCP/ P
CP /UD acknowledgement

Configure the Splunk platform to listen on a

Local Performance Monitoring
Collect performance data from this machine EAQ

v

i ?
Remote Performance Monitoring What is the HTTP Event Collector?

Collect performance and event information from remote hosts.

v

How do | set up the HTTP Event Collector?
Requires domain credentials

v

How do | view and configure the tokens that | can use to send data to the HTTP Event

. - Collector?
Registry monitoring

Have the Splunk platform index the local Windows Registry, and

v

What clients can send data to the HTTP Event Collector?

monitor it for changes.

v

What port and protocol does the HTTP Event Collector receive data on and how can | change

. . o that?
Active Directory monitoring

Index and monitor Ac

ve Directory.

v

What is an output group?
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h. Under Input Settings, For Source Type, choose Select and then click Select Source Type,

Select _json from the dropdown. If it is not shown under the dropdown, then type _json in search

bar to bring it up.

Select Source

Input Settings

Source type

The source type is one of the default fields that the Splunk
platform assigns to all incoming data. It tells the Splunk platform
what kind of data you've got, so that the Splunk platform can
format the data intelligently during indexing. And it's a way to
categorize your data, so that you can search it easily.

Index

The Splunk platform stores incoming data as events in the
selected index. Consider using a "sandbox” index as a
destination if you have problems determining a source type for
your data. A sandbox index lets you troubleshoot your
configuration without impacting production indexes. You can
always change this setting later. Learn More (2

Indexes ~ item(s)
Bcohesity_logs

Bhistory
Emain

Esummary

Default Index Default v Create a new index

Add Data ® ®

Review

Optionally set additional input parameters for this data input as follows:

Done

Automatic Select New

Select Source Type v

jsor{ X ]

json
JavaScript Object Notation format. For more

information, visit http:/json.org

Select Allowed Available add all »  Selected item(s)« remove all

Select ind

log2metrics_json

JSON-formatted data. Log-to-me

sing conv @ numeric values in json

nto metric data points.

hat clients will be able t

Integrate Splunk with Cohesity




48

i. Select the Index where you want the Cohesity logs and alerts need to be stored. Select the new
index we created exclusively for Cohesity logs and alerts under step 1. Also make sure the
Default Index is set to the same index as chosen.

splut

Add Data & —@ < Back

Select Source Input Settings Review Done

Input Settings

Optionally set additional input parameters for this data input as follows:

Source type

The source type is one of the default fields that the Splunk

platform assigns to all incoming data. It tells the Splunk platform Automatic Select New
what kind of data you've got, so that the Splunk platform can

format the data intelligently during indexing. And it's a way to

categorize your data, so that you can search it easily. SO

Index

The Splunk platform stores incoming data as events in the
selected index. Consider using a "sandbox" index as a
destination if you have problems determining a source type for
your data. A sandbox index lets you troubleshoot your
configuration without impacting production indexes. You can
always change this setting later. Learn More [2

Select Allowed
Indexes

Available add all » Selected item(s)« remove all

Bcohesity_logs

B cohesity_logs

Shistory

Emain

Bsummary

ndexes that clients will be able to select from

Default Index Bl cohesity_logs v Create a new index
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j. Click Review to review the details of the token. If you want to make any changes, you can go
back and modify.

avws &0 O o

Select Source Input Settings Review Done
Review
INput TYPE ..o Token
Name ......ccocieecncinn .. Cohesity_Webhook_Token
Source name override . N/A
Description ......cceeieereennns N/A
Enable indexer acknowledg No
Output Group .....cccceeeerennnnne N/A
Allowed indexes .........ccccoueeu. cohesity_logs -

Default index .. cohesity_logs
. _json

App Context .....cccoceeecieeennan. launcher

Source Type

k. Click Submit to successfully create the token.

Add Data ® 4 . 9 <Back D ‘

Select Source Input Settings Review Done

v/ Token has been created successfully.

Configure your inputs by going to Settings > Data Inputs

Token Value
Search your data now or see examples and tutorials. [2
Extract Fields Create search-time field extractions. Learn more about fields. 2
Add More Data Add more data inputs now or see examples and tutorials. (2
Download Apps Apps help you do more with your data. Learn more. (2
Build Dashboards Visualize your searches. Learn more. [2
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I.  Once the Token is created, go back to HTTP Event Collector Page and verify the Token
created. Copy the Token Value (Which we will need while configuring the Webhook on Cohesity

Administrator v~ @) Messages v Settingsv  Activityv  Helpv | Find Q
HTTP Event Collector Global Settings
Data Inputs » HTTP Event Collector
0 Tokens App: All v filte Q 20 per page ¥
Name * Actions Token Value + Source Type Index Status ¢
Cohesity_Webhook_Token Edit Disable I aZeeC(JJZ—ZOOC'Q32‘3—{)20576093[}'69349I Jjson cohesity_logs Enabled

5. Check HEC endpoint is accessible.
a. Open the below URL in a browser.

https://<your_splunk_ip>:8088/services/collector/health

b. If you get the below json response, then your HEC endpoint is accessible and properly
configured.

{"text":"HEC is healthy","code":17}

c. If you get a 404 Not Found or similar error, it indicates an issue with the URL or HEC
configuration. Revisit previous steps to configure the HEC properly

6. Test HTTP Event Collector on any system.

a. Testthe HTTP Event Collector using a curl request from cmd prompt / terminal on any system as
shown below.

curl -k “https://<your Splunk IP>:8088/services/collector/raw” \
-H “Authorization: Splunk <HEC Token>” \
-H “Content-Type: application/json” \
-d ‘{“alert”: “Test Alert”, “alertId”: “00007}”’

o Your Splunk IP —is the IP address of the system where your Splunk Enterprise is running.
o HEC Token —is the Token Value of the HTTP Event Collector Token you created in previous step

Once the curl command executes successfully, it must return the message { “text”:
“Success”, “code”: “©”} as shown below:

@ O £ shashanka.sr

shashanka.sr@COH-J6CIPK74WG ~ % curl -k "https://10.15.5.120:8088/services/collector/raw" \
-H "Authorization: Splunk c37725f2-299e-4f03-929d-1270d8f08254c" \

-H "Content-Type: application/json" \

-d '{"alert":"Test_Alert","alertId":"0000"}"'

{"text":"Success", "code":0}Q

shashanka.sr@COH-J6CIPK74WG ~ % [

e If you are not receiving the message { “text”: “Success”, “code”: “©”} orreceiving some
other message, then there is some issue with the HTTP Event Collector configuration. Revisit
steps 2 & 3 for proper configuration.

e Visit Troubleshooting for more details.
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b. Verify the data is successfully received on Splunk.

i. From Splunk Web Home console, click Search & Reporting.

Apps R Mansge  Hello, Administrator
| Search apps by name Q ‘
[l Bookmarks 2% Dashboard @& Search history ©® Recently viewed

Search & Reporting

- v My bookmarks (0) Add bookmark ‘
Igb Splunk Secure Gateway
Upgrade Readiness App
v Shared with my organization (0) ‘ Add bookmark

Shared by me

Shared by other administrators

i. Run search query to filter logs. You must see the event sent by curl command in Splunk.

splunk Apps ¥

Search Analytics Datasets Reports Alerts Dashboards

New Search

[ index=“cohesity_logs”l

v 1event (1/8/25 12:00:00.000 AM to 1/8/25 12:39:31.000 AM) No Event Sampling ¥
Events (1) Patterns Statistics Visualization
Format Timeline v — Zoom Out

List v # Format 20 Per Page v
< Hide Fields i= All Fields i Time Event

> 1/8/25 {03
SELECTED FIELDS

12:39:23.000 AM alert: Test_Alert
a host 1
alertId: 0000

a source 1 3

a sourcetype 1
P Show as raw text

INTERESTING FIELDS host = 10.15.5.120:8088 source = http:Cohesity_WH sourcetype = _json

a alert 1

# alertld 1

a index 1

# linecount 1

a punct 1

a splunk_server 1
a timestamp 1

+ Extract New Fields

e If you are not receiving the message { “text”: “Success”, “code”: “©”} orreceiving some
other message, then there is some issue with the HTTP Event Collector configuration. Revisit
steps 2 & 3 for proper configuration.

e Visit Troubleshooting for more details.
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7. Configure alert notification with webhook on Cohesity Data Cloud.

a. Login to Cohesity Data Cloud.

The Cohesity
Data Cloud

The modern Al-powered
data security platform

COHESITY
SVERITNAS

now part of Cohesity

Powered By Helios

We've joined forces!

Usemname
Great news! Veritas is now part of Cohesity, creating the new
leader in Al-powered data security.
Password There's nothing you need to do, your products will work just

as they always have. We're excited about what's next and
thank you for being part of this journey with us. The future of
data security just got brighter!

Watch welcome video Get the details

Forgot your password?

Sign in with SSO

b. Go to DataProtect under Protection.

ITY

a & Cohesity Data Cloud
& Global

Dashboard

& Global

OF Dashboard

Health

Al Unhealthy  Healthy

>
Protection bv Stat Staus  Type

& Marketplace > DataProtect & Protection »
) :
System >
v @ frror DataProtect as a Service @) security »
12 0
[t Reports Warning — - sshots.
Systems Suct
6 & Mobility »
3 Settings > Healthy napshots

6 Hardware | 34 Software | 139 Data Service | 27 Maintenance

Posture Advisor Score
Latest Scan: Jan 11, 2025 3:27pm

Access

@ nsights

Consumption

Current Plan: Free Trial
Subscription: 5 FE TB/Montht

wices  Clusters

920 . Low Risk

«

70 Medium Risk 0 BYtes

24 Used
o, 8@
0% 45TiB
High Risk Available
Used
354 pays

0 & high Risk

Free Trial Left
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c. Click System > Health > Notification and then Create > New Alert Notification Rule.

= COHESITY (oo AiOmganizatons <) @ H @ O &
e —
Cohesity Data Cloud / Protection / DataProtect
(J DataProtect = Health Create ~
Alerts Resolution Summary Silence New Alert Notification Rule
OF Dashboards
@ Data Protection > Notification Settings
&1 Marketplace >
‘:, Security >
I]j] System v
Health
Audit Logs
Field Messages
i) Reports
@ Settings >

d. Provide the Notification Name, select the Notification Filters and Notification Frequency,
choose Webhook as the Notification Method and provide the Webhook URL and Options as
below:

URL:
https.//<Your Splunk IP>:8088/services/collector/raw

Options:
{"authorization": {"type": "Splunk","credentials": "<HEC Token>"}}

NOTE For Splunk Trials:

e Alert notifications from Cohesity to Splunk via Webhook requires a valid certificate at the Splunk
side.

e Splunk trials might use expired/invalid certificates, which may lead to TLS certificate verification
failure, in which case the alert notifications will not be sent from Cohesity to Splunk.

e Ensure you have a valid certificate installed or available at your Splunk Enterprise.
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Create Alert Notification Rule

Notification Name

|Sp|unk

Notification Filters

Clusters v Organization v Alert Severity v Alert Type ~ Alert Category v

Alert Name »

Notification Frequency

(® Real-time (O Every 6hours () Every 24 hours

Notification Method
[ Email

Webhook

https://13.52.181.193:8088/services/c {"authorization": {"type": "Sg @

NOTE:

o Use Clusters, Organization, Alert Severity, Alert Type, Alert Category or Alert Name to filter out
the selective alerts you want to send to Splunk.

o If you do not select any value for Clusters, Organization, Alert Severity, Alert Type, Alert
Category or Alert Name, then all the alerts generated by Cohesity will be sent to Splunk.

8. Validate data received from Cohesity on Splunk Enterprise.

a. Click Indexes under Data in Settings.

Administrator v 1) Messages v Settings ¥ A ty
Apps fManace  Hello, Administrator ngs
= ‘ Search settings. Q ‘
‘ Search apps by name Q ‘ %
[ Bookmarks 2% Dashboard 8 se
Search & Reporting Add Data KNOWLEDGE DATA
v My s e, ‘ || searches,reports, and alerts Data inputs
Data models Forwarding and receiving
Splunk Secure Gateway N? Event types
Tags Report acceleration summaries
Upgrade Readiness App — Monitoring Fields Source types
v Shared with my organization (0) ‘ Add b Console Lookups Ingest actions
Find more apps [2 User interface
Shared by me Alert actions DISTRIBUTED ENVIRONMENT
Advanced search Indexer clustering
All configurations Forwarder management
Shared by other administrators Federated search
SYSTEM Distributed search
Server settings
« Splunk recommended (14) Server controls USERS AND AUTHENTICATION
Health report manager Roles
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b. Verify logs are being pushed to your index by checking the Event Count.

Administrator v 1 Messages v Settings v Activity v Help v Find Q

Indexes

A repository for data in Splunk Enterprise. Indexes reside in flat files on the Splunk Enterprise instance known as the indexer. Learn more [2

16 Indexes filter Q

Name * Actions Type * App * Current Size Max Size ¢ 7 Event Count ¢
audit Edit Events system 2MB 488.28 GB 17.8K
configtracker Edit Events system 2MB 488.28 GB 199
dsappevent Edit E Events SplunkDeploymentServerConfig 1MB 488.28 GB 0

I cohesity_logs Edit Delete Disable E Events search 1MB 500 GB 121 I
history Edit B Events system 1MB 488.28 GB 0
NOTE:

e Alerts and logs will be pushed from Cohesity to Splunk in real time. However, it is not
immediate. Sometimes it takes more time for the data to be transmitted to Splunk. If you are not
seeing the events after significant amount of time, then there could be an issue in HEC
configuration. Edit your HEC to fix the issue.

9. Search, alert and visualize.

a. From Splunk Web Home, click Search & Reporting.

Apps f¥Manage  Hello, Administrator
Search apps by name (@] ‘
[l Bookmarks 25 Dashboard @ Search history ©® Recently viewed

Search & Reporting

. v My bookmarks (0) Add bookmark
Ig’ Splunk Secure Gateway
Upgrade Readiness App
v Shared with my organization (0) Add bookmark

Shared by me

Shared by other administrators
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b. Run search query to filter logs.

splunk

Search Analytics Datasets Reports Alerts

New Search

index="cohesity_logs"

10f 1 event matched

Dashboards

Save As v

Create Table View

56

Close

Events (1) Patterns Statistics Visualization
Format Timeline v — Zoom Out

Listv # Format
< Hide Fields All Fields i Time

> 1/6/25

SELECTED FIELDS

11:40:27.000 PM
a host 1
a source 1

a sourcetype 1

INTERESTING FIELDS

a alertCategory 1

a alertCode 1

a alertDocument.alert_255CharDesc 1
a alertDocument.alertCause 1

a alertDocument.alertDescription 1

20 Per Page v

Event

{01
alertCategory: kNodeHealth
alertCode: CE00411001
alertDocument: { [+]
T
alertState: kOpen
alertType: 11001
alertTypeBucket: kSoftware

clusterHost: 10.15.10.81
dedupCount: 1418
dedupTimestamps: [ [+]
]

c. Filter search results based on time.

splunk

Search Analytics

New Search
index="cohesity_logs"

10f 1 event matched

Adminis

Dashboards

Events (1) Patterns Statistics Visualization
Format Timeline v — Zoom Out

List » # Format
< Hide Fields i= Al Fields i | Time

> 1/6/25

SELECTED FIELDS

11:40:27.000 PM
a host 1
a source 1

a sourcetype 1

INTERESTING FIELDS

a alertCategory 1

a alertCode 1

a alertDocument.alert_255CharDesc 1
a alertDocument.alertCause 1

a alertDocument.alertDescription 1

v Presets
REAL-TIME RELATIVE
30 second window Today

Week to date
Business week to date

1 minute window
5 minute window
30 minute window Month to date
Year to date

Yesterday

1 hour window
All time (real-time)

20F
Previous week
Even Previous business week
Previous month
or- Previous year
> Relative
> Real-time

> Date Range

> Date & Time Range

v

Advanced

Save As v

Last 15 minutes
Last 60 minutes
Last 4 hours
Last 24 hours
Last 7 days
Last 30 days

Create Table View

Last 24 hours v

OTHER

All time

Close
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d. Alert and visualize.

splunk>enterprise

Search Analytics

New Search

Apps ¥

Datasets

Reports

Alerts

Administrator v 1) Messages v

Dashboards

Settings v

Activity v

Help v

; " : " Ref
index="cohesity_logs
Ale
10of 1 event matched
Events (1) Patterns Statistics Visualization
Format Timeline v — Zoom Out
List v / Forma 20 Per Page ¥
< Hide Fields = All Fields s | waE EEil
> 1/6/25 -

SELECTED FIELDS
a host
a source 1

a sourcetype 1

INTERESTING FIELDS
a alertCategory 1

Code 1

lertDocumer
Documer
lertDocumer

255CharDesc 1
use 1

Description 1

11:40:27.000 PM

alertCategory: kN
alertCode: C
alertDocument :

alertState: kOpen

alertType: 110
alertTypeBucket: e
clusterHost: 10.15
dedupCount: 1418
dedupTimestamps: [ [+]

1

NOTE: For more details, refer to the Search and Reporting section.

DataProtect as a Service [Cohesity SaaS Service]

1. Login to your Splunk Enterprise Instance.

2. Create a new index to store Cohesity logs.

This is an optional, however, recommended step. You can use an already existing index in your

splunk>enterprise

Find

ede Table View

Clos

57

Q

Splunk instance. But it is advised to create and use a new index specific to Cohesity logs and alerts
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3. Click Indexes under Data in Settings.

Settings v

Apps &rmanage  Hello, Administrator ngs
ttings o],
Search apps by name. Q ‘
[l Bookmarks 28 Dashboard @ se
X KNOWLEDGE DATA
Search & Reporting Add Data
(R Searches, reports, and alerts Data inputs
v My bookmarks (0) ‘ Add bookmark
VeSS Data models Forwarding and receiving
Splunk Secure Gateway ?“ Event types
Tags Report acceleration summaries
Monitoring Fields Source types
v Shared with my organization (0) Add b Console

Lookups Ingest actions

User interface

Shared by me Alert actions DISTRIBUTED ENVIRONMENT

Advanced search Indexer clustering
All configurations Forwarder management
Federated search

Distributed search

Shared by other administrators
SYSTEM
Server settings

Server controls USERS AND AUTHENTICATION

v Splunk recommended (14)

Health renart manacer Roles

a. Click New Index and fill in all requested details. Select Events for Index Data Type and Search
& Reporting in App details. Define the maximum size for the index and click Save.

Indexes
A repository for data in Splunk Enterprise. Indexes reside in flat files on the Splunk Enterprise instance known as the indexer. |
15 Indexes filter Q 20 per page ¥
Name * Actions Type * App ¢ Current Sizatest Event Home Path * Frozen Path * Status *
audit Edit B Events system 2mB few seconds ago $SPLUNK_DB\audit\db N/A + Enabled
configtracker Edit B Events system 2MB 0 minutes ago $SPLUNK_DB\_configtracker\db N/A + Enabled
dsappevent Edit B Events SplunkDeploymentServerConfig 1M8 $SPLUNK_DB\_dsappeventdb N/A  Enabled
dsclient Edit B Events SplunkDeploymentServerConfig 1M8 $SPLUNK_DB\_dsclient\db N/A  Enabled
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New Index X

Index Data Type Bl Events & Metrics
The type of data to store (event-based or metrics).

Home Path  [oPtional
Hot/warm db path. Leave blank for default ($SPLUNK_DB/INDEX_NAME/db)

Cold Path  (OPtional
Cold db path. Leave blank for default ($SPLUNK_DB/INDEX_NAME/colddb).

Thawed Path  Optional

Thawed/resurrected db path. Leave blank for default ($SPLUNK_DB/INDEX_NAME/thaweddb).

Data Integrity Check Enable Disable

Enable this if you want Splunk to compute hashes on every e of your data for the purpose of data integrity.

Max Size of Entire Index 500 GB~v

Maximum target size of entire index.

Max Size of  jauto GB~
Hot/Warm/Cold Bucket

Maximum target size of buckets. Enter 'auto_high_volume’ for high-volume indexes.

Frozen Path  [OPtional
Frozen bucket archive path. Set this if you want Splunk to automatically archi

frozen buckets.

App Search & Reporting ¥

Save Cancel

b. You can see the newly created index under Indexes

Indexes
A repository for data in Splunk Enterprise. Indexes reside in flat files on the Splunk Enterprise instance known as the indexer. Learn more [2
16 Indexes filter Q
Name * Actions Type + App * Current Size Max Size +? Event Count ¢
audit Edit B Events system 2MB 488.28 GB 17K
_configtracker Edit Events system 2MB 488.28 GB 186
dsappevent Edit B Events SplunkDeploymentServerConfig 1MB 488.28 GB [o]
I cohesity_logs Edit Delete Disable E Events search 1MB 500 GB 0
history Edit E Events system 1MB 488.28 GB (o]
main Edit B Events system 1MB 488.28 GB 0
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4. Configure HTTP Event Collector to receive data from Cohesity.

a. Click Data Inputs under Data in Settings.

Settings ¥
Apps fManage  Hello, Administrator ngs
‘ Search s Q ‘
Search apps by name (o}
[ Bookmarks 2% Dashboard @ se
KNOWLEDGE DATA
Search & Reporting Add Data
R Searches, reports, and alerts
v My bookmarks (0) Add bookmark ‘
Data models Forwarding and receiving
IGE Splunk Secure Gateway o Event types S
Tags Report acceleration summaries
Upgrade Readiness App Monitoring Fields Source types
v Shared with my organization (0) ‘ Add b Console Lookups Ingest actions
Find more apps [2 User interface
Shared by me Alert actions DISTRIBUTED ENVIRONMENT
Advanced search Indexer clustering
Al configurations Forwarder management
Shared by other administrators Federated search
SYSTEM Distributed search
Server settings
USERS AND AUTHENTICATION
v Splunk recommended (14) Server controls
Health renart manager Roles

b. Click HTTP Event Collector.

splu

Data inputs

Set up data inputs from files and directories, network ports, and scripted inputs. If you want to set up forwarding and receiving between two Splunk instances, go to Forwarding and receiving.

Local inputs
Type Inputs Actions

Local event log collection E Edit
Collect event logs from this machine.

Remote event log collections 1 + Add new
Collect event logs from remote hosts. Note: this uses WMI and requires a domain account.

Files & Directories 18 + Add new
Index a local file or monitor an entire directory.

Local performance monitoring o] + Add new
Collect performance data from local machine.

Remote performance monitoring 0 + Add new
Collect performance and event information from remote hosts. Requires domain credentials.

HTTP Event Collector 0 + Add new
Receive data over HTTP or HTTPS.

TCP 0 + Add new
Listen on a TCP port for incoming data, e.g. syslog.

Integrate Splunk with Cohesity




61

c. Click Global Settings.

Administrator ¥ 3 Messages ¥ Settings v Activity

HTTP Event Collector New Token

Data Inputs » HTTP Event Collector

0 Tokens App: All filte: Q 20 per page ¥

Name * Actions Token Value Index + Status ¢

u No tokens found

Edit Global Settings

All Tokens Enabled Disabled
Default Source Type json v
Default Index cohesity_logs ¥
Default Output Group None v
Use Deployment Server  [v]

Enable SSL  [v]

HTTP Port Number ? 808¢

o4}

= Select Enabled for All Tokens.

= Select the Default Source Type as _json (If it is not shown under the dropdown, then type
_json in search bar to bring it up).

= Select the Default index as the new index we created exclusively for Cohesity logs and
alerts under step 1.

= By default, SSL is enabled with default Port 8088. You can disable SSL or modify the
default port. The general recommendation is to enable SSL.
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5. Create a new token to authenticate Cohesity.

a. Click Data Inputs under Data in Settings.

Apps frmanage  Hello, Administrator ngs
‘ Search apps by name. (o} ‘
[l Bookmarks 3% Dashboard & se
KNOWLEDGE DATA
Search & Reporting Add Data
TN Searches, reports, and alerts
v My bookmarks (0) bookmark _
g Data models Forwarding and receiving
Ig Splunk Secure Gateway W Event types Mkt
Tags Report acceleration summaries
Upgrade Readiness App Monitoring Fields Source types
v Shared with my organization (0) Add b Console Lookups Ingest actions
Find more apps [2 User interface
Shared by me Alert actions DISTRIBUTED ENVIRONMENT
Advanced search Indexer clustering
All configurations Forwarder management
Shared by other administrators Federated search
SYSTEM Distributed search
Server settings
USERS AND AUTHENTICATION
v Splunk recommended (14) Server controls

Health renart manaaer. Roles

b. Click HTTP Event Collector.

splunk Ap

Data inputs

Set up data inputs from files and directories, network ports, and scripted inputs. If you want to set up forwarding and receiving between two Splunk instances, go to Forwarding and receiving.

Local inputs
Type Inputs Actions
Local event log collection - Edit

Collect event logs from this machine.

Remote event log collections 1 + Add new
Collect event logs from remote hosts. Note: this uses WMI and requires a domain account.

Files & Directories 18 + Add new
Index a local file or monitor an entire directory.

Local performance monitoring 0 + Add new
Collect performance data from local machine.

Remote performance monitoring 0] + Add new
Collect performance and event information from remote hosts. Requires domain credentials.

HTTP Event Collector 0 + Add new
Receive data over HTTP or HTTPS.

TCP 0 + Add new
Listen on a TCP port for incoming data, e.g. syslog

c. Click New Token.

Administrator v @) Messag

HTTP Event Collector Global Settings

Data Inputs » HTTP Event Collector

0 Tokens App: All v filte: Q 20 per page ¥

Name * Actions Token Value + Index + Status *

B No tokens found
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d. Provide a unique Name for your token and click Next.

Add Data ® <Back

Select Source

Local Event Logs ) o
- Configure a new token for receiving data over HTTP. Learn More [2
om this

Remote Event Logs Name
0 Ml and

Cohesity_Webhook_Token

om rem

Source name override ? | optional

Files & Directories
U

e, index a local file, or monitor an entire directory

Description | optional

HTTP Event Collector

Configure tokens that clients can use to send data over HTTP or Output Group (optional) None v
HTTPS.

Enable indexer ]
TCP /UDP

acknowledgement

figure the Splunk platform to list

Local Performance Monitoring
C data from this machine FAQ

forman:

i ?
Remote Performance Monitoring > What is the HTTP Event Collector?

Collect performance and event information from remote

> How do | set up the HTTP Event Collector?
Requires domain credentials.

v

How do | view and configure the tokens that | can use to send data to the HTTP Event

Collector?
Registry monitoring

rm index the

v

What clients can send data to the HTTP Event Collector?

v

What port and protocol does the HTTP Event Collector receive data on and how can | change
that?

v

What is an output group?

e. Under Input Settings, For Source Type, choose Select and then click Select Source Type,
Select _json from the dropdown. If it is not shown under the dropdown, then type _json in search
bar to bring it up.

splun

Add Data O @ <Back Review >

SelectSource  Input Settings

Input Settings

Optionally set additional input parameters for this data input as follows:

Source type

The source type is one of the default fields that the Splunk
platform assigns to all incoming data. It tells the Splunk platform Automatic
what kind of data you've got, so that the Splunk platform can

New

format the data intelligently during indexing. And it's a way to

categorize your data, so that you can search it easily. EEEETIER WFRY

Index

The Splunk platform stores incoming data as events in the
selected index. Consider using a "sandbox"” index as a
destination if you have problems determining a source type for
your data. A sandbox index lets you troubleshoot your

configuration without impacting production indexes. You can
always change this setting later. Learn More [2

Select Allowed  Available addall»  Selected item(s)« remove all
Indexes ~ item(s)
B cohesity_logs
Bhistory
Emain
Bsummary

Default Index Default v Create a new index
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f. Select the Index where you want the Cohesity logs and alerts need to be stored. Select the new
index we created exclusively for Cohesity logs and alerts under step 1. Also make sure the
Default Index is set to the same index as chosen.

splut

Add Data & —@ < Back

Select Source Input Settings Review Done

Input Settings

Optionally set additional input parameters for this data input as follows:

Source type

The source type is one of the default fields that the Splunk

platform assigns to all incoming data. It tells the Splunk platform Automatic Select New
what kind of data you've got, so that the Splunk platform can

format the data intelligently during indexing. And it's a way to

categorize your data, so that you can search it easily. SO

Index

The Splunk platform stores incoming data as events in the
selected index. Consider using a "sandbox" index as a
destination if you have problems determining a source type for
your data. A sandbox index lets you troubleshoot your
configuration without impacting production indexes. You can
always change this setting later. Learn More [2

Select Allowed
Indexes

Available add all » Selected item(s)« remove all

Bcohesity_logs

B cohesity_logs

Shistory

Emain

Bsummary

ndexes that clients will be able to select from

Default Index Bl cohesity_logs v Create a new index
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g. Click Review to review the details of the token. If you want to make any changes, you can go
back and modify.

avws &0 O o

Select Source Input Settings Review Done
Review
INput TYPE ..o Token
Name ......ccocieecncinn .. Cohesity_Webhook_Token
Source name override . N/A
Description ......cceeieereennns N/A
Enable indexer acknowledg No
Output Group .....cccceeeerennnnne N/A
Allowed indexes .........ccccoueeu. cohesity_logs -

Default index .. cohesity_logs
. _json

App Context .....cccoceeecieeennan. launcher

Source Type

h. Click Submit to successfully create the token.

Add Data ® 4 . 9 <Back D ‘

Select Source Input Settings Review Done

v/ Token has been created successfully.

Configure your inputs by going to Settings > Data Inputs

Token Value
Search your data now or see examples and tutorials. [2
Extract Fields Create search-time field extractions. Learn more about fields. 2
Add More Data Add more data inputs now or see examples and tutorials. (2
Download Apps Apps help you do more with your data. Learn more. (2
Build Dashboards Visualize your searches. Learn more. [2
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i. Once the Token is created, go back to HTTP Event Collector Page and verify the Token
created. Copy the Token Value (Which we will need while configuring the Webhook on Cohesity

Administrator v~ @) Messages v Settingsv  Activityv  Helpv | Find Q
HTTP Event Collector Global Settings
Data Inputs » HTTP Event Collector
0 Tokens App: All v filte Q 20 per page ¥
Name * Actions Token Value + Source Type Index Status ¢
Cohesity_Webhook_Token Edit Disable I aZeeC(JJZ—ZOOC'Q32‘3—{)20576093[}'69349I Jjson cohesity_logs Enabled

6. Check HEC endpoint is accessible.

a. Open the below URL in a browser.
https://<your_splunk_ip>:8088/services/collector/health

b. If you get the below json response, then your HEC endpoint is accessible and properly
configured.
{"text":"HEC is healthy","code":17}

c. If you get a 404 Not Found or similar error, it indicates an issue with the URL or HEC
configuration. Revisit previous steps to configure the HEC properly.

7. Test HTTP Event Collector on any system

a. Testthe HTTP Event Collector using a curl request from cmd prompt / terminal on any system as
shown below:

curl -k “https://<your Splunk IP>:8088/services/collector/raw” \
-H “Authorization: Splunk <HEC Token>” \
-H “Content-Type: application/json” \
-d ‘{“alert”: “Test Alert”, “alertId”: “00007}’

o Your Splunk IP —is the IP address of the system where your Splunk Enterprise is running.

o HEC Token —is the Token Value of the HTTP Event Collector Token you created in previous
step.

Once the curl command executes successfully, it must return the message { “text”:
“Success”, “code”: “©”} as shown below.

@ [ ] 3 shashanka.sr

shashanka.sr@COH-J6CIPK74WG ~ % curl -k "https://10.15.5.120:8088/services/collector/raw" \
-H "Authorization: Splunk c37725f2-299e-4f03-929d-12f0d8f8254c" \

-H "Content-Type: application/json" \

-d '{"alert":"Test_Alert","alertId":"eeee"}'

{"text":"Success", "code":0}%

shashanka.sr@COH-J6CIPK74WG ~ % [
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NOTE:

e If you are not receiving the message {“text”: “Success”, “code”: “©”} orreceiving
some other message, then there is some issue with the HTTP Event Collector
configuration. Reuvisit steps 2 & 3 for proper configuration.

e Visit Troubleshooting for more details.

b. Verify the data is successfully received on Splunk.

i. From Splunk Web Home console, click Search & Reporting.

Apps R Mansge  Hello, Administrator
i Search apps by name Q ‘
[l Bookmarks 24 Dashboard @ Search history ©® Recently viewed

Search & Reporting

= v My bookmarks (0) Add bookmark ‘
ISL Splunk Secure Gateway
Upgrade Readiness App
v Shared with my organization (0) ‘ Add bookmark

Shared by me

Shared by other administrators

i. Run search query to filter logs. You must see the event sent by curl command in Splunk

splunk Apps ¥

Search Analytics Datasets Reports Alerts Dashboards

New Search

[ index=“cohesity_logs“|

v 1event (1/8/25 12:00:00.000 AM to 1/8/25 12:39:31.000 AM) No Event Sampling v
Events (1) Patterns Statistics Visualization
Format Timeline v — Zoom Out
List v # Format 20 Per Page v
< Hide Fields = All Fields i Time Event
> 1/8/25 {01
SELECTED FIELDS
host 1 12:39:23.000 AM alert: Test_Alert
@ nos alertId: 0000
a source 1 3}

a sourcetype 1
P Show as raw text

INTERESTING FIELDS host = 10.15.5120:8088 ' source = http:Cohesity WH | sourcetype = _json

a alert 1

# alertld 1

a index 1

# linecount 1

a punct 1

a splunk_server 1
a timestamp 1

+ Extract New Fields
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NOTE:

« If you are not receiving the event sent through curl command in Splunk, then there is
some issue with the HTTP Event Collector configuration. Revisit steps 2 & 3 for proper
configuration.

o Visit Troubleshooting for more details.

8. Configure alert notification with webhook on Cohesity Data Cloud

a. Login to Cohesity Data Cloud.

Tg:tg:cé;gigy COH E§ |TY
SVERITAS

The modern Al-powered now part of Cohesity
data security platform

Powered By Helios

We've joined forces!

Usename
Great news! Veritas is now part of Cohesity, creating the new

leader in Al-powered data security.
Password There's nothing you need to do, your products will work just

as they always have. We're excited about what's next and
thank you for being part of this journey with us. The future of
data security just got brighter!

Watch welcome video Get the details

Forgot your password?

Sign in with SSO

b. Go to Protection > DataProtect as a Service.

= COHESITY

& Cohesity Data Cloud

an
& Global Dashboard
@4 Global
88 Dashboard Health Protection bv Stat Status  Type
Al Unhealthy Healthy
& Marketplace > DataProtect & Protection >
@ ‘
System >
Y @ Error DataProtect as a Service &) securty N
12 0
[it] Reports Warning sshots.
Systems Suce
6 & Mobility »
5:0:; Settings > Healthy napshots
6 Hardware | 34 Software | 139 Data Service | 27 Maintenance Access 4
Posture Advisor Score Consumption ('R Insights > vices Clusters

Latest Scan: Jan 11, 2025 3:27pm
Current Plan: Free Trial
Subscription: 5 FE TB/MontF

920 . Low Risk
0 Bytes *
24 70 Medium Risk Used

0% 45TiB®

High Risk Available

Used
354 Days
o High Risk Free Trial Left
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c. Click Health > Notification and then Create > New Alert Notification Rule.

= COHESITY Q search (:w All Organizations ~ ~ \\,\ Q =
DataProtect Cohesity Data Cloud / Protection / DataProtect
oo 5o Health
Alerts Resolution Summary Silence New Alert Notification Rule |
OF Dashboards
@ Data Protection > Notification Settings
&1 Marketplace >
71 Security >
ﬂj] System v
Health
Audit Logs
Field Messages
i) Reports
83 Settings >

d. Provide the Notification Name, Select the Notification Filters and Notification Frequency,
choose Webhook as the Notification Method and provide the Webhook URL and Options as
below:

URL:
https.//<Your Splunk IP>:8088/services/collector/raw

Options:
{"authorization": {"type": "Splunk","credentials": "<HEC Token>"}}

NOTE For Splunk Trials:

» Alert notifications from Cohesity to Splunk via Webhook requires a valid certificate at the
Splunk side.

e Splunk trials might use expired/invalid certificates, which may lead to TLS certificate
verification failure, in which case the alert notifications will not be sent from Cohesity to
Splunk.

e Ensure you have a valid certificate installed or available at your Splunk Enterprise.
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Create Alert Notification Rule

Notification Name

ISpIunk |

Notification Filters

Alert Severity v Alert Type v Alert Category v Alert Name v Source Type v

Notification Frequency

@ Real-time O Every 6 hours O Every 24 hours

Notification Method
[ Email

Webhook

https://13.52.181.193:8088/services/c {"authorization": {"type": "Sg @

NOTE:

o Use Alert Severity, Alert Type, Alert Category, Alert Name or Source Type to filter out
the selective alerts you want to send to Splunk

o If you do not select any value for Alert Severity, Alert Type, Alert Category, Alert Name
or Source Type, then all the alerts generated by Cohesity will be sent to Splunk

9. Validate data received from Cohesity on Splunk Enterprise.
a. Click Indexes under Data in Settings.

Administrator v Y Settings v | Activity v Help v Find Q

Apps fManage  Hello, Administrator ngs
=z ‘ Search settings Q ‘
[ Bookmarks 3% Dashboard @ se
Search & Reporting Add Data KNOWLEDGE DATA
o My BeoRTate (0) R e ‘ Searches, reports, and alerts Data inputs ;
s s ) Data models Forwarding and receiving
Splunk Secure Gateway H? Event types
Tags Report acceleration summaries
Upgrade Readiness App — Monitoring Fields Source types
v Shared with my organization (0) ‘ Add b Console Lookups Ingest actions
Find more apps [2 User interface
Shared by me Alert actions DISTRIBUTED ENVIRONMENT
Advanced search Indexer clustering
All configurations Forwarder management
Shared by other administrators Federated search
SYSTEM Distributed search
Server settings
~ Splunk recommended (14’ Server controls USERS AND AUTHENTICATION
Health renort manaaer Roles
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b. Verify logs are being pushed to your index by checking the Event Count.

Administi Settings ¥ Activity v Help v Find Q
Indexes
A repository for data in Splunk Enterprise. Indexes reside in flat files on the Splunk Enterprise instance known as the indexer. Learn more [2
16 Indexes filter Q
Name * Actions Type + App * Current Size Max Size + 7 Event Count ¢
audit Edit Events system 2MB 488.28 GB 17.8K
configtracker Edit Events system 2MB 488.28 GB 199
dsappevent Edit E Events SplunkDeploymentServerConfig 1MB 488.28 GB 0
I cohesity_logs Edit Delete Disable Bl Events search 1MB 500 GB 121
history Edit Events system 1MB 488.28 GB o]

10. Search, alert and visualize.

a. From Splunk Web Home, click Search & Reporting.

Apps ¥rManage  Hello, Administrator

Search apps by name Q ‘
Search & Reporting
Upgrade Readiness App

Find

[1 Bookmarks 85 Dashboard @ Search history @© Recently viewed

v My bookmarks (0) | Add bookmark ‘

Splunk Secure Gateway

v Shared with my organization (0) ‘ Add bookmark

Shared by me

Shared by other administrators
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b. Run search query to filter logs.

splunk

Search Analytics Datasets Reports Alerts

New Search

index="cohesity_logs"

10f 1 event matched

Dashboards

Save As v

Create Table View

72

Close

Events (1) Patterns Statistics Visualization
Format Timeline v — Zoom Out

Listv # Format
< Hide Fields All Fields i Time

> 1/6/25

SELECTED FIELDS

11:40:27.000 PM
a host 1
a source 1

a sourcetype 1

INTERESTING FIELDS

a alertCategory 1

a alertCode 1

a alertDocument.alert_255CharDesc 1
a alertDocument.alertCause 1

a alertDocument.alertDescription 1

20 Per Page v

Event

{01
alertCategory: kNodeHealth
alertCode: CE00411001
alertDocument: { [+]
T
alertState: kOpen
alertType: 11001
alertTypeBucket: kSoftware

clusterHost: 10.15.10.81
dedupCount: 1418
dedupTimestamps: [ [+]
]

c. Filter search results based on time.

splunk

Search Analytics

New Search
index="cohesity_logs"

10f 1 event matched

Adminis

Dashboards

Events (1) Patterns Statistics Visualization
Format Timeline v — Zoom Out

List » # Format
< Hide Fields i= Al Fields i | Time

> 1/6/25

SELECTED FIELDS

11:40:27.000 PM
a host 1
a source 1

a sourcetype 1

INTERESTING FIELDS

a alertCategory 1

a alertCode 1

a alertDocument.alert_255CharDesc 1
a alertDocument.alertCause 1

a alertDocument.alertDescription 1

v Presets
REAL-TIME RELATIVE
30 second window Today

Week to date
Business week to date

1 minute window
5 minute window
30 minute window Month to date
Year to date

Yesterday

1 hour window
All time (real-time)

20F
Previous week
Even Previous business week
Previous month
or- Previous year
> Relative
> Real-time

> Date Range

> Date & Time Range

v

Advanced

Save As v

Last 15 minutes
Last 60 minutes
Last 4 hours
Last 24 hours
Last 7 days
Last 30 days

Create Table View

Last 24 hours v

OTHER

All time

Close
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73

New Search

index="cohesity_logs"

1of 1 event matched

Save As v

Report
Alert

Existing Dashboard

Format Timeline v — Zoom Out

< Hide Fields i= All Fields i

>
SELECTED FIELDS

a host 1
a source 1
a sourcetype 1

INTERESTING FIELDS
a alertCategory 1

a alertCode 1

a alertDocument.alert_255CharDesc 1
a alertDocument.alertCause 1

a alertDocument.alertDescription 1

Events (1) Patterns Statistics Visualization

List v

New Dashboard

Event Type

Crege Table View Close

20 Per Page ¥

Event

-]

alertCategory: kNodeHealth
alertCode: CEG0411001
alertDocument: { [+]

T

alertState: kOpen
alertType: 11001
alertTypeBucket: kSoftware
clusterHost: 10.15.10.81
dedupCount: 1418
dedupTimestamps: [ [+]

1

NOTE: For more details, refer to the Search and Reporting section.

Integrate Splunk with Cohesity




74

Integrate Cohesity with Splunk Cloud

Self-managed Cohesity Clusters

1. Login to your Splunk Cloud Instance.

splunk

2. Create a new index to store Cohesity logs.

This is an optional, however, recommended step. You can use already existing index in your Splunk
instance. But it is advised to create and use a new index specific to Cohesity logs and alerts

a. Click Indexes under Data in Settings.

Apps v Messages v Settings v Activity v Find Q

{5} Process incoming data 12 77 Search
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b. Click New Index and fill in all requested details. Select Events for Index Data Type. Define the

maximum size and retention for data and click Save.

Indexes

A repository for data in Splunk Cloud. Indexes reside in flat files on the Splunk Cloud instance known as the indexer. Learn more [2

Max raw data size
n index. Set this u
Searchable retention
(days)
Cancel

c. You can see the newly created index under Indexes.

7 Indexes App:Allv | filter Q
Name * Actions Type Category + App = Current Size =7
history Edit BEvents Regular system oB
lastchanceindex Edit BEvents Regular 100-whisper 0B
main Edit BEvents Regular 100-s2-config os
splunklogger Edit BEvents Regular system oB
summary Edit BEvents Regular system oB
New Index
Index name
Index Data Type B Events & Metrics

Max Size =7
unlimited
unlimited
unlimited
unlimited

unlimited

Event Count

o

Indexes m
A repository for data in Splunk Cloud. Indexes reside in flat files on the Splunk Cloud instance known as the indexer. Learn more [2
7 Indexes App:Allv  filter Q
Name * Actions Type = Category + App * Current Size 37 Max Size 7 Event Count &
I cohesity Edit BEvents Regular search ) 500 GB ° I
history Edit BEvents Regular system os unlimited )
lastchanceindex Edit BEvents Regular 100-whisper o8 unlimited 0
main Edit BEvents Regular 100-s2-config oB unlimited (4]
splunklogger Edit B Events Regular system oB unlimited o
summary Edit BEvents Regular system o8 unlimited o
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3. Configure HTTP Event Collector to receive data from Cohesity.

a. Click Data Inputs under Data in Settings.

Settings ¥
Apps
Search settings. Q
=l
zh history @ Recently viewed 2 Created by you 2 Sh
Se AR KNOWLEDGE DATA
ata
Searches, reports, and alerts
Data models & Data Management
Event types experience [2
Tags
Fields
Lookups Indexes dkmark
User interface Report acceleration summaries
Alert actions Source types
Advanced search
Al configurations DISTRIBUTED ENVIRONMENT
Federated search
SYSTEM
Server settings USERS AND AUTHENTICATION
- Health report manager Roles
= Workload management Users
Mobile settings Tokens
Password management
Authentication methods
Er oo Process incoming data 12 Search
= Add data from a variety of common sources. Process data before storing it. Filter, mask, and Turn d:
route data, extract fields, and more.

b. Click HTTP Event Collector.

Data inputs

Set up data inputs from files and directories, network ports, and scripted inputs.

Local inputs

Type Inputs Actions

HTTP Event Collector 2 + Add new
Receive data over HTTP or HTTPS.

Logd Input for the Splunk platform (o] + Add new
This input collects data from logd on macOS and sends it to the Splunk platform.

Splunk Secure Gateway 1 + Add new
Initializes the Splunk Secure Gateway application to talk to mobile clients over websockets

Splunk Secure Gateway Mobile Alerts TTL 1 + Add new
Cleans up storage of old mobile alerts

Deep Link Dashboard Modular Input 1 + Add new
Initializes the Deep Link Dashboard Modular Input to complete registrations

Splunk Secure Gateway Deleting Expired Tokens 1 + Add new
Delete expired or invalid tokens created by Secure Gateway from Splunk
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c. Click Global Settings and fill in all requested details and click Save.

2 Splunk Cloud Admin v @ Support & Services ¥

s v lessages v ettings v Activity v ine
HTTP Event Collector New Token

Data Inputs » HTTP Event Collector

0 Tokens App: All ¥ filte Q 20 per page ¥

Name = Actions Token Value ¢ Index + Status *

B No tokens found

Edit Global Settings
All Tokens Enabled Disabled
Default Source Type jsonv
Default Index cohesity v

B

o Select Enabled for All Tokens.

o  Select the Default Source Type as _json (If it is not shown under the dropdown, then type
_json in search bar to bring it up).

o Select the Default index as the new index we created exclusively for Cohesity logs and
alerts under step 1.

o By default, SSL is enabled with default Port 8088. You can disable SSL or modify the
default port. The general recommendation is to enable SSL.

4. Create a new token to authenticate Cohesity.
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a. Click Data Inputs under Data in Settings.

Settings v
Apps
Search settings. Q
Find m(
th history @® Recently viewed & Created by you 2 Shi
Searc Add Data KNOWLEDGE DATA

Searches, reports, and alerts
Data models @ Data Management
Event types experience [2
Tags
Fields E
Lookups Indexes dkmark
User interface Report acceleration summaries
Alert actions Source types
Advanced search
Al configurations DISTRIBUTED ENVIRONMENT

Federated search
SYSTEM
Server settings USERS AND AUTHENTICATION
Health report manager Roles
Workload management Users
Mobile settings Tokens

Password management

Authentication methods

Moo v Process incoming data 12 =) Search
© Add data from a variety of common sources. Process data before storing it. Filter, mask, and Turn d:
route data, extract fields, and more.

b. Click HTTP Event Collector.

Data inputs

Set up data inputs from files and directories, network ports, and scripted inputs.

Local inputs

Type Inputs Actions

HTTP Event Collector 2 + Add new
Receive data over HTTP or HTTPS

Logd Input for the Splunk platform (] + Add new
This input collects data from logd on macOS and sends it to the Splunk platform.

Splunk Secure Gateway 1 + Add new
Initializes the Splunk Secure Gateway application to talk to mobile clients over websockets

Splunk Secure Gateway Mobile Alerts TTL 1 + Add new
Cleans up storage of old mobile alerts

Deep Link Dashboard Modular Input 1 + Add new
Initializes the Deep Link Dashboard Modular Input to complete registrations

Splunk Secure Gateway Deleting Expired Tokens 1 + Add new
Delete expired or invalid tokens created by Secure Gateway from Splunk
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c. Click New Token.

HTTP Event Collector Global Settings

Data Inputs » HTTP Event Collector

0 Tokens App:Ally | filte: Q 20 per page v

Name Actions Token Value ¢ Index Status ¢

B No tokens found

d. Provide a unique Name for your token and click Next.

Add Data ® QEEs

Select Source nput Settings  Review

HTTP Event Collector

2
Configure tokens that clients can use to send data over HTTP or Configure a new token for receiving data over HTTP. Learn More [2

HTTPS.

Name | Cohesity_Webhook_Token
Logd Input for the Splunk platform

Source name override ? optional

Description 7 | optional

Output Group (optional) None v

Enable indexer ]
acknowledgement

FAQ

> What is the HTTP Event Collector?

v

How do | set up the HTTP Event Collector?

v

How do | view and configure the tokens that | can use to send data to the HTTP Event
Collector?

v

What clients can send data to the HTTP Event Collector?

v

What port and protocol does the HTTP Event Collector receive data on and how can | change
that?
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e. Under Input Settings, For Source Type, choose Select and then click Select Source Type,
Select _json from the dropdown. If it is not shown under the dropdown, then type _json in search
bar to bring it up.

Add Data *——=o s

Select Source Input Settings Review Don

Input Settings

Optionally set additional input parameters for this data input as follows:

Source type

The source type is one of the default fields that the Splunk

platform assigns to all incoming data. It tells the Splunk platform Automatic
what kind of data you've got, so that the Splunk platform can

format the data intelligently during indexing. And it's a way to

categorize your data, so that you can search it easily. SelectSourceType ¥

New

Index

The Splunk platform stores incoming data as events in the
selected index. Consider using a "sandbox" index as a
destination if you have problems determining a source type for ° visit http:
your data. A sandbox index lets you troubleshoot your
configuration without impacting production indexes. You can
always change this setting later. Learn More [2

log2metrics_json
JSON

rmatted data

Select Allowed  Available addall»  Selected item(s)« remove all
Indexes ~ item(s)
Bcohesity_logs
Shistory
Emain
Bsummary

o

hat clients will be able

Default Index Default v Create a new index
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f. Select the Index where you want the Cohesity logs and alerts need to be stored. Select the new
index we created exclusively for Cohesity logs and alerts under step 1. Also make sure the
Default Index is set to the same index as chosen.

Add Data ——o s

Select Source Input

Input Settings

Optionally set additional input parameters for this data input as follows:

Source type

The source type is one of the default fields that the Splunk
platform assigns to all incoming data. It tells the Splunk platform Automatic Select New
what kind of data you've got, so that the Splunk platform can
format the data intelligently during indexing. And it's a way to
categorize your data, so that you can search it easily.

json v

Index

The Splunk platform stores incoming data as events in the
selected index. Consider using a "sandbox” index as a
destination if you have problems determining a source type for
your data. A sandbox index lets you troubleshoot your
configuration without impacting production indexes. You can
always change this setting later. Learn More (2

Select Allowed

Available addall» Selected item(s)« remove all
Indexes =

Bcohesity_logs

B cohesity_logs
Bhistory
Bmain
Bsummary

Default Index Create a new index

g. Click Review to review the details of the token. If you want to make any changes, you can go
back and modify.

Apps ¥ Messages ¥ Settings v Ac
Add Data @ @ @ < Back Submit >
Select Source Input Settings Review Do
Review
INput Type ..o Token
Name .......ccccocviccsrnsiccsnunnnenn. COheSity_Webhook_Token
Source name override ........ N/A
Description
Enable indexer acknowledg No
Output Group .....ccoceeeeevecereee.. NFA
Allowed indexes .........ccccuuuuu. cohesity_logs

Default index . cohesity_logs

json

Source Type .
App Context ..........ccccoeueeeen. l@UNCher
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h. Click Submit to successfully create the token.

splunk Apps ¥ Messages ¥ Settings v Activity v Find Q

AddData @ s Back

v/ Token has been created successfully.

Configure your inputs by going to Settings > Data Inputs

Token Value

Start Searching Search your data now or see examples and tutorials. [2

Extract Field Create search-time field extractions. Learn more about fields. [2
Add More D Add more data inputs now or see examples and tutorials. [2
Download App Apps help you do more h your data. Learn more. 2
Build Dashboards Visualize your searches. Learn more. [2

i. Once the Token is created, go back to HTTP Event Collector Page and verify the Token
created. Copy the Token Value (Which we will need while configuring the Webhook on Cohesity
side).

Apps~v  Messages~>  Settings v

HTTP Event Collector Global Settings

Data Inputs » HTTP Event Collector

0 Tokens App: Allv | filte Q 20 per page ¥
Name * Actions Token Value Source Type * Index * Status *
Cohesity_Webhook_Token  Edit Disable aZeeccaz—zooc—azz9—5205—60e3m69845fI json cohesity_logs Enabled

5. Check HEC endpoint is accessible.
a. Open the below URL in a browser
https://<your_domain>.splunkcloud.com:8088/services/collector/health
b. If you get the below json response, then your HEC endpoint is accessible and properly configured

{"text":"HEC is healthy","code":17}

c. If you get a 404 Not Found or similar error, it indicates an issue with the URL or HEC
configuration. Revisit previous steps to configure the HEC properly.
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6. Test HTTP Event Collector on any system.

a. Testthe HTTP Event Collector using a curl request from cmd prompt / terminal on any system as
shown below:

curl -k “https://<your_domain>.splunkcloud.com:8088/services/collector/raw” \
-H “Authorization: Splunk <HEC Token ” \
-H “Content-Type: application/json™ \
-d ‘{“alert”: “Test Alert”, “alertId”: “0000”}’

o Your domain — is your unique domain in your Splunk cloud. The link is same as your Splunk
cloud access URL.

o  HEC Token — is the Token Value of the HTTP Event Collector Token you created in previous
step.

o Once the curl command executes successfully, it must return the message { “text”:
“Success”, “code”: “©”} as shown below:

o o £ shashanka.sr — -zsh — 203x64

shashanka.sr@COH-J6CIPK74WG ~ % curl -k "https://prd-p-afmhh.splunkcloud.com:8088/services/collector/raw" \
-H "Authorization: Splunk 9a2c4f3d-8a82-402f-9965-896715ad8586" \

-H "Content-Type: application/json" \

-d '{"alert":"Test_Alert","alertId":"@eee"}'

{"text“:"Success",“code":e)?;

shashanka.sr@COH-J6CIPK74WG ~ % I

NOTE:

e If you are not receiving the message {“text”: “Success”, “code”: “©”} orreceiving
some other message, then there is some issue with the HTTP Event Collector
configuration. Revisit steps 2 & 3 for proper configuration

e Visit Troubleshooting for more details.

b. Verify the data is successfully received on Splunk.

i. From Splunk Web Home console, click Search & Reporting.

Messages ¥ Settings v Activity v Find Q
Apps < Hello, Splunk Cloud Admin
Find more apps [2 ¥ Manage
[ Bookmarks 23 Dashboard @ Search history ©® Recently viewed 2 Created by yol
Sea pps b e Q
v My book ks (0) Add bookmark

Search & Reporting

Cloud Monitoring Console
v Shared with my organization (0) Add bookmark

Discover Splunk Observability Cloud
Shared by me

= H 6|

B Splunk Secure Gateway

Shared by other administrators
Universal Forwarder

0

Upgrade Readiness App v Splunk recommended (14)

E
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ii. Run search query to filter logs. You must see the event sent by curl command in Splunk.

splunk

Search A

New Search

index="cohesity_logs "|

v 1event (1/8/25 12:00:00.000 AM to 1/8/25 12:39:31.000 AM) No Event Sampling ¥
Events (1) Patterns Statistics Visualization
Format Timeline v — Zoom Out
List v # Format 20 Per Page v
< Hide Fields = All Fields i | Time Event
> 1/8/25 {02

SELECTED FIELDS
12:39:23.000 AM alert: Test_Alert

alertId: 0000
b

Show as raw text

a host 1
a source 1
a sourcetype 1

INTERESTING FIELDS host = 10.15.5.120:8088 source = http:Cohesity_ WH sourcetype = _json

a alert 1

# alertld 1

a index 1

# linecount 1

a punct 1

a splunk_server 1
a timestamp 1

+ Extract New Fields

NOTE:

e If you are not receiving the event sent through curl command in Splunk, then there
is some issue with the HTTP Event Collector configuration. Revisit steps 2 & 3 for
proper configuration.

o Visit Troubleshooting for more details.

7. Configure alert notification with webhook on Cohesity Cluster.

a. Login to your Cohesity Cluster from Cluster UI.

Welcome

To Cohesity Data Cloud

@D Cluster: shanky-72-3NC-primary \

“q

Username

Ry QS x
BT \
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b. Click System > Health > Settings and then Add Alert Notification Rule.

= COHESITY sy 60 H 0 2

08 Dashboards Health
@ Data Protection > Components Alerts Resolution Summary Analytics
& Infrastructure >
Notification Settings | Add Alert Notification Rule
[ SmartFiles >
% Test & Dev
&7 Marketplace >
D system v

Health

Storage

c. Provide the Rule Name, choose required Alert Category, Alert Severities and Alert Name,
choose Webhook as alert notification type and provide the Webhook URL and Options as
below:

URL:
https.//<Your Domain>.splunkcloud.com:8088/services/collector/raw

Options:
-H “Authorization: Splunk <HEC Token>" -H “Content-Type: application/json”

NOTE For Splunk Trials:

» Alert notifications from Cohesity to Splunk via Webhook requires a valid certificate at the
Splunk side.

e Splunk trials might use expired/invalid certificates, which may lead to TLS certificate
verification failure, in which case the alert notifications will not be sent from Cohesity to
Splunk.

o Contact Splunk support to get your certificate issue resolved.
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Edit Alert Notification Rule

Rule Name

|Splunk I

When

Alert Category Alert Severities Alert Name

Send Alert Notification via *
Email
Add email addresses of users to receive alert email notifications

® Add

B SNMP

3 Syslog

h Webhook

URLO® curl -H “Authorization: Splunk 355abee2-f248-46f
i . . 6-bff6-b1f6790720a0" -H “Content-Type: applicati
https://prd-p-afmhh.splunkcloud.com:8088/services/collector. | ;o0 xPOST https://prd-p-afmhh.splunkclou
d.com:8088/services/collector/raw:8088/services/
collector/raw

Options @
-H “Authorization: Splunk 355abee2-f248-46f6-bff6-b1f679072

Cancel Save

NOTE:

o Use Alert Category, Alert Severities or Alert Name to filter out the selective alerts you
want to send to Splunk.

o If you do not select any value for Alert Category, Alert Severities or Alert Name, then all
the alerts generated by Cohesity will be sent to Splunk.

e You can see the corresponding curl command framed on the Cluster Ul based on your
entered URL and Options for Webhook. You can test that curl command on cmd prompt
/ terminal of any system. Reuvisit step 5 to know more details.
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8. Validate data received from Cohesity on Splunk Cloud.

a. Click Indexes under Data in Settings.

Messages v | Settings v

— Se ettings Q
Find m( @
= ch history ©® Recently viewed 2 Created by you 2 Shg
< KNOWLEDGE DATA
— Add Data
Searches, reports, and alerts
Data models @ Data Management
Event types experience [2
o~ Tags
& Fields Data inputs E
ﬂ User interface Report acceleration summaries |
Alert actions Source types
| Advanced search
LE‘ Al configurations DISTRIBUTED ENVIRONMENT
Federated search
=_> SYSTEM
= Server settings USERS AND AUTHENTICATION
B Health report manager Roles
= Workload management Users
Mobile settings Tokens
Password management
Authentication methods
L oot Process incoming data (2 7) Search
= Add data from a variety of common sources. Process data before storing it. Filter, mask, and Turn d
route data, extract fields, and more.

b. Verify logs are being pushed to your index by checking the Event Count.

Messages v  Seftings v Activi 2 Splunk Cloud Admin v @ Support & Services v
Indexes m
A repository for data in Splunk Cloud. Indexes reside in flat files on the Splunk Cloud instance known as the indexer. Learn more [2
7 Indexes App:All> | filter Q
Name * Actions Type + Category App * Current Size +? Max Size 37 Event Count +
I cohesity Edit BEvents Regular search o8 500 GB P I
history Edit Bl Events Regular system oB unlimited 4]
lastchanceindex Edit B Events Regular 100-whisper 0B unlimited o
main Edit BEvents Regular 100-s2-config oB unlimited [}
splunklogger Edit BEvents Regular system oB unlimited [}
summary Edit BlEvents Regular system oB unlimited [

NOTE:

e Alerts and logs will be pushed from Cohesity to Splunk in real time. However, it is not
immediate. Sometimes it takes more time for the data to be transmitted to Splunk. If you
are not seeing the events after significant amount of time, then there could be an issue
in HEC configuration. Edit your HEC to fix the issue.
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9. Search, alert and visualize.

c. From Splunk Web Home, click Search & Reporting.

Apps < Hello, Splunk Cloud Admin
Find more apps [2 £ Manage
[ Bookmarks 22 Dashboard @ Search history ® Recently viewed 2 Created by yo
Search apps by name. Q
v Myb ks (0) Add bookmark

Search & Reporting

@ Cloud Monitoring Console

v Shared with my organization (0) Add bookmark

= Discover Splunk Observability Cloud

Is! Splunk Secure Gateway

Universal Forwarder

Shared by me

Shared by other administrators

Upgrade Readiness App v Splunk recommended (14)

d. Run search query to filter logs.

splunk

Search  Analytics  Datasets  Reports  Alerts

New Search SaveAsv  Create Table View  Close

index="cohesity_logs"

1of 1 event matched

Events(l)  Patterns  Statistics  Visualization
Format Timeline v — Zoom Out
Listy  ~Format 20 PerPage~
< Hide Fields = All Fields i Time Event
> 1625 (g
SELECTED FIELDS
. 11:40:27.000 PM alertCategory: kNodeHealth
2 host 1
¢ alertCode: CE00411001
a source 1

alertDocument: { [+]

3

alertState: kOpen
alertType: 11001
alertTypeBucket: kSoftware
clusterHost: 10.15.10.81

a sourcetype 1

INTERESTING FIELDS

a alertCategory 1

a alertCode 1

a alertDocument.alert_255CharDesc 1

dedupCount: 1418
a alertDocument.alertCause 1 $
) dedupTimestamps: [ [+]
a alertDocument.alertDescription 1 )
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e. Filter search results based on time.

splunk

Search Analytics Datasets Reports

New Search
index="cohesity_logs"

10of 1 event matched

Dashboards

v Presets

Events (1) Patterns Statistics Visualization
Format Timeline v — Zoom Out

Listv . Format
< Hide Fields = All Fields i Time

> 16125

SELECTED FIELDS

11:40:27.000 PM
a host 1
a source 1

a sourcetype 1

INTERESTING FIELDS

a alertCategory 1

a alertCode 1

a alertDocument.alert_255CharDesc 1
a alertDocument.alertCause 1

a alertDocument.alertDescription 1

f. Alert and visualize.

Search

Analytics

Datasets

New Search
index="cohesity_logs"

10f 1 event matched

REAL-TIME

30 second window
1minute window

5 minute window
30 minute window
1hour window
20¢ All time (real-time)

Even

v

Relative

v

Real-time

v

Date Range

v

v

Advanced

Date & Time Range

RELATIVE

Today

Week to date

Business week to date
Month to date

Year to date

Yesterday

Previous week
Previous business week
Previous month
Previous year

Save As v

Last 15 minutes
Last 60 minutes
Last 4 hours
Last 24 hours
Last 7 days
Last 30 days

Create Table View

OTHER

Close

All time

Events (1) Patterns Statistics Visualization
Format Timeline v —Zoom Out

List v # Format
< Hide Fields i= All Fields i Time

> 16125

SELECTED FIELDS

11:40:27.000 PM
a host 1
a source 1

a sourcetype 1

INTERESTING FIELDS

a alertCategory 1

a alertCode 1

a alertDocument.alert_255CharDesc 1
a alertDocument.alertCause 1

a alertDocument.alertDescription 1

20 Per Page v

Event

-]

Save As v

Report

Alert

Existing Dashboard
New Dashboard

Event Type

C

edte Table View Close

alertCategory: kNodeHealth

alertCode: CE00411001
alertDocument: { [+]
¥

alertState: kOpen
alertType: 11001

alertTypeBucket: kSoftware

clusterHost: 10.15.10.81

dedupCount: 1418

dedupTimestamps: [ [+]

]

NOTE: For more details, refer to the Search and Reporting section.
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Cohesity Data Cloud

DataProtect [Self-managed clusters managed from Cohesity Data
Cloud]

1. Login to your Splunk Cloud Instance.

splunk

R T

2. Create a new index to store Cohesity logs.

This is an optional, however, recommended step. You can use already existing index in your Splunk
instance. But it is advised to create and use a new index specific to Cohesity logs and alerts

a. Click Indexes under Data in Settings.

Apps

(%)
\S/

é
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b. Click New Index and fill in all requested details. Select Events for Index Data Type and Search
& Reporting in App details. Define the maximum size for the index and click Save.

Indexes

A repository for data in Splunk Cloud. Indexes reside in flat files on the Splunk Cloud instance known as the indexer. Learn more [2

Max raw data size

Searchable retention
(days)

c. You can see the newly created index under Indexes.

7 Indexes App:Allv | filter Q
Name * Actions Type Category + App = Current Size =7
history Edit BEvents Regular system oB
lastchanceindex Edit BEvents Regular 100-whisper 0B
main Edit BEvents Regular 100-s2-config os
splunklogger Edit BEvents Regular system oB
summary Edit BEvents Regular system oB
New Index
Index name
Index Data Type Bl Events & Metrics

Max Size =7
unlimited
unlimited
unlimited
unlimited

unlimited

Event Count

o

Indexes m
A repository for data in Splunk Cloud. Indexes reside in flat files on the Splunk Cloud instance known as the indexer. Learn more [2
7 Indexes App:Allv | filter Q
Name * Actions Type = Category + App * Current Size 37 Max Size 7 Event Count &
I cohesity Edit BEvents Regular search oB 500 GB ° I
history Edit BEvents Regular system os unlimited o
lastchanceindex Edit BEvents Regular 100-whisper o8 unlimited 0
main Edit BEvents Regular 100-s2-config oB unlimited (4]
splunklogger Edit B Events Regular system oB unlimited o
summary Edit BEvents Regular system o8 unlimited o
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3. Configure HTTP Event Collector to receive data from Cohesity.

a. Click Data Inputs under Data in Settings.

Settings ¥
Apps
Search settings. Q
="
zh history © Recently viewed 2 Created by you 2 Sh
Se RiD KNOWLEDGE DATA
ata
Searches, reports, and alerts
Data models @ Data Management
Event types experience [2
Tags
Fields
Lookups Indexes dkmark
User interface Report acceleration summaries
Alert actions Source types
Advanced search
Al configurations DISTRIBUTED ENVIRONMENT
Federated search
SYSTEM
Server settings USERS AND AUTHENTICATION
- Health report manager Roles
= Workload management Users
Mobile settings Tokens
Password management
Authentication methods
£ Ao oawE Process incoming data 2 (7 Searct
=) @
Add data from a variety of common sources. Process data before storing it. Filter, mask, and Turn d:
route data, extract fields, and more.

b. Click HTTP Event Collector.

Data inputs
Set up data inputs from files and directories, network ports, and scripted inputs.
Local inputs

Type Inputs Actions
HTTP Event Collector 2 + Add new
Receive data over HTTP or HTTPS.
Logd Input for the Splunk platform 0 + Add new
This input collects data from logd on macOS and sends it to the Splunk platform.
Splunk Secure Gateway 1 + Add new
Initializes the Splunk Secure Gateway application to talk to mobile clients over websockets
Splunk Secure Gateway Mobile Alerts TTL 1 + Add new
Cleans up storage of old mobile alerts
Deep Link Dashboard Modular Input 1 + Add new
Initializes the Deep Link Dashboard Modular Input to complete registrations
Splunk Secure Gateway Deleting Expired Tokens 1 + Add new
Delete expired or invalid tokens created by Secure Gateway from Splunk
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c. Click Global Settings and fill in all requested details and click Save.

2 Splunk Cloud Admin v @ Support & Services ¥

s v lessages v ettings v Activity v ine
HTTP Event Collector New Token

Data Inputs » HTTP Event Collector

0 Tokens App: All ¥ filte Q 20 per page ¥

Name = Actions Token Value ¢ Index + Status *

B No tokens found

Edit Global Settings
All Tokens Enabled Disabled
Default Source Type jsonv
Default Index cohesity v

B

o  Select Enabled for All Tokens.

o  Select the Default Source Type as _json (If it is not shown under the dropdown, then type
_json in search bar to bring it up).

o  Select the Default index as the new index we created exclusively for Cohesity logs and
alerts under step 1.

o By default, SSL is enabled with default Port 8088. You can disable SSL or modify the
default port. The general recommendation is to enable SSL.

4. Create a new token to authenticate Cohesity.

Integrate Splunk with Cohesity .




94

a. Click Data Inputs under Data in Settings.

Settings v
Apps
Search settings. Q
Find m(
th history @® Recently viewed & Created by you 2 Shi
Searc Add Data KNOWLEDGE DATA

Searches, reports, and alerts
Data models @ Data Management
Event types experience [2
Tags
Fields E
Lookups Indexes dkmark
User interface Report acceleration summaries
Alert actions Source types
Advanced search
Al configurations DISTRIBUTED ENVIRONMENT

Federated search
SYSTEM
Server settings USERS AND AUTHENTICATION
Health report manager Roles
Workload management Users
Mobile settings Tokens

Password management

Authentication methods

Moo v Process incoming data 12 =) Search
© Add data from a variety of common sources. Process data before storing it. Filter, mask, and Turn d:
route data, extract fields, and more.

b. Click HTTP Event Collector.

Data inputs

Set up data inputs from files and directories, network ports, and scripted inputs.

Local inputs

Type Inputs Actions

HTTP Event Collector 2 + Add new
Receive data over HTTP or HTTPS

Logd Input for the Splunk platform (] + Add new
This input collects data from logd on macOS and sends it to the Splunk platform.

Splunk Secure Gateway 1 + Add new
Initializes the Splunk Secure Gateway application to talk to mobile clients over websockets

Splunk Secure Gateway Mobile Alerts TTL 1 + Add new
Cleans up storage of old mobile alerts

Deep Link Dashboard Modular Input 1 + Add new
Initializes the Deep Link Dashboard Modular Input to complete registrations

Splunk Secure Gateway Deleting Expired Tokens 1 + Add new
Delete expired or invalid tokens created by Secure Gateway from Splunk
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c. Click New Token.

HTTP Event Collector Global Settings

Data Inputs » HTTP Event Collector

0 Tokens App:Ally | filte: Q 20 per page v

Name Actions Token Value ¢ Index Status ¢

B No tokens found

d. Provide a uniqgue Name for your token and click Next .

Add Data ® QEEs

Select Source nput Settings  Review

HTTP Event Collector

2
Configure tokens that clients can use to send data over HTTP or Configure a new token for receiving data over HTTP. Learn More [2

HTTPS.

Name | Cohesity_Webhook_Token
Logd Input for the Splunk platform

Source name override ? optional

Description 7 | optional

Output Group (optional) None v

Enable indexer ]
acknowledgement

FAQ
> What is the HTTP Event Collector?
> How do | set up the HTTP Event Collector?

> How do | view and configure the tokens that | can use to send data to the HTTP Event
Collector?

v

What clients can send data to the HTTP Event Collector?

v

What port and protocol does the HTTP Event Collector receive data on and how can | change
that?

Integrate Splunk with Cohesity




96

e. Under Input Settings, For Source Type, choose Select and then click Select Source Type,
Select _json from the dropdown. If it is not shown under the dropdown, then type _json in search
bar to bring it up.

Add Data *——=o s

Select Source Input Settings Review Don

Input Settings

Optionally set additional input parameters for this data input as follows:

Source type

The source type is one of the default fields that the Splunk

platform assigns to all incoming data. It tells the Splunk platform Automatic
what kind of data you've got, so that the Splunk platform can

format the data intelligently during indexing. And it's a way to

categorize your data, so that you can search it easily. SelectSourceType ¥

New

Index

The Splunk platform stores incoming data as events in the
selected index. Consider using a "sandbox" index as a
destination if you have problems determining a source type for ° visit http:
your data. A sandbox index lets you troubleshoot your
configuration without impacting production indexes. You can
always change this setting later. Learn More [2

log2metrics_json
JSON

rmatted data

Select Allowed  Available addall»  Selected item(s)« remove all
Indexes ~ item(s)
Bcohesity_logs
Shistory
Emain
Bsummary

o

hat clients will be able

Default Index Default v Create a new index
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f. Select the Index where you want the Cohesity logs and alerts need to be stored. Select the new
index we created exclusively for Cohesity logs and alerts under step 1. Also make sure the
Default Index is set to the same index as chosen.

Add Data ——o s

Select Source Input

Input Settings

Optionally set additional input parameters for this data input as follows:

Source type

The source type is one of the default fields that the Splunk
platform assigns to all incoming data. It tells the Splunk platform Automatic Select New
what kind of data you've got, so that the Splunk platform can
format the data intelligently during indexing. And it's a way to
categorize your data, so that you can search it easily.

json v

Index

The Splunk platform stores incoming data as events in the
selected index. Consider using a "sandbox” index as a
destination if you have problems determining a source type for
your data. A sandbox index lets you troubleshoot your
configuration without impacting production indexes. You can
always change this setting later. Learn More (2

Select Allowed

Available addall» Selected item(s)« remove all
Indexes =

Bcohesity_logs

B cohesity_logs
Bhistory
Bmain
Bsummary

Default Index Create a new index

g. Click Review to review the details of the token. If you want to make any changes, you can go
back and modify.

Apps ¥ Messages ¥ Settings v Ac
Add Data @ @ @ < Back Submit >
Select Source Input Settings Review Do
Review
INput Type ..o Token
Name .......ccccocviccsrnsiccsnunnnenn. COheSity_Webhook_Token
Source name override ........ N/A
Description
Enable indexer acknowledg No
Output Group .....ccoceeeeevecereee.. NFA
Allowed indexes .........ccccuuuuu. cohesity_logs

Default index . cohesity_logs

json

Source Type .
App Context ..........ccccoeueeeen. l@UNCher
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h. Click Submit to successfully create the token.

splunk Apps ¥ Messages ¥ Settings v Activity v Find Q

Add Data

v/ Token has been created successfully.

Configure your inputs by going to Settings > Data Inputs

Token Value

Start Searching Search your data now or see examples and tutorials. [2

Extract Field Create search-time field extractions. Learn more about fields. [2
Add More D Add more data inputs now or see examples and tutorials. [2
Download App Apps help you do more h your data. Learn more. 2
Build Dashboards Visualize your searches. Learn more. [2

i. Once the Token is created, go back to HTTP Event Collector Page and verify the Token
created. Copy the Token Value (Which we will need while configuring the Webhook on Cohesity

side).

Apps~v  Messages~>  Settings v

HTTP Event Collector Global Settings

Data Inputs » HTTP Event Collector

0 Tokens App: Allv | filte Q 20 per page ¥
Name * Actions Token Value Source Type * Index * Status *
Cohesity_Webhook_Token  Edit Disable aZeeccaz—zooc—azz9—5205—60e3m69845fI json cohesity_logs Enabled

5. Check HEC endpoint is accessible.
a. Open the below URL in a browser.
https://<your_domain>.splunkcloud.com:8088/services/collector/health
b. If you get the below json response, then your HEC endpoint is accessible and properly
configured.
{"text":"HEC is healthy","code":17}

c. If you get a 404 Not Found or similar error, it indicates an issue with the URL or HEC
configuration. Revisit previous steps to configure the HEC properly.
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6. Test HTTP Event Collector on any system.

a. Testthe HTTP Event Collector using a curl request from cmd prompt / terminal on any system as
shown below:

curl -k “https://<your_domain>.splunkcloud.com:8088/services/collector/raw” \
-H “Authorization: Splunk <HEC Token>” \
-H “Content-Type: application/json™ \
-d {“alert”: “Test Alert”, “alertId”: “0000”}’

o Your domain — is your uniqgue domain in your Splunk cloud. The link is same as your Splunk
cloud access URL.

o  HEC Token — is the Token Value of the HTTP Event Collector Token you created in previous
step.

o Once the curl command executes successfully, it must return the message { “text”:
“Success”, “code”: “©”} as shown below:

o @ £ shashanka.sr — -zsh — 203x64

shashanka.sr@COH-J6CIPK74%G ~ % curl -k "https://prd-p-afmhh.splunkcloud.com:8088/services/collector/raw" \
-H "Authorization: Splunk 9a2c4f3d-8aB82-402f-9965-896715ad8586" \

-H "Content-Type: application/json" \

-d '{"alert":"Test_Alert","alertId":"@ee8"}"'

("text":"Success","code":e)z

shashanka.sr@COH-J6CIPK74WG ~ % I

NOTE:

e If you are not receiving the message {“text”: “Success”, “code”: “©”} orreceiving
some other message, then there is some issue with the HTTP Event Collector
configuration. Reuvisit steps 2 & 3 for proper configuration.

e Visit Troubleshooting for more details.

b. Verify the data is successfully received on Splunk.

i. From Splunk Web Home console, click Search & Reporting.

Messages ¥ Settings v

Apps < Hello, Splunk Cloud Admin
Find more apps [2 {3 Manage
[ Bookmarks 25 Dashboard @ Search history ©® Recently viewed & Created by yo|
Search apps by name. Q
v My book ks (0) Add bookmark

Search & Reporting

)|
|

Cloud Monitoring Console

Ya
[\

v Shared with my organization (0) Add bookmark

Discover Splunk Observability Cloud
Shared by me

Splunk Secure Gateway

= =

Shared by other administrators

@

Universal Forwarder

Upgrade Readiness App v Splunk recommended (14)

E
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ii. Run search query to filter logs. You must see the event sent by curl command in Splunk.

splunk

Search Analytics s Reports Alerts Dashboards

New Search

l index:”cohesity_logs"|

v 1event (1/8/25 12:00:00.000 AM to 1/8/25 12:39:31.000 AM) No Event Sampling ¥
Events (1) Patterns Statistics Visualization
Format Timeline v —Zoom Out
List v # Format 20 Per Page ¥
< Hide Fields = All Fields i | Time Event
> 18/25 { -]
SELECTED FIELDS
host 1 12:39:23.000 AM alert: Test_Alert
a hos'
¢ alertId: 0000
a source 1 3
a sourcetype 1
! s Show as raw text
INTERESTING FIELDS host = 1015.5120:8088 = source = http:Cohesity WH ' sourcetype = _json
a alert 1
# alertld 1
a index 1
# linecount 1
a punct 1
a splunk_server 1
a timestamp 1

+ Extract New Fields

NOTE:

e If you are not receiving the event sent through curl command in Splunk, then there
is some issue with the HTTP Event Collector configuration. Revisit steps 2 & 3 for
proper configuration.

e Visit Troubleshooting for more details.

7. Configure alert notification with webhook on Cohesity Data Cloud.
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a. Login to Cohesity Data Cloud.

Toe Conesty COHESITY
SVERITNAS

The modern Al-powered now part of Cohesity
data security platform

Powered By Helios

We've joined forces!

Usemame
Great news! Veritas is now part of Cohesity, creating the new
leader in Al-powered data security.
Password There's nothing you need to do, your products will work just

as they always have. We're excited about what's next and
thank you for being part of this journey with us. The future of
data security just got brighter!

Watch welcome video Get the details

Forgot your password?

Sign in with SSO

b. Go to DataProtect under Protection.

ITY

& Cohesity Data Cloud :
Global Dashboard :
@4 Global
88 Dashboard Health Protection bv Stat Status  Type
Al Unhealthy  Healthy
& Marketplace > DataProtect & Protection »
o ‘
System >
& @ Error DataProtect as a Service @) security »
12 0
[i) Reports Warning )shots
Systems Suce
6 & Mobility »
& Settings > Healthy napshots
6 Hardware | 34 Software | 139 Data Service | 27 Maintenance EL Access 4
Posture Advisor Score Consumption @ Insights b Hices 1 crmns

Latest Scan: Jan 11, 2025 3:27pm
Current Plan: Free Trial
Subscription: 5 FE TB/Montht

90 . Low Risk

0 Bytes *

70 Medium Risk

24 Used
0% 457189
High Risk Available
Used
354 Days
o High Risk Free Trial Left
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c. Click System > Health > Notification and then Create > New Alert Notification Rule.

= COHESITY (oo AiOmganizatons <) @ H @ O &
e —
Cohesity Data Cloud / Protection / DataProtect
(J DataProtect = Health Create ~
Alerts Resolution Summary Silence New Alert Notification Rule
OF Dashboards
@ Data Protection > Notification Settings
&1 Marketplace >
‘:, Security >
I]j] System v
Health
Audit Logs
Field Messages
i) Reports
@ Settings >

d. Provide the Notification Name, Select the Notification Filters and Notification Frequency,
choose Webhook as the Notification Method and provide the Webhook URL and Options as
below:

URL:
https.//<Your Domain>.splunkcloud.com:8088/services/collector/raw

Options:
{"authorization": {"type": "Splunk","credentials": "<HEC Token>"}}

NOTE For Splunk Trials:

e Alert notifications from Cohesity to Splunk via Webhook requires a valid certificate at the Splunk
side.

e Splunk trials might use expired/invalid certificates, which may lead to TLS certificate verification
failure, in which case the alert notifications will not be sent from Cohesity to Splunk.

o Contact Splunk support to get your certificate issue resolved.
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Create Alert Notification Rule

Notification Name

ISpIunk I

Notification Filters

Clusters v Organization v Alert Severity « Alert Type ~ Alert Category v

Alert Name »

Notification Frequency

@ Real-time O Every 6 hours O Every 24 hours

Notification Method
[ Email

Webhook

https://13.52.181.193:8088/services/c {"authorization": {"type": "Sg @

NOTE:

o Use Clusters, Organization, Alert Severity, Alert Type, Alert Category or Alert Name to filter
out the selective alerts you want to send to Splunk.

o If you do not select any value for Clusters, Organization, Alert Severity, Alert Type, Alert
Category or Alert Name, then all the alerts generated by Cohesity will be sent to Splunk.

8. Validate data received from Cohesity on Splunk Cloud.
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e. Click Indexes under in Data Settings.

Messages v | Seftings v | Activity v

e — Search settings. Q
Find mq )
— th history ® Recently viewed 2 Created by you i sh
Seard KNOWLEDGE DATA
Searc Add Data

Searches, reports, and alerts

Server settings USERS AND AUTHENTICATION

Data models @ Data Management
Event types experience [2

- Tags

ﬂ User interface Report acceleration summaries |
Alert actions Source types

».' Advanced search
LE‘ All configurations DISTRIBUTED ENVIRONMENT
Federated search

f—) SYSTEM

= Health report manager Roles

= Workioad management Users

Mobile settings Tokens

Password management

Authentication methods

=1 Auacaw Process incoming data 12 %) SearcH
=) K
Add data from a variety of common sources. Process data before storing it. Filter, mask, and Turn d

route data, extract fields, and more.

f.  Verify logs are being pushed to your index by checking the Event Count.

2 Splunk Cloud Admin v @ Support & Se

Indexes m
A repository for data in Splunk Cloud. Indexes reside in flat files on the Splunk Cloud instance known as the indexer. Learn more [2
7 Indexes App:All> | filter Q
Name * Actions Type + Category + App * Current Size +? Max Size 37 Event Count ¢
I cohesity Edit BEvents Regular search o8 500 GB P I
history Edit Bl Events Regular system oB unlimited 4]
lastchanceindex Edit BEvents Regular 100-whisper oB unlimited o
main Edit BeEvents Regular 100-s2-config oB unlimited 0
splunklogger Edit B Events Regular system oB unlimited [}
summary Edit BEvents Regular system oB unlimited [}

NOTE: Alerts and logs will be pushed from Cohesity to Splunk in real time. However, it is not
immediate. Sometimes it takes more time for the data to be transmitted to Splunk. If you are not
seeing the events after significant amount of time, then there could be an issue in HEC
configuration. Edit your HEC to fix the issue.

9. Search, alert and visualize.

Integrate Splunk with Cohesity




105

a. From Splunk Web Home, click Search & Reporting.

Apps < Hello, Splunk Cloud Admin
Find more apps [2 £ Manage
[ Bookmarks 3% Dashboard @ Search history ®© Recently viewed & Created by yof
Search apps by n Q
v Myb ks (0) Add bookmark
Search & Reporting
Cloud Monitoring Console
v Shared with my organization (0) Add bookmark

Discover Splunk Observability Cloud
Shared by me

Splunk Secure Gateway

[\
[\_/|
=

Shared by other administrators
Universal Forwarder

Upgrade Readiness App v Splunk recommended (14)

b. Run search query to filter logs.

splunk

Search Analytics t S Reports Alerts

New Search Save As v

Create Table View Close

index="cohesity_logs"

1of 1 event matched

Events (1) Patterns Statistics Visualization
Format Timeline v — Zoom Out
List  ~Format 20 PerPage~
< Hide Fields = All Fields i Time Event
> 1625 (g
SELECTED FIELDS
ot 1 11:40:27.000 PM alertCategory: kNodeHealth
051
“ ' alertCode: CE00411001
a source 1

alertDocument: { [+]
a sourcetype 1

¥
alertState: kOpen
INTERESTING FIELDS
lertC: 1 alertType: 11001
alertCategol
“ gory alertTypeBucket: kSoftware
a alertCode 1

clusterHost: 10.15.10.81
dedupCount: 1418
dedupTimestamps: [ [+]
]

a alertDocument.alert_255CharDesc 1
a alertDocument.alertCause 1
a alertDocument.alertDescription 1
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c. Filter search results based on time.

splunk

Search Analytics

New Search
index="cohesity_logs"

10of 1 event matched

Datasets  Reports

Dashboards

Save As v

Create Table View

Close

106

v Presets
Events (1) Patterns Statistics Visualization REAL-TIME RELATIVE OTHER
30 second window Today Last 15 minutes All time
Format Timeline v —Zoom Out
1minute window Week to date Last 60 minutes
5 minute window Business week to date Last 4 hours
30 minute window Month to date Last 24 hours
1 hour window Year to date Last 7 days
List v  Format 20F All time (real-time) Yesterday Last 30 days
Previous week
i Previous business week
< Hide Fields = All Fields i Time Even X
Previous month
> 1/6/25 {r-

SELECTED FIELDS Previous year

11:40:27.000 PM

a host 1
a source 1
) > Relative
a sourcetype 1

> Real-time
INTERESTING FIELDS
a alertCategory 1 > Date Range
aaleriCode 1 > Date & Time Range
a alertDocument.alert_255CharDesc 1
a alertDocument.alertCause 1 > Advanced

a alertDocument.alertDescription 1

10. Alert and visualize.

splunk

Analy

Search

Save As v C

edte Table View Close

New Search
index="cohesity_logs" Report
Alert

1 of 1 event matched
Existing Dashboard

Events (1) Patterns Statistics Visualization New Dashboard
Event Type
Format Timeline v —Zoom Out
List v # Format 20 Per Page v
< Hide Fields i= All Fields i | Time Event
> 16125 {0

SELECTED FIELDS
11:40:27.000 PM

alertCategory: kNodeHealth
alertCode: CE00411001
alertDocument: { [+]

¥

alertState: kOpen
alertType: 11001
alertTypeBucket: kSoftware
clusterHost: 10.15.10.81
dedupCount: 1418
dedupTimestamps: [ [+]

]

a host 1
a source 1
a sourcetype 1

INTERESTING FIELDS

a alertCategory 1

a alertCode 1

a alertDocument.alert_255CharDesc 1
a alertDocument.alertCause 1

a alertDocument.alertDescription 1

NOTE: For more details, refer to the Search and Reporting section.
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DataProtect as a Service [Cohesity SaaS Service]

1. Login to your Splunk Cloud Instance.

splunk

R T

2. Create a new index to store Cohesity logs.

This is an optional, however, recommended step. You can use already existing index in your Splunk
instance. But it is advised to create and use a new index specific to Cohesity logs and alerts

a. Click Indexes under Data in Settings.

Appsv Messagesv | Settingsv  Activity v Find Q

Apps

T

7\ Search

and more.
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b. Click New Index and fill in all requested details. Select Events for Index Data Type and Search
& Reporting in App details. Define the maximum size for the index and click Save.

Indexes

A repository for data in Splunk Cloud. Indexes reside in flat files on the Splunk Cloud instance known as the indexer. Learn more [2

Max raw data size

Searchable retention
(days)

c. You can see the newly created index under Indexes.

7 Indexes App:Allv | filter Q
Name * Actions Type Category + App = Current Size =7
history Edit BEvents Regular system oB
lastchanceindex Edit BEvents Regular 100-whisper 0B
main Edit BEvents Regular 100-s2-config os
splunklogger Edit BEvents Regular system oB
summary Edit BEvents Regular system oB
New Index
Index name
Index Data Type Bl Events & Metrics

Max Size =7
unlimited
unlimited
unlimited
unlimited

unlimited

Event Count

o

Indexes m
A repository for data in Splunk Cloud. Indexes reside in flat files on the Splunk Cloud instance known as the indexer. Learn more [2
7 Indexes App:Allv | filter Q
Name * Actions Type = Category + App * Current Size 37 Max Size 7 Event Count &
I cohesity Edit BEvents Regular search oB 500 GB ° I
history Edit BEvents Regular system os unlimited o
lastchanceindex Edit BEvents Regular 100-whisper o8 unlimited 0
main Edit BEvents Regular 100-s2-config oB unlimited (4]
splunklogger Edit B Events Regular system oB unlimited o
summary Edit BEvents Regular system o8 unlimited o
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3. Configure HTTP Event Collector to receive data from Cohesity.

a. Click Data Inputs under Data in Settings.

Settings ¥
Apps
Search settings. Q
="
zh history © Recently viewed 2 Created by you 2 Sh
Se RiD KNOWLEDGE DATA
ata
Searches, reports, and alerts
Data models @ Data Management
Event types experience [2
Tags
Fields
Lookups Indexes dkmark
User interface Report acceleration summaries
Alert actions Source types
Advanced search
Al configurations DISTRIBUTED ENVIRONMENT
Federated search
SYSTEM
Server settings USERS AND AUTHENTICATION
- Health report manager Roles
= Workload management Users
Mobile settings Tokens
Password management
Authentication methods
£ Ao oawE Process incoming data 2 (7 Searct
=) @
Add data from a variety of common sources. Process data before storing it. Filter, mask, and Turn d:
route data, extract fields, and more.

b. Click HTTP Event Collector.

Data inputs
Set up data inputs from files and directories, network ports, and scripted inputs.
Local inputs

Type Inputs Actions
HTTP Event Collector 2 + Add new
Receive data over HTTP or HTTPS.
Logd Input for the Splunk platform 0 + Add new
This input collects data from logd on macOS and sends it to the Splunk platform.
Splunk Secure Gateway 1 + Add new
Initializes the Splunk Secure Gateway application to talk to mobile clients over websockets
Splunk Secure Gateway Mobile Alerts TTL 1 + Add new
Cleans up storage of old mobile alerts
Deep Link Dashboard Modular Input 1 + Add new
Initializes the Deep Link Dashboard Modular Input to complete registrations
Splunk Secure Gateway Deleting Expired Tokens 1 + Add new
Delete expired or invalid tokens created by Secure Gateway from Splunk
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c. Click Global Settings and fill in all requested details and click Save.

Apps v  Messagesv  Settings v  Activity v 2 Splunk Cloud Admin v @ Support & Services v

HTTP Event Collector New Token

Data Inputs » HTTP Event Collector

0 Tokens App: All ¥ filte Q 20 per page ¥

Name = Actions Token Value ¢ Index + Status *

B No tokens found

Edit Global Settings
All Tokens Enabled Disabled
Default Source Type json v
Default Index cohesity v

-

= Select Enabled for All Tokens.

" Select the Default Source Type as _json (If it is not shown under the dropdown, then
type _json in search bar to bring it up).

" Select the Default index as the new index we created exclusively for Cohesity logs and
alerts under step 1.

" By default, SSL is enabled with default Port 8088. You can disable SSL or modify the
default port. The general recommendation is to enable SSL.
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4. Create a new token to authenticate Cohesity.

a. Click Data Inputs under Data in Settings.

Apps

Find m¢

Seard]

Settings v

® th history @® Recently viewed & Created by you 2 sh

KNOWLEDGE DATA
Add Data
Searches, reports, and alerts
Data models 8 Data Management
= experience [2

Event types
Tags
Fields
Lookups Indexes dkmark
User interface Report acceleration summaries
Alert actions Source types
Advanced search
Al configurations DISTRIBUTED ENVIRONMENT
Federated search
SYSTEM
Server settings USERS AND AUTHENTICATION
Health report manager Roles
Workload management Users
Mobile settings Tokens
Password management
Authentication methods
ElRoucaw Process incoming data 12
O Add data from a variely of common sources: Process data before storing it. Filter, mask, and

route data, extract fields, and more.

Search
Turn d:

b. Click HTTP Event Collector.

Data inputs

Set up data inputs from files and directories, network ports, and scripted inputs.

Local inputs

Type Inputs Actions
HTTP Event Collector 2 + Add new
Receive data over HTTP or HTTPS.
Logd Input for the Splunk platform 0 + Add new
This input collects data from logd on macOS and sends it to the Splunk platform.
Splunk Secure Gateway 1 + Add new
Initializes the Splunk Secure Gateway application to talk to mobile clients over websockets
Splunk Secure Gateway Mobile Alerts TTL 1 + Add new
Cleans up storage of old mobile alerts
Deep Link Dashboard Modular Input 1 + Add new
Initializes the Deep Link Dashboard Modular Input to complete registrations

1 + Add new

Splunk Secure Gateway Deleting Expired Tokens
Delete expired or invalid tokens created by Secure Gateway from Splunk

11
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c. Click New Token.

HTTP Event Collector Global Settings

Data Inputs » HTTP Event Collector

0 Tokens App:Ally | filte: Q 20 per page v

Name Actions Token Value ¢ Index Status ¢

B No tokens found

d. Provide a unique Name for your token and click Next.

Add Data ® QEEs

Select Source nput Settings  Review

HTTP Event Collector

2
Configure tokens that clients can use to send data over HTTP or Configure a new token for receiving data over HTTP. Learn More [2

HTTPS.

Name | Cohesity_Webhook_Token
Logd Input for the Splunk platform

Source name override ? optional

Description 7 | optional

Output Group (optional) None v

Enable indexer ]
acknowledgement

FAQ

> What is the HTTP Event Collector?

v

How do | set up the HTTP Event Collector?

v

How do | view and configure the tokens that | can use to send data to the HTTP Event
Collector?

v

What clients can send data to the HTTP Event Collector?

v

What port and protocol does the HTTP Event Collector receive data on and how can | change
that?
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e. Under Input Settings, For Source Type, choose Select and then click Select Source Type,
Select _json from the dropdown. If it is not shown under the dropdown, then type _json in search
bar to bring it up.

Add Data < Back Review >

Input Settings

Optionally set additional input parameters for this data input as follows:

Source type

The source type is one of the default fields that the Splunk
platform assigns to all incoming data. It tells the Splunk platform Automatic
what kind of data you've got, so that the Splunk platform can
format the data intelligently during indexing. And it's a way to
categorize your data, so that you can search it easily.

n X
Index [ Isor ]

The Splunk platform stores incoming data as events in the

Select Source Type ¥

selected index. Consider using a "sandbox" index as a

destination if you have problems determining a source type for
your data. A sandbox index lets you troubleshoot your
configuration without impacting production indexes. You can
always change this setting later. Learn More 12

Select Allowed  Available addall»  Selected item(s)« remove all
Indexes  tem(s)
Bcohesity_logs
Bhistory
Emain

Bsummary

Default Index Default v Create a new index

f. Select the Index where you want the Cohesity logs and alerts need to be stored. Select the new
index we created exclusively for Cohesity logs and alerts under step 1. Also make sure the
Default Index is set to the same index as chosen.

Add Data ——o pBcK

Select Source Input Settings ~ Review D

Input Settings

Optionally set additional input parameters for this data input as follows:

Source type

The source type is one of the default fields that the Splunk

platform assigns to all incoming data. It tells the Splunk platform Automatic Select New
what kind of data you've got, so that the Splunk platform can

format the data intelligently during indexing. And it's a way to

categorize your data, so that you can search it easily. Json v

Index

The Splunk platform stores incoming data as events in the
selected index. Consider using a "sandbox” index as a
destination if you have problems determining a source type for
your data. A sandbox index lets you troubleshoot your
configuration without impacting production indexes. You can
always change this setting later. Learn More [2

Select Allowed  Available addall» Selected item(s)e remove all
Indexes Bcohesity_logs

Bhistory

Bmain

Bsummary

Default Index Create a new index
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g. Click Review to review the details of the token. If you want to make any changes, you can go
back and modify.

Apps ¥ Messages ¥

Add Data @ L L <Back

Select Source Input Settings Review Done

Review

Token
Cohesity_Webhook_Token
e N/A

Description ......cocccvececcee. N/JA

Enable indexer acknowledg No

Input Type

Source name override

Output Group
Allowed indexes ..

cohesity_logs

Default index .......................... cohesity_logs
Source Type . . _json
App Context . . launcher

h. Click Submit to successfully create the token.

Settings v

Add Data ® O *—9 < Back

v/ Token has been created successfully.

Configure your inputs by going to Settings > Data Inputs

Token Value
Search your data now or see examples and tutorials. (2
Extract Fields Create search-time field extractions. Learn more about fields. 2
Add More Data Add more data inputs now or see examples and tutorials. [2
Download Apps Apps help you do more with your data. Learn more. [2
Build Dashboards Visualize your searches. Learn more. 2
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i. Once the Token is created, go back to HTTP Event Collector Page and verify the Token

created. Copy the Token Value (Which we will need while configuring the Webhook on Cohesity
side).

HTTP Event Collector

Data Inputs » HTTP Event Collector

0 Tokens App:Allv | filte Q 20 per page ¥

Name * Actions Token Value & Source Type * Index & Status +

Cohesity_Webhook_Token  Edit Disable I aZeecca2—2Q0c—4329—n205—60e3b-5f3845rI json cohesity_logs Enabled

5. Check HEC endpoint is accessible.
a. Open the below URL in a browser
https://<your_domain>.splunkcloud.com:8088/services/collector/health

b. If you get the below json response, then your HEC endpoint is accessible and properly configured
{"text":"HEC is healthy","code":17}

c. If you get a 404 Not Found or similar error, it indicates an issue with the URL or HEC
configuration. Revisit previous steps to configure the HEC properly

6. Test HTTP Event Collector on any system.

d. Testthe HTTP Event Collector using a curl request from cmd prompt / terminal on any system as
shown below:

curl -k “https://<your_domain>.splunkcloud.com:8088/services/collector/raw” \
-H “Authorization: Splunk <HEC Token>” \
-H “Content-Type: application/json” \
-d ‘{“alert”: “Test Alert”, “alertId”: “0000”}’

©)

Your domain — is your unique domain in your Splunk cloud. The link is same as your Splunk
cloud access URL.

©)

HEC Token — is the Token Value of the HTTP Event Collector Token you created in previous
step.

©)

Once the curl command executes successfully, it must return the message { “text”:
“Success”, “code”: “©”} as shown below:
[ ] o 0 shashanka.sr — -zsh — 203x64

shashanka.sr@COH-J6CIPK74WG ~ % curl -k "https://prd-p-afmhh.splunkcloud.com:8088/services/collector/raw" \
-H "Authorization: Splunk 9a2c4f3d-8aB82-402f-9965-896715ad8586" \

-H "Content-Type: application/json" \

-d '{"alert":"Test_Alert","alertId":"@eee"}'

{"text":"Success", "code":0}%

shashanka.sr@COH-J6CIPK74WG ~ % JI

NOTE:

e If you are not receiving the message {“text”: “Success”, “code”: “©”} orreceiving
some other message, then there is some issue with the HTTP Event Collector
configuration. Revisit steps 2 & 3 for proper configuration

e Visit Troubleshooting for more details.
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e. Verify the data is successfully received on Splunk.

i From Splunk Web Home console, click Search & Reporting.

Settings v

Activity v Find Q

Messages v

Apps < Hello, Splunk Cloud Admin
Find more apps [2 £ Manage
[l Bookmarks 25 Dashboard @ Search history @® Recently viewed & Created by yo
Search apps Dy name. :\

Add bookmark

v Myb ks (0)

Search & Reporting

@ Cloud Monitoring Console
N v Shared with my organization (0)

= Discover Splunk Observability Cloud
Igh Splunk Secure Gateway

—> Universal Forwarder

Add bookmark

Shared by me

Shared by other administrators

v Splunk recommended (14)

Upgrade Readiness App

ii. Run search query to filter logs. You must see the event sent by curl command in Splunk.

Settings v  Activity v Find Q

splunk Apps ¥

Messages v

Search Analytics Datasets Reports Alerts Dashboards

New Search

[ index=“cohesiw_logs"l

v 1event (1/8/25 12:00:00.000 AM to 1/8/25 12:39:31.000 AM) No Event Sampling v

SELECTED FIELDS
12:39:23.000 AM
a host 1

a source 1

a sourcetype 1

INTERESTING FIELDS

Events (1) Patterns Statistics Visualization
Format Timeline v —Zoom Out

List v # Format 20 Per Page v
< Hide Fields = All Fields i Time Event

> 18/25 {1

alert: Test_Alert
alertId: 0000
3

Show as raw text

host = 10.15.5120:8088

source = http:Cohesity WH | sourcetype = _json

a alert 1

# alertld 1

a index 1

# linecount 1

a punct 1

a splunk_server 1
a timestamp 1

+ Extract New Fields

NOTE:

e If you are not receiving the event sent through curl command in Splunk, then there
is some issue with the HTTP Event Collector configuration. Revisit steps 2 & 3 for
proper configuration.

e Visit Troubleshooting for more details.
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7. Configure alert notification with webhook on Cohesity Data Cloud.

a. Login to Cohesity Data Cloud.

Toe onesty COHESITY
SVERITNAS

The modern Al-powered now part of Cohesity
data security platform

Powered By Helios

We've joined forces!

Great news! Veritas is now part of Cohesity, creating the new
leader in Al-powered data security.

Password There's nothing you need to do, your products will work just
as they always have. We're excited about what's next and
thank you for being part of this journey with us. The future of
data security just got brighter!

Watch welcome video Get the details

Forgot your password?

Sign in with SSO

b. Go to DataProtect as a Service under Protection.

ca & Cohesity Data Cloud
& Global Dashboard
84 Global
85 Dashboard Health Protection bv Stat Status  Type
Al Unhealthy Healthy
& Marketplace 5 DataProtect & Protection >
ol ‘
System >
U @ Error DataProtect as a Service 3 security »
12 0
[it] Reports Warning sshots.
Systems suct
6 & Mobility >
€§3 Settings > Healthy napshots
6 Hardware | 34 Software | 139 Data Service | 27 Maintenance £l Access 4
Posture Advisor Score Consumption Q Insights > vices Clusters
Latest Scan: Jan 11, 2025 3:27pm
Current Plan: Free Trial
Subscription: 5 FE TB/Montf'
90 . Low Risk
70 Medi Risk 0 Bytes "
24 edium Rist e
0% 45189
High Risk Available
Used
354 pays
o High Risk Free Trial Left
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c. Click Health > Notification and then Create > New Alert Notification Rule.

= COHESITY | Q search | k:w All Organizations v;) « =
DataProtect Cohesity Data Cloud / Protection / DataProtect
s s Health
Alerts R ion Summary : Silence New Alert Notification Rule |
OF Dashboards
@ Data Protection > Notification Settings
&1 Marketplace >
('«}y Security >
[D] System v
Health
Audit Logs
Field Messages
[l Reports
83 Settings >

d. Provide the Notification Name, Select the Notification Filters and Notification Frequency,
choose Webhook as the Notification Method and provide the Webhook URL and Options as
below:

URL:
https.//<Your Domain>.splunkcloud.com:8088/services/collector/raw

Options:
{"authorization": {"type": "Splunk","credentials": "<HEC Token>"}}

NOTE For Splunk Trials:

» Alert notifications from Cohesity to Splunk via Webhook requires a valid certificate at the
Splunk side.

e Splunk trials might use expired/invalid certificates, which may lead to TLS certificate
verification failure, in which case the alert notifications will not be sent from Cohesity to
Splunk.

o Contact Splunk support to get your certificate issue resolved.
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Create Alert Notification Rule

Notification Name

ISpIunk |

Notification Filters

Alert Severity v Alert Type v Alert Category v Alert Name v Source Type v

Notification Frequency

@ Real-time O Every 6 hours O Every 24 hours

Notification Method

[ Email

Webhook

https://13.52.181.193:8088/services/c {"authorization": {"type": "Sg @

NOTE:

o Use Alert Severity, Alert Type, Alert Category, Alert Name or Source Type to filter out
the selective alerts you want to send to Splunk.

o If you do not select any value for Alert Severity, Alert Type, Alert Category, Alert Name
or Source Type, then all the alerts generated by Cohesity will be sent to Splunk.

8. Validate data received from Cohesity on Splunk Cloud.
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a. Click Indexes under Data in Settings.

e — Search settings. Q
Find mq )
— th history ® Recently viewed 2 Created by you i sh
Seard KNOWLEDGE DATA
Seard Add Data

Searches, reports, and alerts

Server settings USERS AND AUTHENTICATION

Data models @ Data Management
Event types experience [2

o~ Tags

n User interface Report acceleration summaries [
Alert actions Source types

. Advanced search
LE‘ All configurations DISTRIBUTED ENVIRONMENT
Federated search

f—) SYSTEM

E Health report manager Roles

= Workload management Users

Mobile settings Tokens

Password management
Authentication methods

=1 Ao caE Process incoming data (2 7\ Search
=) K
Add data from a variety of common sources Process data before storing it. Filter, mask, and Tumn d

route data, extract fields, and more.

b. Verify logs are being pushed to your index by checking the Event Count.

2 Splunk Cloud Admin v @ Support &

Indexes m
A repository for data in Splunk Cloud. Indexes reside in flat files on the Splunk Cloud instance known as the indexer. Learn more [2
7 Indexes App:All> | filter Q
Name * Actions Type Category + App * Current Size +? Max Size 37 Event Count ¢
I cohesity Edit BEvents Regular search o8 500 GB P I
history Edit Bl Events Regular system oB unlimited 4]
lastchanceindex Edit BEvents Regular 100-whisper oB unlimited o
main Edit BeEvents Regular 100-s2-config oB unlimited 0
splunklogger Edit B Events Regular system oB unlimited [}
summary Edit B Events Regular system oB unlimited 4]

NOTE: Alerts and logs will be pushed from Cohesity to Splunk in real time. However, it is not
immediate. Sometimes it takes more time for the data to be transmitted to Splunk. If you are not
seeing the events after significant amount of time, then there could be an issue in HEC
configuration. Edit your HEC to fix the issue.
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9. Search, alert and visualize.

a. From Splunk Web Home, click Search & Reporting.

Apps < Hello, Splunk Cloud Admin
Find more apps [2 £ Manage
[ Bookmarks 23 Dashboard @ Search history © Recently viewed & Created by yof
Search apps by name. Q
v Myb ks (0) Add bookmark
Search & Reporting
Cloud Monitoring Console
v Shared with my organization (0) Add bookmark

= Discover Splunk Observability Cloud

Is! Splunk Secure Gateway

Universal Forwarder

Shared by me

Shared by other administrators

Upgrade Readiness App v Splunk recommended (14)

b. Run search query to filter logs.

splunk A Mes Settings v Activity

Search Analytics Data Reports Alerts Dashboards

New Search SaveAsv  Create Table View  Close

index="cohesity_logs"

1of 1 event matched

Events(l)  Patterns  Statistics  Visualization
Format Timeline v — Zoom Out
Listy  ~Format 20 PerPage~
< Hide Fields = All Fields i Time Event
> 1625 (g
SELECTED FIELDS
. 11:40:27.000 PM alertCategory: kNodeHealth
t1
@ e ; alertCode: CE00411001
a source
¢ alertDocument: { [+]
a sourcetype 1 N
alertState: kOpen
INTERESTING FIELDS

alertType: 11001
alertTypeBucket: kSoftware
clusterHost: 10.15.10.81
dedupCount: 1418
dedupTimestamps: [ [+]

]

a alertCategory 1

a alertCode 1

a alertDocument.alert_255CharDesc 1
a alertDocument.alertCause 1

a alertDocument.alertDescription 1
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c. Filter search results based on time.

splunk

Search Analytics Datasets Reports

New Search
index="cohesity_logs"

10of 1 event matched

Dashboards

v Presets

Events (1) Patterns Statistics Visualization
Format Timeline v — Zoom Out

Listv . Format
< Hide Fields = All Fields i Time

> 16125

SELECTED FIELDS

11:40:27.000 PM
a host 1
a source 1

a sourcetype 1

INTERESTING FIELDS

a alertCategory 1

a alertCode 1

a alertDocument.alert_255CharDesc 1
a alertDocument.alertCause 1

a alertDocument.alertDescription 1

d. Alert and visualize.

Search

Analytics

Datasets

New Search
index="cohesity_logs"

10f 1 event matched

REAL-TIME

30 second window
1minute window

5 minute window
30 minute window
1hour window
20¢ All time (real-time)

Even

v

Relative

v

Real-time

v

Date Range

v

v

Advanced

Date & Time Range

RELATIVE

Today

Week to date

Business week to date
Month to date

Year to date

Yesterday

Previous week
Previous business week
Previous month
Previous year

Save As v

Last 15 minutes
Last 60 minutes
Last 4 hours
Last 24 hours
Last 7 days
Last 30 days

Create Table View

OTHER

Close

All time

Events (1) Patterns Statistics Visualization
Format Timeline v —Zoom Out

List v # Format
< Hide Fields i= All Fields i Time

> 16125

SELECTED FIELDS

11:40:27.000 PM
a host 1
a source 1

a sourcetype 1

INTERESTING FIELDS

a alertCategory 1

a alertCode 1

a alertDocument.alert_255CharDesc 1
a alertDocument.alertCause 1

a alertDocument.alertDescription 1

20 Per Page v

Event

-]

Save As v

Report

Alert

Existing Dashboard
New Dashboard

Event Type

C

edte Table View Close

alertCategory: kNodeHealth

alertCode: CE00411001
alertDocument: { [+]
¥

alertState: kOpen
alertType: 11001

alertTypeBucket: kSoftware

clusterHost: 10.15.10.81

dedupCount: 1418

dedupTimestamps: [ [+]

]

NOTE: For more details, refer to the Search and Reporting section.
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Search and Reporting

1. By Index: Search for data that was sent to a specific index. Use the index that you selected during
the HEC token setup.

Search Query
index=<your_index_name>

Example
index="cohesity”

splunk:
Search | Search & Reporting
N —
~ 989 events (before 23/10/2024 12:20:22.000) No Event Sampling v © Job~ » & 3 Policy-Based Pool ¥ ? Smart Mode ¥
Events (989) Patterns Statistics Visualization
Format Timeline v = Zoom Out AR A—:
I e N N N S N A
List~ 7/ Format 50 Per Page v 1 & 3 4 ] 6 7 8 Next >
< Hide Fields = All Fields 1 Tme Event
> 23/10/2024 {0
) 12:07:37000
o d J00002eJ1qTQAS", alertnam e oupFa: e t al

a alerts).annotations failure_reason 8
Show as raw text
host = prd-p-afmhh.splunkcloud.com:8088 ' source = http:Cohesity WH = sourcetype = _json

> 23102024 ([]
12:05:46.000 alerts: [ [+]

a alertsf.annotations.run_url 100+

L: httos: //helios-production-internal.cohesity.con/alertmanager-d1

By Alert Category: Search for alerts for a particular Alert Category like “BackupRestore”

Search Query
index=<your_index_name> “alerts{}.labels.alert_category’=<alert_category>

Example
index="cohesity” “alerts{}.labels.alert_category’=BackupRestore

If you are not sure about the formatting of the search query, then simply click the data on the left tab
to frame the search query automatically. In this case click on alerts{}.labels.alert_category, which
will prompt you with available alert categories, from which you must select the required alert category,
which in this case is BackupRestore.

Integrate Splunk with Cohesity .




124

<HiceFics NFeds | Usie  sfomer  50PerPose- 2 5 ¢ 56 75 new
@ host 1 i Time Event

@ souree 1 commonAnnotations: { [+]

a sourcetype 1 5

commonLabels: { [+]
]
externalURL: https://helios-production-internal .cohesity.con/alertmanager-di

INTERESTING FIELDS.
# alerts().annotations.alertadapter_pus
h_timestamp 100+

: groupKey: {}/{account_id="0012J80002eJ1TOAS" , hidden_from_user="false"}:{account_id=" y *, alertname=" led", severity="Critical’}
a alerts().annotations.cause 100+ pibsared o
a alerts{).annotations.cluster_id_str 5 ;
@ slertsfannotations cluster_name 7 receiver: 0912J00002¢J1qTOAS_Splunk Final
a alerts{).annotations description 100+
status: firing
a alerts().annotations failed_objects 51
truncatedalerts: @
a alerts{).annotations failure_reason 8
version: 4
a alertsfLannotations help 21 !
§ . Show as raw text
a alerts{).annotations job_id 63
a alerts{.annotations job_name 63 host = prd-p-afmhh.splunkcloud.com:8088 ' source = hitp:Cohesity WH ' sourcetype = _json
a alerts(Lannotations. job_type 16 > 23n0m024 ([
# alerts().annotations.node_id 19
a alerts{).annotations.occurrence 100+ alerts().labels.alert_category
a alerts().annotations reason_string 34
a alertsLannotations.run_id 100+ 19 Values, 98.888% of events Selected | Yes | No
a alerts{).annotations.run_start_time 1
o0+ Reports
a alerts{).annotations.run_url 100+ Top values Top values by time Rare values alertmanager-di
a alerts).annotations.timefine 100+ Events with this field r="false"}:{account_id="0012. , alertnane=" *, severity="Critical’}
a alentsfLendsAt 1
a alents()fingerprint 100+ Top 10 Values Count «
a RL1
M account id 1 | BackupRestore 1,093 111.759%
a alerts{)abels.alert_category 19 | cation 212 21.677% []
T T
u . DataPath 104 10.634% ]
# alerts()labels.alert_id 100+
a alerts{}labels alert_state 2 StorageUsage L iind I
a alerts{)labels.alert_type_bucket 4 Networking 65 6.646% ] b .
0 sourcetype = _json
# alerts{)labels.al id 4
slest={lsbets.slert_type_id 42 Clustermanagenent 50 s |
a alents()labels.alertname 44
# alerts{)labels.cluster_id 7 Metadata “ 4.703% |
# alerts{)labels first_occurrence_usecs Indexing s 3.579% |
100+
security 29 2.965%
a alerts()labels.hidden_from_user 1
« 1 27 2.761%
a alerts{)abels.severity 3 ;
a alerts{)startsAt 100+ externalLRL: https://helios-production-internal.cohesity. con/alertnanager-di
a alertsfstatus 1 groupKey: {}/{account_id="0012J00002eJ1qTQAS" , hidden_from_user="false"}:{account_id="0012]00002eJ1qTQAS", alertname="BucketCreated", severity="Info"}

splunk A » A " Q-
Search A A >>| Search & Reporting
New Sea rch Save As v Create Table View Close
[ index=conesity “alerts(}.labels.alert_category"=BackupRestore | Al time ¥ n
352 events (before 23/10/2024 12:20:47.000) No Event Sampling v Job v , & 4 Policy-Based Pool v ? Smart Mode v

Events(352)  Pattems  Statistics Visualization

1day per column

Format Timeline > —Zoom Out
Lst  /Fomat  50PerPage~ E] 2 3 4 5 6 7 8 Nea>
<Hide Fields Al Fields o EE

> 23102024 -
SELECTED FIELDS 2/io202 L

12:07:37.000 alerts: [ [+]
ahost 1 ]
1
S Sousce comonAnnotations: { [+
a sourcetype 1 N

comonLabels: { [+]

]

externalURL: https: //helios-production-internal .cohesity. con/alertmanager-d1

groupkey: (}/{account_id="0012J80002eJ1TOAS" , hidden_from_user="false"}:(account_id="0012J00002eJ1TOAS", alertname="ProtectionGroupFailed, severity="Critical"}
grouplabels: { [+]

b

receiver: 0012100002¢J1TQAS_Splunk Final

status: firing

INTERESTING FIELDS

a alerts{).annotations alertadapter_pus
h_timestamp 100+

a alerts{}.annotations.cause 100+

a alerts{}.annotations.cluster_id_str 4

a alerts{)annotations.cluster_name 5

a alerts{).annotations description 66

a alerts{}.annotations failed_objects 51

a alerts{} annotations failure_reason 7
3

a alertsannotations help 3

a alerts{}annotations job_id 56

a alerts{}.annotations job_name 56

a alerts{)annotations.job_type 15 > 2302028 (1)

a alerts{).annotations.occurrence 100+ 1£:27:37000 alerts: [ [+]

a alerts{}annotations.run_id 100+

a alerts{} annotations. run_start_time 1

truncatedalerts: 0
version: 4

Show as raw text

host = prd-p-afmhh.splunkcloud.com:8088  source = hitp:Cohesity WH | sourcetype = _json

commonAnnotations: { [+]

00+ 3

a alerts{).annotations.run_url 100+ el abeTa (I

a alertsfLendsAt 1 3

a alents{)fingerprint 100+ externalURL: httos://helios-production-internal.cohesity.con/alertmanager-di
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2. By Alert Name: Search for alerts for a particular Alert Name like “ProtectionPolicyModified’.

Search Query

index=<your_index_name> “alerts{}.labels.alerthame”=<alert name>

Example

index="cohesity

alerts{}.labels.alert_category”’=ProtectionPolicyModified

splunk

Search

New Search

[ index=cohesity “alerts(}.labels.alert_category"=BackupRestore “alerts(}.labels.aler tname"=ProtectionPolicyModified

6 events (before 23/10/2024 12:21:15.000)

a alents{)abels.alert_category 1
a alents{)labels.alert_code 1
labels.alert_id 7

No Event Sampling

source = htt

h

Jobw

ternal.cohesity.con/alertnanager-di
{3/(account_id="001200002eJ1qTQAS" , hidden_from_uses

false™)}:{account_id="0012]00002¢J1qTQAS", alertname="ProtectionPolicyModified”

ity WH  sourcetype = _json

commonLabels: { [+]

externalURL

Events(6)  Pattems  Statistics  Visualization
Format Timeline > —Zoom Out
_ I
Lst  /Fomat  50PerPage~
<Hide Fields Al Fields i Tme Event
> 2mozo2s
seLECTED FIELDS
09:34:28000
ahost 1 :
a source 1
a sourcetype 1
[g]
INTERESTING FIELDS
#al nnotations.ak -
alenshannotations lertadapter_pus L: https: //helios-production-i
h_timestamp 6 .
a alerts.annotations.cause 4 Sronptabels:
a alerts().annotations cluster_name 3 N -
receiver: 0012]00002eJ1TOAS_Splunk Final
status: firing
uncatedAlerts: 0
4
)
Show as raw text
host = prd-p-afmhh.splunkcloud.com:8088
> 2102024 (-]
07:04:28.000 alerts: [ [+
1
commonAnnotations: { [
)

https: //helios-production-internal . cohesity.con/alertmanager-d1

severity="cr.

< Hide Fields = All Fields List> # Format S0 Per Page ~
SELECTED FIELDS i Time Event
ahost 1 )
a source 1
commonannota
a sourcetype 1 N
comonLabels: { [+]
INTERESTING FIELDS N
a alerts{ annotations.alertadapter_pus
P, . L: https://helios-production-internal. cohesity. con/alertnanager-d1
timestamp 100+ | .
Simestamp {}/{account_id="081270002eJ1qTQAS" , hidden_from_user="false"}:{account_id="0012]80002eJ1qTQAS", alertname="ProtectionGroupFailed"
4 alerts{annotations.cause 100+ s
= groupLabels: { [+]
0 0012700002 J1TQAS_Splunk Final
a slerts{jannotations.description 66 firing
4 alerts{annotations failed_objects 51 .
a alerts{).annotations failure_reason 7
N )
a alerts{.annotations.help 3
) Show as raw text
a alerts{annotations job_id 56
& aleraasiotitions job_yiame, 56 host = prd-p-afmhh.splunkcloud.com:8088  source = hiip:Cohesity WH ~ sourcetype = _json
a alerts{annotations job_type 15 > 2302028 ()
a alerts{ annotations.occurrence 100+ Terey s GRS
a alerts{annotations.run_id 100+ )
a alerts{ annotations.run_start_time comonAmotations: { [
a alerts{annotations.run_url 100+ sexisd aicle sk
et et 1 alerts()labels.alertname
a alerts{ fingerprint 100+ rtnanager-
s orURL 1 7 Values, 100% of events Selected | yes | No | =2lertmanager-di
a alerts{)generator false"}:(account_id="0012]00002e J1qTOAS", alertname="ProtectionGroupFailed", severity="Critical’}
a alerts{ labels.account_id 1 a
rts
a alerts{ labels.alert_category 1 pot
& slesta()lobels.slert_code 7 Top values Top values by time Rare values
a alerts{ labels.alert_id 100+ Events with this field
a aleris] labels.alert_state 2
a alerts()labels.alert_type_bucket 1 Values Count %
Zoletsliabelspet hpe i ] ProtectionGroupFailed 1,053 299.148% ]
a aleris{ labels.alertname 7
Protection: 20 5.682% |
= TS
sourcetype = _json
abels frst_occurrence_usecs | protectionPolicy¥edified 7 1.989% 1 R
ProtectionGroupDeleted 5 1.42%
a alerts{ labels hidden_from_user 1
a alerts{ labels matchedTags 15 ProtectionGroupHodified 3 0.852%
a alerts) led 1 0.28%
a alerts)startsat 100+ WitigrationIdentified 1 0.284%
a alents) status 1
# commonAnnotations alertadapter_p ¥

ush umesmmi 100- i ii I i I“ii ii li Ii'i i' II lliiii iiiii I ii i i"ﬁii‘ii I

severity="Info"}

Save As v

125

8 Next>

@s

| Search & Reporting

Policy-Based Pool +

Create Table View

Close

wime- Y

* Smart Mode ¥

1day per column
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3. Security Alerts: Search for All Security alerts.

L

Search Query
index=<your_index_name> “alerts{}.labels.alert_category”’=Security

Example

index="cohesity

< Hide Fields = All Fields

ahost 1
a source 1
a sourcetype 1

INTERESTING FIELDS
# alerts) annotations.alertadapt
h_timestamp 100+

a alerts{)annotations.cause 100+

a alerts{) annotations.cluster_id_str 5

a alerts().annotations cluster_name 7

a alerts{}.annotations.description 100+

a alerts{}annotations failed_objects 51

a alerts{).annotations failure_reason 8
o

a alerts{)annotations.help 21

a alerts{)annotations job_id 63

a alerts{).annotations job_name 63

a alerts().annotations job_type 16

# alerts{).annotations.node_id 13

a alerts{)annotations.occurrence 100+

a alerts{)annotations.reason_string 34

a alents().annotations.run_id 100+

a alerts{).annotations.run_start_time 1

00+
a alerts{).annotations.run_url 100+
a alerts{).annotations timeline 100+

ingerprint 100+
a alerts{)generatorURL 1

2 glensl)iabelsaccount id 1

a alerts{)abels.alert_category 19
TRy Ebe o

# alerts()labels.alert_id 100+
a alerts()labels.alert_state 2

a alerts()abels.alert_type_bucket 4

# alerts{)labels.alert_type_id 42

a alerts{) abels.alertname 44

# alerts{)labels cluster_id 7

{}abels first_occurrence_usecs

a alerts{)abels.hidden_from_user 1
a alerts()labels.matchedTags 16

a alerts()abels severity 3

a alerts{)startsAt 100+

a alerts{)status 1

splunk

Search

New Search

u

>

alerts{}.labels.alert_category”’=Security

st~ /Fomat 50 PerPage~
Time
externalURL: https://helios-production-internal. cohesity.con/alertnanager-d1
groupkey: {}/{account_id="0012100002eJ1GTQAS" , hidden_from_user="false"}: {account_id="001200002eJ1qTOAS"
groupLabels: { [+]
}
eceiver: 0912J00002¢71qTQAS_Splunk Fin
status: firing
truncatedalerts: @
sion: 4
Show as raw text
host = prd-p-afmhh splunkcloud.com:8088  source = hitp:Cohesity WH  sourcetype = _json
23/10/2024 {c

B3]

alerts().labels.alert_category

19 Values, 98.888% of events Selected | Yes | No
Reports
Top values Top values by time Rare values Blertmanager-d1
Events with this field r="false"}:{account_id="0012]00002e] 1
Top 10 Values Count %
BackupRestore 1,08 111.759% ]
RemoteReplication n2 21.677% ']
DataPath 104 10.634% ]
Storageusage 67 6.851% |
Networking 65 6.646% I | PP
Clusteranagenent 50 5.z |
¥etadata % 4.703% |
Indexing 35 3.579% |
| security 29 2.965% |
ArchivalRestore 27 2.761%

ternal.cohesity. con/alertnanager-di
“false"): {account_id="0012J00002e.

L: https://helios-production-
{}/{account_id="001280062eJ1qTQAS" , hidden_from_use:

exters

groupKey

Report:

| index=cohesity “alerts(}.labels.alert_category"=Security |

28 events (before 23/10/2024 12:21:36.000)

Events (28)  Pattens  Statistics
Format Timeline v — Zoom Out

<Hide Fields Al Fields

SELECTED FIELDS
ahost 1

a source 1

a sourcetype 1

INTERESTING FIELDS

a alerts{).annotations.alert_detals 1

# alerts{}.annotations alertadapter_pus
h_timestamp 25

a alerts().annotations cause 7

# alerts().annotations cluster_id 2

a alerts{}annotations cluster_name 3
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s Next >
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}
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Show as raw text
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4. Specific Security Alerts: Search for particular Security Alerts like “DatalngestAnomalyAlert’ or
“DataClassificationAlert”.

a. DatalngestAnomalyAlert

Search Query
index=<your_index_name> “alerts{}.labels.alert_category”’=Security “alerts{}.labels.alertname”=
DatalngestAnomalyAlert

Example
index="cohesity” “alerts{}.labels.alert_category”’=Security
“alerts{}.labels.alerthame”=DatalngestAnomalyAlert

index=conesity “alerts(}.labels.alert_category =Security

Al time ~ “

~ 28 events (before 23/10/2024 12:2136.000)  No Event Sampling ¥ Jobw » & i  PolicyBasedPoolv ¢ SmartMode >
Events(28)  Pattems  Statistics Visualization
Format Timeline v — Zoom Out Aty paccokem

50 Per Page v

Listv 7 Format

< Hide Fields = AlFieids 3 Time

> 2371012024
06:38:02.000

SELECTED FIELDS
ahost 1

a source 1

a sourcetype 1

INTERESTING FIELDS

a alerts{).annotations.alert_details 1

# alerts{}.annotations alertadapter_pus
h_timestamp 25

-internal. cohesity. com
_id="0012J00002¢J1qTQAS" , hidd

tmanager-d1
1se"}: {account_id="012J00002eT1qTOAS" , alertname="AVServerConnectionFailed”

severity="Warning"}

a alerts{}.annotations cause 7
# alerts{).annotations.cluster_id 2

a alerts{).annotations.cluster_name 3
a alerts{).annotations description 7

a alerts.annotations.help 6

a alerts{).annotations kms_name 1

alerts{)Iabels.alertname

a alerts{).annotations.occurrence 29

g ve Selected . -
a alerts{).annotations service_uri 1 SValues, 100% of events Yes | No 4  sourcetype=_json

a alerts{).annotations timeline 24

# alerts{}labels first_occurrence_usecs
27

L_a alertsn iabels hidden _from user 1

version: 4

a alerts{endsAt 1 Reports
rpvsie- il Top values Top values by tie Rare valves
@ slets) generatorURL 1 Events with this field
a slents{ abels account_id 1
a slens( abels lert_category | Values comt %
a slerts{)labels.alert_code 3 XSUnreachable » oA
o e - -
1 slents{ abels lert_id 27 §
« slorts labels slert_state 1 AVserverConnectionfailed n 39.286% B e
U i r="false"}:{account_id="0012J00002eJ1qTQAS", alertname="KMSUnreachable*, severity="Warning"}
a sents( abels alert_type._bucket 1 Dataclassiicationklert 2 7.103% |
z
! [ Seatreestanomatyntere b T 1
o Jeriname 5
1 ‘alerts{} labels.cluster_i AuditLogFailure 1 3.57% |
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a alents{) annotations.occurrence 2
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a alerts{}fingerprint 2
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# alents()labels.alert_id 2

a alerts{labels alert_type_bucket 1

a alerts{)labels.alertname 1

# alerts()labels.cluster_id 1

# alents{ labels entity_id 2

# alents{ labels first_occumence_usecs
2

a alerts{)labels hidden_from_user 1

# alerts(}labels job_id 2

a alents] labels severity 1

a alents] startsAt 2

L aalensnstatus 1

) NoEvent Sampling v
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> Search & Reporting
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i Time Event
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07:03:04.000
ternal.cohesity. con/alertnanager-d1
00002 J1qTQAS", hidden_from_user="false"}: {accou 001200002 J1qTQAS" , alertnane="DatalngestAnomalyAlert”, sever: y

00127000026 71qTQAS_Splunk Final
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]
Show as raw text

host = prd-p-afmhh.splunkcloud. 088 source = http:Cohesity_WH

sourcetype = _json
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}
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category®=Security "alerts(}.labels.alertnane"=DatalngestAnonalyAlert
No Event Sampling ~

isualization

Listv  /Format 50 PerPage~
i Time
> 161072024

07:03:04.000

comsonAnnotations

ause: 'The recent protection run of Protection Group testsis

protection runs

Anomalous change in file systen detected on Shank
atest clean snapshot taken at 16, Oct 2024 6:11
Start at 2024-10-16 06:38:29.464787 +0000 UTC
Anomalous activity detected in file system
“9989902973330497:1729060709464787"

~Win19-Ransomeare-Test

total 1 time

{"es_event_alert_id" “entit

*cluster_incarnation_id" “cluster®

JobNV3M with job id 7058655 has dramatic changes in the composition of files,

d: 88047

SaveAsv  CreateTableView  Close

Alimer n

& 1 PolicyBasedPoolv  ? SmartMode v

1hour per column

which is a significant deviation from the previously observed

a symptom of potential ransomeare attack on your primary environment

AM to perform Instant Recovery

“object": “Shanky ~Ransomware

“parent_id": "8034", “sour

“saco1-pa-vc7e-62.pm. cohe:

y.con"

“haswell7-p1*, “job_id": “7058655", "job_name": testSimJObNV3M", “environment™: "kVMware®, “job_instance_id": “7071407"
*job_start_time_usecs": "1729059068171317", “anomalous_job_instan *7074073", “anomalous_job_start_time_usecs™: *1729060709464787", “anomaly_strength®: "90", “cluster_partiti 23
*source_nane": “Shanky-Win19-Ransomware-Test", *anomal recent protection run of Protection Group testSinJobNV3M with job id 7058655 has dramatic changes in the composition of files, which is a

significant deviation from the previously observed protection runs®, “timestamp": "16, Oct 2024 @6:11 AM", “tenant_account_id": **, “inline_snapshot_diff": “True", "additional properties: **
e”, “suppressed_time_usecs’ is_rpaas’: *False", “rpaas_region_id": * *, "is_baas": False”, “baas_region_id" “protection_env_type": “kVMware"}
[ 5]
0012J00002eJ14TQAS
ry: Security
080228877864643417

Maintenance

DatalngestanomalyAlert

3821361064600156

usecs: 1729060709464787

b. DataCIaSSIficatlonAIertr

Search Query
index=<your_index_name>
DataClassificationAlert

“alerts{}.labels.alert_category’=Security “alerts{}.labels.alerthame”=

Example
index="cohesity” “alerts{}.labels.alert_category”’=Security
“alerts{}.labels.alertname”=DataClassificationAlert
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3

00127000026 J1GTQAS _Splunk Final
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truncatedAlerts: @
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)

Show as raw text
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host source = http:Cohesity_WH

sourcetype = _json
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alerts: [ [+]
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}
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b
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v 231072024 No - Jobv W W o & & PoicyBasedPoolv ¥ SmartMode~
Events(2)  Pattems  Statistics  Visualization

1hour per column

50 Per Page +
Event

«

ommonAnnotations: {

se: This alert is generated for a recent Data Classification scan,
Anomaly_scan_for_3821361064600156_1684863644625_88047_7058655_7071407, performed on the object, Shanky-Win19-Ransomware-Test
The scan trigger type of the Data Classification scan, Anomaly_scan_for_3821361064600156_1684863644625_88047_7058655_7071407,
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elp:
occurrence
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3
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00127000026 71qTQAS _Splunk Final
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Troubleshooting

If alerts are not received at Splunk, ensure the Webhook URL, HEC Token and data format are correct

Verify HEC is enabled: Ensure HTTP Event Collector (HEC) is enabled in Global Settings.
Go to Settings > Data Inputs > HTTP Event Collector.
Check Global Settings and ensure that All Tokens is set to Enabled.

Check HEC endpoint is accessible:
Open the below URL in a browser.
For Splunk Enterprise
https://<your_splunk_ip>:8088/services/collector/health

For Splunk Cloud
https://<your_splunk_cloud_domain>:8088/services/collector/health

If you get the below json response, then your HEC endpoint is accessible and properly
configured.

{"text":"HEC is healthy","code":17}

If you get a 404 Not Found or similar error, it indicates an issue with the URL or HEC
configuration. Try with HTTP (non-SSL version of URL) instead of HTTPS, and if it works then the
issue is specific to SSL/TLS.

Check Splunk’s Internal Logs for any errors related to data ingestion:
Run this search to see if there are any issues with HEC:

index=_internal sourcetype="splunkd” “HTTP Event Collector”

This query should show any issues or errors related to the HEC, such as token problems, data
format errors or failed data ingestion.

Monitor Index

Check status of your index to ensure that it is receiving data and there is no issue with its storage
capacity or retention settings.

Navigate to Settings > Data > Indexes and check if your index is ingesting data by verifying the
event count. If the index count remains zero, it indicates that data is not being ingested.

Check for Incorrect Index:

Make sure you are searching for the correct index. Try running broad search on all indexes just to
confirm.

index=*

Check if data is arriving in the wrong index:
Sometimes, data may be ingested into an unintended index if there’s a configuration issue.
Search across multiple indexes using the following:
index=main OR index=lastchanceindex OR index=history OR <your_custom_index>
Confirm Webhook URL Configuration:
Double-check your Webhook URL is correct, including HEC token.
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Make sure there are no typos in the URL or Token.

URL
For Splunk Enterprise
https://<your_splunk_ip>:8088:/services/collector/raw

For Splunk Cloud
https://<your_splunk_cloud_domain>:8088:/services/collector/raw

Options:
{"authorization": {"type": "Splunk","credentials": "<your_HEC_Token>"}}
Protocol: Use https if HEC is configured for SSL (which is by default).
Port: The default port for HEC is 8088. Ensure this is the correct port and accessible.
Path: The path must be /services/collector/raw. Any deviation will result in “URL not found”
error.
Check firewall and network:

Ensure your Splunk instance is accessible from Cohesity. Ensure there are no network
restrictions, firewalls or security rules blocking communication between Cohesity and Splunk.

You can use tools like telnet to check if 8088 port is open.
For Splunk Enterprise
telnet <your_splunk_IP> 8088

For Splunk Cloud
telnet <your_splunk_cloud_domain> 8088

If this fails, it means that either the Splunk instance is not accessible via that port or
network/firewall restrictions are in place.

If a firewall, proxy or other network security tool is blocking SSL/TLS traffic on port 8088 then it
might require manual approval for outbound connections to port 8088.

Try different Ports
Port 8088 is standard for HEC. If your organization has specific configurations, then check with
you IT team for proper port.

Test from a different network

If possible, try connecting from a different network to see if it is a network specific issue.
Check Permissions and Index Configuration:

Ensure that the index you created has the correct permissions and is writable.

Go to Settings > Indexes and check that the index is enabled and has enough disk space.

Additional Testing:

Send a manual test event to the HEC using a tool like cURL or Postman and ensure Splunk is
receiving data.
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For Splunk Enterprise

curl -k “https://<your Splunk IP>:8088/services/collector/raw” \
-H “Authorization: Splunk <HEC Token>” \
-H “Content-Type: application/json” \
-d “{“alert”: “Test Alert”, “alertId”: “0000”}’

For Splunk Cloud

curl -k “https://<your Splunk cloud domain >:8088/services/collector/raw” \
-H “Authorization: Splunk <HEC Token>” \
-H “Content-Type: application/json” \
-d {“alert”: “Test Alert”, “alertId”: “0000”}’

o The curl command must return the message { “text”: “Success”, “code”: “©”}.
o If the test event appears in Splunk, and your Cohesity alerts are not appearing, then the issue is
with the Webhook configuration.
e Search Time Range:
o Sometimes events might not appear due to mismatch in the time range being searched. Expand
the time range in the search bar to “All Time” or “Last 24 hours”.
e Contact Support:

o If everything appears correct, and you still cannot access the HEC endpoint, contact Cohesity
Support.
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Frequently Asked Questions

Q: Can Cohesity send data to Splunk Enterprise (On-premises)?
A: Yes

Q: Can Cohesity send data to Splunk Cloud?
A: Yes

Q: What data can Cohesity send to Splunk?
A: Cohesity can send Alerts and Audit Logs to Splunk

Q: Can Cohesity send Internal Cluster Logs to Splunk?
A: No

Q: Can Cohesity send Activity Logs to Splunk?
A: No

Q: What is the difference between Cohesity add-on and Webhook Integration?

A: Cohesity Add-on is a Splunk app installed on your Splunk enterprise, and it pulls the alerts and logs
from individual self-managed cluster; whereas Webhook integration works via HTTP callbacks and
pushes alerts and logs from self-managed clusters as well as Cohesity Data Cloud to Splunk.

Q: When should | use Cohesity add-on v/s Webhook Integration?

A: Use Cohesity add-on, only if you have self-managed Cohesity clusters managed locally and are not
using Cohesity Data Cloud. For all other scenarios use Webhook integration.

Q: Does Cohesity send Security alerts to Splunk?

A: Yes. Only if you have DataHawk SKUs (ThreatProtection and DataClassification) and are using
Cohesity Data Cloud to manage your Cohesity Clusters.

Q: Does this integration work if | am using Splunk trial?

A: Yes, but make sure you have valid certificate at the Splunk side for successful integration. In case of
Splunk cloud, contact Splunk support to get the certificate issue resolved.
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Leveraging Cohesity as a storage for Splunk
Enterprise

Cohesity can be used as external storage for Splunk

Enterprise to store indexed data.
Index
- splunk> As indexed data volume increases, demand for scalable

storage increases. Splunk SmartStore provides a way to use
remote object sources to store indexed data. Cohesity can
s3 serve as an object store for Splunk Enterprise to store the
indexed data.

L(((

ﬁ g,::ﬁ':f{es For further details refer Leverage Cohesity’'s \Web-Scale
[ @ 0 Architecture for Splunk.
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Your Feedback

Was this document helpful? Send us your feedback!
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ABOUT COHESITY

Cohesity is a leader in Al-powered data security and management. Aided by an extensive ecosystem of
partners, Cohesity makes it easier to protect, manage, and get value from data — across the data center,
edge, and cloud. Cohesity helps organizations defend against cybersecurity threats with comprehensive
data security and management capabilities, including immutable backup snapshots, Al-based threat
detection, monitoring for malicious behavior, and rapid recovery at scale. Cohesity solutions are delivered
as a service, self-managed, or provided by a Cohesity-powered partner. Cohesity is headquartered in
San Jose, CA, and is trusted by the world’s largest enterprises, including six of the Fortune 10 and 44 of
the Fortune 100.

Visit our website and blog, follow us on Twitter and LinkedIn and like us on Facebook.

© 2025. Cohesity, Inc. All Rights Reserved. The information supplied herein is the confidential and proprietary information of Cohesity and may only
be used (a) by the intended recipients and (b) in conjunction with validly licensed Cohesity software and services. Find the terms of Cohesity
licenses at www.cohesity.com/agreements.

Cohesity, the Cohesity logo, SnapTree, SpanFS, DataPlatform, DataProtect, Helios, the Helios logo, DataGovern, SiteContinuity, DataHawk, and
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