
 

   
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

ABSTRACT 

This document guides you on integrating Splunk (Enterprise and Cloud) with Cohesity (Self-managed 
clusters and Cohesity Data Cloud) to enhance the security visibility, investigation, and rapid response 
of Cohesity events to achieve business success.  
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General Information  

Purpose and Scope 
This document provides technical guidance on integrating Splunk (Enterprise and Cloud) with Cohesity 
(Self-managed clusters and Cohesity Data Cloud). It discusses each integration scenario in detail with 
elaborate steps and screenshots. It also discusses how to troubleshoot the issues if you encounter one 
during the integration. 

Intended Audience 
This document is intended for anyone willing to integrate Splunk with Cohesity. It doesn’t require you to 
be an expert in Splunk, however, you must be versed in the basics of managing Cohesity Clusters 
and(or) Cohesity Data Cloud. This document assumes that: 

• The reader has general knowledge of Cohesity Cluster(s) and(or) Cohesity Data Cloud and how to 
use it. 

• The reader has basic knowledge of Splunk and what it does. 

• The reader is already using a Cohesity Cluster(s) or Cohesity Data Cloud. 

• The reader is already using Splunk Enterprise and(or) Splunk Cloud. 

How to use this Guide 
• If you are an expert in Splunk and need quick integration, refer to Quick Webhook Integration in 5 

steps. 

• If you are a beginner and need detailed step-by-step guidance, then refer to Integrate Cohesity with 
Splunk Enterprise and Integrate Cohesity with Splunk Cloud. 

• If you already have set up your Cohesity and Splunk integration, and are not getting alerts and logs in 
Splunk, refer to Troubleshooting. 

• If you already have set up your Cohesity and Splunk integration and want to know how to search for 
Cohesity logs in Splunk, refer to Search and Reporting. 

• If you have any questions regarding the integration, refer to Frequently Asked Questions. 
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Cohesity and Splunk Integration 

Overview 
Integrating Cohesity with Splunk enables you to send alerts and audit logs from Cohesity sources to 
Splunk. Splunk captures and indexes these alerts and audit logs in searchable repository using which it 
can generate graphs, reports, alerts, dashboards, and visualizations.  

• Cohesity sources can be 

o Self-managed Cohesity clusters (On-premises and Cloud) 

o Cohesity Data Cloud 

§ DataProtect (Self-managed Cohesity clusters - On-premises, and Cloud) 
§ DataProtect as a Service (Cohesity SaaS) 

• Splunk can be 

o Splunk Enterprise (On-premises) 

o Splunk Cloud 

Figure 1: Cohesity and Splunk Integration 

 
Table 1: Cohesity and Splunk Compatibility Matrix 

 Splunk Enterprise Splunk Cloud 

Self-managed Cohesity Clusters P P 
Cohesity Data Cloud P P 

 

Cohesity Data Cloud
§ DataProtect 

(Self-managed Cohesity clusters 
- On-premises, Cloud)

§ DataProtect as a Service 
(Cohesity SaaS)

Splunk 
Enterprise

(On-premises)

Splunk 
Cloud

Self-managed 
Cohesity Clusters 

(On-premises, Cloud)

Alerts & Audit Logs Alerts & Audit Logs

Alerts & Audit Logs Alerts & Audit Logs
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Integration Types 
Cohesity can communicate with Splunk via webhook or Cohesity add-on (uses REST APIs). 

Figure 2: Cohesity and Splunk Integration Types 

 
 
1. Webhook – is an HTTP callback that gets triggered by an event. A webhook is configured on a 

source website with a destination website URL. When an event occurs on the source website, an 
HTTP request is made to the destination website.  
In Cohesity and Splunk integration, a webhook is configured at Cohesity side (source) with Splunk 
URL as the destination. So, whenever an alert or audit log is triggered at Cohesity side, it transmits 
the same to Splunk via this webhook. 

2. Cohesity add-on – is a Splunk app developed by Cohesity, published in Splunkbase, that uses 
secure REST APIs to transmit alerts and audit logs from your self-managed Cohesity clusters (On-
premises/Cloud) to Splunk enterprise (On-premises).   

 

Table 2: Cohesity and Splunk Integration Matrix 

  Splunk Enterprise Splunk Cloud 

Webhook 
Integration 

Self-managed Cohesity Clusters P P 
Cohesity Data Cloud P P 

Cohesity Add-on 
Integration 

Self-managed Cohesity Clusters P O 
Cohesity Data Cloud O O 

 

Cohesity Data Cloud
§ DataProtect 

(Self-managed Cohesity 
clusters - On-premises, Cloud)

§ DataProtect as a Service 
(Cohesity SaaS) Splunk 

Enterprise
Splunk 
Cloud

Self-managed 
Cohesity Clusters 

(On-premises, Cloud)

Webhook Webhook

WebhookWebhook

Cohesity Add-on
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Integration Workflow 

Cohesity Splunk Add-on Integration Workflow 
Figure 3: Cohesity Add-on Integration Workflow 

  

Webhook Integration Workflow 
Figure 4: Webhook Integration Workflow 

 
 

 

1 Install Cohesity Splunk add-on from Splunk apps

2 Create a new Index to store Cohesity logs 

3 Add Cohesity Cluster(s) as source input

4 Validate data received from Cohesity

Cohesity starts sending alerts and audit logs

5 Search, alert and visualize

1 Create a new Index to store Cohesity logs 

2 Configure HTTP event collector to receive data from Cohesity

3 Create a new token to authenticate Cohesity

4 Test HTTP event collector

5 Configure alert notification with Webhook

6 Validate data received from Cohesity

Cohesity starts sending alerts and audit logs

7 Search, alert and visualize
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Webhook Integration Overview 
A webhook integration of Cohesity with Splunk requires defining an HTTP Event Collector on the Splunk 
side and defining a webhook on the Cohesity side. This integration consists of the following components: 

• Index – is a repository for data in Splunk, that receives and stores data in a searchable format. There 
are two types of indexes: 

o Event index – stores any type of data. It is the default index type 

o Metrics index – stores only metric data 

By default, Splunk provides three default indexes: main, internal, and audit. 

• HTTP Event Collector (HEC) – is an endpoint that sends app events directly to Splunk platform via 
HTTP or HTTPS using a token-based authentication model. The clients which intend to use it must 
authenticate with a token before sending data. HEC receives data over HTTPS on TCP port 8088 by 
default  

• Webhook – is an HTTP callback defined in Cohesity as a notification alert. The webhook 
configuration is the destination Splunk URL and the Authentication Token (which is defined in Splunk 
HEC). Cohesity authenticates to Splunk using this authentication token before sending the data. 
Cohesity sends the data in raw format to Splunk. 

Figure 5: Webhook Integration Overview 

 
 

HTTP EVENT COLLECTOR

WEBHOOK

Index
Search

Audit LogsAlerts

Port 8088
TOKEN

HTTP/S

§ Cohesity transmits Alerts and Audit Logs to Splunk 
via Webhook

§ Webhook contains Splunk URL and the
authentication Token

§ Cohesity authenticates to Splunk using the
authentication Token before sending the data

§ Webhook communicates with Splunk via HTTP/S 

§ Splunk receives data from Cohesity via HTTP Event 
Collector (HEC)

§ HEC receives data over HTTP/S
§ Authentication Token is defined in HEC
§ Received data is converted to searchable format 

and stored in the Index
§ Index can be searched with queries 
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Quick Webhook Integration in 5 Steps 
This is for Splunk experts who are veterans with the concepts and usage of Splunk. For novice users who 
are new to Splunk and need detailed steps visit Integrate Cohesity with Splunk Enterprise and Integrate 
Cohesity with Splunk Cloud. 

1. Create a new index in Splunk to store Cohesity Logs 

a. Click Indexes under Data in Settings. 
b. Click New Index and fill in the requested details for index and Save. 

2. Configure HTTP Event Collector in Splunk to receive Cohesity Logs 

a. Click Data Inputs under Data in Settings. 
b. Click HTTP Event Collector. 
c. Click Global Settings fill in the requested details and Save. 

i. Select Enabled for All Tokens. 
ii. Select Default Source Type as _json. 
iii. Select Default Index as the new index created in step 1. 
iv. By default, SSL is enabled with default Port 8088. Modify these according to your 

requirements. 

3. Create a new token in Splunk to authenticate Cohesity. 

a. Click Data Inputs under Data in Settings. 
b. Click HTTP Event Collector. 
c. Click New Token and provide requested details. 

i. Choose Select under Input Settings, then choose Select Source Type and choose _json. 
ii. Select Index as the new index created in step 1. 
iii. Select Default Index as the new index created in step 1. 

d. Copy the Token Value of the above-created token – we will require this in the next step. 

4. Configure alert notification with Webhook in Cohesity. 

a. Create alert notification 

Self-managed Cohesity Clusters (On-premises): 
Click on System > Health > Settings and Add Alert Notification Rule 

 
Cohesity DataProtect (Cohesity Data Cloud): 
Click on System > Health > Notification > Create > New Alert Notification Rule 

 
Cohesity DataProtect as a Service (Cohesity Data Cloud): 
Click on Health > Notification > Create > New Alert Notification Rule 
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b. Choose Webhook as the alert notification type and provide the Webhook URL and Options as 
shown below: 

For Splunk Enterprise: 
URL: https://<Your Splunk IP>:8088/services/collector/raw 
Options: -H “Authorization: Splunk <HEC Token>” -H “Content-Type: application/json” 

 
For Splunk Cloud: 
URL: https://<Your Domain>.splunkcloud.com:8088/services/collector/raw 
Options: -H “Authorization: Splunk <HEC Token>” -H “Content-Type: application/json” 

5. Search for Cohesity alerts and logs in Splunk. 

a. Click Search and Reporting. 
b. In the search field, use an appropriate criterion to filter logs with.  

Supported Alerts  
The Cohesity integration with Splunk supports the following alerts:  

Table 3: Cohesity-supported Alerts 

  Alerts 

Self-managed Cohesity Clusters 

• Hardware Alerts 

• Software Alerts 

• Data Service Alerts 

• Maintenance Alerts 

Cohesity Data Cloud 

DataProtect 

• Hardware Alerts 

• Software Alerts 

• Data Service Alerts 

• Maintenance Alerts 
• Security Alerts (Data Ingest Anomaly, Threat 

Detection, Data Classification) 

DataProtect as a Service 

• Archival and Restore Alerts 

• Backup and Restore Alerts 

• Security Alerts (Data Ingest Anomaly) 
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Table 4: Cohesity and Splunk Alert Compatibility Matrix 
  Splunk Enterprise Splunk Cloud 
  

Self-Managed 
Clusters 

Cohesity Data Cloud 
Self-Managed 

Clusters 

Cohesity Data Cloud 

 DataProtect DataProtect 
as a Service DataProtect 

DataProtect 
as a 

Service 
Hardware Alerts P P NA P P NA 

Software Alerts P P NA P P NA 

Maintenance Alerts P P NA P P NA 

Remote Replication Alerts P P NA P P NA 

Backup and Restore Alerts P P P P P P 
Archival and Restore Alerts P P P P P P 

Security 
Alerts 

Data Anomaly O P P O P P 
Threat Detection O P O O P O 
Data Classification O P O O P O 

 
NOTE:  

• For Threat Detection Alerts you require DataHawk ThreatProtection SKU in Cohesity Data Cloud. 

• For Data Classification Alerts you require DataHawk DataClassification SKU in Cohesity Data Cloud. 

 

 

 

 

 

 

 

 

 

 

 

 



 
 

 
 
 
 

 

Integrate Splunk with Cohesity  

 

12 

Webhook Integration v/s Cohesity Splunk Add-on 
Table 5: Webhook Integration v/s Cohesity Splunk Add-on 

Webhook Integration Cohesity Splunk Add-on 

Uses HTTP Callbacks Uses REST APIs 

Configured at Cohesity side Configured at Splunk side 

Pushes alerts from Cohesity to Splunk Pulls alerts from Cohesity into Splunk 

Works with both Self-managed Cohesity 
clusters and Cohesity Data Cloud Works only with Self-managed Cohesity clusters 

Supports Security alerts Doesn’t support Security alerts 

Doesn’t require any app to be installed Requires a Splunk app to be installed 

Easy configuration and maintenance (no 
dependency on app) 

Comparatively complex configuration and requires 
maintenance (App requires update upon 
enhancement) 
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Integrate Cohesity with Splunk Enterprise 

Self-managed Cohesity Clusters  

Integration via Cohesity add-on 
1. Install the Cohesity Splunk Add-on. 

a. Login to your Splunk Enterprise Instance. 

 
b. Click Find More Apps under Apps. 

 
c. Search for Cohesity Add-on For Splunk and click Install. 
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d. Enter your Splunk credentials and click Agree and Install (This installs the Cohesity Splunk 
Add-on on your Splunk Enterprise). 

 

2. Verify the installed Cohesity Splunk Add-on. 

a. Click Manage Apps under Apps.  

 
b. Verify the Status is Enabled for the app. 

 

NOTE: If the status is Disabled, then manually Enable it from the Apps. 
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c. Click Permissions to modify the App permission if required. 

 
d. On the Splunk Home Page, Cohesity Add-on for Splunk must be available. 

 

NOTE: If the add-on is not visible in the home page, then the add-on might still be getting 
installed. Wait for some time and then try again. If the add-on is still not visible, then the 
installation could have been interrupted. Try to reinstall the add-on again. 

3. Configure Cohesity Splunk Add-On. 
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a. From Splunk Web Home console, click Cohesity Add-on for Splunk. 

 
b. Click Configuration and set up the desired Log Level. By default, Info is selected. 

 

4. Create a new index to store Cohesity logs. 
This is an optional however, recommended step. Create a new index to store Cohesity alerts and 
logs.  

NOTE: You can use already existing index in your Splunk instance. But it is advised to create and use 
a new custom index specific to Cohesity logs and alerts. This will help keep things organized and 
ensure easy querying and managing. 

 
 



 
 

 
 
 
 

 

Integrate Splunk with Cohesity  

 

17 

a. Click Indexes under Data in Settings. 

 
b. Click New Index and fill in all requested details. 
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c. Select Cohesity Add-On for Splunk in App details. Click Save. 

 

NOTE:  
You can use the default Search and Reporting for App, but it is advised to select Cohesity Add-
On for Splunk in App details. 

d. You can see the newly created index under Indexes. 
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5. Add self-managed Cohesity Cluster(s) as source input. 

You must add your individual Cohesity Cluster(s) as source input in Splunk. From these Cohesity 
Cluster(s), Splunk ingests the alerts and logs. 

NOTE:  

• While adding the cluster(s) as source input, you must configure whether it is intended for Cohesity 
Alerts or Audit Logs. 

• If you want both alerts and logs to be ingested, then you must create two inputs per cluster (one for 
alerts and the other for audit logs). 

• You can add multiple clusters as inputs. 

a. From Splunk Web Home console, click Cohesity Add-on for Splunk. 

 
b. From Inputs Tab, click Create New Input and select the data to be ingested to Splunk 

(Alerts/Audit Logs). 
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c. Provide the requested details and click Add. 

 
o Name – A unique name for the data input 

o Interval – Time interval of input in seconds with which the logs will be pulled from 
clusters 

o Index – The Index to store the logs. By default, it takes the default index. Choose the 
new index we created under step 4 exclusively for Cohesity logs and alerts 

o Cluster IP/FQDN – Enter the cluster details 

o Username – Username of Cohesity cluster 

o Password – Password of the cluster 
o Domain – The domain details. The default is set to local 

d. You can see the newly created source inputs under Inputs. 
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NOTE:  

• Ensure the status of the input is Enabled. If it is disabled, then Enable it manually. 

6. Validate data received from Cohesity. 

a. Click Indexes under Settings. 

 
b. Verify logs are being pushed to your index by checking the Event Count 

 

NOTE: Alerts and logs will be pulled from Cohesity to Splunk after the time-interval you have defined while 
creating the source input ins step 5. Wait till the time interval elapses before you see the increase in event 
count. If you are not seeing the events even after the time interval elapse, then there could be an issue in 
input configuration. Edit your input and verify the index and cluster details are proper. 

7. Search, alert and visualize. 
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a. From Splunk Web Home console, click Search & Reporting. 

 
b. In Search field, use appropriate criteria to filter logs. 
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c. Filter search results based on time. 

 
d. Alert and visualize. 

 

NOTE: For more details, refer to the Search and Reporting section. 
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Integration via Webhook 
1. Login to your Splunk Enterprise Instance. 

 
2. Create a new index to store Cohesity logs. 

This is an optional, however, recommended step. You can use an existing index in your Splunk 
instance. But it is advised to create and use a new index specific to Cohesity logs and alerts 

a. Click Indexes under Data in Settings. 

 
b. Click New Index and fill in all requested details. Select Events for Index Data Type and Search 

& Reporting in App details. Define the maximum size for the index and click Save. 
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c. You can see the newly created index under Indexes. 

 
3. Configure HTTP Event Collector to receive data from Cohesity. 

a. Click Data Inputs under Data in Settings. 
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b. Click HTTP Event Collector. 

 
c. Click Global Settings and fill in all requested details and click Save. 
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i. Select Enabled for All Tokens. 

ii. Select the Default Source Type as _json (If it is not shown under the dropdown, then 
type _json in the search bar to bring it up). 

iii. Select the Default index as the new index we created exclusively for Cohesity logs and 
alerts under step 1. 

iv. By default, SSL is enabled with default Port 8088. You can disable SSL or modify the 
default port. A general recommendation is to enable SSL. 

4. Create a new token to authenticate Cohesity. 

a. Click Data Inputs under Data in Settings. 
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b. Click HTTP Event Collector. 

 
c. Click New Token. 
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d. Provide a unique Name for your token and click Next.  

 
e. Under Input Settings, For Source Type, choose Select and then click Select Source Type. 

Select _json from the dropdown. If it is not shown under the dropdown, then type _json in search 
bar to bring it up. 
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f. Select the Index where you want the Cohesity logs and alerts need to be stored. Select the new 
index we created exclusively for Cohesity logs and alerts under step 1. Also make sure the 
Default Index is set to the same index as chosen.  

 
g. Click Review to review the details of the token. If you want to make any changes, you can go 

back and modify. 
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h. Click Submit to successfully create the token. 

 
i. Once the Token is created, go back to HTTP Event Collector Page and verify the Token 

created. Copy the Token Value (Which we will need while configuring the Webhook on Cohesity 
side) 

 
5. Check HEC endpoint is accessible. 

a. Open the URL below in a browser. 

 
b. If you get the below json response, then your HEC endpoint is accessible and properly 

configured. 

 
c. If you get a 404 Not Found or similar error, it indicates an issue with the URL or HEC 

configuration. Revisit previous steps to configure the HEC properly. 
 
 
 
 
 
 

https://<your_splunk_ip>:8088/services/collector/health 

{"text":"HEC is healthy","code":17} 
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6. Test the HTTP Event Collector on any system. 

a. Test the HTTP Event Collector using a curl request from cmd prompt / terminal on any system as 
shown below: 

curl -k “https://<your Splunk IP>:8088/services/collector/raw” \    
     -H “Authorization: Splunk <HEC Token>” \ 
     -H “Content-Type: application/json” \ 
     -d ‘{“alert”: “Test Alert”, “alertId”: “0000”}’ 

o Your Splunk IP – is the IP address of the system where your Splunk Enterprise is running. 
o HEC Token – is the Token Value of the HTTP Event Collector Token you created in the 

previous step. 

Once the curl command executes successfully, it must return the message {“text”: 
“Success”, “code”: “0”} as shown below: 

 
NOTE:  

• If you are not receiving the message {“text”: “Success”, “code”: “0”} or receiving some other 
message, then there is some issue with the HTTP Event Collector configuration. 

• Revisit steps 2 & 3 for proper configuration. 

• Visit Troubleshooting for more details. 

b. Verify the data is successfully received on Splunk.  

i. From Splunk Web Home console, click Search & Reporting. 
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ii. Run search query to filter logs. You must see the event sent by curl command in Splunk. 

 
NOTE:  

• If you are not receiving the event sent through curl command in Splunk, then there is 
some issue with the HTTP Event Collector configuration. Revisit steps 2 & 3 for proper 
configuration. 

• Visit Troubleshooting for more details. 

7. Configure alert notification with webhook On Cohesity Cluster. 

a. Login to your Cohesity Cluster from Cluster UI. 
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b. Click System > Health > Settings and then Add Alert Notification Rule. 

 
c. Provide the Rule Name, choose required Alert Category, Alert Severities and Alert Name, 

choose Webhook as alert notification type and provide the Webhook URL and Options as 
below: 

URL: 
https://<Your Splunk IP>:8088/services/collector/raw 
 
Options: 
-H “Authorization: Splunk <HEC Token>” -H “Content-Type: application/json” 
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NOTE:  

• Use Alert Category, Alert Severities or Alert Name to filter out the selective alerts you want to 
send to Splunk. 

• If you do not select any value for Alert Category, Alert Severities or Alert Name, then all the 
alerts generated by Cohesity will be sent to Splunk. 

• You can see the corresponding curl command framed on the Cluster UI based on your 
entered URL and Options for Webhook. You can test that curl command on cmd prompt / 
terminal of any system. 

• Revisit step 5 to know more details.   
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8. Validate data received from Cohesity on Splunk Enterprise. 

a. Click under Indexes Settings. 

 
b. Verify logs are being pushed to your index by checking the Event Count. 

 

NOTE: Alerts and logs will be pushed from Cohesity to Splunk in real time. However, it is not 
immediate. Sometimes it takes more time for the data to be transmitted to Splunk. If you are not 
seeing the events after significant amount of time, then there could be an issue in HEC 
configuration. Edit your HEC to fix the issue. 
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9. Search, alert, and visualize. 

a. From Splunk Web Home console, click Search & Reporting. 

 
b. Run search query to filter logs. 
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c. Filter search results based on time. 

 
d. Alert and visualize. 

 

NOTE: For more details, refer to the Search and Reporting section.  
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Cohesity Data Cloud  

DataProtect [Self-managed clusters managed from Cohesity Data 
Cloud] 
1. Login to your Splunk Enterprise Instance. 

 
2. Create a new index to store Cohesity logs. 

This is an optional, however, recommended step. You can use an already existing index in your 
Splunk instance. But it is advised to create and use a new index specific to Cohesity logs and alerts 

a. Click Indexes under Data in Settings. 
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b. Click New Index and fill in all requested details. Select Events for Index Data Type and Search 
& Reporting in App details. Define the maximum size for the index and click Save. 
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c. You can see the newly created index under Indexes. 

 
3. Configure HTTP Event Collector to receive data from Cohesity. 

a. Click Data Inputs under Data in Settings. 
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b. Click HTTP Event Collector. 
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c. Click Global Settings and fill in all requested details and click Save. 

 

 
§ Select Enabled for All Tokens. 

§ Select the Default Source Type as _json (If it is not shown under the dropdown, then type 
_json in the search bar to bring it up). 

§ Select the Default index as the new index we created exclusively for Cohesity logs and 
alerts under step 1.  

§ By default, SSL is enabled with default Port 8088. You can disable SSL or modify the 
default port. The general recommendation is to enable SSL.  

4. Create a new token to authenticate Cohesity. 



 
 

 
 
 
 

 

Integrate Splunk with Cohesity  

 

45 

d. Click Data Inputs under Data in Settings. 

 
e. Click HTTP Event Collector. 

 
f. Click New Token. 
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g. Provide a unique Name for your token and click Next.  
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h. Under Input Settings, For Source Type, choose Select and then click Select Source Type, 
Select _json from the dropdown. If it is not shown under the dropdown, then type _json in search 
bar to bring it up. 
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i. Select the Index where you want the Cohesity logs and alerts need to be stored. Select the new 
index we created exclusively for Cohesity logs and alerts under step 1. Also make sure the 
Default Index is set to the same index as chosen. 
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j. Click Review to review the details of the token. If you want to make any changes, you can go 
back and modify. 

 
k. Click Submit to successfully create the token. 
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l. Once the Token is created, go back to HTTP Event Collector Page and verify the Token 
created. Copy the Token Value (Which we will need while configuring the Webhook on Cohesity 
side). 

 
5. Check HEC endpoint is accessible. 

a. Open the below URL in a browser. 

https://<your_splunk_ip>:8088/services/collector/health 

b. If you get the below json response, then your HEC endpoint is accessible and properly 
configured. 

{"text":"HEC is healthy","code":17} 

c. If you get a 404 Not Found or similar error, it indicates an issue with the URL or HEC 
configuration. Revisit previous steps to configure the HEC properly 

6. Test HTTP Event Collector on any system. 

a. Test the HTTP Event Collector using a curl request from cmd prompt / terminal on any system as 
shown below. 

curl -k “https://<your Splunk IP>:8088/services/collector/raw” \    
     -H “Authorization: Splunk <HEC Token>” \ 
     -H “Content-Type: application/json” \ 
     -d ‘{“alert”: “Test Alert”, “alertId”: “0000”}’ 

o Your Splunk IP – is the IP address of the system where your Splunk Enterprise is running. 

o HEC Token – is the Token Value of the HTTP Event Collector Token you created in previous step 

Once the curl command executes successfully, it must return the message {“text”: 
“Success”, “code”: “0”} as shown below: 

 

• If you are not receiving the message {“text”: “Success”, “code”: “0”} or receiving some 
other message, then there is some issue with the HTTP Event Collector configuration. Revisit 
steps 2 & 3 for proper configuration. 

• Visit Troubleshooting for more details. 

 



 
 

 
 
 
 

 

Integrate Splunk with Cohesity  

 

51 

b. Verify the data is successfully received on Splunk.  

i. From Splunk Web Home console, click Search & Reporting. 

 
ii. Run search query to filter logs. You must see the event sent by curl command in Splunk. 

 

• If you are not receiving the message {“text”: “Success”, “code”: “0”} or receiving some 
other message, then there is some issue with the HTTP Event Collector configuration. Revisit 
steps 2 & 3 for proper configuration. 

• Visit Troubleshooting for more details. 
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7. Configure alert notification with webhook on Cohesity Data Cloud. 

a. Login to Cohesity Data Cloud. 

 
b. Go to DataProtect under Protection. 
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c. Click System > Health > Notification and then Create > New Alert Notification Rule. 

 
d. Provide the Notification Name, select the Notification Filters and Notification Frequency, 

choose Webhook as the Notification Method and provide the Webhook URL and Options as 
below: 

 

NOTE For Splunk Trials: 

• Alert notifications from Cohesity to Splunk via Webhook requires a valid certificate at the Splunk 
side. 

• Splunk trials might use expired/invalid certificates, which may lead to TLS certificate verification 
failure, in which case the alert notifications will not be sent from Cohesity to Splunk. 

• Ensure you have a valid certificate installed or available at your Splunk Enterprise. 

 

URL: 
https://<Your Splunk IP>:8088/services/collector/raw 
 
Options: 
{"authorization": {"type": "Splunk","credentials": "<HEC Token>"}} 
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NOTE: 

• Use Clusters, Organization, Alert Severity, Alert Type, Alert Category or Alert Name to filter out 
the selective alerts you want to send to Splunk. 

• If you do not select any value for Clusters, Organization, Alert Severity, Alert Type, Alert 
Category or Alert Name, then all the alerts generated by Cohesity will be sent to Splunk. 

8. Validate data received from Cohesity on Splunk Enterprise. 

a. Click Indexes under Data in Settings. 
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b. Verify logs are being pushed to your index by checking the Event Count. 

 

NOTE: 

• Alerts and logs will be pushed from Cohesity to Splunk in real time. However, it is not 
immediate. Sometimes it takes more time for the data to be transmitted to Splunk. If you are not 
seeing the events after significant amount of time, then there could be an issue in HEC 
configuration. Edit your HEC to fix the issue. 

9. Search, alert and visualize. 

a. From Splunk Web Home, click Search & Reporting. 
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b. Run search query to filter logs. 

 
c. Filter search results based on time. 
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d. Alert and visualize. 

 

NOTE: For more details, refer to the Search and Reporting section. 

DataProtect as a Service [Cohesity SaaS Service] 
1. Login to your Splunk Enterprise Instance. 

 
2. Create a new index to store Cohesity logs. 

This is an optional, however, recommended step. You can use an already existing index in your 
Splunk instance. But it is advised to create and use a new index specific to Cohesity logs and alerts 
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3. Click Indexes under Data in Settings. 

 
a. Click New Index and fill in all requested details. Select Events for Index Data Type and Search 

& Reporting in App details. Define the maximum size for the index and click Save. 
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b. You can see the newly created index under Indexes 
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4. Configure HTTP Event Collector to receive data from Cohesity. 

a. Click Data Inputs under Data in Settings. 

 
b. Click HTTP Event Collector. 
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c. Click Global Settings. 

 

 
§ Select Enabled for All Tokens. 

§ Select the Default Source Type as _json (If it is not shown under the dropdown, then type 
_json in search bar to bring it up). 

§ Select the Default index as the new index we created exclusively for Cohesity logs and 
alerts under step 1.  

§ By default, SSL is enabled with default Port 8088. You can disable SSL or modify the 
default port. The general recommendation is to enable SSL.  
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5. Create a new token to authenticate Cohesity. 

a. Click Data Inputs under Data in Settings. 

 
b. Click HTTP Event Collector. 

 
c. Click New Token. 
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d. Provide a unique Name for your token and click Next.  

 
e. Under Input Settings, For Source Type, choose Select and then click Select Source Type, 

Select _json from the dropdown. If it is not shown under the dropdown, then type _json in search 
bar to bring it up.  
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f. Select the Index where you want the Cohesity logs and alerts need to be stored. Select the new 
index we created exclusively for Cohesity logs and alerts under step 1. Also make sure the 
Default Index is set to the same index as chosen.  

 



 
 

 
 
 
 

 

Integrate Splunk with Cohesity  

 

65 

g. Click Review to review the details of the token. If you want to make any changes, you can go 
back and modify. 

 
h. Click Submit to successfully create the token. 
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i. Once the Token is created, go back to HTTP Event Collector Page and verify the Token 
created. Copy the Token Value (Which we will need while configuring the Webhook on Cohesity 
side). 

 
6. Check HEC endpoint is accessible. 

a. Open the below URL in a browser. 
https://<your_splunk_ip>:8088/services/collector/health 

b. If you get the below json response, then your HEC endpoint is accessible and properly 
configured. 
{"text":"HEC is healthy","code":17} 

c. If you get a 404 Not Found or similar error, it indicates an issue with the URL or HEC 
configuration. Revisit previous steps to configure the HEC properly. 

7. Test HTTP Event Collector on any system 

a. Test the HTTP Event Collector using a curl request from cmd prompt / terminal on any system as 
shown below: 

curl -k “https://<your Splunk IP>:8088/services/collector/raw” \    
     -H “Authorization: Splunk <HEC Token>” \ 
     -H “Content-Type: application/json” \ 
     -d ‘{“alert”: “Test Alert”, “alertId”: “0000”}’ 

o Your Splunk IP – is the IP address of the system where your Splunk Enterprise is running. 
o HEC Token – is the Token Value of the HTTP Event Collector Token you created in previous 

step. 

Once the curl command executes successfully, it must return the message {“text”: 
“Success”, “code”: “0”} as shown below. 
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NOTE:  

• If you are not receiving the message {“text”: “Success”, “code”: “0”} or receiving 
some other message, then there is some issue with the HTTP Event Collector 
configuration. Revisit steps 2 & 3 for proper configuration. 

• Visit Troubleshooting for more details. 

b. Verify the data is successfully received on Splunk.  
 

i. From Splunk Web Home console, click Search & Reporting. 

 
ii. Run search query to filter logs. You must see the event sent by curl command in Splunk 
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NOTE:  

• If you are not receiving the event sent through curl command in Splunk, then there is 
some issue with the HTTP Event Collector configuration. Revisit steps 2 & 3 for proper 
configuration. 

• Visit Troubleshooting for more details. 

8. Configure alert notification with webhook on Cohesity Data Cloud 

a. Login to Cohesity Data Cloud. 

 
b. Go to Protection > DataProtect as a Service. 
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c. Click Health > Notification and then Create > New Alert Notification Rule. 

 

d. Provide the Notification Name, Select the Notification Filters and Notification Frequency, 
choose Webhook as the Notification Method and provide the Webhook URL and Options as 
below: 

 
 

 

URL: 
https://<Your Splunk IP>:8088/services/collector/raw 
 
Options: 
{"authorization": {"type": "Splunk","credentials": "<HEC Token>"}} 

NOTE For Splunk Trials: 
• Alert notifications from Cohesity to Splunk via Webhook requires a valid certificate at the 

Splunk side. 

• Splunk trials might use expired/invalid certificates, which may lead to TLS certificate 
verification failure, in which case the alert notifications will not be sent from Cohesity to 
Splunk. 

• Ensure you have a valid certificate installed or available at your Splunk Enterprise. 
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9. Validate data received from Cohesity on Splunk Enterprise. 

a. Click Indexes under Data in Settings. 

 

NOTE: 
• Use Alert Severity, Alert Type, Alert Category, Alert Name or Source Type to filter out 

the selective alerts you want to send to Splunk 

• If you do not select any value for Alert Severity, Alert Type, Alert Category, Alert Name 
or Source Type, then all the alerts generated by Cohesity will be sent to Splunk 
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b. Verify logs are being pushed to your index by checking the Event Count. 

 

10. Search, alert and visualize. 

a. From Splunk Web Home, click Search & Reporting. 
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b. Run search query to filter logs. 

 
c. Filter search results based on time. 
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d. Alert and visualize. 

 

NOTE: For more details, refer to the Search and Reporting section. 
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Integrate Cohesity with Splunk Cloud 

Self-managed Cohesity Clusters  
1. Login to your Splunk Cloud Instance. 

 
2. Create a new index to store Cohesity logs. 

This is an optional, however, recommended step. You can use already existing index in your Splunk 
instance. But it is advised to create and use a new index specific to Cohesity logs and alerts 

a. Click Indexes under Data in Settings. 

 
 
 
 
 
 
 
 
 
 



 
 

 
 
 
 

 

Integrate Splunk with Cohesity  

 

75 

b. Click New Index and fill in all requested details. Select Events for Index Data Type. Define the 
maximum size and retention for data and click Save. 

 

 
c. You can see the newly created index under Indexes. 
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3. Configure HTTP Event Collector to receive data from Cohesity. 

a. Click Data Inputs under Data in Settings. 

 
b. Click HTTP Event Collector. 
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c. Click Global Settings and fill in all requested details and click Save. 

 

 
o Select Enabled for All Tokens. 

o Select the Default Source Type as _json (If it is not shown under the dropdown, then type 
_json in search bar to bring it up). 

o Select the Default index as the new index we created exclusively for Cohesity logs and 
alerts under step 1. 

o By default, SSL is enabled with default Port 8088. You can disable SSL or modify the 
default port. The general recommendation is to enable SSL. 

4. Create a new token to authenticate Cohesity. 
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a. Click Data Inputs under Data in Settings. 

 
b. Click HTTP Event Collector. 
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c. Click New Token. 

 
d. Provide a unique Name for your token and click Next.  
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e. Under Input Settings, For Source Type, choose Select and then click Select Source Type, 
Select _json from the dropdown. If it is not shown under the dropdown, then type _json in search 
bar to bring it up.  
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f. Select the Index where you want the Cohesity logs and alerts need to be stored. Select the new 
index we created exclusively for Cohesity logs and alerts under step 1. Also make sure the 
Default Index is set to the same index as chosen.  

 
g. Click Review to review the details of the token. If you want to make any changes, you can go 

back and modify. 
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h. Click Submit to successfully create the token. 

 
i. Once the Token is created, go back to HTTP Event Collector Page and verify the Token 

created. Copy the Token Value (Which we will need while configuring the Webhook on Cohesity 
side). 

 
5. Check HEC endpoint is accessible. 

a. Open the below URL in a browser 

 
b. If you get the below json response, then your HEC endpoint is accessible and properly configured 

 
c. If you get a 404 Not Found or similar error, it indicates an issue with the URL or HEC 

configuration. Revisit previous steps to configure the HEC properly. 
 
 
 
 
 

https://<your_domain>.splunkcloud.com:8088/services/collector/health 

{"text":"HEC is healthy","code":17} 
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6. Test HTTP Event Collector on any system. 

a. Test the HTTP Event Collector using a curl request from cmd prompt / terminal on any system as 
shown below: 

curl -k “https://<your_domain>.splunkcloud.com:8088/services/collector/raw” \    
     -H “Authorization: Splunk <HEC Token>” \ 
     -H “Content-Type: application/json” \ 
     -d ‘{“alert”: “Test Alert”, “alertId”: “0000”}’ 
 

o Your domain – is your unique domain in your Splunk cloud. The link is same as your Splunk 
cloud access URL. 

o HEC Token – is the Token Value of the HTTP Event Collector Token you created in previous 
step. 

o Once the curl command executes successfully, it must return the message {“text”: 
“Success”, “code”: “0”} as shown below: 

 
 

 
b. Verify the data is successfully received on Splunk.  

i. From Splunk Web Home console, click Search & Reporting. 

 

NOTE: 
• If you are not receiving the message {“text”: “Success”, “code”: “0”} or receiving 

some other message, then there is some issue with the HTTP Event Collector 
configuration. Revisit steps 2 & 3 for proper configuration 

• Visit Troubleshooting for more details. 
§  
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ii. Run search query to filter logs. You must see the event sent by curl command in Splunk. 

 

 
7. Configure alert notification with webhook on Cohesity Cluster. 

a. Login to your Cohesity Cluster from Cluster UI. 

 
 

NOTE: 
• If you are not receiving the event sent through curl command in Splunk, then there 

is some issue with the HTTP Event Collector configuration. Revisit steps 2 & 3 for 
proper configuration. 

• Visit Troubleshooting for more details. 
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b. Click System > Health > Settings and then Add Alert Notification Rule. 

 
c. Provide the Rule Name, choose required Alert Category, Alert Severities and Alert Name, 

choose Webhook as alert notification type and provide the Webhook URL and Options as 
below: 
 

 

 

URL: 
https://<Your Domain>.splunkcloud.com:8088/services/collector/raw 
 
Options: 
-H “Authorization: Splunk <HEC Token>” -H “Content-Type: application/json” 

NOTE For Splunk Trials: 
• Alert notifications from Cohesity to Splunk via Webhook requires a valid certificate at the 

Splunk side. 

• Splunk trials might use expired/invalid certificates, which may lead to TLS certificate 
verification failure, in which case the alert notifications will not be sent from Cohesity to 
Splunk. 

• Contact Splunk support to get your certificate issue resolved. 
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NOTE: 
• Use Alert Category, Alert Severities or Alert Name to filter out the selective alerts you 

want to send to Splunk. 

• If you do not select any value for Alert Category, Alert Severities or Alert Name, then all 
the alerts generated by Cohesity will be sent to Splunk. 

• You can see the corresponding curl command framed on the Cluster UI based on your 
entered URL and Options for Webhook. You can test that curl command on cmd prompt 
/ terminal of any system. Revisit step 5 to know more details.   
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8. Validate data received from Cohesity on Splunk Cloud. 

a. Click Indexes under Data in Settings. 

 
b. Verify logs are being pushed to your index by checking the Event Count. 

 

 
 
 
 
 
 
 
 
 
 
 

NOTE: 
• Alerts and logs will be pushed from Cohesity to Splunk in real time. However, it is not 

immediate. Sometimes it takes more time for the data to be transmitted to Splunk. If you 
are not seeing the events after significant amount of time, then there could be an issue 
in HEC configuration. Edit your HEC to fix the issue. 
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9. Search, alert and visualize. 

c. From Splunk Web Home, click Search & Reporting. 

 
d. Run search query to filter logs. 
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e. Filter search results based on time. 

 
f. Alert and visualize. 

 

NOTE: For more details, refer to the Search and Reporting section. 
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Cohesity Data Cloud  

DataProtect [Self-managed clusters managed from Cohesity Data 
Cloud] 
1. Login to your Splunk Cloud Instance. 

 
2. Create a new index to store Cohesity logs. 

This is an optional, however, recommended step. You can use already existing index in your Splunk 
instance. But it is advised to create and use a new index specific to Cohesity logs and alerts 

a. Click Indexes under Data in Settings. 
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b. Click New Index and fill in all requested details. Select Events for Index Data Type and Search 
& Reporting in App details. Define the maximum size for the index and click Save. 

 

 
c. You can see the newly created index under Indexes. 
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3. Configure HTTP Event Collector to receive data from Cohesity. 

a. Click Data Inputs under Data in Settings. 

 
b. Click HTTP Event Collector. 
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c. Click Global Settings and fill in all requested details and click Save. 

 

 
o Select Enabled for All Tokens. 

o Select the Default Source Type as _json (If it is not shown under the dropdown, then type 
_json in search bar to bring it up). 

o Select the Default index as the new index we created exclusively for Cohesity logs and 
alerts under step 1.  

o By default, SSL is enabled with default Port 8088. You can disable SSL or modify the 
default port. The general recommendation is to enable SSL.  

4. Create a new token to authenticate Cohesity. 
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a. Click Data Inputs under Data in Settings. 

 
b. Click HTTP Event Collector. 
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c. Click New Token. 

 
d. Provide a unique Name for your token and click Next . 
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e. Under Input Settings, For Source Type, choose Select and then click Select Source Type, 
Select _json from the dropdown. If it is not shown under the dropdown, then type _json in search 
bar to bring it up. 
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f. Select the Index where you want the Cohesity logs and alerts need to be stored. Select the new 
index we created exclusively for Cohesity logs and alerts under step 1. Also make sure the 
Default Index is set to the same index as chosen.  

 
g. Click Review to review the details of the token. If you want to make any changes, you can go 

back and modify. 
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h. Click Submit to successfully create the token. 

 
i. Once the Token is created, go back to HTTP Event Collector Page and verify the Token 

created. Copy the Token Value (Which we will need while configuring the Webhook on Cohesity 
side). 

 
5. Check HEC endpoint is accessible. 

a. Open the below URL in a browser. 

 
b. If you get the below json response, then your HEC endpoint is accessible and properly 

configured. 

 
c. If you get a 404 Not Found or similar error, it indicates an issue with the URL or HEC 

configuration. Revisit previous steps to configure the HEC properly. 
 
 
 
 

https://<your_domain>.splunkcloud.com:8088/services/collector/health 

{"text":"HEC is healthy","code":17} 
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6. Test HTTP Event Collector on any system. 

a. Test the HTTP Event Collector using a curl request from cmd prompt / terminal on any system as 
shown below: 

curl -k “https://<your_domain>.splunkcloud.com:8088/services/collector/raw” \    
     -H “Authorization: Splunk <HEC Token>” \ 
     -H “Content-Type: application/json” \ 
     -d ‘{“alert”: “Test Alert”, “alertId”: “0000”}’ 

o Your domain – is your unique domain in your Splunk cloud. The link is same as your Splunk 
cloud access URL. 

o HEC Token – is the Token Value of the HTTP Event Collector Token you created in previous 
step. 

o Once the curl command executes successfully, it must return the message {“text”: 
“Success”, “code”: “0”} as shown below: 

 

 
b. Verify the data is successfully received on Splunk.  

i. From Splunk Web Home console, click Search & Reporting. 

 

NOTE: 
• If you are not receiving the message {“text”: “Success”, “code”: “0”} or receiving 

some other message, then there is some issue with the HTTP Event Collector 
configuration. Revisit steps 2 & 3 for proper configuration. 

• Visit Troubleshooting for more details. 
§  
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ii. Run search query to filter logs. You must see the event sent by curl command in Splunk. 

 

 
7. Configure alert notification with webhook on Cohesity Data Cloud. 

NOTE: 
• If you are not receiving the event sent through curl command in Splunk, then there 

is some issue with the HTTP Event Collector configuration. Revisit steps 2 & 3 for 
proper configuration. 

• Visit Troubleshooting for more details. 
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a. Login to Cohesity Data Cloud. 

 
b. Go to DataProtect under Protection. 
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c. Click System > Health > Notification and then Create > New Alert Notification Rule. 

 
d. Provide the Notification Name, Select the Notification Filters and Notification Frequency, 

choose Webhook as the Notification Method and provide the Webhook URL and Options as 
below: 

 

NOTE For Splunk Trials: 
• Alert notifications from Cohesity to Splunk via Webhook requires a valid certificate at the Splunk 

side. 

• Splunk trials might use expired/invalid certificates, which may lead to TLS certificate verification 
failure, in which case the alert notifications will not be sent from Cohesity to Splunk. 

• Contact Splunk support to get your certificate issue resolved. 

 
 

URL: 
https://<Your Domain>.splunkcloud.com:8088/services/collector/raw 
 
Options: 
{"authorization": {"type": "Splunk","credentials": "<HEC Token>"}} 
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NOTE:  

• Use Clusters, Organization, Alert Severity, Alert Type, Alert Category or Alert Name to filter 
out the selective alerts you want to send to Splunk. 

• If you do not select any value for Clusters, Organization, Alert Severity, Alert Type, Alert 
Category or Alert Name, then all the alerts generated by Cohesity will be sent to Splunk. 

8. Validate data received from Cohesity on Splunk Cloud. 
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e. Click Indexes under in Data Settings. 

 
f. Verify logs are being pushed to your index by checking the Event Count. 

 

NOTE: Alerts and logs will be pushed from Cohesity to Splunk in real time. However, it is not 
immediate. Sometimes it takes more time for the data to be transmitted to Splunk. If you are not 
seeing the events after significant amount of time, then there could be an issue in HEC 
configuration. Edit your HEC to fix the issue. 

9. Search, alert and visualize. 
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a. From Splunk Web Home, click Search & Reporting. 

 
b. Run search query to filter logs. 
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c. Filter search results based on time. 

 
10. Alert and visualize. 

 
NOTE: For more details, refer to the Search and Reporting  section. 
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DataProtect as a Service [Cohesity SaaS Service] 
1. Login to your Splunk Cloud Instance. 

 
2. Create a new index to store Cohesity logs. 

This is an optional, however, recommended step. You can use already existing index in your Splunk 
instance. But it is advised to create and use a new index specific to Cohesity logs and alerts 

a. Click Indexes under Data in Settings. 
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b. Click New Index and fill in all requested details. Select Events for Index Data Type and Search 
& Reporting in App details. Define the maximum size for the index and click Save. 

 

 
c. You can see the newly created index under Indexes. 
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3. Configure HTTP Event Collector to receive data from Cohesity. 

a. Click Data Inputs under Data in Settings. 

 
b. Click HTTP Event Collector. 
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c. Click Global Settings and fill in all requested details and click Save. 

 

 
§ Select Enabled for All Tokens. 
§ Select the Default Source Type as _json (If it is not shown under the dropdown, then 

type _json in search bar to bring it up). 
§ Select the Default index as the new index we created exclusively for Cohesity logs and 

alerts under step 1.  
§ By default, SSL is enabled with default Port 8088. You can disable SSL or modify the 

default port. The general recommendation is to enable SSL.  
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4. Create a new token to authenticate Cohesity. 

a. Click Data Inputs under Data in Settings. 

 
b. Click HTTP Event Collector. 
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c. Click New Token. 

 
d. Provide a unique Name for your token and click Next. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 
 

 
 
 
 

 

Integrate Splunk with Cohesity  

 

113 

e. Under Input Settings, For Source Type, choose Select and then click Select Source Type, 
Select _json from the dropdown. If it is not shown under the dropdown, then type _json in search 
bar to bring it up. 

 
f. Select the Index where you want the Cohesity logs and alerts need to be stored. Select the new 

index we created exclusively for Cohesity logs and alerts under step 1. Also make sure the 
Default Index is set to the same index as chosen. 
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g. Click Review to review the details of the token. If you want to make any changes, you can go 
back and modify. 

 
h. Click Submit to successfully create the token. 
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i. Once the Token is created, go back to HTTP Event Collector Page and verify the Token 
created. Copy the Token Value (Which we will need while configuring the Webhook on Cohesity 
side). 

 
5. Check HEC endpoint is accessible. 

a. Open the below URL in a browser 

 
b. If you get the below json response, then your HEC endpoint is accessible and properly configured 

 
c. If you get a 404 Not Found or similar error, it indicates an issue with the URL or HEC 

configuration. Revisit previous steps to configure the HEC properly 

6. Test HTTP Event Collector on any system. 

d. Test the HTTP Event Collector using a curl request from cmd prompt / terminal on any system as 
shown below: 

curl -k “https://<your_domain>.splunkcloud.com:8088/services/collector/raw” \    
     -H “Authorization: Splunk <HEC Token>” \ 
     -H “Content-Type: application/json” \ 
     -d ‘{“alert”: “Test Alert”, “alertId”: “0000”}’ 

o Your domain – is your unique domain in your Splunk cloud. The link is same as your Splunk 
cloud access URL. 

o HEC Token – is the Token Value of the HTTP Event Collector Token you created in previous 
step. 

o Once the curl command executes successfully, it must return the message {“text”: 
“Success”, “code”: “0”} as shown below: 

 

 

https://<your_domain>.splunkcloud.com:8088/services/collector/health 

{"text":"HEC is healthy","code":17} 

NOTE: 
• If you are not receiving the message {“text”: “Success”, “code”: “0”} or receiving 

some other message, then there is some issue with the HTTP Event Collector 
configuration. Revisit steps 2 & 3 for proper configuration 

• Visit Troubleshooting for more details. 
§  



 
 

 
 
 
 

 

Integrate Splunk with Cohesity  

 

116 

e. Verify the data is successfully received on Splunk.  

i. From Splunk Web Home console, click Search & Reporting. 

 
ii. Run search query to filter logs. You must see the event sent by curl command in Splunk. 

 

 
 

NOTE: 
• If you are not receiving the event sent through curl command in Splunk, then there 

is some issue with the HTTP Event Collector configuration. Revisit steps 2 & 3 for 
proper configuration. 

• Visit Troubleshooting for more details. 
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7. Configure alert notification with webhook on Cohesity Data Cloud. 

a. Login to Cohesity Data Cloud. 

 
b. Go to DataProtect as a Service under Protection. 
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c. Click Health > Notification and then Create > New Alert Notification Rule. 

 
d. Provide the Notification Name, Select the Notification Filters and Notification Frequency, 

choose Webhook as the Notification Method and provide the Webhook URL and Options as 
below: 

 

 

URL: 
https://<Your Domain>.splunkcloud.com:8088/services/collector/raw 
 
Options: 
{"authorization": {"type": "Splunk","credentials": "<HEC Token>"}} 

NOTE For Splunk Trials: 
• Alert notifications from Cohesity to Splunk via Webhook requires a valid certificate at the 

Splunk side. 

• Splunk trials might use expired/invalid certificates, which may lead to TLS certificate 
verification failure, in which case the alert notifications will not be sent from Cohesity to 
Splunk. 

• Contact Splunk support to get your certificate issue resolved. 
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8. Validate data received from Cohesity on Splunk Cloud. 

NOTE: 
• Use Alert Severity, Alert Type, Alert Category, Alert Name or Source Type to filter out 

the selective alerts you want to send to Splunk. 

• If you do not select any value for Alert Severity, Alert Type, Alert Category, Alert Name 
or Source Type, then all the alerts generated by Cohesity will be sent to Splunk. 
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a. Click Indexes under Data in Settings. 

 
b. Verify logs are being pushed to your index by checking the Event Count. 

 

NOTE: Alerts and logs will be pushed from Cohesity to Splunk in real time. However, it is not 
immediate. Sometimes it takes more time for the data to be transmitted to Splunk. If you are not 
seeing the events after significant amount of time, then there could be an issue in HEC 
configuration. Edit your HEC to fix the issue. 
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9. Search, alert and visualize. 

a. From Splunk Web Home, click Search & Reporting. 

 
b. Run search query to filter logs. 
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c. Filter search results based on time. 

 
d. Alert and visualize. 

 

NOTE: For more details, refer to the Search and Reporting section. 
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Search and Reporting  

1. By Index: Search for data that was sent to a specific index. Use the index that you selected during 
the HEC token setup. 

 
 

 
By Alert Category: Search for alerts for a particular Alert Category like “BackupRestore” 

 
If you are not sure about the formatting of the search query, then simply click the data on the left tab 
to frame the search query automatically. In this case click on alerts{}.labels.alert_category, which 
will prompt you with available alert categories, from which you must select the required alert category, 
which in this case is BackupRestore. 

Search Query 
index=<your_index_name> 
 
Example 
index=”cohesity” 

Search Query 
index=<your_index_name> “alerts{}.labels.alert_category”=<alert_category> 
 
Example 
index=”cohesity” “alerts{}.labels.alert_category”=BackupRestore 
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2. By Alert Name: Search for alerts for a particular Alert Name like “ProtectionPolicyModified”. 

Search Query 
index=<your_index_name> “alerts{}.labels.alertname”=<alert_name> 
 
Example 
index=”cohesity” “alerts{}.labels.alert_category”=ProtectionPolicyModified 
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3. Security Alerts: Search for All Security alerts. 

Search Query 
index=<your_index_name> “alerts{}.labels.alert_category”=Security 
 
Example 
index=”cohesity” “alerts{}.labels.alert_category”=Security 
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4. Specific Security Alerts: Search for particular Security Alerts like “DataIngestAnomalyAlert” or 
“DataClassificationAlert”. 

a. DataIngestAnomalyAlert 

Search Query 
index=<your_index_name> “alerts{}.labels.alert_category”=Security “alerts{}.labels.alertname”= 
DataIngestAnomalyAlert 
 
Example 
index=”cohesity” “alerts{}.labels.alert_category”=Security 
“alerts{}.labels.alertname”=DataIngestAnomalyAlert 
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b. DataClassificationAlert 

Search Query 
index=<your_index_name> “alerts{}.labels.alert_category”=Security “alerts{}.labels.alertname”= 
DataClassificationAlert 
 
Example 
index=”cohesity” “alerts{}.labels.alert_category”=Security 
“alerts{}.labels.alertname”=DataClassificationAlert 
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Troubleshooting 

If alerts are not received at Splunk, ensure the Webhook URL, HEC Token and data format are correct 

• Verify HEC is enabled: Ensure HTTP Event Collector (HEC) is enabled in Global Settings. 
o Go to Settings > Data Inputs > HTTP Event Collector. 
o Check Global Settings and ensure that All Tokens is set to Enabled. 

• Check HEC endpoint is accessible: 
o Open the below URL in a browser. 

For Splunk Enterprise 
https://<your_splunk_ip>:8088/services/collector/health 
 
For Splunk Cloud 
https://<your_splunk_cloud_domain>:8088/services/collector/health 

o If you get the below json response, then your HEC endpoint is accessible and properly 
configured. 
{"text":"HEC is healthy","code":17} 

o If you get a 404 Not Found or similar error, it indicates an issue with the URL or HEC 
configuration. Try with HTTP (non-SSL version of URL) instead of HTTPS, and if it works then the 
issue is specific to SSL/TLS. 

• Check Splunk’s Internal Logs for any errors related to data ingestion: 

o Run this search to see if there are any issues with HEC: 
index=_internal sourcetype=”splunkd” “HTTP Event Collector” 

o This query should show any issues or errors related to the HEC, such as token problems, data 
format errors or failed data ingestion. 

• Monitor Index 

o Check status of your index to ensure that it is receiving data and there is no issue with its storage 
capacity or retention settings. 

o Navigate to Settings > Data > Indexes and check if your index is ingesting data by verifying the 
event count. If the index count remains zero, it indicates that data is not being ingested. 

• Check for Incorrect Index: 
o Make sure you are searching for the correct index. Try running broad search on all indexes just to 

confirm. 
index=* 

• Check if data is arriving in the wrong index: 

o Sometimes, data may be ingested into an unintended index if there’s a configuration issue. 

o Search across multiple indexes using the following: 
index=main OR index=lastchanceindex OR index=history OR <your_custom_index> 

• Confirm Webhook URL Configuration: 
o Double-check your Webhook URL is correct, including HEC token. 
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o Make sure there are no typos in the URL or Token. 
URL 
For Splunk Enterprise 
https://<your_splunk_ip>:8088:/services/collector/raw 
  
For Splunk Cloud 
https://<your_splunk_cloud_domain>:8088:/services/collector/raw 
 
Options: 
{"authorization": {"type": "Splunk","credentials": "<your_HEC_Token>"}} 

o Protocol: Use https if HEC is configured for SSL (which is by default). 

o Port: The default port for HEC is 8088. Ensure this is the correct port and accessible. 

o Path: The path must be /services/collector/raw. Any deviation will result in “URL not found” 
error. 

• Check firewall and network: 
o Ensure your Splunk instance is accessible from Cohesity. Ensure there are no network 

restrictions, firewalls or security rules blocking communication between Cohesity and Splunk. 

o You can use tools like telnet to check if 8088 port is open. 
For Splunk Enterprise 
telnet <your_splunk_IP> 8088 
 
For Splunk Cloud 
telnet <your_splunk_cloud_domain> 8088 

o If this fails, it means that either the Splunk instance is not accessible via that port or 
network/firewall restrictions are in place. 

o If a firewall, proxy or other network security tool is blocking SSL/TLS traffic on port 8088 then it 
might require manual approval for outbound connections to port 8088. 

• Try different Ports 
o Port 8088 is standard for HEC. If your organization has specific configurations, then check with 

you IT team for proper port. 

• Test from a different network 
o If possible, try connecting from a different network to see if it is a network specific issue. 

• Check Permissions and Index Configuration: 

o Ensure that the index you created has the correct permissions and is writable. 

o Go to Settings > Indexes and check that the index is enabled and has enough disk space. 

• Additional Testing: 
o Send a manual test event to the HEC using a tool like cURL or Postman and ensure Splunk is 

receiving data. 
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For Splunk Enterprise 
curl -k “https://<your Splunk IP>:8088/services/collector/raw” \    
     -H “Authorization: Splunk <HEC Token>” \ 
     -H “Content-Type: application/json” \ 
     -d ‘{“alert”: “Test Alert”, “alertId”: “0000”}’ 
 
For Splunk Cloud 
curl -k “https://<your Splunk cloud domain >:8088/services/collector/raw” \    
     -H “Authorization: Splunk <HEC Token>” \ 
     -H “Content-Type: application/json” \ 
     -d ‘{“alert”: “Test Alert”, “alertId”: “0000”}’ 

o The curl command must return the message {“text”: “Success”, “code”: “0”}.  

o If the test event appears in Splunk, and your Cohesity alerts are not appearing, then the issue is 
with the Webhook configuration. 

• Search Time Range: 
o Sometimes events might not appear due to mismatch in the time range being searched. Expand 

the time range in the search bar to “All Time” or “Last 24 hours”. 

• Contact Support: 
o If everything appears correct, and you still cannot access the HEC endpoint, contact Cohesity 

Support. 
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Frequently Asked Questions  

Q: Can Cohesity send data to Splunk Enterprise (On-premises)?  

A: Yes 

 

Q: Can Cohesity send data to Splunk Cloud? 

A: Yes 

 
Q: What data can Cohesity send to Splunk? 

A: Cohesity can send Alerts and Audit Logs to Splunk 

 
Q: Can Cohesity send Internal Cluster Logs to Splunk? 
A: No 

 
Q: Can Cohesity send Activity Logs to Splunk? 
A: No 

 
Q: What is the difference between Cohesity add-on and Webhook Integration? 

A: Cohesity Add-on is a Splunk app installed on your Splunk enterprise, and it pulls the alerts and logs 
from individual self-managed cluster; whereas Webhook integration works via HTTP callbacks and 
pushes alerts and logs from self-managed clusters as well as Cohesity Data Cloud to Splunk.   

 
Q: When should I use Cohesity add-on v/s Webhook Integration? 

A: Use Cohesity add-on, only if you have self-managed Cohesity clusters managed locally and are not 
using Cohesity Data Cloud. For all other scenarios use Webhook integration. 

 
Q: Does Cohesity send Security alerts to Splunk? 

A: Yes. Only if you have DataHawk SKUs (ThreatProtection and DataClassification) and are using 
Cohesity Data Cloud to manage your Cohesity Clusters. 

 

Q: Does this integration work if I am using Splunk trial? 

A: Yes, but make sure you have valid certificate at the Splunk side for successful integration. In case of 
Splunk cloud, contact Splunk support to get the certificate issue resolved. 
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Leveraging Cohesity as a storage for Splunk 
Enterprise 

                                                                                                   

 

Cohesity can be used as external storage for Splunk 
Enterprise to store indexed data.  

As indexed data volume increases, demand for scalable 
storage increases. Splunk SmartStore provides a way to use 
remote object sources to store indexed data. Cohesity can 
serve as an object store for Splunk Enterprise to store the 
indexed data. 

For further details refer Leverage Cohesity’s Web-Scale 
Architecture for Splunk. 
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Your Feedback 

Was this document helpful? Send us your feedback!  
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ABOUT COHESITY 
Cohesity is a leader in AI-powered data security and management. Aided by an extensive ecosystem of 
partners, Cohesity makes it easier to protect, manage, and get value from data – across the data center, 
edge, and cloud. Cohesity helps organizations defend against cybersecurity threats with comprehensive 
data security and management capabilities, including immutable backup snapshots, AI-based threat 
detection, monitoring for malicious behavior, and rapid recovery at scale. Cohesity solutions are delivered 
as a service, self-managed, or provided by a Cohesity-powered partner. Cohesity is headquartered in 
San Jose, CA, and is trusted by the world’s largest enterprises, including six of the Fortune 10 and 44 of 
the Fortune 100.  
Visit our website and blog, follow us on Twitter and LinkedIn and like us on Facebook.  
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