COHESITY

ABSTRACT

In today's digital-first world, organizations and enterprises use VMware Cloud Director (VCD), a
VMware offering to host multiple customers under one hardware layer and VMware Cloud Director
(VCD) to provide seamless virtualized infrastructure as a service for multiple tenants. To protect that
infrastructure efficiently and reliably, use these recommendations and best practices and configure
Cohesity data protection for VMware Cloud Director (VCD), focusing on an efficient recovery strategy
to extend the infrastructure as a service (laaS) experience for service providers and tenants by going
beyond surface-level protection. Cohesity recognizes its constructs and provides protection and
recovery at the VCD, Organization, and even the vApp levels.
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Service Provider and Organization Overview

The service provider has two personas: the service provider's admin and Organizations (generally called
Tenants). The service provider manages the tenants and provides services such as Infrastructure,
platform, and software.

As service provider businesses expand, managing the growing number of tenant customers becomes
more challenging. VMware Cloud Director (VCD) is a leading cloud service delivery platform that some of
the world’s most popular cloud providers use to operate and manage successful cloud service
businesses. Cloud providers use VMware Cloud Director to deliver secure, efficient, and elastic cloud
resources worldwide to thousands of enterprises and IT teams.

In this emerging infrastructure, multi-tenancy refers to the mode of software operation where multiple
independent instances of one or multiple applications operate on shared hardware. The organizations are
logically isolated but reside on the same physical infrastructure.

Customers are leveraging shared hardware in multi-tenancy, which reduces the cost of IT infrastructure.
Customers are also leveraging it as a service model at a lower cost. Scaling a Multi-tenant environment
has far fewer infrastructure implications for vendors. These advantages make onboarding new customers
easy and seamless.

Given the number of tenants using their services, service providers are especially interested in keeping
everything running reliably and smoothly. Another advantage of a multi-tenant environment is ongoing
software maintenance and upgrades — their end-users don’t need to pay costly maintenance fees to
keep their software up-to-date.

The challenge is managing all these tenants in an automated, consistent, and secure way.
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Today’s Challenge: Managing and Mapping Multiple
Organizations (Tenants)

Service providers greatly benefit from shared infrastructure, cost, and revenue. The advantages of a
multi-tenant environment come with some predefined challenges, as

1. Data isolation and Data security

2. Ease of managing multiple Tenants

3. Authentication and authorization

4. Mapping or organization with other Applications

Every application integrated with the VCD, or multi-tenant services must follow the above best practices
to be tightly intact with the VCD. To follow the data isolation between the customers, to demystify as
Customer A is only able to see Customer A data, not Customer B. So, the third-party application must be
multi-tenant and intact with the mapping, authentication, authorization, and isolation to not expose the
customer data to each other.

Simplicity Meets Multi-Tenancy - Cohesity Seamless Multi-
Tenancy

Cohesity Offers the simplest way to securely Manage, Map, and configure the VCD multi-tenancy with
Cohesity. One of Cohesity’s primary values for service providers is simplifying complex multi-tenant
environments. Cohesity helps you simplify your data silos so you can focus on delivering superior

customer experiences. Cohesity modernizes service providers’ architecture and provides inherent hybrid
connectivity for service providers to offer Backup as a Service (BaaS).

Cohesity’s multi-tenancy capabilities enable you to:

o Configure multi-tenant environments on the Cohesity platform and securely isolate each tenant in
your environment.

e Use a single/multiple Cohesity cluster to provide service to many tenants.
e Helios SaaS Platform as a single pane of glass to manage multi-tenancy.

e Support multiple customers’ backups and workloads on the same platform with secure namespace
isolation and per-tenant encryption.

With Cohesity’s additional multi-tenancy features, this granular level of data protection enables tenant
self-service capabilities for data protection, which lowers operating costs. Cohesity offers the following
features with VCD:

NOTE: For more, see Organizations (Multitenancy) in the online Help.
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Figure 1: Cohesity Features for VCD
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Understand Different User Personas

Typically, two different types of users deploy this solution: Service Providers (SPs) and Organizations
(Tenants). It is important to understand how the workflow for each user type differs.

Service Provider

A Service Provider (SP) provides Infrastructure-as-a-Service (laaS) and other services to its organizations
or tenants. An SP has to manage hundreds of thousands of organizations and ensure that each
Organization is isolated from the others and that data and resources cannot be visible or cross from one
Organization to another. VMware Cloud Director (VCD) helps an SP provide this separation among
organizations using VMware’s VCD Organization construct.

Cohesity’s multi-tenancy solution allows the SPs to map their VCD Organizations (aka tenants) to
Cohesity Organizations. This way, SP can offer self-serviced Data Protection services to its tenants via
Cohesity Organizations. To do that, the SP must register the VCD on Cohesity, create Cohesity
Organizations, and map them to the VCD Organization. Only service providers can manage the creation
of Cohesity Organizations. Their tenants can then log in using the Cohesity Organization’s credentials to
protect their data.

Organization (Tenant)

A tenant is an enterprise or small-to-medium business to which the service provider caters. Each tenant is
mapped to a Cohesity Organization, on which the tenant can access only the resources assigned to
them. This ensures tenants do not have access to other tenants’ data and provides a logical separation,
giving a completely independent view of the Cohesity.
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Protect VMWare Cloud Director

The Cohesity platform is designed to integrate with VMware Cloud Director, recognizing its constructs and
providing protection and recovery for:

VMware Cloud Director

VCD Organizations (vOrgs)

Virtual data centers (vDCs)

vApps (including the VMs that comprise them)
Standalone VMs

Template’s

Cohesity provides flexibility to protect the VCD environment from both the personas of service providers
and organization users. For VCD organization users to protect resources, multi-tenancy must be enabled
on Cohesity, and the provider must map the VCD organization to a Cohesity organization. The final
solution will be as follows.

Figure 2: The Final Solution
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To protect the VCD environment, the service provider and organization user must follow three basic
steps: Enable Multi-tenancy on the Cohesity cluster, Register the VCD resources, and create and map
organizations.
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Figure 3: Set Up Cohesity Protection for VCD
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NOTE: To familiarize yourself with the key terms and concepts that constitute this solution, see Appendix A:
Terminology.

To set up Cohesity protection for your VCD sources:

1. Enable Multi-Tenancy. The service provider user must enable multi-tenancy by enabling
Organizations on the Cohesity Cluster.

2. Register your VCD Source. The service provider will register the VCD source on the Cohesity
cluster.

NOTE: As a service provider, you can also set up protection for the VCD source you just registered. That
will enable you to recover the VCD source and its objects.

3. Create and Map Organizations. Before protecting the VCD organization source and its object, the
service provider user must create the Cohesity organization and map the VCD organization or its
object to the Cohesity Organization.

4. Protect VCD Resources. To protect the VCD organization and its sources, VCD organization users
can access the mapped objects in the form of Organization, VM, vAPP, and template. The next step
is to create or use the existing protection group. It can be set up by the Service provider or
organization user for the registered and mapped objects.

a. Register new protection sources.

b. Protect reqgistered sources.

¢c. Recover protected sources.

NOTE: As a self-service model, VCD Organization users can also use Cohesity’s VCD plugin to protect and
recover their VCD resources.
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Register VCD as Source
Registering VMware Cloud Director with Cohesity is a simple and two-step process to set up granular and
SLA-based auto protection by entering the VCD Hostname or IP address and the appropriate credentials.

Registering a VCD environment is similar to connecting and authenticating the individual vCenters you
have under management. Before registering, make sure you meet the following prerequisites:

e  Support Matrix

e Supported Version

e Minimum Permission

To connect a VCD environment:

1. Log in to Cohesity and go to Data Protection > Sources.

= COHESITY [Q search |

OF Dashboards
= Summary v
@ Data Protection v
Health Storage
Protection Active Alerts - Last 24 Hours Physical Capacity
Recoveries 11 16.93 Tig
Critical Used
Sources 1 3
0, 47.07 Tis
19 warnng 26.45%
Policies 5 64 Tig
Info Total
CloudRetrieve
11 Dat. a 1
Runbooks

2. Click Register and select Virtual Machines.

Virtual Machines

Databases b

MNAS

i ( ‘ 2R
Download © Microsoft 365
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3.

In Source Type, select VMware: vCloud Director, enter the Hostname or IP address with the

credentials, and click Connect.

10

Register Virtual Machines

Source Type

VMware: vCloud Director

vCenter Details

Connect to the vCloud Director to see a list of the vCenters in it.

Cancel

Hostname or IP Address* Username®
Lcohesity.com administrator

It will validate the credentials and display the discovered vCenter, which is part of the VCD

infrastructure.

Select the vCenter you want to register and enter the vCenter credentials

If desired, enable option “Detect VM migration across vCenter to preserve backup chain” (available in

release 7.3 and higher) and click Register.

Register Virtual Machines

Source Type

VMware: vCloud Director

vCenter Details

Username

administrator@vsphere.local

.cohesity.com (https://

O cohesity.com (https://i

:ohesity.com @ Connection Validated Edit

.cohesity.com:443)

Password

LE RN NN NN )

. Detect VM migration across vCenter to preserve backup chain

J.cohesity.com:443)

NOTE: When you enable “Detect VM migration across vCenter to preserve backup chain”

e It enables Cohesity cluster to detect the VMs that are migrated from the current VMware vCenter to

vCD.

e Cohesity cluster eliminates the need for a full backup of the migrated VMs as the VMs are protected
before the migration. Only an incremental backup is needed.

e Cohesity will display “vCenter Migrated” against the VM in the “Add Object” page of the Protection

Group creation workflow.

Protect VMware Cloud Director Multi-Tenant Environment with Cohesity



Create a Protection Group to Protect VCD Source

Cohesity provides granularity and flexibility to protect the VCD source or its individual objects, as
mentioned below. Users can protect the VCD object at every level of VMware Cloud Director without
enabling or mapping the sources with the Cohesity organization. Also, you can protect the VCD source by
allowing multitenancy on the Cohesity Cluster and mapping the VCD organization with it. Refer to the
Multitenancy section for more details.

e Entire VMware Cloud Director environments (SPs)

e Individual VCD Organizations (SPs and tenants)

e Virtual data centers (SPs and tenants)

e VApps & vApp templates (SPs and tenants)

e VMs within vApps & standalone virtual machines (SPs and tenants)

Data protection complements your multi-tenancy objectives by protecting VCD objects at different
hierarchical levels; you can protect any Organization or virtual data center (vDC) as needed.

To create a Protection Group:

1. Log in to Cohesity and select Data Protection > Protection.

= COHESITY Q search

EE Dashboards Protectlon
@ Data Protection v
Protection 21 0 5 1 0 21 5
® Succeeded Warning O Failed & Running Canceled & MetsLa Missed SLA
Hecoveriey Group Type ¥ Groups ¥ Policy + SLA « Status ¥ Q

2. Click Protect and select Virtual Machines.

| 5
= COHESITY COHOQa
08 Dashboards i
=0 Protection
@ Data Protection v Virtual Machines
S 21 0 5 1 0 21 5 Databases b
& Succeeded Warning O Failed @® Running Canceled & Met SLA Missed SLA
NAS
Recoveries Group Type ¥ Groups ¥ Policy » SLA ¥ Status v Q
Microsoft 365 »
Sources
O Group Organization Start Time 4 Duration Success/Error
Physical Server »
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3. Add objects from the Registered Source and select the VCD environment under vCloud Director

that you registered in the previous step.

Add Objects

L

Objects: 1851 | 5ize: 128.6 TiB
vCloud Director

wvcd-01.,  cohesity.com
Objects: 19 | Size: 1.2 TiB

(® Register Source

4. Select the VCD objects (VCD organization, vAPPs, vAPPs template, and VMs) to protect, click the
shield icon @ on the right to enable Auto Protect, and then click Continue.

Add Objects

Reqgistered Source

l.cohesity.com -

0

Virtual Machines

Protection Status « Q o .

v O é: .pm.cohesity.com
v O E' Demo-ORG 180GIB | 2VMs
v [O 88 Dpemo-0ORG
v O 88 vapPPi_win
(#] Demo_win_2019_VAPP1

2| DemoWin_2019_vapp1

_—

L 4

)
)

-

You can select entire VCD Organizations, virtual data centers (vDCs), vApps, VMs under vApps, or

individual VMs to protect. Cohesity allows selecting the folder or tags as a parent object with its
associated child. When applying Auto-Protect to a VCD object, Cohesity dynamically protects that

object and any new child objects every time the Protection Group runs.
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NOTE: You must use the Auto Protect option to protect a VAPP or VAPP Template should you wish to
recover the VAPP or the VAPP Template.
5. Enter a Name for the Protection Group and select a Protection Policy of your choice.

6. Select a Storage Domain for this Protection Group.

7. Configure any Additional Settings that you need and click Protect.

@ New Protection

@ Add Objects

.cohesity.com | Virtual Machines: 1 | Manually Protected: 1

@ Protection Group
.?

MNew Protection Group: vCD Protection

(9 Policy

VM_backup_Punit | Backup 1d | Retain 2w | DatalLock 2w

g Storage Domain X

Storage Domain

DefaultStorageDomain
Deduplication: Inline | Compression: Inline

Cancel More Options @
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Leverage SAN Transport Mode

In Additional settings, you can optionally leverage the SAN transport mode to run the backup over the
SAN as FC/iSCSI. This feature will transfer the backup data from the VCD infrastructure to the Cohesity
Cluster using the SAN mode, which benefits in faster backup and recovery. Kindly refer to the SAN
transport for more information.

@ Virtual Machines

SLA Full: 2 hours Vs

Incremental: 1 hour

G) SLA will be met if Full Backups complete within 2 hours and Ineremental
Backups complete within 1 hour

Additional Settings  ~

Pause Future Runs Mo

End Date Mever

QoS Policy Backup HDD
Defer Incomplate Objects in Concurrent Runs Mo

Leverage Storage Snapshots for Data Protection Mo

Leverage SAN Transport for Data Protection @D Leverage SAN Transport for Data Protection

o Allow NBDSSL Transport Fallback

Include or Exclude Disks Exclude Disks: No

Exclude Physical Compatibility RDM Disks: Mo

App Consistent Backups Mo

Indexing Enabled - 1 paths included, 17 excluded.
Cloud Migraticn Mo

Cancel Runs at Quiet Time Start Mo

Alerts Alert On: Failura

Priority Medium

Description Mone

For details on the Additional Settings, see Add or Edit a Protection Group for Virtual Servers in the online
Help.

NOTE: You can either choose to enable either “Leverage Storage Snapshots for Data Protection or
Leverage SAN Transport for Data Protection” but not both.

Recover VMware Cloud Director Objects

Cohesity provides granular recovery, which enables you to recover vApps, Individual VMs, and vApps
VMs. Users can choose the storage profiles and organization vDC networks for recovery.
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Supported Recovery Workflows and Locations

Before you start, it is important to understand the specific recovery process that allows users to perform
recovery on supported recovery locations. Due to the VMware architecture limitation, Cohesity will not
allow you to recover the objects to the empty VCD organization. To recover the VCD object to the Empty
VCD organization, you must create a dummy or empty vVAPP.

VM

VMDK

Backup, Archival
and Replication
Files and Folders

VAPP

vAPP Templates

Recover Files and Folders

Original and Alternate

Original and Alternate

Original and Alternate

Original and Alternate

Original and Alternate

Original and alternative
vApp, vDC, vCenter

Original and alternative
vApp, vDC

Original and alternative
vApp, vDC

Original and Alternate vDC

Original and Alternate vDC

Cohesity allows you to search the files and folders within the virtual machines in VMware Cloud Director

for granular data recovery. Follow the process below for granular recovery.

To recover specific files and folders:

1. Log in to Cohesity and navigate to Data Protection > Recoveries, then click Recover and select
Files or Folders.

= COHESITY

Recoveries

Recoveries

Protect VMware Cloud Director Multi-Tenant Environment with Cohesity




16

2. Enter the filename or folder you need to recover or filter the object by selecting the Protection Group
that includes it. You can use the *’ wildcard character to use partial names or to broaden your search.
Use the filters to narrow your search. Select the file(s) that you want to recover. Under Selected, you
can choose a different snapshot from which to recover. To continue, click Next: Recover Options or
to download the file(s) directly, click Download Files.

X New Recovery

@ Files
(D Allfiles and folders being recovered together need to belong to the same Protection Group and recovery point
h fe files t wse Demo_win_2019_VAPP
Selected (1
page )
(VMwarex)  (‘Demo_win 2015 VAPP1 ~) (D Protection ~) ( DefaultstorageDomain ~ ) £ Mar 31, 2024 1:34pm
File or Folder +
pagefile.sys O pageri
D «
N
1 record(s) returned.
o i Next: Recover Options. Download Files
100 -

3. Select whether to recover the file to the Original Server or New Server. Choose a Restore Method.
You can select Auto Deploy Cohesity Agent or Use VMware Tools, enter the VM credentials.
Configure the Recovery Options as required and click Recover. This creates a recovery task.

@ Files

1 Mar 31, 2024 1:34pm = Local

Snapshot Lacation

Recover To

@) oniginal server () New Server

Restore Method

administrator

Cvrestore\Recover_Mar_31_2024_1_46_FM

Recover Cancel
[

() Auto Deploy Cohesity Agent () Use Existing Cohesity Agent (@) Use VMware Tools

Demo_win_2019_VAPP1

Server Name

4. When the recovery task is completed successfully, the recovered file will be available in the specified

location.

For more information on Files and Folders recovery and the Recovery Options, see Recovery Files or

Folders in the online Help.
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Recover VMs

You can recover VMs to the same location or an alternate location, within a vApp or virtual data center
with the same configuration, providing greater data protection capabilities to multi-tenant businesses like
service providers.

To recover a VM:
1. Log in to Cohesity and select Data Protection > Recoveries.

2. On the Recoveries page, click Recover and select Virtual Machines > VMs.

= COHESITY  [Q serm
8 Destbourcs Recoveries mmr .
o N 3
P 0 0 0 0 0 . }
L] g @ Failed &
Recoveries e T— e s =) (ot~ (RIS .

Enter a search query to match the names of the objects (VMs) you need to recover. You can use the
“*” wildcard character to use partial names or to broaden your search and the filters to narrow your
search. Select the VMs to recover. Under Selected, you can choose a different snapshot from which
to recover. To continue, click Next: Recover Options.

@ virtual Machines

dema Selected (1)

( cohesity.com ) Protection Group « DefaultStorageDomain

((Mar 25,2024 - Mar 31, 2024 X))

¥m| Demo_win_2019_VAPP1

£ Mar 31, 2024 1:34pm V.

. & From: Local
D @ vCD Protection

vCloud Director: .. | Protection Group: vCD Protecti... | Last Backup:25 minutes ago

(o] Demo_win_2019_VAPP1
vCloud Director: | Protection Group: vCD Protecti.. | Last Backup:25 minutes ago

Next: Recover Options
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3. Select whether to recover the VMs to the Original Location or a New Location. If you select New
Location, enter the Registered Source, Organization VDC, vAPP, Placement Policy and Storage
Profile.

@ Virtual Machines

(o]
LatESt Local View Selected Objects 7
Virtual Machines Snapshot Location
Recover To
() original Location % New Location
Registered Source
' B

Organization VDC *

i

J
vApp Jb
Placement Policy ab
Sizing Palicy "\Fb
Storage Profile * TN

J

Note: Starting release 7.4, Cohesity now allows restoration of placement and sizing policies when vCD VMs
are recovered to their alternate location.
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4. Select the Recovery Method and your preference for Existing VM Handling:

If you have configured the SAN transport mode for the backup, then you can leverage the SAN
transport mode to recover the VM.

@ virtual Machines

Recover To

(@) original Location () New Location

Recovery Method

() Instant Recovery  (8) Copy Recovery
(D) Recovered VMs will anly be available in the target envirenment after all the data has been copied over from Cohesity to the storage target

Existing VM Handling
() None @
() Overwrite Existing VM

(®) Keep Existing VM

This will power off and rename the existing VM.
Recovery Options
Metwork Unattached
Power State on
Exclude Disk Handling None

Leverage SAN Transport for Copy Recovery @D Leverage SAN Transport

o Allow NBDSSL Transport Fallback

Disk provisioning strategy 'Thick Provision Eager Zeroed' will be used as per VMware's
recommendation.

Continue on Error No

Task Name Recover VM_Feb_9_2026_719_PM

When the recovery task is completed successfully, the recovered VMs will be available at the selected
location.

For more information on VM recovery and the Recovery Options, see Recover VMs in the online Help.
Recover vApps and vApps Templates

Cohesity provides the functionality and granularity to backup and restore vApps and vApps templates. It
follows a similar workflow to recovering files and VMs. Cohesity seamless integration provides seamless
backup and recovery, integrating with the self-service functionality.

IMPORTANT: The only difference between recovering a vApp and a vApp Template is that you can only
recover a VApp as a VApp, whereas you can recover a VApp Template as either a vApp or a vApp Template.

To recover a vApp or a vVApp Template:

1. Log in to Cohesity and select Data Protection > Recoveries. On the Recoveries page, click
Recover and select Virtual Machines > VMs.

2. Enter a search query to match the names of the objects (vApps and vApp Templates) that you need
to recover. You can use the *’ wildcard character to use partial names or to broaden your search and
the filters to narrow your search. Select the vApps or vApp Templates to recover. Under Selected,
you can choose a different snapshot from which to recover. To continue, click Next: Recover
Options.
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NOTE:

e VAPP and VAPP Template will be a selectable recovery objects in the recovery workflow only if you
backed up the VAPP and VAPP Templates using Auto Protection

e You can only recover one vApps or vVApp Templates in each task. You cannot select a mix of vApps
and vApp Templates in the same recovery task.

New Recovery

Demo_win_2019_VAPP1

Next: Recover Options

3. Select whether to recover the vApps or vApp Templates to the Original Location or a New
Location. If you select New Location, select the Registered Source, Organization VDC, Storage
Profile and Catalog.

X New Recovery

@ virtual Machines

Virual macnines snapsnot Locanen

Recover To

l.’::] Original Location @ New Location
Registered Scurce

J.cohesity.com -

Organization VDG *

AUTO_BVDC2

Storage Profile * -

Catalog * -
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4. Select the Recovery Method and your preference for Recovery Options:

X New Recovery

@ virtual Machines

(@ instant Recovery () Copy Recovery

CD The VM(s) will be available immediately in the target environment and will be moved to the storage target later.

Recover As

@ vApp Template O vApp

Recovery Options

Network Unattached

Rename vApp Template Prefix: copy-

Rename VMs within vApp Prefix: copy-

Leverage SAN Transport for Copy Recovery Off

Continue on Error No

Cluster Interface Auto Select

Task Name Recover VM_Feb_8_2026_7_32_PM

Recover Cancel

5. Configure the other Recovery Options and click Recover. This creates a recovery task.

When the recovery task is completed successfully, the recovered vApp or vApp Template will be
available.

For more information on vApp and vApp Template recovery and the Recovery Options, see Recover VMs
in the online Help.
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Enable Multi-Tenancy on Cohesity

Multitenant solutions provide great flexibility and logical isolation by leveraging the same hardware
platform, which multiple customers can use without interfering with each other's data sources. However,
multitenant solutions come with the enormous challenge of manageability, and the applications that
support them will also comply with the same rule of isolation and adhere to the multitenant solution.

VCD is a multitenant solution from VMware that allows multiple customers to leverage the same
underlying hardware. The data protection solution will also adhere to the multitenant architecture and
provide ease of manageability with isolation between the organizations. Cohesity delivers simplicity with
the multitenancy of VCD and supports two different architectures for service providers; either a service
provider can manage the organization, or a customer will leverage the self-service backup and restore via
the VCD plugin.

Before starting with the Cohesity multitenancy, let's understand the isolation between the customer with
the following diagram.

Figure 4: The Isolation Between Customers

SPU
a ser -
I3 4
Customer R R Customer
® * « « Tenant User A Tenant User B B
A A
v v

Organization (tenant) Organization (tenant)

Cohesity Cluster Ul \ Helios
ISOLATION

Security & Development & Analytics &

DataProtect SmartFiles SiteContinuity Compliance Test Insights
)8 /)
°o [
Cohesity Data Cloud “ Partner
DataCenter | Edge | PublicCloud managed

Configuring multi-tenancy on Cohesity is intuitive but requires some initial setup. Once you complete
these steps, you can map VCD Organizations to Cohesity Organizations.

To start using multi-tenancy on Cohesity, the first step is to enable Organizations in the Cohesity cluster.

NOTE: You cannot disable the Organizations functionality on that Cohesity cluster once you enable it.
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To enable Cohesity Organizations:

1. Log in to Cohesity, navigate to Settings > Summary, and click Configure.

= COHESITY [Q search \ COH s
e Cluster
=0 Y
© Dat > Summary  Storage Domains  Hardware  Key Management Systerr
& Infr >
Cluster Summary =
B sr > r Name 1
) 64 TiB 3821361064600156
& Total Size : = = ™M 11:10pm
Hardware tual E
@ st 2 ® Used
E] Ref
ypte
B ser 4
Summary

On the Edit Cluster Settings page, click Enable Organizations. You can also enable the Allow
multiple organizations to use one Storage Domain option, but if you do, you cannot subsequently
disable Storage Domain sharing.

@ cnable Organizations

Once eneitled, Organizetion Management cannot be dizabled.

‘ Allow multiple organizations to use one Storage Domain.
Cnce enelad, Storege Domein sharing cannot be disabled.

2. Scroll down to the bottom of the page and click Save.

Multi-tenancy is now enabled on your Cohesity cluster.
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Service Provider: Create Cohesity Organizations and Map to
VCD Organizations

Once multi-tenancy is enabled on the Cohesity cluster and VCD is registered as a Cohesity source, the
next step is to map the Organizations on Cohesity with VCD Organizations.

NOTE: Before you proceed, ensure there are Organizations on your VCD to which you can map your
Cohesity Organizations.

To create a Cohesity Organization:

1. Navigate to Settings > Organizations, click the Organizations tab, then click Add Organization.

= COHESITY ‘ Q search |
8 setting v Access Management Add Organization l -
Users & Groups  Support  Roles  Active Directory  Securelogin  Kerberos  LDAP  Organizations  SSO  Keystone

Access Management

Organization Name ~ Organization 1D Storage Domain Organization Users & Groups Status

Organizations JRGE ORGB RGB_SD JBuse ® Active

Customizatic

Sttps//haswell7-p1.pm.cohesity.com

2. On the Add Organization page, enter the Organization Name and Organization ID, add a
Description, and then click Add.

Add Organization co to Organizations

Organization Details

Organization Name

DemoSG

Organization ID @Demo1

The Organization 1D is added er names for login and can be

up to 10 alphanumeric characters: user@Demo1

Description This organization is for demo purpose

N

By default, Views are visible across organizations. To limit View visibility to the
organization that owns it, configure separate network segments in the VLAN and
Hybrid Extender settings. Views created without configured network segments are
visible to users in other organizations.

Add Cancel
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3. On the Edit Organization page, select the Storage Domains that you want to assign to this
Organization.

Edit Organization co to Organizations

Organization Details

Organization Name

DemoSG
Organization ID @Demo
Description This organization is for demo purpose

Storage Domains -
DefaultStorageDomain

Once assigned, Storage Dormains cannot be unassigned.

Once assigned, Views cannot be unassigned.

NOTE: If necessary, you can also Add Storage Domain directly from this drop-down and assign it to
this Organization. You can assign more Storage Domains after you've created the Cohesity
Organization.

4. Under ADs/LDAPs/Keystone, click Assign AD/LDAP/Keystone to add an existing or new
authentication source.

5. Under Users/Groups, click Assign Users/Groups. You can assign existing users and groups, or
you can create new users and groups. You can also assign users and groups after you’ve created the
Organization. Cohesity supports SSO users and groups for Multitenancy.

Edit Organization co to Organizations

ADs/LDAPs/Keystone

(¥) Assign AD/LDAP/Keystone
Users/Groups
(¥) Assign Users/Groups

Now that you have your Cohesity Organization, the next step is to map it to a VCD Organization in the
next Sources section within this same Edit Organization page.
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Map VCD Organizations to Cohesity Organizations

To map a VCD Organization to this Cohesity Organization:
1. On the Edit Organization page, under Sources, click Assign Objects.

In the Assign Objects form, Select the VMware and VCD IP/FQDN you used to register your VCD
source. Expand the VCD, select the VCD Organization you want to map to this Cohesity
Organization, and click Assign. All the existing resources (including those created in the future)
under the selected VCD Organization will be available for management by this Cohesity Organization.
Once you have been assigned the VCD organization, you cannot assign it to another Cohesity
Organization. Mapping the organization is a 1:1 mapping.

r

Assign Objects

VMware i .cohesity.com
VMware (1) Q Show All -
o 7
b ‘ale L.pm.cohesity.com
> 020 ¢
> O ==
> g - D
> v A to DemoA
b ==
. -~ If the entire source is assigned then the Organization will becorne the owner of that source and can manage it. If
Assign Cance N N X N )
only a subset of the source is assigned then the Organization cannot perform source management operations.

2. Under Policies and Protection Groups, click Assign Policies and Protection Groups to select the
Protection Policies you want to use.

NOTE: Protection Groups that are protecting any assigned sources in the same Storage Domain are
automatically assigned to this Organization.
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3. Select the Protection Policies that you want to make available to this Organization and click Assign.

NOTE: Once you assign a Protection Group to an Organization, you cannot unassign it.

Assign Policies And Protection Groups

Policy Name Organization Protection Groups Available Protection Groups @ Targets
@ Gold . .
] 0 Protection Groups 0 Protection Groups
@ackup 4an| Retain 7d —
Silver
: 0 Protection Groups 0 Protection Groups
Backup 12h | Retain 14d
Bronze . )
ronz . Protect vApps 0 Protection Groups 5
Backup daily | Retain 30d
!/M -P -VMs-Pol
ware-Frod X s-rolicy 0 Protection Groups 0 Protection Groups
Backup daily | Retain 62d
hysical-linux-Polic; . .
O phy Y 0 Protection Groups 0 Protection Groups

Backup 2m | Retain 32d

(® Add Policy

w Cancel Protection Groups once assigned to Organization cannot be unassigned

Edit Organization Go to Organizations

Sources (® Assign Objects
VMware (1) Q Show All TR |
hd %];U l.pm.cohesity.com
> r_lfl.,o Demo-ORG X
ici i (® Assign Policies And Protection
Policies and Protection Groups Groups
Silver 0 Protection Groups X
Backup 12h | Retain 2w | Datalock 2w

Now that you have mapped your organizations, you'll need to configure the networking requirements to
provide network isolation for tenants within this same Edit Organization page.
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Configure Networking Requirements on Cohesity

The next step is to configure the network for the organization. Cohesity recommends having a dedicated
VLAN for the organization to be aligned with the underlined concept of isolation. You can configure the
VLAN on the Cohesity cluster and assign it to the organization, or you can create a new VLAN while
configuring the organization.

NOTE: For details, see Configure Network Settings for an Organization in the online Help.

To set up networking:

1. Under Edit Organization > Network Segments > VLANSs, click Assign VLANSs.

Network Segments

By default, Views are visible across organizations. To limit View visibility to the
organization t onfigure separate network segme he VLAN and
Hybrid Extender settings. Views created without configured network segments are
visible to users in other organizations

VLANSs

(® Assign VLANs

Cohesity Node IP Range (as visible to the Organization entities)

Organization entities will leverage this hostname or Ips to reach out to the Cohesity nodes

Or

2. Click Add VLAN.

3. Select the Interface Group, enter the VLAN ID you want to assign, and select the IP addressing
scheme (IPv4 or IPv6).

NOTE: You can also enable this VLAN for all organizations.

Add VLAN
3120

intf_group1

Routing

® Use global static route for outgoing traffic

Use VLAN gateway

Any incoming tra
through
through

I Enable For All Organizations

@ quit‘
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4. Click on Add VIP and enter Subnet, Gateway, FQDN, and Gateway details.

10.10.10.10/24

Gatewa
demo.cohesity.com 10.10.10.1
e FQDN you er 55
VIP Address or Range Count (Optional
10.10.10.5

4 3
Inbound DNS (Optional)
The DNS managing external access requests to Cohesity

+ Add

You can also assign a Cohesity Node IP Range that’s visible to Cohesity Organization entities, which
these entities will use to reach out to Cohesity nodes. For more details about network configuration

for VCD, see [solate Tenant Networks Using VLANs in the Backup as a Service Technical Solution
Guide.

Alternatively, you can use Cohesity’s Hybrid Extender to overcome IP address conflicts across the
tenants. See Hybrid Extender in the online Help.

5. Click Assign to assign the VLAN that you just created to this Organization.

Assign VLANs

Interface Group ~ IPvd Subnet IPv4 Gateway IPv6 Subnet IPv6 Gateway FQDN VIPs
) intf group1.3120 10.10.10.0/24 10.10.10.1 dem hesity.com 4
@ Add VLAN

6. Click Save to save all the settings and create this Organization.

Edit Organization Go to Organizations

Network Segments

1s. To limit View visibility to the
egments in the VLAN and
t configured network segments are

VLANs @ Assign VLANs
Interfacg IPv4 IPv4 IPve IPv6

Group Subnet Gateway Subnet Gateway FQDN VIPs
ntf_group1.3120 10.10.10.0/24 10.10.10.1 demo.cohesity.com 4 7 X

the Organization entities)

stname or Ips to reach out to the Cohesity nodes

Cohesity Node IP Range (as visible to

anization entities will leverage th

Or

I Hybrid Extender
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Your new Cohesity Organization appears on the Organizations tab under Settings > Access
Management.

Access Management

Users & Groups Support Roles Active Directory Secure Login Kerberos LDAP Organizations S50 Keystone

Q
Organization Name ~ Organization ID Storage Domain Organization Users & Groups Status
DemoAG @DemoAG DefaultStorageDomain @ Active
DEMOBeat1 @demobeat1 Test - ® Active
DemoSG Demo1l ® Active
H7VCDORGA @H7VCDORGA DefaultStorageDomain vedorga ® Active

VCD Organization User: Protect VCD Resources on Cohesity

Once the service provider (SP) has created a Cohesity Organization and mapped it to a VCD
Organization, the VCD Organization user can log in using the Cohesity Organization user account that
the SP assigned earlier and immediately start protecting their VCD Organization’s data on Cohesity.

NOTE: This workflow is performed as a tenant as part of self-service either from the Cohesity cluster or
Helios.

To protect the assigned VCD Organization on Cohesity:

1. Log in to Cohesity using the Cohesity Organization user credentials.

COHESITY

Welcome

To Cohesity Data Cloud

GO Cluster: haswell7-p1

Username

demosg@demo1

Password

Domain

LOCAL
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2. Once you log in, you are redirected to the Protection page, where you can click Protect and select
Virtual Machines to start protecting the VCD Organization and their objects mapped by the service
provider to this Cohesity Organization in the previous steps.

= COHESITY C® a2

g MicrosoftsQL

S pashboard Protection
@ Data Protectior v
Protection 0 0
@ Succeeded
0O croy
unbo
& Inf >

3. Inthe New Protection page, select the vCloud Director source under Sources.

NOTE: The Cohesity Organization user who is logged in will only see the VCD Organizations that were
assigned to this Cohesity Organization, which the service provider maps to intact with the concept of

isolation.

Add Objects

Reqistered Source
l.cohesity.com

0

Virtual Machines
Protection Status ~ O\

v O &

v O & Demo-ORG

@ O 88 Dpemo-ORG
>

|:| EE copy-vAPP1_windelete

> O EE vAPP1_win

.cohesity.com

3
N
il
&

€@ € @ @ ¢

Cancel Continue

To finish setting up this protection, follow the steps for protecting Organizations, vApps, VMs, and more.

You can add other sources for protection, such as physical servers, as a tenant (Cohesity Organization)
and protect them separately from the assigned VCD resources. For details, see Supported Multitenancy

Workflows in the online Help.

To recover protected VCD sources for this Cohesity Organization, follow the steps in Recover VMware

Cloud Director Objects above.
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Use Cohesity VCD Plugin for VCD Tenant Self-Service

To make our customers’ experience seamless by providing a single interface for managing all your
backup, recovery, and other Infrastructure-as-a-Service (laaS) tasks, we provide a VCD extension to
deliver cloud services (laaS in this case) with self-service on top of your existing VMware infrastructure.
This extension integrates natively with the VMware Cloud Director Ul for tenant self-service. Customers
can manage the infrastructure assigned to them from the VCD Ul, and there is no need to log in or
perform any operation from the Cohesity cluster Ul.

Self-service is delivered securely through role-based access control. The following workflows are
supported using Cohesity’s extension for VCD:

e Protection status dashboard

e Protect and unprotect VMs, vApps, and vApp templates
¢ Restore VMs, vApps, and vApp templates

o Restore files and folders

e Monitor backup and restore tasks

e Cross-launch to Cohesity Ul for advanced services

Map Cohesity Org
Register vCD Enable Cohesity Org to vCD 0r9
=
DataCenter | Edge | PublicCloud
vmware
vCloud Director CD Pl l i < E il Self-service -
lv ug o ! Lb\il Backup & Restore
Configure Cohesity
Deplay Cohesity Cluster on vCD Map vCD Org to
vCD Plugin Cohesity Org

To set up the Cohesity VCD extension for tenant self-service:

1. Install the VCD extension. (Service provider)

2. Configure VCD and map Cohesity Organizations to your VCD Organizations. (Service provider)

3. Perform the steps in the tenant VCD data protection workflow. (Service provider & tenants)
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Install VCD Extension

Before installing the VCD plugin, make sure certain prerequisites are met. This will help you have
seamless experience with Cohesity’s VCD extension. The VCD extension code and documentation are
publicly available on our VCD extension GitHub page. Follow the installation instructions there to install
the extension. The service provider must install the VCD plugin.

Installation of the VCD plugin is an easy and three-step process:
1. Download the VCD plugin from GitHub.

2. Navigate to the More > Customize Portal.

vmw VMware Cloud Director B, System ) v VCD System Administrator
L=l .cohesity.com System Administrator
Cloud Resources nfrastructure Resources
(= Resources —_—
[ Content Hub Organizations Organizations
[y Libraries ‘Organization VDCs
Show: All organizations -
Organization VDC Templates 5 organization(s)
& Administration
NEW MIGRATE TENANT STORAGE EXPORT ORGS
I Monitor Provider VDCs
Cloud Cells Full Name T Mame T r State
it More i
[ Enak
Kubernetes Container Clust... Edge Gateways -
P O [ Enak
-
: rovider Gateways A Enak
Guided Tours
External Networks A Enak
Solution Add-Cn Managem... E na
e gl
Setup DR and Migration Network Pools - [ Enal
3. On the plug-in page, click upload.
4. Select the downloaded plugin file and click Next.
Upload Plugin Select Plugin X

Ll SELECT PLUGIN FILE

2 Select Scope & Publishing
MName
Cohesity
Wendor
Cohesity Inc
Description
Cohesity Data Protection Extension for vCD
Wersion
265
License
Cohesity EULA
Link
https.//support.cohesity.com

3 Review & Finish

CAMCEL NEXT
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5. The next page will ask you to set the scope, which means you will put the scope and publish the
plugin for the specific organization. Cohesity provides flexibility to choose the self-service option
according to the service provider's needs.

Upload Plugin Select Scope & Publishing <
T select PIuQin Scope to: B Service Providers
2 Select Scope & Publishing & Tenants
(= Publish to: Filter tenants
[C] ANl tenants

[ Demo-ORG
(] manojm
[] org-A

(] org-8

(] org-C

4 3

CANCEL BACK

6. Click Finish. This will install the plugin with the VCD, which you can use after refreshing the browser.

Configure VCD and Map Cohesity Organizations to VCD
Organizations
Once the Cohesity extension is successfully deployed in VCD, you need to configure the Cohesity cluster

in VCD and map the Organizations (tenant) you created on your Cohesity cluster to your VCD
Organizations.

To configure VCD and map Organizations:

1. Log in to the VCD as a service provider with admin credentials.

mvCIoud Director

idrmnislramrg

#
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2. Postinstallation of the VCD plugin, you can see the new option in the Data Protection menu bar.

Content Hub Libraries Administration

wnw VMware Cloud Director Resources

Cloud Resources nfrastructure Resources

Organizations Organizations

Organization VDCs NEW MIGRATE TENANT STORAGE
Organization VDC Templates

Full Name Y Name 1 v | State Y | Organization VDCs v | Can|
Provider VD emo Organization [7 Demo-OR E

3. Click Add and provide the cluster details. You can see all the organizations configured in the
Cohesity cluster.

4. Inthe Edit Cohesity Cluster page, enter the Cohesity cluster details, such as the cluster's IP
address or hostname and SP user credentials. The Cohesity Organization is listed in the Tenants
Mapping section.

Select the VCD Tenants and the Cohesity Tenants and click Map. This will assign the selected
Cohesity Organization to the selected VCD Organization. In the background, the extension will give
the right access to the VCD Organization to protect their VCD resources on Cohesity under the
Cohesity Organization assigned to it. This mapping also provides the needed isolation among VCD
Organizations, as they can now log in to the assigned Cohesity Organization and protect their VCD
resources without any visibility to other Cohesity and VCD Organizations, thus achieving multi-
tenancy.

Edit Cohesity Cluster

Cluster Details (Al the fields are mandator Tenants Mapping
. vCD Tenants
© Demo-ORG
- Org-B ORGB
Ema test@test.com| Org-C
pemaln Hame  LocAl manojr - TestC -
S— Note : At least one Tenant should be mapped “
Jsername admin

Mapped Tenants List

vCD Tenant Cohesity Tenant Cohesity Username Domain Action
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In the Tenant User Credentials form, you can either Create New Local User (the user is created
automatically) or select an Existing User (Local or Active Directory user), which are already

configured with the Cohesity organization.

For existing users, you need to provide only the username without any organization name.

Tenant User Credentials

© Create Local User Existing User
Email test@test.com

Username

Password

Domain

NOTE: SSO (Single Sign-On) users are not supported.

These organizational user credentials are used to make API calls to the Cohesity cluster to run all
workflows for the tenant. To run the workflows, the tenant user must hold the Cohesity privileges. For
more details, refer to Access Management: Privileges for Service Providers and Tenants.

6. Click Save. The mapping is now created and the Cohesity cluster is added. The VCD Organization
user can now access Cohesity workflows through his tenant portal.

Edit Cohesity Cluster

Cluster Details Tenants Mapping
Name - vCD Tenants Cohesity Tenants
JEMOBeat1 -
© Org-B
FQDN cohesity.com ORGDEMO

TestD

Mapped Tenants List

vCD Tenant Cohesity Tenant Cohesity Username Domain Action

.

Org-A H7VCDORGA vcdorga LO

LOCAL
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7. You can edit several additional multi-tenant features for each VCD Organization that is now mapped
to a Cohesity Organization. Go to Settings and click Edit to configure:

o Whitelabel. Hide Cohesity branding from your tenant.
o Display Logo. Choose to show or hide the Cohesity logo in the VCD extension.

o Cluster Access. Specify which VCD Organizations can cross-launch to their Organizations on
their Cohesity cluster.

o Restrict Protection Group per Org VDC. A single Protection Group cannot protect objects
across different Organization vDCs.

o Allow Archival/Replication Target Selection. This option allows users to select the archival and
replication targets during an on-demand backup.

vmw VMware Cloud Director Resources Content Hub Libraries Administration Monitor

Settings

EDIT

Name Value

Restrict Protection Group per Org VDC Ye

Perform Tenant VCD Protection Workflow

The Cohesity VCD plugin supports all the major workflows, and we are constantly working on adding new
workflows to it. In this solution guide, we have covered all the supported workflows. The VCD plugin
provides a dashboard for VCD that summarizes all the information on one page. The dashboard will give
an idea of the data protection of the VCD organization.

The top section of the dashboard provides an overview of the VCD Organization and shows the number
of Virtual Datacenters (vDCs), Running vApps, Running VMs, and resources used.

The Virtual Datacenters section lists all the vDCs in the VCD Organization, along with their individual
resource utilization. It also shows the number of vApps in each vDC and the number of VMs running in
these vDCs.

You can view the dashboard after the plugin installation by clicking on the new Data Protection bar in the
menu.
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Figure 5: VCD Organization Resource Utilization Overview
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To protect your VCD data as a tenant, log in to VCD Ul using your tenant credentials and:

Discover the VMs and vApps in your VCD environment.

Protect your VMs, vApp, and vApp Templates.

Restore your VMs and vApps.

Restore or download files and folders.

o 0D =

Cross-launch the Cohesity Ul from the VCD extension.

Discover VMs and vApps

The first step is to ensure that Cohesity discovers your VMs. You can check the status based on the
Protection Status field.

To discover the VMs and vApps:

1. Log in to the VMware vCloud Director as the tenant, click the menu in the title bar, and select Data
Protection.

2. On the left, expand Data Protection and click vApps/VMs. Check the status of all the VMs in the
Protection Status field. If the status is Undiscovered for any VM, click Discover.

VM vCloud Director — Data Protection r‘alc-immlhs‘t‘r‘a“t?r‘
COHESI'
@ Overview vApps/VMs
= . )
U Data Protection Y orgvbc AvengersOrgvDC . Object Type VMs . DISCOVER
VApps/VMs @ \b
L VM Name v vAppName v Staws vy Protection Last Successful v Protection ¥
prdfDJon roup
Policies
copyChe-Cent7VM-2 check-SanityVApp-vAppTemplate Powered off  Auto Protected  Mar 15, 2021, 7:13:54 AM  templateJob
5
B Recovery Cent7VM-2 SanityVApp-As-Template nconsistent (Undiscovered N/A
®
@ Advanced ® v Cent7vM-2 SanityVApp Poweredon  Unprotected N/A N/A
copy-Cent?VM-2deleteV  copy-SanityVApp-As-TemplatedeleteV nconsistent  Undiscovered N/A
copy-Cent?VM-2 copy-SanityVApp-As-Template nconsistent  Undiscovered N/A
SA2-Cent7VM-2 SA2-Cent7VM-2-103b2bf0-297c-4257-9853-6daecdb09ad5  Powered off  Unprotected N/A N/A
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This initiates a refresh of the VCD source hierarchy registered on the Cohesity cluster. The Refresh
icon next to the Discover button refreshes the page without reloading the entire page.

The Protection Status field can have one of the following values:

¢ Auto Protected. The parent node is protected.

e Protected. The node is protected on its own by a Cohesity Protection Group.
e Unprotected. The node is not protected or is excluded from Auto Protection.

« Undiscovered. The node is not discovered in the protection source list in the Cohesity REST API
response.

Protect VMs, vApps, and vApp Templates

There are two workflows for protecting your VMs, vApps, and vApp Templates as a tenant:

e Protect individual VMs, vApps, and vApp Templates.

e Protect multiple objects in the same VCD Protection Group.

Protect Individual VMs, vApps, and vApp Templates
To protect a specific VCD object, you must create a Protection Group following the process below.

NOTE:

¢ By following the method below, you can only protect a single object. To protect multiple objects, refer to
the section.

e The state of the VCD object must be discovered and not inconsistent. See Discover VMs for details.

e Any object can only be protected by one VCD Protection Group in VCD in this workflow. Once
protected, the only option you have is to change it to Unprotected or Backup the object for this
workflow.

To protect individual VMs, vApps, and vApp templates:
1. Login to VCD as the tenant user.
2. Click the menu in the title bar and select Data Protection.

3. Inthe Data Protection menu, click vApps/VMs.

wvmw VMware Cloud Director Data Centers Applications Networking Content Hub Libraries

) Overview VADDS/VMS

J Data Protection v C Demo-ORG 1 Ty VMs
VM Name v  VAPPName y Status y  Protection Status Last Successful Protection Group Pol
- Backup
Protection Group
B _2019._) opy-vAPP1_windelete Powered on Unprotected N/A /A N/A
olicies
— _win_2019_VAPP1 copy-vAPP1_windelete Powered on Unprotected N/A N/A N/A
# Recovery
Unprotected
? Advanced ® > P

Unprotected
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4. You can also use the Org vDC and Object Type filter on the top to list and filter the objects based on
the selected vDC or choose from the listed VMs, vApps, and vApp Templates.

Verify the status of the object in the Protection Status column. If any of the objects that you want to
back up are in an Undiscovered state, then you must first discover that object. See Discover VMs.

Once the object's status changes to Unprotected, click on the ellipsis (:) on the row for the
unprotected object and select Protect VM (or vApp or vApp Template). If you choose AutoProtect
Object (for a vApp or vApp Template), any VM that belongs to that object or any new VM created in
that object will be protected automatically.

vnw VMware Cloud Director Data Centers Applications Networking Content Hub Libraries

5 Overview vApps/VMs
@ Data Protection v Org vDC Demo-ORG Object Type VMs
Apps/VMs
VM Name vApp Name Status Protection Status
T Y 2 4
Protection Group
copy-DemoWin_2019_vappl copy-vAPP1_windelete Powered on Unprotected
Policies
o : Protect VM 19_VAPP1 copy-vAPP1_windelete Powered on Unprotected
&  Recovery
- DemoWin_2019_vappl vAPP1_win r Unprotected
@ Advanced® > - - - i
Demo_win_2019_VAPP1 vAPP1_win sis Unprotected

5. In the Protect Object window, click Create New Group. If you already have one, you can select an
existing Protection Group instead. Enter the information as group name, start time, and policy, and
click on Save.

Protect Object: (vm)

Group Name Policy Storage Domain Start Time Time zone Actions

o DemoPg| Silver DefaultStorageDomain 20143 Asia/Calcutta ®@®
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6. The VM's Protection Status has been updated to Protected. You can also log in to the Cohesity
cluster to verify the protection group.

vmw VMware Cloud Director

3 Overview

Object added to protection group X ‘
Data Protection v
vApps/VMs
Demo-ORG Object Type VMs DISCOVER
Policies VM Name +  VvAppName y  Stats ;  Protection Status ;r:\(lﬁ‘;ltvn‘d\ y [ProtecionGroup _  Policy .
&, Recovery R . R N o
opy-Demowin_2019_vapr opy-vAPP1_windelete Powered on Unprotected N/A /A N/A
@ Advanced ® > = = . - - -
copy-Demo_win_2019_VAPP1 copy-vAPPI_windelete Powered on Protected N/ demoPG1 Silver
Unprotected
Der PPI_win Unprotected

7. Once the object is protected, you can click the ellipsis () and either Backup VM (or vApp or VApp
Template) Now or Unprotect VM (or vApp or vApp Template).

vApps/VMs
g vD Demo-ORG bject Type VMs DISCOVER
VM Name — vApp Name — Status — Protection Status Last Successful — Protection Group Policy —
Backup

copv-DemoWin 2019 vappl copy-vAPP1_windelete Powered on Unprotected N/A N/A N/A

Backup VM Now

APP1 delete Powered on Protected N/A demoPGl Silve

Unprotect VM
yemowWin_201 al Unprotected N/A N/A N/A
Demo_win_2019_VAPP1 vAPP1_win t Unprotected N/A N/A N/A

»

8. If you enabled Allow Archival/Replication Target Selection when you configured VCD above, you
can specify the Archive to and Replicate to targets. After that, click Backup Now.

Run templateJob

Archive to ExternalTarget

Replicate to ] jay-ve-01

BACKU NOW
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Protect Multiple Objects in a Single VCD Protection Group

To protect multiple VCD resources in an organization, create a protection group via the VCD plugin. This
method allows you to select multiple resources to be protected in a single VCD protection group.

To protect multiple VCD resources in the same VCD Protection Group:
1. Log in to VCD as the tenant user. Click the menu in the title bar and select Data Protection.

2. In the Data Protection menu, click Protection Group and click NEW.

vmw VMware Cloud Director Data Centers Applications Networking

& GrETED Protection Groups
©@ Data Protection v NEW
vApps/VMs
Name T  Policy
Protection Group
cemoPGl Silver

Policies

35 Recovery

]

& Advanced® > —
(om

3. Inthe New Protection dialog, enter all the relevant information according to your requirements and
click Next to select the objects to be protected. You can use options like setting Email Recipients to
receive alerts for Protection Group Success and Failure runs.

5 New Protection Protection Group

1 Protection Group Policy Summary

+; Backup
Every 12 hour | Retain 2 weeks

(] Extended Retention
Every 1 Day | Retain 3 months
Every 1 Week | Retain 1 year
Every 1 Month | Retain 2 years

Additional Settings

CANCEL NEXT

4. In the Objects page, click Add Objects to expand the VCD hierarchy tree. Here, you can protect the
vApp, VApp Template, or VM. There is also an option to specify Auto Protection for a vApp or vApp
template. If you choose AutoProtect Object (for a vApp or vApp Template), any VM that belongs to
that object or any new VM created in that object will be protected automatically.

@ New Protection Objects

Select atleast one Protection Source for protection(or back up).
1 Protection Group

@ Add @acts
2 Objects
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5. Select the objects to be protected and click Save Selection.

& New Protection Objects

6. Review the protected objects and click Finish to create the VCD Protection Group.

& New Protection Objects

Select atleast one Protection Source for protection(or back up

1 Protection Group (@) Add Objects

2 Objects
3 1

Virtual Machines Auto Protected

CANCEL

7. Once the Protection Group is created, you can run the Group by clicking the ellipsis () and selecting
Run Now. You can also edit the Protection Group to add or remove protection objects or change the
configured parameters.

vmw VMware Cloud Director

(3 Overview
Protection Group undefined has been created successfully
@ Data Protection v
Protection Groups
VApps/VMs
NEW

P up

Policies Name T Policy T Start Time T Last Run Status ¥
# Recovery : S Silver Apr 2, 2024, 8:56:39 PM @,

Run Now =

@ Advanced® >

it Silver N/A Not Yet Started
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8. If you enabled Allow Archival/Replication Target Selection when you configured VCD above, you
can specify the Archive to and Replicate to targets. After that, click Backup Now.

Run Demo-GroupO1

Archive to Extema\Targg
Replicate to J Jay-[ﬁ;-m

CANCEL BACKI’ NOow

Restore VMs and vApps

Cohesity provides granularity and flexibility to restore the VCD and its object as per the customer's
requirement. You can recover VM, VAPP, vAPP templates, files, and folders as a self-service via the
Cohesity VCD plugin to a state at a specified point in time.

To restore your VMs and vApps:
1. Log in to VCD as the tenant user.
2. Click the menu in the title bar and select Data Protection.

3. Click Recovery on the left. Under Recovery, you can filter by VM Recovery, vApp Recovery, File
Recovery, or File Download. Choose the filter you need, click Recover, and then select VMs or
VApps.

a rotection > VM Recovery Last 30 ming ﬂ RECOVER ~
» ¥

4. Search for the VM name that you want to recover. You can also use wildcard characters to search the
VM. Select the VM that you want to recover and click Continue.

wmw VMware Cloud Director Data Centers

@ Overview Restore VM
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5. On the Restore VM page, select the snapshot you want to restore.

There is an option to recover the VM to an alternate location, in this case, you will need to specify
the target Org vDC, vApp, and Storage Profile as mentioned below.

You can also attach the VM to an Org network by selecting Attach Network and entering the Org
Network name. Enable Powered On to recover the VM in the On state.

Click Restore.

e
e Cloud Director - - A = Networking Content Hub [ixnses B rhrsniatration B

@& Overview Restore VM
2 Data Protection >
# Recovery

@ Advanced >

)

6. A recovery task is created, which you can monitor on the Recovery page. You can refresh the page
to check the updated status of the recovery task. The status can be Admitted, InProgress, Failure,

Recovery
ask Name T Type T starTme T Duration T staws v Custer v
4 - Wed. 03 Apr 2024 03:52:04 GMT VM Recovery April 3, 2024, 9:22:04 AM GMT+5 N/A Admitted haswell7?

7. You can click on the recovery task to see the details.

Recover VM - Wed, 03 Apr 2024 03:52:04 GMT

Type VM Recovery

Source DemoDemoWin_2019_vappl-delete
vApp N/A

Protection Group DemoPGvCD

Snapshot April 2, 2024 at 11:18:41 PM GMT+5
Status Admitted

Start Time April 3, 2024 at 9:22:04 AM GMT+5
Duration N/A

Initiator system
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Restore or Download Files and Folders

Cohesity supports the granular restore of the VCD environment, as you can restore files and folders using
backup snapshots via the VCD plugin as a self-service model. This way, a user can search for a required
file, browse through the directory structure, and recover any file or folder by choosing from the available
snapshots.

To restore a file or folder:
1. Log in to VCD as the tenant user.
2. Click the menu in the title bar and select Data Protection.

3. Click Recovery on the left. Under Recovery, you can filter by VM Recovery, vApp Recovery, File
Recovery, and File Download. Choose the filter you need, click Recover, and then select Files or
Folders.

vmw VMware Cloud Director Data Centers Networking Libraries More v Q| @ ,ai:_!:'”':”r'”r

& Overview Recovery

= R jery

& Recovery e T Type Start Time T Duration T Staws T Custed WM
@ Advanced® >

4. Select Files or Folders and enter a string to search for the file or folder that you want to recover. If
you are not sure of the exact name, you can use the wildcard . Select the file that you want to
recover and click Continue.

Recover Files or Folders

Browse or Specify path

File/Folder Name T Path T Type Y ServerName T Protection Group T Cluster v

DemoPGvCD haswell7

DemoPGvCD haswell7

DemoPGVCD naswell7

demoPG1 naswell7

[m] 1-40f 4 ftems

BACK

The second option the Cohesity VCD plugin provides is to Browse or Specify the path from the
filesystem browser, select the file you want to recover, and click Continue. You can select the
recover point from the top right drop-down menu.
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copy-Demo_win_2019_VAPP1

April 2, 2024, 1118:41 PM GMT+5

[c
[ Windows
[ users
[ System Volume Information
[0 Recovery
[ ProgramData
[ Program Files (x86)
[0 Program Files
[ PerfLogs
pagefilesys
() Documents and Settings
[ $Recycle.Bin
[ vel_2

CANCEL DOWNLOAD RESTORE

5. Specify the OS credentials and the recovery method you want to leverage as VMware tools or
Cohesity agent. If you are choosing an alternate location, you must specify it and the overwrite option.
Click Restore.

Recover Files or Folders

Cluster Details Restore Properties
Cluster Snapshot
Protection Group DemoPGVCD Recovery Method Use VMware Tools
Target Information Recover to New Location «©
avDC Demo-ORG
OrgvbC Recover to Crestore
VApp copy-vAPPL windelete
VM copy-Demo_win_2013_VAPP1
s Type Windows
Ueername administrator
S [

BACK RESTORE

6. A recovery task is created, which you can find under the Recovery page. Once the recovery task is
complete, you can click Task Name to download the file.

Vm vCloud Director

) Overview Recovery
©  Data Protection > Filter By Al Duration Last 30 mins
# Recovery
Task Name v Type v Start Time v Duration
@ A@ced@ '
Download-VCD-Files-1615905602822 Download Files March 16, 2021, 7:40:02 AM GMT-7 Ols
coke
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Cross-Launch Cohesity Ul from VCD Plugin

Cohesity provides the functionality to log in to the organization portal of the Cohesity Ul. With a single
click, you can log in to the Cohesity Ul and the Cohesity organization mapped with the VCD organization.
If you enable Cluster Access for the current tenant when configuring VCD, you can navigate to the
Cohesity cluster by clicking Advanced and then the Cohesity Organization name.

Figure 6: Cross-Launch Into Your Cohesity Organization

vnw ‘VMware Cloud Director

Overview Ov
@ Data Protection >

& Recovery

§ Advanced® v Pr¢

haswell7
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Appendix A: Terminology

It's important to understand some key terms and concepts in VCD and Cohesity multi-tenancy:

Cohesity Organization. In the context of Cohesity, the multi-tenancy feature is called organizations.
Each tenant on a Cohesity cluster is called an organization.

VCD Organization. Similar to Cohesity, VMware Cloud Director supports multi-tenancy through the
use of Organizations. In VCD, an organization is a unit of administration for a collection of users,
groups, and computing resources. Users authenticate at the Organization level, supplying credentials
established by an organization administrator when the user was created or imported. System
administrators create and provision Organizations, while Organization administrators manage
Organization users, groups, and catalogs.

VApp. VApp is a virtual system that contains one or more individual virtual machines and parameters
that define operational details.

vApp Template. A vApp Template is a virtual machine image loaded with an operating system,
applications, and data. These templates ensure that virtual machines are consistently configured
across an entire Organization.

Organizational Virtual Datacenter (vDC). An organization virtual datacenter (vDC) in VCD provides
resources to a VCD organization and is partitioned by a provider vDC. VCD Organization vDCs
provides an environment where you can store, deploy, and operate virtual systems.

NOTE: A single Organization can have multiple Organization vDCs.

VCD Catalog. VCD Organizations use catalogs to store vApp Templates and media files. The
members of an organization who have access to a catalog can use the catalog's vApp Templates and
media files to create their own vApps. A system administrator can allow a VCD Organization to
publish a catalog to make it available to other Organizations. These VCD Organizations’
administrators can choose which catalog items to provide their users.
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Appendix B: Deployment Options for Cohesity VCD
Protection

Backup-as-a-Service (BaaS) refers to the approach of taking backups of a customer’s IT infrastructure by
leveraging the backup service provided by a service provider. Service providers often have a multi-tenant
infrastructure wherein they can back up data from multiple customers to a shared underlying
infrastructure while logically isolating those backups for each customer.

There are several different scenarios through which a service provider can deploy BaaS as an offering to
their tenant customers:

e Scenario 1: Hosted Backup (supports the VCD workflow in this guide)
e Scenario 2: Local Backup with Offsite Replication

e Scenario 3: Remote Backup

Figure 7: Cohesity’s Backup-as-a-Service Deployment Options for SPs
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Remote Backup

To go over all the possible scenarios, see the Backup as a Service Technical Solutions Guide.
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ABOUT COHESITY

Cohesity is a leader in Al-powered data security and management. Aided by an extensive ecosystem of
partners, Cohesity makes it easier to protect, manage, and get value from data — across the data center,
edge, and cloud. Cohesity helps organizations defend against cybersecurity threats with comprehensive
data security and management capabilities, including immutable backup snapshots, Al-based threat
detection, monitoring for malicious behavior, and rapid recovery at scale. Cohesity solutions are delivered
as a service, self-managed, or provided by a Cohesity-powered partner. Cohesity is headquartered in
San Jose, CA, and is trusted by the world’s largest enterprises, including six of the Fortune 10 and 44 of
the Fortune 100.

Visit our website and blog, follow us on Twitter and LinkedIn and like us on Facebook.
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