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Reduce Complexity with Seamless Data Protection
for OneDrive for Business

ABSTRACT

As organizations transition to Microsoft OneDrive for Business for business-critical collaboration, they
realize the need for a data protection solution for their Microsoft 365 domain. Cohesity delivers
features and capabilities that organizations can leverage to protect their OneDrive for business data,
ensuring business continuity while meeting compliance and regulatory requirements.
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Growing adoption of Microsoft 365®, Microsoft’'s business productivity tools suite delivered in a SaaS
(Software as a Service) model (including Exchange Online, OneDrive™ for Business, SharePoint Online,
and more), has sparked fresh conversations on the division of responsibilities between Microsoft, now a
service provider, and the organization that owns the data that is created and managed in Microsoft 365.
Before SaaS models, data protection was the responsibility of the organization, as both the data and the
infrastructure to manage it was owned by the organization, and typically resided on-premises with the
organization.

However, with the introduction of SaaS like Microsoft 365, where the infrastructure is distributed, data
protection is now a shared responsibility between customers, who create and use the data in cloud-based
applications, and providers, who run the infrastructure for those applications.

As the SaasS provider, Microsoft protects your data in the event of:
Application failures
Infrastructure failures
Disaster scenarios
However, you, the customer, are responsible for protecting the data from a series of other threats:
Accidental data deletion
Insider attack
Security breaches
Synchronization errors
Administrative errors

Cohesity protects your data from all these threats.

Features and Benefits of Cohesity Data Protection for
OneDrive for Business

Starting with version 6.5, Cohesity adds data protection for OneDrive for Business to its support for the
Microsoft 365 suite. This extends the benefits users can derive from Cohesity, many of which are the
product of Cohesity’s modern, web-scale architecture.

Although most organizations begin their journeys to overcoming mass data fragmentation by simplifying
data protection, Cohesity’s flexible architecture allows easy expansion to additional use cases, further
increasing operational simplicity and improved total cost of ownership (TCO). Cohesity is a software-
defined solution that works on-premises (on qualified Cisco, HPE, Dell, or Cohesity C Series platforms), in
the public cloud, and at remote and branch offices on hypervisors like VMware and Hyper-V.
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Table 1: Features and Benefits of Using Cohesity to Protect OneDrive for Business

FEATURES BENEFITS

Scheduled Automated Backups | Automated scheduled backups

Browse and Restore Ability to browse and restore OneDrive for Business data.

Ability to search and restore OneDrive for Business data.
Search and Restore ) ]
* Version 6.5 and higher

While you can restore a full OneDrive for Business backup, you can
Granular Recovery also restore data at various levels granularity, down to individual
folders and files.

You can deploy Cohesity on-premises or in the cloud, giving you full

Flexible Deployment Options flexibility in planning deployments.

If there are multiple M365 domains registered as a source to the

Cross-Domain Data Recover . .
y same Cohesity cluster, you can restore data across those domains.

Cohesity Platform’s DataLock and Legal Hold features help you meet

Datalock and Legal Hold .
regulatory compliance.

Cohesity’s approach of taking a full backup once followed by forever
Forever Incremental incremental backups helps organizations meet the backup SLAs, as
the daily data transfers are limited to just the changed data.

Global deduplication produces significant space savings across

Global Deduplication different workloads.

When enabled, the Auto Protect feature automatically protects any

Auto Protect new user who is added to the domain.

Data Migration across Microsoft | Use Cohesity to migrate data from one Microsoft 365 domain to
365 Domains another.

Using role-based access controls (RBAC), administrators can enable

Self-service Recover . .
y end users to recover their lost files and folders themselves.

Cohesity’s Backup Solution for OneDrive for Business

Microsoft 365 is a SaaS service. Cohesity interacts with M365 using Graph APIs. Once you provide the
M365 username, password app ID, and app secret, you can configure M365 as a source on the Cohesity
cluster and back up your OneDrive for Business data.

Send Feedback Protect OneDrive for Business with Cohesity


mailto:techguides@cohesity.com?subject=Feedback%20on:%20Protect%20OneDrive%20for%20Business%20with%20Cohesity&body=_______________________________________________________________%0D%0A%0D%0ASubtitle:%20Reduce%20Complexity%20with%20Seamless%20Data%20Protection%20for%20OneDrive%20for%20Business%0D%0A%0D%0AVersion:%201.1%20%0D%0A%0D%0ADate:%20Jan%202022%20%0D%0A%0D%0ASection:%20%0D%0A%0D%0ATable%20Number:%20%0D%0A%0D%0AFigure%20Number:%20%0D%0A%0D%0AFeedback:%20%0D%0A%0D%0A%0D%0A_______________________________________________________________%0D%0A
https://docs.microsoft.com/en-us/graph/use-the-api

COHESITY °

Figure 1: Protect Your OneDrive for Business with Cohesity
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How Cohesity Protects OneDrive for Business

Cohesity provides a straightforward sequence of tasks that constitute the procedure for backing up your
OneDrive for Business data. Once the Microsoft 365 domain that includes your OneDrive for Business is
registered as a source in Cohesity Platform, you can start configuring backups. Cohesity starts with a full
backup, followed by a forever-incremental approach.

Full Backup Workflow

The first step to OneDrive data protection is to take a full backup of the OneDrive for Business drives by
adding them to a Cohesity Protection Group. When a Protection Run initiates, the metadata is
downloaded first. Once the metadata is backed up, a task is created for each OneDrive for Business drive
and subtasks are created to backup files and folders under the drive. The data is downloaded in parallel
batches for multiple drives and indexed in parallel.

Figure 2: Cohesity Full Backup Workflow for OneDrive for Business
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Incremental Backup Workflow

After the first full backup is complete, the Protection Group continues to run at the interval you specify,
performing an incremental backup to capture all data that has changed.

In the process of creating an incremental backup of your OneDrive for Business data, Cohesity performs
several tasks in the following sequence:

1. The incremental backups are either scheduled in a Cohesity Protection Policy or triggered manually
by an administrator.
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2. Cohesity queries OneDrive for Business for the sync state. If the current sync state is different from
the previous state, it means there are changes to the OneDrive.

3. Cohesity queries the M365 domain to retrieve the list of changed folders in each OneDrive.

4. A backup task is created for each OneDrive that has changed files and folders since the last backup.
These files and folders are backed up and indexed in batches.

When the incremental backup run completes, it shows a Run Status of Success in the Protection Group’s
page.
Figure 3: Cohesity Incremental Backup Workflow for OneDrive for Business
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Set Up Data Protection for OneDrive for Business

Configuring and managing your OneDrive for Business backups from Microsoft 365 is a straightforward,
two-step process in Cohesity Platform. First, you need to register Microsoft 365 as a Cohesity Platform
source and then follow the wizard to create a Protection Policy and Protection Group for the backup. You
can configure the backup schedule in the Protection Policy, or you can manually invoke a Protection Run.

To configure backups for the OneDrive for Business service in M365, confirm you have met the
prerequisites and:

1. Register the M365 domain as a source in Cohesity Platform.

2. Create a Protection Policy.

3. Create a Protection Group.

Prerequisites

Before you begin, ensure that you have:

e Microsoft 365 user credentials. The user account used to authenticate with and backup data from
Microsoft 365.

e Regqgistered an app in Azure AD and captured:

App ID. The identifier for the app service that is registered in Azure Active Directory.

Access Key. The key corresponding to the app service.

Select a Microsoft 365 User Account

In order to interact with and back up your OneDrive for Business data from Microsoft 365, Cohesity needs
to be able to log in to your M365 domain with the primary SMTP address of a M365 user account that has
global administrator privileges. The user must be a global administrator.

Register an App on Azure Active Directory

For OneDrive for Business, Cohesity uses the Microsoft Graph API to connect with Microsoft 365. This
requires that you register an app on Azure Active Directory and capture the App ID and Access Key to
register Microsoft 365 with Cohesity. Also you need to add Graph API permissions to the designated app.

NOTE: If you already have an Azure AD App being used for Exchange Online, you only need to add
permissions to the same app for OneDrive for Business backups. You can proceed directly to add
application permissions.
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To register an app on Azure Active Directory:

1. Log into the Azure Portal (https://portal.azure.com) with your Microsoft 365 administrator user
credentials. In the main menu on the left, click Admin.

see

HHH Office 365 —
Apps

E Outlook . OneDrive
m Word ﬁ Excel

Q PowerPoint u OneNote
6 SharePoint ﬁ Teams

u} Ac@n

All apps

2. Inthe Microsoft Admin Center, select Admin centers > Azure Active Directory.

@ Admin centers

b

Exchange 7

Teams Cf

Flow 7

Security & Compliance 7

Azure Active Directory Cf

Microsoft Search
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3. Select App registrations > New registration.

Azure Active Directory admin center

« Dashboard > wessssssss  App registrations
(=] Dashboard . = - App registrations
Azure Active Directory
‘= All services =
| o Search (ctrisp = New registration @ Endpoints X Troubleshooting
FAVORITES
= s Wi to the new and improved App registrations (now Ge.
<J Azure Active Directory O Overview i
.'. Users i Getting started A\ Looking to learn how it's changed from App registrations
Still want to use App registrations (Legacy)? Go back and
% Enterprise applications Manage
& Users All applications  Owned applications
s Groups { O Start typing a name or Application ID to filter these results
8- Organizational relationships DISPLAY NAME
%4 Roles and administrators n
¥ Enterprise applications . —
o b =4
B Devices

I8 App regjstrations
# App :@tions (Legacy)
D _1dantin Gavarnanca

4. Enter a Name for your app, select the Supported account types that can access the app, and enter
https://localhost as the Redirect URI. Then click Register.

Azure Active Directory admin center

« Dashboard > - App registrations > Register an application
(=) pashboard Register an application
*= All services
ERVORI *Name
@ Azure Active Directory The user-facir;gﬁy name for this application (this can be changed later).
4 Users | RegisteredApp V v

55 Enterprise applications

Supported account types

Who can use this application or access this API?
Accounts in this organizational directory only =
ccounts in any organizational directory
(i) Accounts in any organizational directory and personal Microsoft accounts (e.g. Skype, Xbox, Outlook.com)
Help me choose...

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is
optional and it can be changed later, but a value is requirs most authentication scenarios.

| web v | [ ttps/ftocainosy W v

By proceeding, you agree to the Microsoft Platform Policies [
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5. On the RegisteredApp page, click Overview and copy the Application (client) ID. You will use this
to register Microsoft 365 as a source on Cohesity Platform.

Dashboard > - App registrations > RegisteredApp
RegisteredApp
4 @ Delete @& Endpoints
¥ Overview
@ Display name : RegisteredApp
& ’
iicketay Application (client) ID :
Manage Directory (tenant) ID : W_—" S At S S— -
Object ID D —— " G - -
i Branding - o -

6. On the same page, select APl permissions > Add a permission > Microsoft Graph API.

Dlashcard B regeilraliosd | regritabond i - AP pesrisng Request APl permissions
registrationAPl] - APl permissions

Select an AP
-
o Microsoft APls  APIs my omganization uses My APls
B Overdn APl permissions _
i Cpeckitart Apploations are suihorped 10 wae AFs by requesbing permasions. These permisson C,nmmqn‘l]l wied Migraseli APl
grankideny sooeis
Migra L
Manuge  cid a permnsen h
Tk i T ettt 0wt of Jath i O 365
B Bandng P ——— f— r— SEnaity, W0 Aciisd Apare AL, Eniel, Wviane Dutkss

Catiote. ShirePassl Flassen, gnd rase riugh o il endg

D Auherlcation
= Microaoh Gragh (1)

Cortificated B wecrati

Upsr Baad Dwlegated  Sign e Arure Boghtn Mansgemernd
B API permasions Earvice FAN L
& b ., % Tharie: are the persisisons thal this applcation requeits itatically, You mary shio regqu Alorw ealidated uien 5o reed and weite Frogrammatic st
poss an able permissions dyramecally theough code. See bem practions for requesting peeme prosested comient fonctionabty svail
paral

F Oweers
7. Click Application permissions.

Request API permissions

€ All APIs

Microsoft Graph
https://graph.microsoft.com/ Docs [

What type of permissions does your application require?

[ 1
1 1
Delegated permissions ! Applicatio missions !
Your application needs to access the AF| as the signed-in user. : Your app@n runs as a background service or daemon without a :
I signed-in ]
1 1
NS N M D e a1
Select permissions expand all

| Type to search
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Click Add permissions and then:

o Click Directory and select Directory.Read.All and Directory.ReadWrite.All.

o Click Files and select Files.Read.All and Files.ReadWrite.All.

o Click Group and select Group.Read.All and Group.ReadWrite.All.

o Click Reports and select Reports.Read.All.

o Click Sites and select Sites.Read.All and Sites.ReadWrite.All.

o Click User and select User.Read.All and User.ReadWrite.All.

(Optional) Microsoft Graph is the de facto integration API for OneDrive for Business, and leverages

OAuth by default. However, if you plan to enable OAuth for Exchange Online Backups while
registering Microsoft 365 as a Cohesity source, you must add the following Exchange API permission

to this app.

13

On the same page, select APl permissions > Add a permission > Exchange. (If not, you can skip
these two steps and proceed to granting consent for your domain.)

Azure Active Directory admin center

Dashboard * OneDriveBackup - APl permissions

-5 OneDriveBackup - API permissions

L Search (Cmd+/)

B Overview
& Quickstart
Manage
B Branding
D Authentication
Certificates & secrets
‘I! Token configuration (preview)

& APl permissions

@ Exp Pl
i Owners
& Roles and administrators (Previ...

H Manifest

Support + Troubleshoaoting
2 Troubleshooting

I New support request

\(j Refresh

Configured permissions

Applications are authorized to call APls wt

all the permissions the application needs

| Add a permission | Grant :

API /Py sions name
“ Microsoft Graph (11)
Directory Read.All
Directory ReadWrite.Al
Files. Read All
Files ReadWite All
Group.Read All
Reports.Read.All
Sites.Read Al
Sites ReadWrite All
User.Read
User.Read Al

User.ReadWrite All

Request API permissions

Access resources in the Yammear web
interface (.G, messages, users, groups
etc)

Maore Microsoft APls

| =11 B
] Azure Batch

Schedule large-scale parallel and HRPC
applications in the cloud

W' Azure Data Explorer (with

7,4 Multifactor Authentication)
Perform ad-hoc queries on terabytes of
data te build near real-time and complex
analytics solutions

SN\, Speech
Create powerful speech-enabled features

using speech to text and text to speech
conversion

Supported legacy APls

} Azure Active Directory Graph

Programmatic access to directory data
and objects

*' Azure Data Catalog
Programmatic access to Data Catalog

resources to register, annoctate and
search data assets

Azure Data Lake

Access to storage and compute for big
data analytic scenarios

“ Exchange

A powe y-to-use way to access
and mani = Exchange data
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10. Click Application permissions, select full_access_as_app, and click Add permissions.

Azure Active Directory admin center

Dashboard > OneDriveBackup - APl permissions Request APl permissions b
-5)- OneDriveBackup - API permissions
< All APls
. Exchange
£ Search (Cmd+/) « O Refresh 9 X
https://foutlookaffice365.com/  Dacs
B Overview o What type of permissions does your application require?
Configured permissions e
T
4 Quickstart Applications are authorized to call APIs wk Delegated permissions | Applcation permissions
all the permissions the application needs. Your application needs to access the API as the signed-in user. 1 Your applf en runs as a background service or daemon without 2
Manage | signed-i
- {
[+ Add a permission Grant :
B Branding e
Select permissions expand all
D Authentication API / Permissions name
Type to search |
Certificates & secrets v Micrasoft Graph (11)
Permission Admin Consent Required
!I! Token canfiguration ipreview) Directory Read All
full_access_as_app
2 APl permissions Directory ReadWrite All Use Exchange Web Services with full access to all mailboxes @ e
@ Expose an AP Files.Read All > dars
i owners Files.ReadWrite All | » Contacts
= Roles and administratars (Previ .. Group Read All > Exchange
i Manifest Reports Read All » Mailbox
Support + Troubleshooting Sites Read Al > MailboxSettings
£ Traubleshooting Sites.ReadWrite All : > Mail
& New support request User Read > Place
User Read Al > Tasks
User ReadWrite.All i > User

NOTE: You will also need to enable OAuth when you register M365 as a Cohesity source or by
updating an existing M365 source in Cohesity. After this, you can use OAuth for your Microsoft
365 backup and restore operations.

11. Under Grant Consent, click Grant admin consent for <domain_name>.

Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/fadmins as part of the consent process. The list of configured permissions should include
all the permissions the application needs. Learn more about permissions and consent

Add a permission | | Grant admin consent sEr cohesitydev3 ‘

API / Permissions name Type @ Description Admin Consent Requir... Status

~ Microsoft Graph {11) aes
Directory.Read All Application  Read directory data Yes @ Granted for cohesitydev3 =+
Directory.ReadWrite.All Application Read and write directory data Yes @ Granted for cohesitydev3 =+
Files.Read.All Application Read files in all site collections Yes @ Granted for cohesitydev3 ===
Files.ReadWrite All Application Read and write files in all site collections Yes @ Granted for cohesitydevd ==
Group.Read.All Application  Read all groups Yes @ Granted for cohesitydev3 =+
Reports.Read All Application  Read all usage reports Yes @ Granted for cohesitydev3 =+
Sites.Read All Application Read items in all site collections (preview) Yes @ Granted for cohesitydev ==
Sites.ReadWrite.All Application Read and write items in all site collections (pr... Yes @ Granted for cohesitydev3 ===
User.Read Delegated  Sign in and read user profile - @ Granted for cohesitydev3 ===
User.Read All Application  Read all users' full profiles Yes @ Granted for cohesitydev3 =+
User.ReadWriteAll Application Read and write all users' full profiles Yes @ Granted for cohesitydev3 =+

12. Under App Registration, click the application name that you entered previously.
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13. Next, you need to add a new client secret (or “App Secret Key”) that the app can use to prove its

identity when requesting a token. Click Certificates & secrets > New client secret.

Azure Active Directory admin center

& Dashboard
= Al services

FANDGRITES
P hzure huctive Directony
 Users

B Erterprise applications

Dashboard >

- ApD regtrations

RegisteredApp - Certificates & secrets

RegisteredApp - Certificates & secrets

B Overview
s Quickestart
bdanage

B Branding

3 Authenbicatson

Certif & secrets
= AP p:@;
& Espose an AP|

. Ownens

El Manifest
Support + Troubleshooting
K Troubleshoating

4 Mew support request

L3

Credentials enable applications 1o identdly themsslves 1ot
higher level of assurance, we recommend uiing & certifica
Certificates

Cenmificates can be used a8 seorels 1o prove the applicatios

Upload certificate

THUMBPZINT

Mo certificates have been added for this application,

Client secrets

A secrot string that the application uses to prowe its identi

DESCR

Mo client secrets have been created for this application

14. Enter a Description, select Never under Expires, and click Add.

Add a client secret

Description

‘ For Cohesityiy

Expires
(_)In1year

%

() In2years

%Never

re

15
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15. Under Client secrets, click the Copy button next to the string under VALUE.

Client secrets

A secret string that the application uses to prove its identity when reguesting a token. Also can be referred to as application password.

DESCRIPTION EXPIRES VALVE

For Cohesity 31/12/2299 %

NOTE: Save this value in a safe location. You will use it to register Microsoft 365 as a source in
Cohesity.

Register Microsoft 365 as Source in Cohesity

To configure any data source for data protection in Cohesity Platform, you need to register it as a source.
The same applies to Microsoft 365.

To add your Microsoft 365 domain as a source:
1. Log into Cohesity Platform.

2. Select Data Protection > Sources.

COHESITY

@ 33 Gl Byt 15
- e LB 14s
8. O

B3 Fo
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3. Click Add button and select Microsoft 365.

Sources
Unprotected Protected Detalls
Hypervisor
12 10.8 as 8 152.9 e 0
Objects Data Cbjects Data Applications Physical Server
Office 365
Source Type - Organization = Q
MS SGC Cluster
Q VMware : @ Office 365 : Oracle Source
& 10.2166.79 [‘] cohesltydev3 onmicrosoft. com
Storage Array
Protected Objects Jof3 Protected Opjects 50f17 NAS

Protect Storage Snapshot Provider

4. Enter the Microsoft 365 Username, Password, App ID, and App Secret Key that you captured
earlier, when creating the Azure Active Directory app. Finally, click Register.

COHESITY

08 Dashboards Register Office 365 Source

@ Data Protection N

B File Services » Usernarme *

S, Test& Dev 0 *
M Marketplace » assword * 0

o .

M Reporting

Cancel

NOTE: To enable OAuth, first add the Exchange API permission to your Azure Active Directory
app registered above, then click Enable OAuth here before you click Register.
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Create a Protection Policy

In Cohesity, Protection Groups use Protection Policies. Protection Policies reflect business needs, such
as backup and archival frequency, retention requirements for each, as well as Recovery Point Objectives
(RPOs), while a Protection Group defines operational requirements, such as which source objects to
protect, the Protection Policy to use, and operational considerations like indexing, exclusions and
inclusions, alerts, app consistency, and more. This process of combining business needs (Policy) with the
objects to protect (source data) and the operational requirements (Group) provides rich flexibility to
customers.

See Create or Edit a Standard Palicy in the online Help.

See Cohesity’s recommendations for protecting Microsoft 365 data in 5 Best Practices below.

Create a Protection Group

Protection Groups combine operational requirements—such as which objects to protect, indexing, etc.
with the business requirements that are defined in a Protection Policy. Multiple Protection Groups can use
the same Protection Policy, but each Protection Group can have only one policy.

See Add or Edit a Protection Group for Microsoft 365 in the online Help.
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OneDrive For Business Data Recovery

Restoring data for OneDrive for Business using Cohesity is simple and intuitive. You can restore your
data at various levels of granularity: entire drives or specific files and folders. And you can restore both in-
place (to original location), to an alternate location, and across Microsoft 365 domains.

OneDrive for Business Restore Workflows on Cohesity

The workflow for restoring drives is a little different from the workflow for restoring files and folders.

OneDrive for Business Drive Recovery Workflow

To start a OneDrive restore, the administrator searches through the backups by username or Protection
Group name for the OneDrive that needs to be restored and then launches the restore operation.

At that point, Cohesity DataProtect:

1. Recreates the folder hierarchy from metadata in the backup.

2. Searches the internal metadata to locate the data blocks.

3. Collates the data and sends the data to OneDrive for Business using Microsoft Graph APIs.

Figure 4: Cohesity Drive-level Restore Workflow for OneDrive for Business

Cohesity Ul Cohesity Platform OneDrive for Business
5t d
R - Data Center | Edge | Public Cloud
|

Backup administrator logs in to Cohesity.

Backup administrator searches and

selects the drive for restore and

initiates the restore task. Cohesity uses the Graph API to
create the folder hierarchy from
metadata.

Cohesity restores the data to
OneDrive in batches.

OneDrive acknowledges the data restore.

Cohesity shows the status in the UI.
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OneDrive for Business Files and Folders Recovery Workflow

To start a files/folders restore, the administrator browses through the backups using the OneDrive
username. The administrator then selects the files and folders that need to be restored and launches the
restore operation.

At that point, Cohesity DataProtect:
1. Searches through the internal metadata to locate the data blocks containing the requested data.
2. Collates the data and uses Microsoft Graph APIs to restore it to OneDrive for Business.

Figure 5: Cohesity File- and Folder-level Restore Workflow for OneDrive for Business

Cohesity Ul Cohesity Platform OneDrive for Business

: WW
R DataCenter | Edge | PublicCloud

I Backup administrator logs in to Cohesity.

Backup administrator browses/searches
and selects the file/folder for restore
and initiates the restore task.

Cohesity restores the data to
OneDrive in batches.

OneDrive acknowledges the data restore.

Cohesity shows the status in the UI.

Recover OneDrive for Business
To restore your OneDrive for Business data:

1. Select the recovery source.

2. Select the restore granularity.

3. Select the restore destination.
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Select the Recovery Source

21

In Cohesity Platform, navigate to Data Protection > Recoveries, then click the Add button and select

Microsoft 365 as the recovery source.

COHESITY
B8 Dasnboards Recoveries
@ Data Protection \{
Protection
88 0 43
Recowveries, @ Succeeded A Warning @ Failed
Sources @
Target Type ~ Recovery Type - Status -
Policies
Name

CloudRetrieve

(@) Recover-Office365_Apr_6_2020_11-02am

Runbaoks
[ File Services > Recover-Office365_Apr_6_2020_10-59am
% Test & Dev
(&) Recover-Office365_Apr_4_2020_2-01am
£ Marketplace >
@ Recover-Office365_Apr_3_2020_8-12pm
Systen >
[i] Reporting

Select the Restore Granularity

Qrganization -

Ees 00000 ]

0 5

@ Running

Organization Start Time ¢
Apr 6, 2020 11:02am
Apr 6, 2020 10:59am
Apr 4, 2020 2:01am

Apr 3, 2020 8:12pm

% Canceled

Apr 03, 2020 - Apr 09, 2020 X) Q

Status

@ succ
© succ
@ Succs
@ Succ

Iterns per page 10

ess

ess

ess

ess

Files or Folders

ViMs

Physical Server

MS SQL

Oracle

Migrate Database (MS SGL Only) §

Instant Volume Mount

Virtual Disks

Storage Volume

Office 365

Active Directory

You can restore OneDrive for Business data at different granularities. You can restore an entire OneDrive

for Business drive or specific files and folders.

Recover a OneDrive

To recover an entire OneDrive for Business drive:

1. Inthe Recover Microsoft 365 form, select OneDrives > OneDrives.

2. Use the username or Protection Group name to search the backups, select the user’'s OneDrive that

you need to restore, and click Continue.

3. Select the restore destination (below).

Recover Files and Folders

You can recover specific files and folders using one of two approaches:

¢ Browse and Restore. You can browse the individual user’s OneDrive to navigate and select the files

and folders to be restored.

e Search and Restore. You can use global search to find the files and folders that need to be restored.
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To browse and recover:

1. Inthe Recover Microsoft 365 form, select OneDrives > Browser And Recover.

Recover Office 365

Mailboxes Ol‘léDl‘i'ﬂ'E%

Recowver

Search by User's name, Email ID or Protection Group Marme

) Onelrive
OneDrives
= Browse And Recover NONGE YOurs
4 |: 2 bl Office 365 cohesitydevi.onmicrosoft.com Username thehonaorisyours
Search And Recover

2. Search for the username and click it to browse the drive for the user.

3. Select the file or folder you want to restore. Click to Add to Cart.

4. Click Save to continue to restore. Alternatively, choose Save and Continue to select multiple files.
5

Click Continue to select the restore destination.

To search and recover:

1. Inthe Recover Microsoft 365 form, select OneDrives > Search and Recover and enter part or all of
the file or folder name you need to recover.

Recover Office 365

Mailboxes CneDr \tesE

Search by Docugegnt name or Path within OneDrive
Recover
Document1

OneDrives

Browse And Recover

E ® Search And Recover

2. Select the file or folder and click Continue to select the restore destination.

Send Feedback Protect OneDrive for Business with Cohesity


mailto:techguides@cohesity.com?subject=Feedback%20on:%20Protect%20OneDrive%20for%20Business%20with%20Cohesity&body=_______________________________________________________________%0D%0A%0D%0ASubtitle:%20Reduce%20Complexity%20with%20Seamless%20Data%20Protection%20for%20OneDrive%20for%20Business%0D%0A%0D%0AVersion:%201.1%20%0D%0A%0D%0ADate:%20Jan%202022%20%0D%0A%0D%0ASection:%20%0D%0A%0D%0ATable%20Number:%20%0D%0A%0D%0AFigure%20Number:%20%0D%0A%0D%0AFeedback:%20%0D%0A%0D%0A%0D%0A_______________________________________________________________%0D%0A

COHESITY 2

Select the Restore Destination

There are two restore destinations that an administrator can select while performing a restore: to the
same OneDrive or to a different OneDrive, in the same or a different M365 domain.

To choose a restore destination on the same OneDrive, select one of the following:

e Recover to the same drive (default). Data is restored to the same OneDrive from which it was
backed up. Click Start Recovery to trigger the recovery.

Cohesity-Demo-1 * @ H Q 2

New Recovery: * Recover-Office365_Feb_17_2020_2-47pm

1. Items To Be Recovered

1 Objects Recovery Point (E‘ Add Objects
Documentl.docx O Feb 17, 2020 2:14pm (Latest Recover Point) & X
ocumentl.doc
2. Settings
I Recover OneDrive items to an alt

Start fiiovery Cancel

NOTE: If the file or folder already exists, it is restored as a new version of the file. The older file can
be accessed in the file’s version history.
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Recover to an alternate folder on the same OneDrive. Data is restored to the same drive from
which it was backed up but in an alternate folder.

To restore to an alternate folder within the same OneDrive, select Restore OneDrive items to an
alternate location and choose the same user’'s OneDrive as the source user’s OneDrive. You can
keep the default folder name or provide a folder name to which the file should be restored.

Cohesity-Demo-1 £ @ H 0O &

New Recovery: * Recover-Office365_Feb_17_2020_2-47pm

1. ltems To Be Recovered

1 Objects Recovery Paint ($) Add Objects
Hoe o Feb 17, 2020 2:14pm (Latest Recover Point) 2. ¢* x
Documentldocx o

2. Settings

6“" swer OneDrive items to an alternate locatior

cohesitydev3.onmicrosoft.com - PBelect User Recover-Office365_Feb_17_2020_2-47pm

Saurabhggingh
@ Continue with recovery even on erro Mmmg JSeedL}ala

cersei lannister

Cancel honor yours

AutomationO3651

Click Start Recovery to launch the restore operation.
To choose a restore destination on a different OneDrive, select one of the following:

Recover to an alternate location in the same M365 domain. Data is restored to a different user’s
OneDrive in the same Microsoft 365 domain.

To restore to an alternate location in the same M365 domain, select Restore OneDrive items to an
alternate location and choose the OneDrive to which data needs to be restored.

Search Cohesity-Demo-1 £ @ H A 2

New Recovery: * Recover-Office365_Feb_17_2020_2-47pm

1. Items To Be Recovered

1Objects Recovery Point @ Add Objects
D 1 Feb 17, 2020 2:14pm (Latest Recover Point) 2, ¢ X
ocumentl docx O
2. Settings

cohesitydev3.onmicrosoft.com ~  PBelect User Recover-Office365_Feb_17_2020_2-47pm

Saurabh Singh
@ Continue with recovery ever AutomationS ta
cersei lannister

Cancel honeor yours

Click Start Recovery to launch the restore operation.
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e Recover to an alternate location in a different M365 domain. Data is restored to an alternate
location in a different Microsoft 365 domain. Note that to restore to an alternate location in a different
M365 domain, both domains must be registered as sources in the same Cohesity cluster.

1. Select Restore OneDrive items to an alternate location and choose the Microsoft 365 Server to
which data needs to be restored.

Cohesiy-Demo-1 g% @ H” A" 2

New Recovery: * Recover-Office365_Feb_17_2020_2-59pm

1. Items To Be Recovered

1 Objects Recovery Point P Add Objects
Documenti.docx © Feb 17, 2020 2:14pm (Latest Recover Point) 2. # x
2. Settings
Belect Recover-Office365_Feb_17_2020_2-59pm

cohesitydev3.onmicrosoft.com

1 zeustab.onmicrosoft.com {b

Cancel

2. Select the OneDrive User to which the data needs to be restored.

[ Search Cohesity-Demo-1 g% @ H~ A &

New Recovery: * Recover-Office365_Feb_17_2020_2-59pm

1. Items To Be Recovered

1 Objects () Add Objects

Documentt.docx @ (Latest Recover Point 4 %
2. Settings
zeuslab.onmicrosoft.com ~  [Pelect User Recover-Office365_Feb_17_2020_2-59pm
zeusz
posiedon p
Cancel hades h

3. Click Start Recovery to launch the restore operation.

NOTE: You can use this option to migrate data from one Microsoft 365 domain to another.
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For best results using Cohesity to protect your OneDrive for Business data, Cohesity recommends:

Set Retry Options to 1 in your Cohesity Protection Policy, as the Microsoft 365 connector already
includes the retry mechanism that handles failed requests. There is no need to increase this setting in

the Protection Policy.
Use Auto-Protect to avoid having to add new users to the Protection Group manually.
Avoid adding the same users to multiple Protection Groups.

As of Cohesity version 6.5, Exchange Online and OneDrive for Business backups for the same user
cannot be performed in parallel. This will be addressed in future releases.
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Maintain Business Continuity with Disaster Recovery

Cohesity provides replication for protecting your data from disruptions and disasters. Replication provides
a simple way to store and then get your data back in the event of major business disruptions such as
natural disasters and IT failures.

Replicate Backups to Other Cohesity Clusters

Organizations can take advantage of Cohesity replication for cost-effective disaster recovery (DR).
Cohesity provides a policy-based data replication solution from the core to the cloud to the edge, from
one cluster to another cluster in your DR site.

As part of replication, Cohesity always performs deduplication and compression first, and sends only the
changed data over the network. In the event of the primary site becoming unavailable, application and
backup admins can failover to the DR site for backup and recovery of their data.

Figure 6: Replicate Backups to Other Cohesity Clusters
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To replicate Microsoft 365 data to another Cohesity cluster:

1. Configure replication to another Cohesity cluster. See Replication and Remote Access Setup in the
online Help.

2. Edit the Protection Policy that you created for backup and configure the Replication settings to meet
your requirements. See Step 12 in Create or Edit a Standard Policy in the online Help.

The replication settings will take effect in the next scheduled Protection Run.
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COHESITY

Cohesity provides a simple and efficient solution for OneDrive for Business data protection. With
Cohesity, you can take a “once full and forever incremental” backup, which not only helps you adhere to
your backup SLAs, but also provides the ability to restore to multiple points in time. Efficient search and
indexing provide the ability to restore protected data quickly. Cohesity’s backup solution for OneDrive for
Business helps you take control of your data protection strategy.
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ABOUT COHESITY

Cohesity radically simplifies data management. We make it easy to protect, manage, and derive value
from data -- across the data center, edge, and cloud. We offer a full suite of services consolidated on

one multicloud data platform: backup and recovery, disaster recovery, file and object services, devi/test,
and data compliance, security, and analytics -- reducing complexity and eliminating mass data
fragmentation. Cohesity can be delivered as a service, self-managed, or provided by a Cohesity-powered
partner.

Visit our website and blog, follow us on Twitter and LinkedIn and like us on Facebook.

© 2021. Cohesity, Inc. All Rights Reserved. The information supplied herein is the confidential and proprietary information of
Cohesity and may only be used (a) by the intended recipients and (b) in conjunction with validly licensed Cohesity software and
services. Find the terms of Cohesity licenses at www.cohesity.com/agreements.

Cohesity, the Cohesity logo, SnapTree, SpanFS, DataProtect, Helios, and other Cohesity marks are trademarks or registered
trademarks of Cohesity, Inc. in the US and/or internationally. Other company and product names may be trademarks of the
respective companies with which they are associated. This material (a) is intended to provide you information about Cohesity
and our business and products; (b) was believed to be true and accurate at the time it was written, but is subject to change
without notice; and (c) is provided on an “AS IS” basis. Cohesity disclaims all express or implied conditions, representations,
warranties of any kind.
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