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Abstract

This white paper outlines the best practices for using Cohesity to provide data protection and granular recovery for a
Microsoft SharePoint environment
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About This Guide

Hyperconvergence is becoming a norm in data centers today. Companies adopting this next generation infrastructure have
realized significant savings in TCO/ROI. These savings are the result of vastly simplified architectures, lower power and
cooling needs, workload consolidation, smaller hardware footprint and “pay as you grow” consumption model.

SpanFS is a completely new file system designed specifically for secondary storage consolidation. At the topmost layer,
SpanFS exposes industry-standard, globally distributed NFS, SMB, and S3 interfaces. Cohesity is unique in its ability to
support unlimited, frequent snapshots with no performance degradation. SpanFS has QoS controls built at all layers of the
stack to support various workloads and can replicate, archive and tier data to another Cohesity cluster or to the cloud.

What ties all these benefits together is the simplicity of managing these web scale platforms from a single Ul. The design
principals of distributed control and data planes that eliminate complexities in infrastructure and management make
hyperconverged architectures attractive and bring overall value to end customers.

Cohesity along with Ontrack PowerControls can provide a robust, scalable, and simple to administer data protection solution
while also allowing for seamless growth. Cohesity provides a globally deduplicated, scale-out data protection solution

that is natively integrated with the public cloud. This document describes how to configure and use Cohesity to backup

and perform granular recovery of MS SharePoint environments using Ontrack PowerControls. Granular recovery of MS
SharePoint content, such as folders, libraries, documents, etc. is simple and intuitive.

Intended Audience

This paper is written for Microsoft SharePoint Administrators, Microsoft SQL Server Administrators, and/or IT Administrators
planning to utilize Cohesity for data protection of Microsoft SharePoint environments when performing backups and
restores.

Cohesity recommends having familiarity with the following:
e Cohesity DataPlatform

e Microsoft Windows Server
¢ Microsoft SQL Server
¢ Microsoft SharePoint

Terminology
Cohesity DataPlatform

Cohesity DataPlatform is the industry’s only hyperconverged solution designed to simplify secondary storage by
consolidating all secondary data on a single, web-scale platform.

Cohesity DataProtect

Cohesity DataProtect is an end-to-end data protection solution that is fully converged on Cohesity DataPlatform.
DataProtect simplifies your data protection environment with a single unified solution for backup, recovery, replication,
disaster recovery, target storage, and multi-cloud integration.

Cohesity Storage Domain

Cohesity Storage Domain (View Box) represent storage efficiency domains within the Cohesity cluster and can optionally
associate a Storage Domain with a specific cloud tier. The administrator assigns deduplication, compression and encryption
attributes when Storage Domains are created.

Cohesity View
Cohesity Views represent mount points into a specific Storage Domain (View Box).

To find out more about Cohesity components and terminology, click on Help or “?” at the top right hand corner of the
Cohesity Ul Dashboard.

Remote Blob Store (RBS)

Microsoft introduced the ability to store BLOBs outside of MS SQL Server database instances. RBS does not reduce the total
space needed or used by SharePoint, rather it can offset performance impacts potentially caused by larger BLOBs. If using
or considering using RBS, it’s important to understand the benefits as well as limitations or RBS with SharePoint and MS
SQL Server. See Deciding to use RBS in SharePoint 2013 [technet.microsoft.com]
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Abbreviations

Abbreviation Description Description

Server Message Block

BLOB Binary Large Object

RBS Remote BLOB Storage

CBT Change Block Tracking

RPO Recovery Point Objective
WSFC Windows Server Failover Clustering

FCI (MS SQL) Failover Cluster Instance

Ul User Interface

Solution Components

The following components were used for interoperability testing

MS SharePoint Farm
MS SharePoint 2010 SP2

MS SQL Server
MS SQL Server 2008R2 SP3

MS Windows Server
MS Windows 2008R2 SP1

MS SharePoint 2013 SP1

MS SQL Server 2012

MS Windows 2012R2

MS SharePoint 2016

MS SQL Server 2016 SP1

MS Windows 2016

Component Component Version

Windows 2016 WSFC /w MS SQL Server 2016 SP1
MS SQL Server 2016 (FILESTREAM) Remote BLOB Store 13.1.4001.0
Cohesity DataProtect 41.2,5.0.0
Ontrack PowerControls 9.0.1

The following components were not validated
MS SQL Server 2008 (FILESTREAM) Remote BLOB Store
MS SQL Server 2012 (FILESTREAM) Remote BLOB Store
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Cohesity Overview

Cohesity introduced the world’s first scale-out data management platform to enable organizations to standardize secondary
workflows on a unified and fully distributed solution. Cohesity’s scale-out distributed file system SpanFS™ which was built
from the ground up to ensure complete scalability to enable organizations to flexibly grow their environment by adding
nodes to a cluster. With this scalability, organizations can eliminate the costs of data migrations and forklift upgrades, while
benefiting from the simplicity of a homogenous solution. SpanFS also provides global, variable-length deduplication and
unlimited snapshots and clones - making it the ideal storage target for enterprise environments.

Cohesity is well suited to provide data protection for Microsoft SharePoint because it provides:
¢ A single and unified interface for provisioning, managing, and monitoring backup jobs
¢ Native and application consistent Microsoft SQL Server database backups
e Ability to restore SharePoint folders, libraries, documents, etc. from any point in time backup
¢ Simple, easy to use and yet powerful granular recovery Ul provided by Ontrack PowerControls
e Variable-length, post-process or in-line, global deduplication
¢ Non-disruptive Cohesity hardware refresh and expansion without downtime

Virtual environments Physical servers Databases Legacy physical

TR LTI TN

IS (Wi e l [T TR

Hypervisor + Virtual SAN

i DATA PROTECTION
S DataProtect
COHESITY
DataPlatform

Cloud

SharePoint Overview

SharePoint is a web-based platform for collaboration and document management. Microsoft SharePoint is very configurable
and thus how it’s deployed and used varies between organizations. Microsoft SharePoint can be deployed on premises or
through the cloud. For the purpose of this document, we’ll be focusing on protecting on premises instances of SharePoint.

Ontrack PowerControls Overview

Ontrack® PowerControls™ for Microsoft SharePoint Server, is a powerful, yet easy-to-use application for searching,
recovering, restoring, and managing data at a granular in SharePoint Server environments. With Ontrack PowerControls,
you can perform source and target functions on Microsoft Office SharePoint Server data. It also provides a robust search
function on source items to quickly and easily find, recover, and restore content - such as documents, lists, libraries, and
folders - or entire Microsoft Office SharePoint Server sites. Ontrack PowerControls works previous backup copies of your
database allowing you to restore content from MDF files, NDF files, and LDF files and restore directly back to your Microsoft
Office SharePoint Server target, or to a different server!

Ontrack PowerControls Benefits

1. Minimizes the time to restore an individual document, item, list, folder, site, or library. Ontrack PowerControls can slash
restore time, making it possible to granularly restore items from a previous full backup. Items from database backup
can be restored individually, giving you restore flexibility and eliminating the need to perform to a full site restoration in
order to find the items you need.

2.Eliminates same site restore constraint. By eliminating same site restore constraint, Ontrack PowerControls gives you
the flexibility to restore to origination or alternate locations. With Ontrack PowerControls, you can restore directly into
your production Microsoft Office SharePoint Server or a file system.

©2018 Cohesity, All Rights Reserved
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3.Minimizes the time to locate all matching specific criteria. Ontrack PowerControls includes an Advanced Find feature
that can search across all content databases in an archived Microsoft Office SharePoint Server file, rather than bringing

an old backup back online for analysis. You can search by a variety of criteria, including keywords, subject, date, specific
users, and file and attachment data.

4.Maintains data integrity of the Microsoft Office SharePoint Server source. Ontrack PowerControls does not change the
contents or metadata of the source content database, and maintains data integrity of the source by performing read-
only operation.

5.Minimizes the costs involved in restoring lost items. Ontrack PowerControls eliminates the need to have an expensive
restoration server available!

Kroll Ontrack PowerControls Rebranding

In early 2018, the Ontrack PowerControls parent company Kroll Discovery rebranded itself as KLDiscovery and along with it,
rebranded Kroll Ontrack to simply Ontrack. The press release can be found here: https://www.ontrack.com/resources/press/
details/65119/kroll-ontrack-announces-global-rebrand-to-ont/

Logical Flow

SharePoint Data Protection / Granular Recovery
with Cohesity and Ontrack PowerControls

Windows Server for

the Ontrack SharePoint Farm Cghisg?/ gluster
PowerControls SW ataPlatform

Windows Server with
Ontrack PowerControls
for SharePoint

SharePoint Database
(MS SQL) Cluster

A

AR
00
- e |

©

Data Flow

SharePoint App Servers

———— OS & non-Ms SQL Backup
MS SQL Backup
SharePoint Granular Restore

)
J

SharePoint Web
Front-end Servers

* Ontrack Agent for Content Transfer Service
(required to restore directly to SharePoint sites)

The above diagram shows the logical data flow and relationship between the SharePoint farm, the Cohesity Cluster, and
Ontrack PowerControls.

Backup Data Flow

Application Consistent backups are taken of the SharePoint SQL Database using Cohesity’s native and integrated MS SQL
Data Protection, along with the SharePoint Web front-end and Application servers.

Restore Data Flow

The restore process involves presenting a specific Point-in-Time backup of the SharePoint SQL Database to a MS Windows
server that has the Ontrack PowerControls application installed. This is done by leveraging Cohesity SnapTree technology.
SnapTree provides fully hydrated snapshots to recover quickly to a certain point in time. A Cohesity SnapTree clone view of
a previous MS SQL backup is a read/write copy that is presented to the original or different server. This is done in a quick
and very space efficient manner. Ontrack PowerControls can connect to the offline database and live SharePoint site to
facilitate restoring one or more items.

©2018 Cohesity, All Rights Reserved
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Best Practices

For the purpose of this documentation and examples, all servers will be physical. The actual workflow for performing
granular recovery is identical for physical and virtual environments.

Creating the View Box

Create a suitable View Box, for the best de-dup performance, the same View Box should be used for multiple SharePoint
servers and databases backup jobs.

Ontrack PowerControls Server
Creating or Identifying a Server for the Ontrack PowerControls Software

The Ontrack PowerControls software needs to be installed on a Windows server and will be the Ul used for selecting and
restoring objects from a SharePoint backup on Cohesity. This server is only used when doing granular level recovery and is
not in the critical path for backups.

Multiple different versions of Windows operating systems are supported and the server does not necessary need to be
dedicated only for launching and using the Ontrack PowerControls software. However, it may make sense and Cohesity
would suggest dedicating a specific server just to keep things simple and to avoid conflicts with a server being used for
several different purposes. This server does not need MS SQL or SharePoint installed. It should however be part of the same
AD domain as your SharePoint environment.

The only requirement for the server used for launching and doing granular recoveries with Ontrack PowerControls and
Cohesity DataProtect is it must be configured as same type of server as the SharePoint MS SQL Server within Cohesity e.g.
Physical or Virtual and it’s OS listed as supported in the Ontrack PowerControls ReadMe.

Source SharePoint MS SQL Server Ontrack PowerControls Server

Virtual — Virtual
Physical —_—)

Physical

If the SharePoint MS SQL database is physical, say for example a physical SQL Cluster, but installing another physical server
for Ontrack PowerControls is not desirable, it is possible to simply install the Cohesity physical agent on a Windows VM and
register it within Cohesity as a physical server.

Refer to the Ontrack PowerControls ReadMe for the complete list of supported environments.

©2018 Cohesity, All Rights Reserved
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Installing Ontrack PowerControls Software
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Installing Ontrack PowerControls Software

Locate and launch PC901l.exe. This is a self-extracting ZIP file that will place installers and documentation in the location

it’s initiated from. It’s a good idea to view the Ontrack PowerControls ReadMe and User Guide. The ReadMe will list out the
limitations of what can and can’t be done between different versions of SharePoint. We’ll now install Ontrack PowerControls
on our Windows 2012 R2 server we've dedicated for Ontrack PowerControls.

Vtrack® PowerControls®

LLONTRACK

ROn

Click Next> To continue with the install

Ontrack PowerControls -|of x

‘Welcome to the InstallShield Wizard for
- Ontrack PowerControls 9.0.1

|
The Installshield(R) Wizard wil install Ontrack PowerControls r|
9.0.10n your computer. To continue, dick Next.

il

WARNING: This program is protected by copyrightlaw and
international treaties.

Ontrack PowerControls -|o] x

Destination Folder
Click Next to install to this folder, or dick Change to install to a different

InstalShield

Install Ontrack PowerContrals 9.0. 1 ta:

C:\Program Files (xa6)roll Ontrack\Ontrack PowerControls)

Accept the default or choose another location. The Ontrack PowerControls takes up less than T00MB of space.

Click Next >

©2018 Cohesity, All Rights Reserved
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] Ontrack PowerControls Sl x

Setup Type
Choose the setup type that best suits your needs.

Please select 3 setup type.

(®) Complete
All program features wil be installed. (Requires the most disk.
space.)

Choose which program features you want installed and where they
will be installed, Recommended for advanced users.

InstalShield

You may choose to install all of the Ontrack PowerControls (SharePoint, Exchange, MS SQL, etc) or only install the
applications you need/want. Click Next >

] Ontrack PowerControls {1 X

Ready to Install the Program
The wizard is ready to begin installation.

Click Install o begin the instalation.

If you want ta review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

InstalShield

Click Install.

] Ontrack PowerControls Sl x

Ready to Install the Program
The wizard is ready to begin installation.

Click Tnstall o begin the instalation.

1f you want to review or change any of your installation settings, dick Back. Click Cance! to
exit the wizard.

InstalShield

Click Finish.

©2018 Cohesity, All Rights Reserved



Applying The Ontrack PowerControls License
Once it’s first launched it will be running in eval mode. We’'ll need to apply the license to unlock all the features. The license

file should be provided to you though your Cohesity SE.
Place the license.ini file somewhere where it’s readable by anyone who will be using Ontrack PowerControls. In this example,

we will place it under on the C: drive however it can be located anywhere that make sense.

Let’s launch Ontrack PowerControls

. Ontrack® PowerConftrols™ Extra...

. Ontrack® PowerControls™ for E._..
. Ontrack® PowerConfrols™ for S_..

' Ontrack® PowerControls™ for 5.

Once Ontrack PowerControls for SharePoint is launched, you’ll see the 30 Days Remaining Free Trial message. We'll go

ahead and apply the license.

Ontrack® PowerControls™ for SharePoint

File Edit View Tools Help

& Lt 2|2 Q
Corntert Type. Modffied By Modified On Created By Created On
No License File Applied 3]
30 Days Remaining in Free Trial
T You are cumently running \g the -day free trial. The full version of this product
requies a
Target:
EEE— I you have ense file, please apply it now.
[ RunssFresTral | [ Burtow [ Acply License | =S

0 of 0 items selected

Click on Apply License...
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Ontrack PowerControls 9.0
Free Trial

License Details:
30 Days Remaining in Free Trial

Local Authorization

Ontrack® PowerControls™ Agents for use with Microsoft Exchange Server:
Inactive : Agent for use with Microsoft Exchange Server
Inactive : Agent for Administrative Services

Inactive : Agent for Advanced Searching

Inactive : Agent for Archive Maiboxes

Inactive : Agent for CA ARCserve

Inactive : Agent for CommVault Simpana

Inactive : Agent for Content Analysis

Inactive : Agent for EMC NetWorker

Inactive : Agent for HP Data Protector

Inactive : Agent for IBM Tivoli Storage Manager
Inactive : Agent for PST as Source

Inactive : Agent for Public Folders

Inactive : Agent for Symantec Backup Exec

Inactive : Agent for Symantec NetBackup

Inactive : Agent for UltraBac

Inactive : Agent for Windows NT Backup

License File Name:

[>]

v

VL]

Click on the ... box/button and navigate to where we put the license.ini file.

Ontrack PowerContrals 9.0

License Details:

Inactive : Agent tor CommVault Simpana
Inactive : Agent for Content Analysis
Inactive : Agent for EMC NetWorker
Inactive : Agent for HP Data Protector
Inactive : Agent for IBM Tiveli Storage Manager
Inactive : Agent for PST as Source

Enabled : Agent for Public Folders

Inactive : Agent for Symantec Backup Exec
Inactive : Agent for Symantec NetBackup
Inactive : Agent for UltraBac

Enabled : Agent for Windows NT Backup

Enabled : Agent for use with Microsoft Office SharePaint Server
Enabled : Agent for Advanced Searching

Inactive : Agent for Metalogix StoragePoint

Enabled : Agent for Native Backups

Inactive : Agent for StorSimple SharePoint Database Optimizer

Ontrack@® PowerControls™ Agents for use with Microsoft Office SharePoint Server:

Ontrack@® PowerControls™ Agents for use with Microsoft SQL Server:
Enabled : Agent for use with Microsoft SQL Server

License File Name:

>

v

|C:\Kro|| LicYicense.ini

v ]

Scroll down and verify the appropriate features/agents are enabled under “Ontrack PowerControls Agent for use with
Microsoft Office SharePoint Server” as seen in the screenshot above.

Click Close.

If another Admin logs in with a different Windows account to this server and launches the Ontrack PowerControls
application, they will need to also apply the same license.

Note: The windows server will need access to the Internet as Ontrack PowerControls does reach out to its license server
to verify the license. Direct Internet access is not needed as this license check can also happen if a web proxy is used and

configured within IE.

At this point the last thing we need to do it register this server to the Cohesity DataProtect cluster.

©2018 Cohesity, All Rights Reserved
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Install the Cohesity Agent - Physical Servers

Login into the Cohesity cluster

Protection Platfor

Click on Protection > Sources.

Download Physical Agents

Download the Physical Agent.
Launch the Physical Agent installer.

Welcome to the Cohesity Agent
Setup Wizard

This will install Cohesity Agent version 4.1.2.0 an your
computer,

Itis recommended that you dose all other applications before
continuing.

Click Next to continue, o Cancel to exit Setup.

Version: 4.1.2.0 Mext =

Click Next > to continue.

Select Destination Location C
Where should Cohesity Agent be installed? ]
L Setup wil instal Cohesity Agent into the folloning folder.
To continue, dick Next. If you would like to select a different folder, dick Browse.
| [ erowse...
Atleast 11,3 MB of free disk space is required.
Version: 4.1.2.0 <Back || nmext> | [ cancel

Choose where you’d like the agent installed, or just click Next > to take the default.

1.

©2018 Cohesity, All Rights Reserved
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Service Account Credentials C
Spedify Cohesity Windows Agent service account credentials, }
(®) LOCAL SYSTEM account
() The following user account:
The specified user account must have local administrator privileges on this
server and should have the "Log on as a service™ right
User name: | ‘
Password: | ‘
Version: 4.1.2.0 [ <mak || mext> | [ cancel

Choose what user you’d like the agent to run as and click Next > to continue.

Ready to Install &
Setup is now ready to begin instaling Cohesity Agent on your computer. o |
Click Install to continue with the installation, or dlick Back if you want to review or
change any setfings.
Destination location: ~
C:\Program Files|Cohesity
v]
B
Version: 4.1.2.0 <fack | mstal | [ cancel
Click Install to complete the install.
Setup - Cohesity Agent = fo

Completing the Cohesity Agent
Setup Wizard

To complete the installation of Cohesity Agent, Setup must
restart your computer. Would you like to restart now?

) Yes, restart the computer now

®) No, I will restart the computer later
MOTE: The installation includes a CBT driver component,
which requires a reboot to function. Without a reboot, only
Full backups can be performed on the Server,

If the server is not being used, you can go ahead and reboot to enable the CBT driver. Otherwise it can be done during a
scheduled maintenance window. You can register and backup the server without it first being rebooted to enable the CBT
driver, however until a reboot is done, each backup will be a full vs incremental. As the Cohesity DataProtect cluster will de-

dup, this won’t adversely affect the raw space used on the Cohesity cluster, only the amount of time required for the backup
job to run will be longer without the CBT driver being active.

We can now register this physical Windows server to the Cohesity DataProtect cluster.

12.
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Register the Ontrack PowerControls Server

Protection Platfor

Click on Protection > Sources

Register Source

What do you want to register?

Click on the Register Source button

VMware Physical Server Pure Storage Array NAS

Click on the Physical Server button

Register Physical Server

* Hostname

jww2k12srvi

Hostname ar Sarvar 1P

* Server OS

© windows O Linux

Register Server [INCSHES|

Enter the (DNS) name of the Physical server and click Register Server

Physical Servers cotosoures 1+ 0

6 5 1 736.39 GB 1924 GB 543.99 GB

Total Servers Protected Servers Unprotected Servers Total Size Protected Size Unprotected Size

Servers Show Al - By o |

> Emjwwlklzsrvl 120GB | Windows O a

We can see the server in the list of Physical Servers.

13.
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Create a Cohesity Job and Add the Ontrack PowerControls Windows Server

Although it’s not necessary to add the Ontrack PowerControls server to a Cohesity backup job, it's always a good idea in
case any OS or Application files need to be recovered. It’s not needed to do granular recovery of SharePoint.

Ontrack PowerControls Agent for Content Transfer Service

Ontrack PowerControls includes the Ontrack PowerControls Agent for Content Transfer Service, or ACTS, to support the
authentication and communication requirements for restoring objects to a live SharePoint environment. ACTS is installed
on the Web front-end of each site where a restore may be directed. If multiple Web front-ends are load balanced for high
availability, the load balancer should either be bypassed or be configured for persistent (sticky) sessions.

Note: ACTS does not require additional licensing.

On each SharePoint Web front-end server, locate and launch the Ontrack PowerControls installer, in this example PC901.exe.

<* PowerControls™

Click on the Install Ontrack PowerControls Agent for Content Transfer Service.

Ontrack PowerControls

‘Welcome to the InstallShield Wizard for Ontrack
PowerControls Agent for Content Transfer
Service

The InstallShiekd Wizard willinstall Ontiack PowerContiols
Agent for Cortent Transter Service on your computer. To
continue, click Next

<Back || Hew> ¥ [ Cancel

Click Next > to continue.

14.
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License Agreement
Please read the folluing license agreement carefull.

Press the PAGE DOWN key to see the rest of the agreement.

LICENSE AGREEMENT: TERMS AND CONDITIONS OF USE

IMPORTANT NOTICE. THIS LICENSE AGREEMENT (THE “AGREEMENT |15 &
LEGAL AGREEMENT BETWEEN YOU (EITHER AN INDIVIDUAL OF &

SINGLE ENTITY]AND KROLL OMTRACK, LLC. OR ANY SUBSIDIARY, AND ITS
THIRD PARTY LICENSORS ["KROLL OMTRACK"] BY INSTALLING OR

USING THIS SOFTWARE , DOCUMENTATION, OR AUTHENTICATION COMPONENT
IN ANY Wit YOU ACKNOWLEDGE THAT YOU HAVE READ,

UNDERSTAND AND AGREE TO THE TERMS OF THIS AGREEMENT. IF YOU DO
NOT AGREE TO THESE TERMS, DO NOT INSTALL OR USE THIS

Do you sccept al the tems of the preceding License Agieement? |f you

select No, the setup will close. To install Ontrack PowerControls Agent for
Content Transfer Service, pou must accept this agresmert

[ <Back | Yes |[ Mo

Read the license agreement and click Yes to accept and continue.

=] Ontrack PowerControls

K PowerCo_ntro_IS“

Customer Information
Pleass enter your information.

User Name:

[8arin

Compary Name:

[piiftorics

<Back || MNewt> | [ Cancel

Enter your username and company name and click Next >.
Ontrack PowerControls

-k PowerCo_ntro_IS“

Choose Destination Location
Select folder where setup willinstall files.

Setup wil install Dntrack PowerContiels Agent for Content Transfer Service in the fallowing

Ta install to this folder, click Next. Toinstal to a different folder. click Browse and select
anather folder.

Destination Folder

C:\...\Dntrack PowerContraks Agent for Content Transfer Service

[ <Back | Mews | [ Concel |

Click Browse to change the destination folder, or simply click Next > to accept the default.
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PowerControls®

Logon Information

Specify 3 user account and password,

Specify the user accourt to un the Agent for Control Transfer Service. This account needs
SharePoint Farm admin rights. User accounts must be in the format DOMAINSUsemame.

User name:

‘DUMA\N\sDedm\nUW

Password

‘ sessssssse

Select Nest to continue.
InstalShield

[ <Back | Mews | [ Cancel |

As indicated, enter in an AD account for the SharePoint Farm Admin you’d like used for this service.

PowerControls®

Agent for Content Transfer Service Settings

Specify 3 port number and temporary file location

Port Mumber:

Firewall must be corfigured to allow commurnication on the specified TCP port

Temporary File Location

CHWindoms\TempiPC

InstalShield

[ <Back | Mews | [ Concel |

Leave the port number as is or change it if desired and click Next > to continue.

PowerControIS“

Ontrack PowerControls Agent for Content Transfer Service - InstallShi.
Agent for Content Transfer Service Settings
Specily 2 pait number and temporary file location

The specified path does not exist. Create it now?

IrstalShield

<Back || Mewt> | [ Cancel

Click OK to continue with the installation.

16.
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Povv_e_rControIS”*

InstallShield Wizard Complete

Setup has finished instaling Ontrack PovwerControls Agent for
Content Transfer Service on your computer.

<Back | Fnsh | | Cancel

Click Finish. This should be completed for each SharePoint web server in the farm.

At this point, everything is in place for doing granular recovery from backups.

Backups - Physical Servers
MS SQL Backups

Backups of the SharePoint MS SQL databases is crucial for any comprehensive SharePoint data protection solution. Ontrack
PowerControls will use a copy of these backups to do restores.

The MS SQL Backups of the SharePoint databases are the same as any other MS SQL database backup job on Cohesity.
Follow the same procedure for installing the Cohesity agent as done on the Windows physical server where the Ontrack
PowerControls.

After the MS SQL Server is registered, indicate it’s a MS SQL server so that Cohesity knows it’s a MS SQL server and it can
be added to a new or existing MS SQL job.

ao

# Edit Server
) Refresh Server

@ un register Server

' =3 Register as M5 SQL |
Server

Use the @D to the right of the SharePoint MS SQL Server to Register as MS SQL Server.
A new MS SQL job can then be created with the SharePoint MS SQL Server, or it can be added to an existing MS SQL job.

In this example, the SharePoint MS SQL server is part of a MS SQL job where it’s setup to do a full backup every hour. Your
RPO requirements will dictate the settings for your Job Policy and thus the frequency of SharePoint Database backups.

The full backups will be used for doing granular recovery restores. Log backups are not used for doing restores with Ontrack
PowerControls, however they are still important and should be backed up by Cohesity, if full logging (Recovery model: Full)
is enabled for the database. Although not covered in this document, the SQL logs could come into play if a full SharePoint
content database restore is needed.

It’s always good to configure the Cohesity cluster to send alerts in the event backup jobs fail and/or to periodically review
the job run history to verify there are no issues.
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SharePoint MS SQL Backup Job Details »u g0

Go to Protection Jobs

Start Time Duration ~ SLA  Schedule Type  Size Read Success / Error | Run Status  [Copy Task Status
Nov14, B 8:20am 565 Pass  SQLFull(CBT) 16399 GB 136.44 MB 1/ 0 objects mm Success | n/a
Nov 14, ' 7:20am  57s Pass  SQL Full (CBT) 163.99 GB 149.04 MB 1/ 0 objects mm Success | n/a
Nov 14, Wi 6:20am  1m 265 Pass  SQL Full (CBT) 163,99 GB 184.74 MB 1/ 0 objects. = Success | n/a
Nov 14, B 520am 1m 10s. Pass  SQL Full (CBT) 163.99GB 1585MB  1/0 objects e Success | n/a
Nov 14, == 4:20am 555 Pass  SQL Full (CBT) 163.99 GB 155.25 MB 1/ 0 objects @mm  Success | n/a
Nov 14, e 320am 1m Pass  SGL Full (CBT) 163.99 GB 233.63 MB 1/ 0 objects mm Success | n/a

We can see the job runs are all successful.

If we dig into one of the job runs, we can verify all the SharePoint databases are seen and will be backed up.

B SharePoint MS SQL Backup Run Details  eotoprotsction runs

Backup Schedule Type SGL Full (CAT) | Policy Gold SGL. Palicy

Backup Run Details

Success Pass 56s 1 2 38
Status St Ouretion saL servers 5L intances Dotabeses
Q
Server Name Last Attempt Start Date Duration Data Read Logical Size Status Message
v jwspdbinst Nov 14, e 8:20am s6s 136.44 M8 16399 68 men Success @
Started Tosk

Novid, | 820am  Adding backup task to aueue for being scheduled

Novid, /% 820am  Taskis sdmitted
Nov14, 5 820am  Starting backup tack on Magneto slave 72
Novid, i 820am  Agent software version: 412.release-20171012_c0067c74
Requesting permit for parent task 63635 on 2 L entity id: 4697, type: kilost, ™
Novid, i 020am 5737530 281505030622646:4695)
Nov14, (s 820am  Pormit grantod to porent tosk 65655
Novi, i B2am ontent, KOnline, vis_c
Found db: SHAREPOINT/TranslationService. KOnling ves okl
Novid4, i 8218m sz [iafe1.06 MO, totaie5.12 MB]

Found db SHAREPOINT/ WordAutomationservices. Koni
Novia, = zlm [ RSO oAty
Found u: SHAREPOINT/Search_Service_Appiication DB
KOins, vs_ k] size (=101 56 M8, totar=1d5 62 W8]
Novin, i yziam  Found ab: SHAREROINT/Search, Service ABPICation CrawIStoreDR_$135257Cc1801a083042C81/CIA72521, status:
. [SmpleriocovoryModci, KON, ves, ou] 6120 iatT0T2 M, totai=1470 MB)
= Found s SHAREPOINT/Scorch Sevi Aoalcation AnaitcsReoertingSioreDB. 74cbAa01eoS4cd 70207 6a78246704d, taus:
Nov 4, 0o ot Onine v i) 58 (1T M. o3 8 1Y
Novid, [ 62iam  Foundd: SEATEEOMT Seorc Ses Aplcation | ks HAS4e0227924ec3B948CSKTEAGSOlc s
[SimpleRscaveryModel, KON ves_ o] si78 (1GF<1 06 M, tofai=5 72 MB)

Novia, i mzem L R o o
Nova, s mzam  FOUNG I SHAREPOINT Statosarvica  kOnine, ves_ok) size
Novid 1 ez Found 0 SHAREPOINT Manageo MotaataSarvics. onii
Novia, s Lo AR - LhColte.
Novia, i 8ziom . oni

- Founa db: SHAREBOINT/User Profle Service Appication Profioy_ ofau20656y2468199501a721051760, status:
Nov 14, L wziom R eoveryModel, KOming, vas_oh] 52 =181 M, tot1-5 85 ME]
Found dx SHARCPOINT/User Proie Service Agliction, SyncDD, deela0caS03bAISo4cdOMABGE0a703 stotus:

Nov14, [S7028m  [jmolefecoveryodel, KOniine, vss_ok] ize [af=1.06 MB, totel=5.12 HB]
Novid, [fazam  Founddi: SeaREEOnT s Proie Servce Apolicaton, SoclolDB 084291d436e449875702036907 (o320, tous:
< [ESimpleRacaveryModel, kOnin, vss_ok) 5174 (<106 VA, 101AI=812 MA]

Found ab: SHAREPOINT/Bac_Service_De._c Konine, vss_ok)
50 [10f=3.4 MB, total=7 50 18]

Novia, [ B2lam  Found 38/38 dbs for VSS full backup.

We can see that Cohesity was able to query MS SQL and will be backing up WSS_Content and the other SharePoint specific
databases.

SharePoint Application and Web Server Backups

Although not as critical as SharePoint MS SQL database backups, the SharePoint web and application servers should be
backed up as well to allow restoring critical files in the event of corruption or other data/file loss.
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Granular Recovery / Restore

There are a number of options when it comes to restoring SharePoint content. For example, documents from a document
library can be restored back to the original document library, to a different document library, or even exported from any
previous backup to a file system.

The granular restore involves only a few steps:

¢ Use the Instant Mount Point Recovery to present a copy of a full MS SQL backup to a Windows server

* Use Ontrack PowerControls to open the mdf/Idf/ndf [source] files
and connect to the [target] SharePoint Environment

¢ Locate objects to be restored from the [source] and the destination [target] where they are to be restored to
e Drag and Drop

The underlying process of the Instant Mount Recovery presents a snapshot / clone from a selected backup to the chosen
target server where the Ontrack PowerControls application is installed. Any changes made to the files presented on this
clone will have no effect on the original backup. Cohesity’s SnapTree technology allows near instant cloning that is also
space efficient. So even if a 10TB MS SQL database is cloned for the purpose of doing an Instant Mount Recovery and
granular recovery, almost no net additional raw space is consumed. If some changes take place on this clone that result
in space usage, that space will be reclaimed once the clone is removed as part of the tear down process and background
garbage collection process.

Let’s run through a possible data loss situation. We’ll use this scenario: Some invoices were mistakenly deleted yesterday, the
SharePoint recycle bin was emptied, and we need to be able to recover these files back to their original location.

This is what our Invoices list looked like yesterday, before the last 3 items in the list were deleted.

BROWSE FLES LIBRARY
H:) Amsterdam
lists * Home Documents Site Contents # EDIT LINKS.
Invoices

HE @ new document or drag files here

v O name Modified Maodified By
Canada .- Yesterdayat8:53 AM || System Account
| French Guiana ws Yesterdayat 853 AM [ System Account
Montserrat --- Yesterday at 8:52 AM System Account
Maillard Gehrett 28378 # s Yesterdayat 853 AM || System Account

Paa Rantanen 24239 === Yesterday at 8:53 AM System Account

B SN

Rhymes Colla 24610 # -+ Yesterdayat&52AM | System Account

1“I.. : | $ - A _4

Now we’re missing those last three files.

Invoices
@ new document or drag files here

All Documents  ess Find a file Pel

v [0 Name Modified Maodified By
Canada s Yesterdayat®53AM | System Account
- French Guiana --- Yesterday at 8:53 AM System Account

©  Montserrat e+ Yesterday at 8:53 AM System Account
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Amsterdam » Recycle Bin

‘\ Restore Selection | X Delete Selection

~—

[ Twpe Name Original Location Created By Deleted!

There are no items in the recycle bin.

After checking the recycle bin, we do find the files have been permanently removed and can’t be recovered through the
recycle bin.

The first step to recovering these files is to determine which backup we will use as our restore point. We know the files
where their yesterday morning and that they were deleted last night. So we’ll use the backup that happened at 3:20pm
yesterday.

We can log into our Cohesity cluster and use the Protection > Recovery > Recover > Instant Volume Mount.

Mount Volume

Select Server Set Options View Summary

Search by Server Name

{ jwspdb

Change Filters

jwspdbinst =
OS Windows Type Physical Protection Job SharePoint MS SQL Backup Last Backup Date Nov 14, 2017 2:20am Size 164 GB

Continte m‘

We’ll search for our MS SQL SharePoint DB Instance, we don’t need the full name, just part of the name will work. Click on
the server/instance name.

Mount Volume

Select Server Set Options View Summary

- Task Name

Mount-volumes-Vm_Nov_14_==_10-01am

Select Recover Point
Size 164 GB Nov 14, = 9:20am (Latest Recover Point) #

Mount Target

ﬁ Pwepebinst CimnpeSume

By default, Cohesity will default to the latest snapshot and the target will be the original server from which the backup
happened. We’ll want to change this and pick our specific backup point in time and use the Windows server which we’ve
dedicated for Ontrack PowerControls. The Task Name can be left as is.

In the following step, choose the backup that was taken before the files were deleted from SharePoint.
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Showing 22 of 22 Recover Points for jwspdbinst
Filter by - 1 n 3 =
Recover Point w Backup Type Stored
) Novi3, 1:20pm Regular Backup o
) Nov13, 10:20pm Regular Backup o
O Novi3, 9:20pm Regular Backup o=
O Nov13, 8:20pm Regular Backup .
) Novi3, 7:20pm Regular Backup o
) Nov 13, 6:20pm Regular Backup mmm
O Novi3, 5:20pm Regular Backup [
) Nov 13,8 4:20pm Regular Backup o
I @ Novi3, 3:20pm Regular Backup o
) Nov13, 2:20pm Regular Backup o
@ 1 BE

We are choosing yesterday’s backup that happened at 3:20pm. Click Save to continue.

Next we need to choose our target server which has Ontrack PowerControls installed.

Browse for Server

Servers jww Q | | showal - Show All Linux

>0 ﬁijwzkusr\q 120GB | Windows ©

Just like when we searched for the source SharePoint MS SQL server, we can use the search to locate our Windows server
where we have Ontrack PowerControls installed. Select the server and click Save to continue.

Mount Volume

Select Server Set Options View Summary.

* Task Name

Mount-volumes-Vm_Nov_14_s==_10-01am

Select Recover Point

Size 164 GB Nov 13, ™= 3:20pm ¢

Mount Target

E RIS e s

We can see and verify the correct date/time and mount target server have been selected. We need to select which original
drive letter we want from the backup to be mounted to the Windows server where we have Ontrack PowerControls installed.
We happen to know our database files are on the D: drive. If you don’t know, you can select all the drives and then use file
explorer to look, or look on the original SharePoint MS SQL server.
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Select VLAN oe
File System: nife
Do not use VLAN =
oD
File System: ntfs
OE
Source Server Mounting File System: ntfs
O Ivol_1 [
Select Volumes to Mou|  Fii ystem: ntis

iwspdbinst [ selectall |
OSs Windows Type Physical Protection Job SharePoint MS SQL Backup

Volumes
Source Server Mounting

Select Volumes to mount

iwspdbinst O Select all
©Os Windows Type Physical Protection Job SharePeint MS SQL Backup

Volumes
Create Task

We can now create the task by clicking on the Create Task button.

Mount Volume

Select Server Set Options. View Summary

Congratulations! Your Mount Volume task Mount-volumes-Vm_Nov_14_w«=_10-Olam has been scheduled.

View Task Details Go To Recovery Landing Page

Mounting Volumes from the Following Server

Selected Server Target Server
Recover Point Nov 13, % 3:20pm
Volumes /D ﬁ jww2k12srv1

From the task page we can see the Mount Volume task has been scheduled. We can click on the View Task Details to view
the details and status of the task.

Mount-volumes-Vm_Nov_14_77 " _10-01am o torecovery

Recovered By admin | Type Mount Volume | Job SharePoint MS SGL Backup | From jwspdbinst
Snapshot Nov 13, s 3:20pm

Success 1 Nov 14, 10:07am 2s
Ti

Status Total Objects tart Time Duration
Recovery Options

+ Parent Source: Physical Servers
* Target Server: jww2ki2srv1

* Server Type: Physical Server

* Disks Online Status: Online

* VLAN: Disabled

Volume Mapping

File
Source Volume Target Volume System
e C:\CohesityMounts\cohesity-
(= restore-69089484 B
Server Start Time Duration
> jwspdbinst Nov 14, 77 10:07am 2s

We can see where the D: drive from the source backup was mounted on the target Windows server, we’ll use that path with
Ontrack PowerControls. We can also see this took 2 seconds.

If we want, we can use File Explorer on verify the mdf and Idf files are present. This is optional and can be skipped.

Let’s launch Ontrack PowerControls for SharePoint. By default it will prompt to select the source path to the mdf, ndf and Idf
files. We’ll add the mdf file first by copying and pasting the mount path from the Cohesity task details page and then drilling
down to where the WSS_Content mdf file is. We will do the same thing for the WSS_Content Idf file as well.

22.

©2018 Cohesity, All Rights Reserved



COHESITY

Source Path Selection

Click the ‘Add..." button to find the comect source files to open. I you would not like to open a source file at this
time, click the "Skip’ button

Ortrack® PowerControls™ supports Microsoft® Office SharePaoint® Server databases from Microsoft® SQL
Server®.

Source Files {“mdf, *ndf, *Idf}

C:\CohesityMourts'\cohesity-restore-65089484\DATAMS 5QL\2012\5P"Data W SS_Content mdf
C:\CohesityMounts'\cohesity-restore-63089484\DATAMS SQL\Z01245P\Log\WSS_Content_log Idf

Temporary File Path (*idx, *dat}
|C\Users\epadmin0T\App Dt Local\ Temp \PCy v] E

[¥] Show wizard on startup T [ s ][ concel |

The Temporary File Path can be left as is or changed if desired.

With the source mdf and Idf files selected for our content database, we can click Next.

Target Server Selection
Enterthe information to connect to the server running Microsoft® Cffice SharePoint® Senver

SharePaint Server Stte URL
[t wspwe v
Authentication Information
() Connect using the cument Windows credentials
® Connect as a different Windows user
Usemame: [spadrmind1 v
Password: ‘.-nu-n- ‘

Domain:  [DOMAIN] v
() Connect using Foms Authentication
Usemame: ‘ v‘
Password: ‘ ‘
[ Bk |[ Mt | [ Se [ Cancel |

We now need to enter the URL to our SharePoint Server Farm and supply the SharePoint Farm admin account credentials.
Click Next to continue.

23.

©2018 Cohesity, All Rights Reserved



COHESITY

File Edt View Took Help
Sl BREELIQ0

Source:

\TAMS SQL\201: _Content mdf
EH{E5 Sources Al W | Leaf Name Tile Cortert Type UlVersion Modiied On CreatedOn | O
Eria Source 1-WSS_Contert
1 Developers Team A |E Maillord Gefret. . Good H... Document 10 11/13/201785.. 11/13/201785... Syd
=1 Drftonics S Paa Rantanen .. Ventura... Document 10 11/12/201785.. 11/13/201785... Sy
4 Rrymes Colla... Vanaus... Document 10 11/13/2017 85.. 11132017 85... Sy
<] i I B
<] " 1 of 3 items selected |
Target: hup:/iiwspweb |
{7 Targets [~ll @ |Te |UNemion |ModfiedOn | CraiedOn | CreatedBy | ModfiedBy | App
-ty Target 1-http://wspwek
= Drftonics
oA i 5

0 of 0 items selected

This will now open both the source and target. We can drill down to Driftonics > Amsterdam > Invoices. We can see our
Target does not show any documents, but we can see them from the source (our backup). All that is needed to restore these

is to select the three files and drag them to the Invoices list on the left hand side of the Target panel. In this example we are
just recovering and restoring the three deleted files.

File Edit View Tools Help

Slhid L@@

Source: TAMS SQL\201 _Content mdf
0 |LeafName | Ttle | Content Type UNVersion Wodied On CreatedOn | Crg
Mailard Gefret .. Good H... Document 10 11/13/201785.. 11/13/201785... Sy
Paa Rartanen .. Ventura... Document 10 11/13/2017 85... 11/13/201785... Syq
Rhymes Cola . Vanaus. . Document 10 11/13/2017 85, 11/13/2017 85 Syq

3 of 3 items selected |

0 | Tue

| UnVersion Madied On CeatedOn | CreamedBy | ModfedBy | Amp

<A i

<[ 0 of O items selected

Copy selected item(3) to Invoices

After dragging the files to the Invoices list, the restore will begin. At the completion there will be status of the restore / copy
process.

Copy Progress. JESE

Source: C\CohesityMounts‘cohesity-restore-63089484\DATAVMS 5QL201245P\Data\WV5S_Cortent.mdf |
Source Path: WSS_Content mdf\Driftonics® Amsterdamnvoices
Target: hitp.//jwspweb

Target Path: Driftonics\AmsterdamInvoices

Copy started on 11/14/%° at 8:20:47 AW
Total number of items to be processed: 3

Al items successfully copied
Copy finished on 11/14/5% at 8:20:55 AM.

[<]

<] T

Copy Finished

Time Remaining: 00h:00m:00s

You can Print or Save the output from the copy progress, or simply click Close. We’ll now see the files in the Target panel
and can verify within SharePoint that all deleted items are restored.
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If we refresh the SharePoint page, we’ll see the documents are now listed and accessible.

Invoices

® new document or drag files here

v [ Name Modified Modified By
| Canada «« Yesterdayat 853 AM [ System Account
French Guiana w. Yesterdayat 853 AM [ System Account
" Montserrat . Yesterdayat 853 AM | System Account
1 Maillard Gehrett 28378 %« Yesterdayat853AM | System Account
5| PaaRantanen 24239 3¢ -« Yesterday at 8:53 AM || System Account

Yesterday at 8:53 AM [ | System Account

] 2 Rhymes Colla 24610 %

If we are done with granular restores using Ontrack PowerControls, we can exit from the application. The final step is to tear
down the restore mount point.

Navigate to the Cohesity cluster and the job status page for the Instant Mount Recovery. The Tear Down button is in the
upper right hand side of the Instant Mount Volume job status page. It will ask you to verify you really want to tear down.

Tear Down Mount Points created by Recover
Task?

All objects created by the Recover Task

Mount-volumes-VYm_Nov_14_ @ _10-01am will be deleted from the Physical
Server. The virtual disk files (VHD) will be detached from the Physical Server.
Also, the virtual disk files stored on the NFS/SMB View will be deleted. The
NFS/SMB View will be unmounted from the Physical Server and the View will be
removed from the Cohesity Cluster. This action cannot be undone.

*

After confirming and clicking on the Yes, Tear Down. At this point the restore mount point will be removed from the
Windows server and the cloned snapshot backup deleted on Cohesity. The original backup will remain unchanged.
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Granular Recovery / Restore when using FILESTREAM RBS

Ontrack PowerControls supports a few RBS Providers for doing restores. We’ll look at recovering a corrupted file stored to
SharePoint when Microsoft’s FILESTREAM RBS provider is being used.

We will simulate corrupting a file by deleting some of the shredded chunk files written to an iSCSI disk/folder through file
explorer. If SharePoint can’t locate and reconstruct the original file from RBS, it can’t return the original file and in this case/
example the pdf viewer won’t be able to render the file.

Under Documents we have a few PDF’s, we’ll simulate corrupting the one called rbs_Reprint_sample_2.

SharePoint

SharePoint

Home Documents Apps in Testing
Developer Center Site Contents Recyd

Documents

non_rbs_c4611_sample_explain == Yesterday at 1:31 PM
non_rbs_Reprint_Samples =« Yesterday at 1:31 PM
rbs_Reprint_Samples =« 5 hours ago

rbs_Reprint_Samples_2 -« 5 hours ago

We can see the chunk files in file explorer, the ones from 7:12AM are related to rbs_Reprint_sample_2.

» 8e03a8ef-ee06-4f36-044a-32a5c8e1b000 » 46894756-07c5-4cB1-9050-5e3836012379 v O

Name Date mcd‘\.ﬁed Type Size
| 00000035-000016b-0006 File
:_‘ 00000035-00001e74-0005
_| 0DODDD35-00000a17-0005
| 00000035-0000090e-0005
|| 00000035-0000091e-0005
_| DDODD035-DODD0BES-0005
|__| 00000035-00000870-0005
|1 00000035-00000878-0005
|| 0DODD035-00000880-0005
|_| 00000035-00000916-0005
|| 00000034-00007c42-0005

File
File
File
File
File
File
File
File
File
File

We’ll delete a handful to simulate some file/file system corruption. It’'s not suggested this be done in a production
environment. Previously we had 8 chunk files, after deleting we have 4.
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5 » Be93aBeb-ee96-4f36-944a-22a5c8e1b090 » 46894756-07c3-4c81-9050-5e38a6b12379 v O

Mame Date mnd‘;‘ied Type Size

D 00000035-00001 e6b-0006 12/5/0. "9:05AM  File 65 KB
D 00000035-00001e74-0005 12/5/50 "9:05AM  File 65 KB
| ] 0o000035-0000091e-0005 12/5/" "T12AM  File 63 KB
D (00000035-00000878-0005 12/5/, "T12AM  File 63 KB
D 00000035-00000380-0003 12/5/00 "T12ZAM  File 61 KB
D 00000035-00000916-0005 12/5/780 T12AM  File 61 KB
D 00000034-00007c42-0005 12/5/, "T09AM  File 63 KB

Let’s try and view the rbs_Reprint_sample_2 pdf. Given enough time, the web browser will give up trying to open/download
the file from SharePoint. In this case the web browser loaded the pdf viewer but was unable to render the pdf.

e '\/I‘é http://jwsp16web/Shared%20Documents/rbs_Reprint_Sample 2 ~ & H @stp‘\ﬁweb x | |

The restore process is nearly identical as that of doing a granular recovery without RBS, except we must present the backup
(point in time snapshot) of the RBS file system to Ontrack PowerControls along with the mdf and Idf files.

In our case our FILESTREAM RBS data is stored under the H: drive. G: is where our SharePoint content database mdf and Idf
files are.

Following the same steps via the Cohesity Ul we will perform an Instant Volume Mount.

We need to include the H: drive along with the G: drive.

Mounting

Select Volumes to mount

[~ Select all Volumes ﬂo ﬂa

Once the Instant Volume Mount is complete you can find where each drive from the previous backup is mounted.

Volume Mapping
Source Volume Target Volume File System
= C:\CohesityMounts\cohesity-restore-
= 4089968 Es
H: C:\CohesityMounts\cohesity-restore- i

4090187

Launch Ontrack PowerControls
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Data Wizard

Source Path Selection

Click the "Add..." button to find the comect source files to open. i you would not like to open a source file at this
time, click the "Skip' button.

Ontrack® PowerControls™ supports Microsoft® Cffice SharePoint® Server databases from Microsoft® SQL
Server®.

Source Files {*.mdf, *.ndf, *Idf)

C:\CohesityMourts'cohesity-restore-4085368\MSSQL13 JWW2K16DBINST1\MSSQL\DATANWSS_Content.r
CMCohesityMourts cohesity-restore-4033368 \MSSQL13 JWW2KI6DBINSTTW\MSSQLNDATAWYSS_Content_|

>
Temporary File Path {*idx, = dat)
[C:\Users\Administrator' App Data'\Local\ Temp'\ 2\PC\ ~] |:|
B Show wizard on startup | Back | | Meat | | Skip | | Cancel |

As before, we’ll use the Add... button and select the appropriate .mdf and .Idf file for the content database. Then click Next.

Data Wizard

Target Server Selection

Enter the information to connect to the server running Microsoft® Office SharePoint® Senver.

SharePoint Server Site URL:
[http://wsp 1 6web/

Authentication Information
(Z) Connect using the cument Windows credentials

(® Connect as a different Windows user

Usemame: |spadminfl1

Password: |uouuu

Domain: |domain|

(0 Connect using Forms Authentication

Usemame:

Password:

| Beck [[ MNet | | Se || Cancd

Type in the SharePoint Server Site URL and login details. Click Next.
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Remote Blob Store Cenfiguration 7 X

This source uses a Remote Blob Store. Please configure the provider before continuing.

Corfigure - Filestream

Please select the RBS filestream corfiguation files filestream hdr) for this database.
Files:
c\cohesitymounts'cohesity-restore-40901 87 data wbs filestream hdr

I Add... || Remove |

[ oo | Fmsh | | skp | | Cancedl |

This screen is new and specific to RBS. Ontrack PowerControls will know if the RBS FILESTREAM provider is configured
after opening the SharePoint Content database.

Use the Add... button to locate the filesteam.hdr file and select it. Click Finish.

|| Ontrack® PowerCentrols™ for SharePoint = o x
File Edit View Tools Help
Sl HENL Q2

Source: C:\CohesityMounis\cohesily-restore-40899681MSSQL 13 JWW2K16DBINST I\MSSQLDATAWSS_Content mdf

-5 Sources 0 | Lesf Nams | Te |cotentTyps | UIVemon | ModfiedOn | CrestedOn | CreatedBy | Modfi
¢l Source 1- WSS_Contert mdf
B 8 horerom non_tbs_Reprirt_Samples.pdf Document 10 12/4/2017 131 1244/20171:31... System Accourt  System|
Amsterdam rbs_Reprint_Samples.pdf Documert 10 12/5/2017 7.08... 12/5/20177:08... System Accourt  System|
Henloag Document 10 12/5/72017 712, 12/5/2017 7:12... System Accourt_ System
London
Paris non_tbs_c4611_sample_exp. Documert 10 12/4/2017 3. 1204/20171:31... System Accourt  System|
Seatile
121 Aop Packages
< >
1 of 4 items selected
0 | Lesf Name | Tée | Content Type: UlVersion Modfied On Crested On | Crested By |
non_tbs_c4611_sample_expiain. ‘Document 10 12/4/20171:31... 12/4/2017 1:31... System Account
non_tbs_Reprirt_Semples.pcf Document 10 12/4/2017 131... 12/4/20171:31... System Accourt
rbs_Reprint_Samples.pdf Document 10 12/6/2017 7:08... 12/5/2017 7.09... System Accourt §
tbs_Reprint_Samples_2.pdf Document 10 12/5/2017 7:12... 12/5/2017 7:12... System Accourt
< >
1 of 4 items selected

As with the non-RBS restore, we simply drag and drop the item to be restored. In this case the original document is still
there, just corrupted. We will simply overwrite the corrupted pdf.

29.
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Duplicate lter 7 X

The item "tbs_Reprint_Samples_2 pdf" already exists on the target.

Would you like to overwrite the existing tem on the target with the copied item, rename the copied
item with a new name, skip the cument tem, or cancel the operation?

| Ovewite | |Overwite Al | | Remame | | Remame Al | | skip || SkpAl | [ Cancel |

We’ll click Overwrite as we know we want to replace the current pdf.

Copy Progress ? *

Source: C:\CohesityMounts'cohesity-restore-4089368\MS5 SQL13.JWW2K16DBINST1\MSSQL\DATANWSS_Cor
Source Path: WSS_Content . mdf\SharePointDocuments

Target: http://jwsp16web

Target Path: SharePoint'.Documents

Copy stated on 1275/ at 12:16:08 PM.
Total number of items to be processed: 1

All tems successfully copied.
Copy finished on 12/5/%% &t 12:17:21 PM|

< | >

Copy Finished

Time Remaining: 00h:00m:00s

If we try and open the document in SharePoint, it succeeds.

e.; =j\';|| @ http://jwspl6web/Shared %200 0cuments/rbs_Reprint_Sample O + & || & jwspltweb x ‘ |

Reprinted from Fll WELEEEEL

THURSDAY, A &, L
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Microsoft SQL Server Clustering
Clustered MS SQL instances can be backed up with Cohesity starting with Cohesity version 5.0.

Backing up a Clustered MS SQL Instance (FCI) is very similar to backing up a stand-alone SQL Server. Review the Cohesity
User Guide and/or Cohesity MS SQL Clustering Best Practice Guide for more details.

If the FILESTREAM RBS provider is utilized, you’ll want to be sure it’s being backed up along with the SQL FCI.

Roles (2)
v
Name Status Type Crwier Mode Priority
%é SaL Server JWW2K16_ () Running Other w2k 16dbsre ] Medium
[E¥ 50L Server JWW2K16_  (#) Running Other w2 16dbsrv2 Medium
£ >
v % SQL Server (JWW2K16DBINST1) Prefemed Owners:  Any nodz
Name Status Information
Storage
= & Cluster Disk 2 (#) Orline
SQL Data 12 (G)
= NTFS 286 GB free of 30.0 GB l
= & Cluster Disk 3 (#) Orlire
RBS Data 1a (H)
= .NTFS 19.9 GB free of 200 GB J
Server Name
= 0% Name: jww2k 16dbinst1 (#) Online

In our example, our fail-over MS SQL drive is G: and our RBS drive is H.. We can see both are being backed up if we review
the job run details.

Dec5, " 3:29pm Fetched snapshot info

Decs, I 3:29pm Aligning blocks at 262144 bytes

Dec 5, 7 3:29pm Coalescing blocks at delta size: 65536 bytes, max area size: 131072bytes

Cor's, b 2w Volume: (ECEBBE33.00 00t OUD0000) 14 snapshot (20345072 i 8DCOC383), Backup size: 4,50 MB, Backup type:
Dec 5, e 3:29pm Aligning blocks at 262144 bytes

Dec5, o 3:29pm Coalescing blocks at delta si ize: 131072bytes

Decs,  329pm Voluiac{ECERBRA-00 -0 UBMME"['“I D u;, 7660: -4 B946), ize: 143,88 MB, Backup type:
Dec5, = 3:29pm Number of sub-tasks: 2, total amount of data to be read: 148.38 MB

Decs,  32%pm Setting up files in preparation to copy the snapshot

Decs, " 329pm Requesting permit for sub-task 0

Dec 5, 9 3:29pm Requesting permit for sub-task 1

Dec5, s 329pm Permit granted to sub-task 0

Decs,  329pm Permit granted to sub-task 1

In the event the Cohesity cluster is not backing up the RBS fail-over drive because it does not think it’s being used by the MS
SQL instance, a simple work-around is to create an empty database within the instance that is located on the RBS fail-over
drive. This will ensure that the RBS fail-over drive is backed up along with the MS SQL instance drive.

With the MS SQL data drive and RBS FILESTREAM drive being backed up, we can perform granular recovery of objects
within SharePoint, whether they are stored within the MS SQL database, or stored external of the MS SQL database via the
FILESTREAM RBS provider. Follow the same recovery steps for non-Clustered SQL Instances to recover SharePoint that’s
using SQL Clustering.
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