COHESITY

ABSTRACT

The Cohesity Data cloud provides cyber resilience with modern data management and protection
capabilities. Integrating it with a Cloud-Native SIEM/SOAR solution further enhances an organization's
security operations by providing comprehensive visibility and automated incident response with
improved threat detection, resulting in a more robust and efficient security posture.

This guide explains how you can integrate the Cloud-native Microsoft Sentinel platform with Cohesity
Data Cloud to enhance the security visibility, investigation, and rapid response of Cohesity incidents to
protect the customer-critical data with the Cohesity playbooks and automation capabilities.
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Introduction

Ransomware attacks have increased exponentially, causing billions in losses, and putting lives at risk
while damaging trust and reputations. As cybercriminals get more inventive, they’re not only locking up
production systems but also destroying backups and stealing sensitive data. This leaves your enterprise
with no option but to pay a ransom.

Defense in depth is the key to minimizing risk. It's crucial to have a backup system that reliably and
securely makes continuous or frequent backups, protects them from attack, and can immediately and
safely put the data online at scale to support forensics and cyber recovery. Cohesity provides unique
capabilities in those areas. Security is a team sport; Cohesity incorporates the leading security ecosystem
technologies to help identify vulnerabilities in backed up VMs that would let attackers in if recovered, help
mask sensitive data, and help detect the presence of attackers before they plant ransomware. Cohesity
also applies leading ML-driven classification technology that leverages Natural Language Processing
(NLP) methods to automatically discover and classify large sets of data at scale to help minimize risk and
improve security posture.

Cohesity gathers rich telemetry collected during backup and applies multiple machine-learning models
and algorithms to identify anomalies in the backup data can be your first warning of trouble if your other
tools have failed to detect and block the attackers. (For more information, refer to Accelerate Anomaly
Detection with Cohesity whitepaper. Cohesity enhances your organization's ability to react quickly in a
coordinated manner by integrating with Microsoft Sentinel.

This solution tears down the silos between your IT and security operations teams to provide faster time
for discovery, investigation, and recovery from ransomware attacks.

The coupling of the Cohesity security and data management platform with Microsoft Sentinel detects and
aggregates anomaly events before orchestrating threat response, delivering intelligent backup data
security analytics to your enterprise. The integrated solution brings data-driven insights from your ITOps
and SecOps organizations together, boosting the teamwork required to assess an attack’s scope most
effectively and quickly remediate the threat.
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Managing the Alerts without SOC Integration

The Cohesity platform provides cyber resilience with modern data management and protection
capabilities which generates anomaly alerts based on suspicious activity on the Anti Ransomware
dashboard. Without leading SOC integration support, organizations may have a few limitations while
addressing the alerts:

e Limited security visibility — The Cohesity platform primarily focuses on data management and
protection, which may result in limited visibility into security events and threats across the
organization's IT infrastructure.

¢ Incident response — Security teams may need to investigate and respond to anomaly alerts and
incidents, which can be time-consuming, error-prone, and lead to delays in incident resolution.

e Lack of automation and orchestration — Integrating a SOAR solution with Cohesity enables
organizations to automate and orchestrate security processes and workflows.

e Compliance and reporting challenges — Organizations have mandatory regulatory compliance to
adhere to gather all infrastructure logs in one centralized location.
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Cohesity Security Integration for Microsoft Sentinel

Microsoft Sentinel delivers intelligent security analytics and threat intelligence across the enterprise. By
using the Cohesity Data Cloud integration with Microsoft Sentinel, you get a single solution for attack
detection, threat visibility, proactive hunting, and threat response.

You can use this Cohesity Integration for Microsoft Sentinel Solution available on Cohesity Marketplace to
configure automatically sending Cohesity Anomaly alerts directly to Microsoft Sentinel.

From Microsoft Sentinel, security analysts can investigate the incidents as ransomware detection events
on the Microsoft Sentinel console, and if needed, initiate a snapshot recovery directly from Microsoft
Sentinel or via ServiceNow, escalate the incident, or dismiss the alert.

The integration of Microsoft Sentinel with Cohesity helps accelerate how enterprises discover, investigate,
and recover from ransomware attacks while improving IT-SecOps collaboration.

Figure 1: Closed-loop ransomware detection and remediation with integrated Cohesity and Microsoft Sentinel
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Integrate Ransomware Alerts from Cohesity Data
Cloud to Microsoft Sentinel

You can integrate Cohesity Data Cloud with Microsoft Sentinel to stay updated with the security alerts
from your Cohesity environment and immediately respond to a ransomware attack or an incident. To
integrate with Microsoft Sentinel, perform the following steps:

Figure 2: Configuration Workflow
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Set Up Cohesity Data Cloud API Keys

You can use APIs to access Cohesity Data Cloud and perform your tasks on Cohesity Data Cloud and
your local cluster. You must create a role with minimum permissions in Cohesity Helios.

Create a Custom Role with Minimum Permissions

Cohesity Data Cloud allows you to create a role and choose its permissions. However, Cohesity
recommends that you create a role with the minimum required permissions for data connection purposes.

To create a role:

1. Login to Cohesity Helios.
2. From the Global Dashboard, navigate to Settings > Access Management.
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3. Select the Roles tab and click Add Custom Role.

COHESITY  Helios

Global

08 Dashboard
& Marketplace
[ system

[ Reparting

88 Settings

Access Manﬁgemonr

DataPlatform for Cloud

Access Management

Users Roles

Name t+

Admin

Cohesity Quorum
Support

Cohesity Sentinel
Cohesity Support
Admin

Data Security
DataHawk

DR Admin

High Classified

minimum Viewer
role

Operator

Replication

APLKeys  SingleSign-On  Multi-factor Authentication

Description

In Cohesity U, the Admin role grants full access to all actions (except DatalLock Views, which are controlled exclusively by the Data Security role). In
addition, Cohesity Admins have full S3 and SMB security privileges, which means they can take ownership of Views and access them with full
privileges.

This role allows Cohesity Support to replace users in quorum group for the custamer. Only Cohesity Support has access to this role, and it is typically
used when the customer is locked out of quorum group due to turnover and other events

This role allows Cohesity Support to create a Super Admin user for the customer. Only Cohesity Support has access to this role, and it is typically
used when the customer has lost access to a Super Admin user due to turnover and other events

Data Security users have Self Service Data Protection role privileges and can create DataLock Views and set DataLock expiration dates.
DataHawk users have Self Service DataHawk role privileges and can view and manage details and results.
DR Admin users have Viewer role privileges and can also create and manage DR related workflows and associated tasks.

User who has High classified role can fetch cluster details needed for specific API calls.

Operator users have Viewer role privileges and can run existing Protection Groups and create Recover Tasks.

Replication users have access to setup and replicate data to another cluster.

4. In the Add Role page with role permissions options, enter the Role Name and a Description for the

role.

5. To create a role with minimum permissions, select the following permissions:

e View Users

* View API Keys

o View Alert Details

e Allows access to Cohesity Ul

e View Protection Groups

o View Protection Policies

e Manage Recover Tasks

e Reporting

e Enable or disable snapshot tagging feature

¢ Restore from tagged snapshots
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6. Click Save. A new role is created successfully.
7. Once the new role is created, you have to assign the created role to a user.
8. You have to log back into Cohesity Data Cloud as this user and then create an API key to

authenticate an application.

NOTE: This API key has the minimum permissions because the user role who created this API key has
minimum assigned permissions.
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Create and Copy the API Keys

To create and copy the API keys:

1. Log in to Cohesity Helios.

2. From the Global Dashboard, navigate to Settings > Access Management.

= COMESITY v (350 (= mowman

EJ cluster Manager Access Management

All Clusters = Users  Roles  APIKeys  SingleSign-On  Multi-factor Authentication

08 pashboards ]

KR-Cohesity-Sentinel-Integration
& Data Protection >
_ Cohesity-Sentinel-testing
& Marketplace >
Sentinal_cannection_punit
@ Security >
Cohesity-Demo-Sentinel
D system >

test-demo

[ Reporting

Items per page 50 ~ 1-50f5
88 settings v

Clusters

Access M@F'ﬂ?m

License

DataPlatform for Cloud

3. From Access Management, select APl Keys >Add API Key.

= COHESITY Helios | Q searc All Organizations

EJ cluster Manager Access Management w
All Clusters - Users Roles API Keys Single Sign-On Multi-factor Authentication

08 pashboards ]

KR-Cohesity-Sentinel-Integration
& Data Protection >
_ Cohesity-Sentinel-testing
& Marketplace >

Sentinal_cannection_punit
@ Security >

Cohesity-Demo-Sentinel
D system >

test-demo
[ Reporting

Items per page 50 = 1-50f5

88 Settings v

Clusters

Access Management

License

DataPlatform for Cloud
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4. Enter a name for the API key and click Save.

= COHE |TY Helios o All Organizations ~ &

E] cluster Manager Add API Key

All Clusters =
API Key Details
08 Dashboards
Use API Keys to authenticate an application or script to Helios for management
by APIs. Refer to Helios REST API documentation for details about using these
© Data Protection > keys.
Name o
& Marketplace > Cohesity-TSE-Sentinel-Demo
, X
® security > ? Cancel
[EI] System >
1] Reporting
63 Settings >

5. The API Key Token is displayed.

NOTE: Ensure to copy and save the API Key token to later add it to the Data Connector page in
Microsoft Sentinel.

= COHESITY Heios [ Q search e
E] cluster Manager < Cohesity-TSE-Sentinel-Demo i
All Clusters =

API Key Details Use Helios Mobile App to Scan
08 Dashboards

The API Key Token will be available only once on creation.
Please store it in a secure location.

@ Data Protection >
Use API Keys to authenticate an application or script to Helios

for management by APIs. Refer to Helios REST API
documentation for details about using these keys.

& Marketplace >
Name Cohesity-TSE-Sentinel-Demo
Y Securit > 1Ke
S urity API Key Token o B E
[ system > {b -
[ Reporting
€§3 Settings >

The API Key was added. X
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Configure Workspace and Resource Group

Microsoft uses a Workspace and Resource group to gather and store all logs-related information. A
workspace is a unique environment for the log data from Microsoft Sentinel providing a centralized place
to view and manage the artifacts and store events and other information. A workspace has a unique

workspace ID and resource ID.

A Resource group includes all the resources for your Microsoft Sentinel solution and consists of multiple
workspaces.

To create the Workspace and Resource group:
1. Signin to the Azure portal.

2. Search for and select Microsoft Sentinel.

= i 5 O > z  KarthickR@cohesitysie.. @
= Microsoft Azure [ © microsoft sentine| X E 0 & @ & s
A A Services (10) Marketplace (31) Documentation (99+) Resources (0) Resource Groups (0)
Azure Active Directory (0)
Services Seea
licapps  More services
@ Microsoft Sentinel %> Microsoft Purview accounts
) Microsoft Defender@vt © Microsoft Defender for Cloud
R @ Microsoft Dev Box @ Microsoft Defender for loT
¢ & Microsoft Fabric (preview) M Customer Lockbox for Microsoft Azure
Marketplace Seea
' Viewed
{3 Microsoft Defender for Endpoint 3 Microsoft Sentinel and Microsoft 365 Defender SOC (MXDR)
1 seks ago
9 AWS 1AM 9 Microsoft Defender for Identity solution for Sentinel
1 seks ago
£ Microsoft Defender for Office 365 3 Okta Single Sign-On Solution
( reks ago
3 Microsoft Sentinel Training Lab Solution 3 Microsoft Purview Information Protection =
1 E
4 Documentation seeal ohs ago
[ Conduct end-to-end threat hunting with Hunts - Microsoft Sentine! Use matching analytics to detect threats - Microsoft Sentine seks ago
Configure and monitor Microsoft Sentinel - Training Design your Microsoft Sentinel workspace architecture seks ago
1 Microsoft Sentinel REST API Manage template versions for your scheduled analytics rules in Mi seks ago
§ Visualize collected data Sample Microsoft Sentinel workspace designs seks ago
seks ago
% Continue searching in Azure Active Directory
seks ago
Searching all subscriptions Give foedback
o N— - — — < weieks ago
Seeall
L 4

3. Select the Workspace and Resource group you want to use or create a new one. Refer to create
the workspace and resource group.

Integrate Microsoft Sentinel with Cohesity Data Cloud .


https://portal.azure.com/
https://learn.microsoft.com/en-us/azure/azure-monitor/logs/quick-create-workspace?tabs=azure-portal
https://learn.microsoft.com/en-us/azure/azure-monitor/logs/quick-create-workspace?tabs=azure-portal

4. Add new Workspace to Microsoft Sentinel.

= Microsoft Azure £ Search resources, services, and docs (G+/) 5 0 & ® & KanhickR?;mis;z:ci?&v &

Home > Microsoft Sentinel

Add Microsoft Sentinel to a workspace X

+ Create a new workspace () Refresh

@ Microsoft Sentinel offers a 31-day free trial. See Microsoft Sentinel pricing for more details.

| Fitter by name.

Workspace Ty Location Ty ResourceGroup Ty Subscription Ty Directory Ty
g -test-( - = o4 - »
oY automate-test-CEDD9007-27EA-4455-A5C3 eastus automation-resource-group Azure subscription 1 Default Directory
45176063666
1 automate-test-CFE9S606-2A75-4F53-B4CA- eastus automation-resource-group Azure subscription 1 Default Directory
p 2STIEE3SMCHS
o Sltamata-last DSEA4BTACDD0ESD:09CH; eastus automation-resource-group Aaure subscription 1 Default Directory
® EB2F77491CA1
o sulomate (oL E1AEID72:3A2524825: BOAF: eastus automation-resource-group Aaure subscription 1 Default Directory
 26CABIDITCSS
3l automate-test-E95AFAIC-0315-486A-810D- eastus automation-resource-group Azure subscription 1 Default Directory
® 1ASE74DB03BC
Y automate-test-FO1C2A37-3C76-4EAD-BAAF- eastus automation-resource-group Azure subscription 1 Default Directory
666CT2FO73AT
19 automate-test-F784700D-0898-4AF0-9774- eastus automation-resource-group Azure subscription 1 Default Directory
SA52CDICBBED
1Y automate-test-FACE02A9-F8D-4CFA-8C09- eastus automation-resource-group Azure subscription 1 Default Directory
47BFDGOCRD37
+D BA6BTDAB-328B-46CC-BIEA-BEF2EAAIDESA eastus automation-resource-group Aaure subscription 1 Default Directory
+ Cohesity-TSE-WS eastus cohesity-tse-test Azure subscription 1 Default Directory
40 Cohesity-TSE-Ws-Demo eastus cohesity-tse-demo Aaure subscription 1 Default Directory
+® internal-demo @ eastus ying-test-resource-group Azure subscription 1 Default Directory

Add Cancel
Y J

Install Cohesity Security Integration Solution

NOTE: Your MS Sentinal workspace and your app resources must be in the same resource group.

Microsoft Sentinel is a Cloud-native SIEM Solution that can be configured to integrate Cohesity Data
Cloud with the built-in Cohesity Security Integration solution available on Cohesity Marketplace. It
contains a set of bundled content including a data connector and playbook templates configured
specifically for Cohesity data.

To install the Cohesity Security Integration Solution:
1. From the Sentinel dashboard, select the created Workspace.

2. Under Content management, select Content Hub and then search for Cohesity.
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3. Inthe search results, select the “Cohesity Security Integration” solution, and on the right pane,
click Install.

= Microsoft Azure 2 Search resources, services, and docs (G+/) ® s o & KarthickR@cchestyse.. (@)

Home > Microsoft Sentinel » Microsoft Sentinel

Microsoft Sentinel « & Microsoft Sentinel | Content hub - X
Default Directory Selected workspace: 'cohesity-tse-ws-demo’
+ Create %% Manageview ~ - £ Search « () Refrash &7 Guides & Feedback
General
Filter for any field I mm
\ 5298 273 =0 ©0
Name ™ © Overview Solutions Standalone contents Installed Updates
- © Logs
0 automate-test-B7EE3F76-88C3-4CBE-BD2F- . » c . .
@ News & guides £ cohesity X Status - All Content type . All supporl (WS Cohesity Security Integration
@ cleanworkspace20221202
J2 Search Content sources : All ) .
@ cleanworkspace2022120202 Cohesity B cohesity 200
Provider Support Version
© cohesity.ravi-siem Threat management
N I Solutions (1) Description
@ Cohesity-TSE-WS-Demo bl
=) ail @l Workbooks This \:n@mw.mgmmnlwuscmm
CU etails Microsoft Sentinel's cloud-native security
O Hunting (Y information and event manager (SIEM) platform,
© deploy-test-rg1-ws1 to enable Security Operators and ITOps the
© eugene-instance 4 Notebooks ) . . automation and operational simplicity to respond
¢ Cohesity Security Integration o threats and recover from ransomware
© cugene-workspace " Entity behavior CohesityDev incidents, from inside Microsoft Sentinel. Below
are the key workflows
&) Threat intelligence Security - Automation (SOAR), Security -

func-cohesity-duplicate-alerts-filter-prod-0
@ C ey 1. Ransomware alerts from Cohesity Data

# MITRE ATT&CK (Preview) Cloud and Cohesity Cloud Services into

@ func-cohesity-duplicate-alerts-filter-prod-0 e )
Microsoft Sentinel via RESTul APIs
© function-app-no-dup Content management integration

© Helios2Sentinel €3 Content hub 2. Automatic Incidents with details of the

alerts
@ Ishita-workspace @ Repositories iew)

3. Escalate to ITSM tool via pre-built or
@ kishan-test-rg11-ws1 2 Community custom Playbook

@ kishan-test-rg13-ws1 4. Initiate recovery of clean snapshot with no

i
Configuration anomalies via pre-built Playbook

page 1w |of1 & Workspace manager (Preview)

Install View details
o B Data connectors ]

4. You've now installed the required Cohesity-developed playbook templates configured specifically
for Cohesity data in your Microsoft Sentinel environment.

Configure Cohesity Data Connectors

The next step is to configure Cohesity Data Connectors to start ingesting your data into Microsoft
Sentinel. Cohesity Data Connector is a Function App that establishes the secure connection between
Cohesity Helios and Microsoft Sentinel.

Before you configure data connectors, register the Azure application and grant permissions to fetch
incidents on Microsoft Sentinel.

Register Azure Application for Cohesity

To create incidents in Microsoft Sentinel and store Cohesity alert-related data on Azure Storage, the
Azure function applications need an Azure application identity. You can refer to Regqister a Client
Application in Azure Active Directory to learn how to register an application, check the application ID, and
create a New Client Secret.

Once you've registered the application, you should save the following information.
e Application (client) ID
e Directory (tenant) ID

e Secret Value
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NOTE: You must grant Azure Storage (user_impersonation) permission to the Azure application.

Home > Default Directory | App registgations > TSE-Demo-Sentinel Request API permissions %
5 TSE-Demo-Sentinél{ APl permissions =

& ) Karthick R@cohesitysie... @
& ®s 04 DEFAULT DIRECTORY &

CAILAPIS

[Psearch ]« Orefish | A Gotfeedback? s Azure Storage

== httpsy/storage.azure.com/ Docs (7
Overvi )
W Orerview What type of permissions does your application require?
& Quickstart
@ The "Admin consent required” column shows the default value Delegated permissions
# Integration assistant or in organizations where this app will be used. Learn more

Your application needs to access the API 2s the signed-in user s as a background service or daemon without 2

Manage
Configured permissions
£ Branding & properties Applications are authorized to call APls when they are granted pe  Select permissions expand all
S Authentication lthe pamissions the sgpcation e, eam more sbout et
Certificates & secrets -+ Add a permission Grant admin consent for Default Di
{I!' Token configuration APl issions name Type Description @ The “Admin consent required” column shows the default value for an organization. However, user consent can be customized per *

permission, user, or app. This column may not reflect the value in your organization, or in organizations where this app will be used. Learn

- API permissions “hicrosoft Graph (1) more

@ Expose an API

User Read Delegated  Sign inand |
Permission Admin consent required
To view and manage consented permissions for individual apps, i “ewPermissions (1)
&, Roles and administrators
user_impersonation () m
' o
[ Manifest Access Azure Storage

Support + Troubleshooting
&2 Troubleshooting

& New support request

Add permissions Discard
. r

Set Required Permissions to Create Microsoft Sentinel Incidents

After Registering the Azure Application for Cohesity, assign the role of Microsoft Sentinel Contributor to
allow Cohesity function apps to create incidents on Microsoft Sentinel. To assign the role:

1. Under the Subscriptions tab from the Home page, choose your subscription name.
2. On the left pane, choose Access Control (IAM).
3. Select Add > Add Role Assignment.

= : p . 1 Karthick R@cohesitysie.
it il L Al = g D AX TSN

ription 1

Home > Siliseriptions > Azu
Subscgﬁions A Azure subscription 1| Access control (IAM)

Default Directory

- Add  [J] Manage Policies Search + Add L Download role assignments 0 Refresh ¢ Feedback
Overview role assignment
ibecip S MR IR ANT R 6 ats  Roles Denyassignments  Classic administrators
B Activity log 'co-administrator

My role == all Status == all
%, Access control (AM)

¥ Add filter Add custom role -~
@ Tags

£ Disgnose and solve problems
Azure subscription 1
2 Q Security Check access
@ Review the level of access a user, group, service principal, or managed identity has to this resource. Leam more
Events

Cost Management

Cost analysis
Grant access to this resource View access to this resource
B3 Costalents
role. to this and other resources
@ Advisor recommendations Leam more Learn more (7
Billing
Add role assignment [ view |
B siog profic ivoies
Settings
@ Programmatic deployment View deny assignments Create a custom role
11} Biling properties
View the role assignments that have been Create a custom role for Azure resources
) Resource groups denied access 1o specific actions at this with your own set of permissions to meet
scope. the specific needs of your organization.

Page [1 | oft| Next: @ Resources ea Le e

2i Preview features
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4. Search for the Microsoft Sentinel Contributor role and click Next.

m bl e et

Home > Azure subscription 1 | Access control (1AM)

Add role assignment

Role Members®  Review + assign

A role definition is a collection of permissions. You can use the built-in roles or you can create your own custom roles. Learn

Job function roles  Privileged administrator roles

Grant access to Azure resources based on job function, such as the abllity to create virtual machines.

Microsoft Sentinel Contributor Type : All Category : All
Name T Description 74

Microsoft Sentinel Automation Contributor Microsoft Sentinel Automation Contributor

Microsoft Sentinel Contributor Micrasoft Sentinel Contributor

Previous | Page of 1 [ MNext

| 3 " Podious /—%TI

more o
Assignment type

Type 1o

BuiltinRole

BuiltinRole

Category ™. Details
Security View
Security View

&7 Feedback

5. Select Assign Access to as users, group, or service principal, and select the created App from the

Select members right pane.

Home > Subscriptions > Azure subscripton 1 | Aceess control AM)
Add role assignment
Role  Members®  Review + assign
Selected role Microsoft sentinel Contrioutor
Assign sccess to o) User,group, orservice princpal
Membrs + Seloctmambors
Name Object D Type
No members selected
Description Optiona!
peview + asign proviows | [ M |
L

Select members %

Qs

N emo-saninal

Ts€-Dema-Sentinel-App

Selected members

T5E-Demo-Sentinel

™ Raors

Close )
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6. Select Review + assign. This will assign the Microsoft Sentinel Contributor permissions to the
registered created app for Cohesity.

S S

ation 1| Access control (AM]

Add role assignment

Scope Subsciptions/26c46499-1617-43a7-8018-024C79090cT
Membars Hame Object ID Type
Cohesity-TSE Demo 4BETAT30-0618 400 Beed o719BAATIOIS

Description No description

=

Deploy Cohesity Data Connector

Once you've registered the application (identity), follow the below steps to configure the Cohesity Data
connector, which will establish the secure connection between Microsoft Sentinel and Cohesity Data
Cloud to fetch the ransomware alerts from Cohesity Data Cloud to Incidents tab under Microsoft Sentinel

1. From the selected workspace, select Configuration > Data Connectors.

2. Search for Cohesity and select the data connector “Cohesity (using Azure function)”.
A right pane with connector details is displayed.
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3. Select Open Connector Page. The Instructions tab is displayed.

18

i @cohesitysi
Home > Microsoft Sentinel
Microsoft Sentinel | Data connectors X
Selected workspace: ‘cohesity-tse-ws-demo’
Search « () Refresh &7 Guides & Feedback
Search
o More content at
Threat management » O ﬂ. Content hub
Connectors Connected
& Incidents
»
il Werkbooks 0 | Providers: Al DataTypes: All  Status: All Cohesity (using Azure Function)
© Hunting
Di d 3 Coh -
& Notebooks Status  Connectorname | S P Lt Log Received
# Entity behavior . . .
Cohesity (using Azure Function) Description
> e
O Threat intelligence Cohesity The Cohesity function apps provide the ability to ingest
v MITRE ATT&CK (Preview) Cohesity Datahawk ransomware alerts into Microsoft Sentinel.
Last data received
Content management
23 Content hub
Content source @ Version
@ Repositories (Preview) CohesitySecurity 100
& Community
Author Supported by
Configuration Cohesity Cohesity | Email
lorkspace manager (Preview) Related content
B Data connectors o ©1 a0
Workbooks Queries Analytics rules templates
4 Analytic b v
B Watchlist Data received Go to log analytics
5 Automation o
£ settings Open connector page
. 4
5 Karthick R@cohesitysi
h 3
Sl e il G DECAULTDRECTORY
Home > Microsoft Sentinel | Data connectors >
Cohesity (using Azure Function) X

li] Delete

Cohesity (using Azure Function)

(Optional Step) Securely store workspace and APl authorization key(s) or token(s) in Azure Key Vault, Azure Key Vault provides a secure mechanism to
store and retrieve key values. Follow these instructions to use Azure Key Vault with an Azure Function App.

Disconnected 3¢ Cohesity

Provider Last Log Received

Description STEP 1 - Get a Cohesity DataHawk API key (see troubleshooting instruction 1)

The Cohesity function apps provide the ability to ingest Cohesity
Datahawk ransomware alerts into Microsoft Sentinel

Last data received STEP 2 - Register Azure app (link) and save Application (client) ID, Directory (tenant) ID, and Secret Value (instructions). Grant it Azure Storage
(user impersonation) permission. Also, assign the ‘Microsoft Sentinel Contributor' role to the application in the i ipti

Content source ® Version
CohesitySecurity 100 STEP 3 - Deploy the connector and the associated Azure Functions
Author Supported by

Cohesity Cohesity | Emil Azure Resource Manager (ARM) Template

Use this method for automated deployment of the Cohesity data connector using an ARM Template
Related content

o @1 &0

Workbooks Queries Analytics rules templates

1. Click the Deploy to Azure button below,

K\ Deploy to Azure

Data received Go to log analytics 2. Select Mefpreferred Subscription, Resource Group and Location

L 3. Enter the parameters that you created at the previous steps
31 4 Mark the checkbox labeled | agree to the terms and conditions stated above

5 5. Click Purchase to deploy.

Integrate Microsoft Sentinel with Cohesity Data Cloud
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5. Add the below field names and click Review + Create.

a. Subscription - <Select the subscription name>.
Resource Group - <Select the resource group associated with workspace>.
Region - <Choose the Azure region>.
Workspace - <Enter the “name” of the workspace>.
Start Day Ago - <No. of days of historical data about security incidents>.
API key - <Enter your API key token from Cohesity data cloud>.

Client Id - <Enter your Client ID generated while registering the Azure function app>.

T@e@ ™o a0 T

Client Key - <Enter your client Secret key generated while registering the Azure function app>.

Home

Custom deployment

@ New! Deployment Stacks et you manage the lifecycle of your deployments. Try it now —>
Template
Customized template o
= L 2 5
t template t parameters Visualize

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and
manage all your resources Q
Subscription * Az
Resource group * Q Cohesity-TSE-Dema ~
Create new

Instance details
Region * Q (US) East US

Workspace chhﬁiw-1SE-M-Mmo

ure subscription 1 w

Start Days Ago

Api Key q

e ——
Client Id 0G0
TSRO - [r— 1
Next |
‘ 4

6. You've installed the Cohesity Data Connector successfully.

7. After installation, follow the below steps:
a. Your new workspace “Cohesity-TSE-WS-Demo” will be listed under MS Sentinel instance.
b. Create a Managed Identity App under the Resource Group and get the ‘Client ID’ from the app.

Integrate Microsoft Sentinel with Cohesity Data Cloud .
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i. Go to the Resource Group associated with the Microsoft Sentinel App and create a Managed
Identity App from the marketplace by clicking ‘Create’.

Home

() vivek-16-oct <&

Resource group

£ Search °

@b Generate Bicep code to duplicate this resource group. | | Export resource groups using Bicep or Terraform | | How to manage these changes more efficiently with deployment tools?

I Open in mobile

5 Manage view ~ (i Delete resource group Refresh L ExporttaCSV  I¥ Open query

|| 1 oventen

B Activity log Subscription (move) subscription 1 Deployments 2 Failed, 13 Succeeded

P Access control (1AM) Subscription ID 2646499-1b17-43a7-8d18-024€790%beT Lacation EastUS

@ Tags Tags (edit) Add tags

. Resource visualizer .
Resources  Recommendations

© Events

3 Settings Filter for any field Typeequalsall X Llocationequalsall X -+ Add filer

> Cost Management

3 Monitoring [] mame: Type Location

> Automation [0 @ cohesityconpg Application Insights EastUS

> Help [ cohesityconpg Function App EastUS
[0 9 conesityprop Application Insights EastUs
D T cohe: quinTbhyrate Key vault East US
[0 = conesitypropqum7bhyrete Storage sccount EastUS
[J  cohesitypropqum?bhyrac Function App EastUS
[] W Failure Anomalies - cohesityconpaum?bhyratc Smart detector alert rule Global
[0 # securityinsightstvivek-ws Salution EastUS
[ % vivekmanaged-identity Managed identiy fastUs

. Search for ‘Managed Identity’ and create “User Assigned Managed Identity” app.

l ¥ Copilot ]

Home > vivek-16-oct

Marketplace

Get Started

F

Managed identity

Service Providers

Search with Al

Management

Private Marketplace

[ Azure benefit eligible only © ] Azure services only

Pricing : All X

¥, New! Get Al-generated suggestions for ‘managed identity'

Showing 1 to 20 of 530 results for ' Managed identity'. Clear search

Private Offer Management

My Marketplace

Favorites
My solutions
Recently created

Private plans

Categories

Security (433)

Identity (310)

&

Managed Identity Services

fortytwo.io
Saas

Unlock the full potential of your
Microsoft ecosystem with Fortytwo's
Managed Identity Services

Starts at
US$500.00/month

Subscribe

User Assigned Managed
Identity

Microsoft
Azure Service

User assignod managed identties

enable Azure resources (e.g. Virtual

Machines) to authenticate to
servicess that support Microsoft
Entra authentication

Create

Entra Verified ID
Implementation & Managed

Simplicity IT Inc.
Managed Services

Implement and manage secure,
compliant digital identities with Entra
Verified ID.

Create v

Operating System : All X

Publisher Type : All X

Geek Managed Services

Geek Managed Services

Managed Services

Azure Lighthouse by Geek Managed
Services

Create v/

Product Type : All X Publi

Managed Services for
Microsoft Identity Security

Oxford Computer Group LLC
Managed Services

0CG's Managed Services for
Microsoft identity Security - improve
your security posture.

Create

Integrate Microsoft Sentinel with Cohesity Data Cloud
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. Provide the requested details and complete the creation of the app (Provide the same
resource group which was used for MS Sentinel App).

Home > vivek-16-oct > Marketplace >

Create User Assigned Managed Identity

Basics Tags  Review + create

Project details

Select the subscription to manage deployed resources and costs, Use resource groups like folders to organize and
manage all your resources.

Subscription * © Azure subscription 1 ~ |
Resource group O Loading. I
Create new

Instance details

Name * (& |
Region O Loading. |
Isolation Scope (D None ~ |

iv. Click the newly created Managed Identity App.

Microsoft Azure P Searh resource, senvces,an docs G+1) - T

[ o vivek=16-0Ct s - @B  Howtomanage these changes more efficiently with deployment tools? | | How to manage changes with deployment tools? | | Help me generate Terraform for this resource group configuration,
Resource group

Home

P Search O t Create (5} Manage view ~ [i] Delete resource group () Refresh & ExporttoCSV 5 Open query £ Open in mobile
| 18] Overview A Essentials

B Activity log Subscription (move) Azure subscription 1 Deployments 2 Failed, 13 Succeeded

B Access control (IAM) Subscription 1D 26646499-1b17-43a7-8d18-024c79f0%bc T Location EastUS

@ Togs Tags (edit) Add tags

%+ Resource visualizer

B Resources  Recommendations

" Events

> Settings ¥ Filter for any field. Type equalsall X Location equalsall X -+ Add filter

> Cost Management

> Monitoring [ Name 1 Type Lacation

> Automation [0 ® cohesityconpg Application Insights East US

> Help D 4> cohesityconpq i - Function App East US
[0 ® cohesitypropy wr - Application Insights East US
D ) cohesit Thhynde .- Key vault East US
[[J = cohesitypropqum?bhyrc + Storage account East US
O > cohesitypropqurn7bhyrxte Function App EsstUS
O lies - cohesityconpgumTbhyrite -+ Smart detector alert rule Global
O Salution EastUS

I D Managed Identity EastUS
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v. Copy the “Client ID” from the app (This needs to be copied to ‘Function Apps’ which is shown
in step 7).

T =

Home > vivek-16-oct

vivek-managed-identity | Overview » = @ Summarize configurations for this Managed Identity. | Show ma tokan usage metrics for this Managed (dentity. | | List accass policies for this Managed idantity.
Managed Identity

P Sewch o« [ pelete

| ovniew s
B Activity log Resource group Type Microsoft M. didentities
55, Access contol (AM) Location fastUs | ciem
@ Tags Subscription Azure subscription 1 Object (principal) ID
Subserpion 10 woaton Scope None

Azure role assignments
H Associated resources [preview)
o1+ Resource visualizer

> Semings

> Monitoring

> Automation

> Help

c. Copy the ‘Client Id’ to the ‘Function Apps’ under the Resource Group.

i. Go to both the “Function Apps” in the Resource Group.

e armrrm -

Home
() vivek-16-oct = = b How to manage these changes more efficiently with deployment tools? | How o manage changes with depioyment tools? | Help me ger Terratorm for this
Resource group
|;' Search o t Create @5 Manageview ~ [i] Delete resource group () Refresh L Exportta CSV  §¥ Open query > ] & Open in mobile
| oenien -
B Activity log Subscription ( Deployments 2 failed, 13 Succeeded
A Access control (IAM) Subscription 1D 26c46499-1b17-4397-8018-024c79109bcT Location East US
.

® T Tags (edit) Add tags

vt Resource visualizer
Resources  Recommendations

£ Events

> Settings V' Filter for any field. Type equalsall X Location equalsall X -+ Add filter

> Cost Management

> Monitoring [ Nome : Type Location

> Automation [ 9 cohesityconpavm7bhymac . Apphcation Insights East US

> Help I]: % cohesityconpgurnTbhyrite . Function App EastUS
[: @ cohesitypropqumTbhyrxtc .- Application Insights EastUS
[0 @ conesitypropqum7bhynac s Keyvault EastUS
[] = cohesitypropavmTbhynec Storage account fast US

I[ ] % cohesitypropqumTbhyrxc - Function App East US I
[ ' Failure Anomalies - cohesityconpay Smart detector alert rule Global
P

O #s ekows) Solution EastUS
O anaged-identity - Manages Identity East US
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ii. Copy the “Client ID” from step 6e to the Client ID Value under Settings > Environment
variables > clientld and click “Apply” (This will restart the apps).

Home > vivek-16-oct

cohesityconpgvrnTbhyrtc

(] cohesityconpgvrn7bhyrxtc | Environment variables

Function App

P Search o

% Overview

E Activity log

Fo Access control (AM)

@ Tags

£ Diagnose and solve problems
@ Microsoft Defender for Cloud
© Events (preview)

. Resource visualizer

Functions

Deployment

«

Name *

Add/Edit application setting

clientld

App settings  Connection strings

| Value

) Refresh & Advar

Search + Add

@ Show values
Deployment slot setting

Value

© Show value

> Show value

@ Show value

clientld @ Show value

<

Settngs

{1} Environment variables

{1l Configuration (preview)

““a Durable Functions

d. Create

@ Show value

FUNCTIONS_EXTENSIO

@ Show value

FUNCTIONS_WORKER_RUNTIME @ Show value

keyVaultName © Show value

‘Access Policy’ in Key Vault App under the Resource Group.

i. Go to “Key Vault” app under the Resource Group.

Home

() vivek-16-oct = =

Resource group
(2 search ]
| (4] Owerview
B Activity log
Ba. Access control (IAM)
@ Tags
%+ Resource visualizer

¢ Events

~

Settings

v

Cost Management

~

Monitaring

w

Automation

~

Help

l B oot _

®h | How ta manage these changes more efficiently with deployment toals? | How to manage changes with deployment toals?

- Create 5 Manage view ~  [i] Delete resource group () Refresh & ExporttaCSV ¥ Open query

Help me generate Terraform for this resource group configuration.

2 Open inmobile

~ Essentials

Subscription (move) Deployments 2 Failed, 13 Succeeded
Subscription ID 26¢46499-1017-4307-8d18-024c7909beT Location < EastUS

Tags (edit) Add tags

Resources  Recommendations

Filter for any field Typeegualsall X Locationequalsall X+ Add filter

[ name Type Location
|_ Application Insights EastUS.
|: Function App EastUS
[0 @ cohesitypropqvm?b Application Insights EastUS

|_|: @ cohesitypropgun7bl Key vault EastUS I
|: = cohesitypropgum7h Storage account EastUS
[_ 5 cohesitypropqumTh Function App EastUS.
[0 ™ failure Anomalies - cohesityc Smart detector alert rule Global
[J & securityinsight ws Solution EastUS
(N vivek-managed Managed Identity EastUS
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Click “Access Policies” and create an Access Policy by clicking “Create”.
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A Sench emkow st snd s O

Home > vivek-16-oct > cohesitypropqum7bhyrxtc

v= cohesitypropqvrn7bhyrxtc | Access policies =

Key vault

P Search  «

@ Overview

Access policies enable you to have fine grained control over access to vault items. Learn more

| £ search Permissions : All X Type:All X

Showing 1 to 3 of 3 records.

B Activity log
5 Access control (IAM})
@ Tags

[] Name Email * Key Permissions
K Diagnose and solve problems

= ' APPLICATION
= Access policies I

o3+ Resource visualizer

Events

v

Objects

v

Settings

~

Monitoring

v

Automation

>

Select ‘Get’ and ‘List’ under ‘Secret Permissions’ and click ‘Next’.

Help

Microsoft Azure

£ Search resources, serv

Home > vivek-16-oct > cohesitypropqvrn7bhyrxtc | Access policies

Create an access policy

cohesitypropgvrn7bhyrxtc

o Permissions ':- Principal ( Application (optional) ‘:-k Review + create
Configure from a template
Select a template ~
Key permissions Secret permissions Certificate permissions

Key Management Operations Secret Management Operations Certificate Management Operations

D Select all D Select all D Select all

[ et B G ] Get

[ st B ] uist

D Update |:| Set D Update
I:‘ Create |:| Delete D Create
D Import D Recover D Import
D Delete E] Backup D Delete
[] Recover [ Restore [] Recover

Secret Permissi.
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iv.

V.

Select the ‘Managed Idenity App’ created in Step 8 for ‘Principal’.

P Search resources, servi

Home > vivek-16-oct > cohesitypropgvrn7bhyrxtc | Access policies >

Create an access policy
cohesitypropgvrn7bhyrxtc

o Permissions o Principal ‘G) Application (optional) ‘i:) Review + create

Only 1 principal can be assigned per access policy.
Use the new embedded experience to select a principal. The previous popup experience can be accessed here. Select a principal

£ vivek X

Vivek Kulaharia
vivek kulaharia@cohesity com

vivek-managed-identity
3b3dc067-e012-4970-adab-4aa3dd337ae0

Finish the creation of Access policies.

e Emrweerm

Home  vivek-16-0ct > cohesitypropgum?bhyndc

7= cohesitypropgvrn7bhyrxtc | Access policies

Koy vault
5 Search L + Create () Refresh e

Overvien
Access policies enable you to have fine grained control over access to vault items. Learn mare.

Activity log
£ Search Permissions : All X Type:All X

Showing 1o 3 of 3 records.

Togs
() Mame 1 Emall Key Permissions

-}

B mecess control (IAM)

¢

K Diagnose and sohve problems
} 7 APPLICATION

£ Access policies

[ cohesityconpavmbhync

v Resource visuskzer

i R —

> Objects [ vivek-managed-identity Get, List, Update, Create, Import, Delete, Recover, Ba.
> st

T

> Automation

Help

Secret Permissions

Get, List
Get, List

Get, List Set, Delete; Recover, Backup, Restore

8. After installation, you should see a welcome incident with the title Hello from Cohesity!

25

NOTE: The welcome incident may take a few minutes to appear after installation and all the existing
anomaly alerts will also start appearing on the incident tab.

e g

Search
General

Q Ovwnview

# togs

@ News & gudes
) Search

Threat management
S incidents

@ Workbooks

© Hunting

© Notebooks

4 Entity behavior

B Content hub

& Community

Configuration

B _Data connectors

@ Theeat intelligence

B MITRE ATTACK (Preview)

Content management

Home > M it Sentinel

& Microsoft Sentinel | Incidents

+ Create incident (Preview) () Refresh () Custom range 01/0S/2023 - 12/05/2023 ~ 35 Actions (@] Delete [ Security effciency workbook == Columns /37 Guides & Feedback
. Open incidents by severity
= . ~
=1 31 =0
Open incidents New incidents Active incidents Thgh© Modium (©) Low () Informatiansi (©)
" 0 ohesity!
Search by 1D, titke. tags, owner or product Severity - All Status : 2 selected more | i ::L:'l'f:‘f ty!
® ) Auto-refresh incidents 2 Unaasi s P =
Owner St
) severity 1, Incident ID T4 Title 14 Alerts Product names. Created
O tow 1 Hello from Cobesityl 0 osnor!

instalation has compieted correcty. This is NOT a ransomware:

related incident

Aot pro

“NA Qo0 Ro
Neats

Events

05/10/23, 0230 PM

@ Reposiories (Preview)

©) T verigution raph ks s you indident

Incuos naites o xampie: vt o I, #c, s the
apping optlon ke deing your s Lat’

& Workspace manager (Preview) " 1-1 Noxt View full details Actions

oh °
DIFALT DIRECTORY [ONESTTY.. 9

Incident that canfims that the Coheity furction 3pp
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Configure the Cohesity Playbooks

Once you have installed the Cohesity solution, the Cohesity playbook templates are available in Microsoft
Sentinel to unite security and IT teams for collaborative investigation and remediation. To check the
playbook templates, go to Automation -> Playbook templates and search for Cohesity. Cohesity
solution provides the following playbooks:

Figure 3: Cohesity Playbooks use cases

=

{
Fetch cl:‘:::t:r Send Restore object to A:ocr’::Iy
Ran‘s\fmware ServiceNow Incide_nt its ::taessthc::an Alert
SIS Incident Email .

o Cohesity Send Incident Email — ends an email to the recipient with the details related to the
incidents.

o Cohesity CreateOrUpdate ServiceNow Incident — Creates and updates the incident in the
ServiceNow platform.

o Cohesity Restore From Last Snapshot — Allows you to restore your data from a clean snapshot.
e Cohesity Close Helios Incident — Allows you to resolve alerts on Cohesity Data Cloud.

e Cohesity Delete Incident_Blobs — Deletes the blobs on Azure storage created by an incident that is
generated by the Cohesity function apps.

= Microsoft Azure 0 Search resources, services, and docs (G+/) G 0 ®& @ p KihidR@oheiyse. &

Home > Microsoft Sentinel

7« Microsoft Sentinel | Automation X

Selected workspace: ‘tse-demo-sentinel-ws'

« + create v () Refresh [ Automation health workbook | 37 Guides & Feedback

4 Search

x
A\ Playbook with "content source = gallery content” have been removed. All the remaved content and more s available in content hub, Click here to reinstate in use “content saurce = gallery content” templates.

Threat management
& Incidents Py l More content at

Ao 0« i E\)h\? I i‘glll‘lds\ books Content hub
@ Workbooks utomation rules nabled rules nabled playbool
© Hunting «
& Notebooks rules  Active Playbook templates (Preview)
2 Entity behavior %ﬁ cohesity % Trgger: All Logic Apps Connectors - All Entities : Malware Tags: All Source name : CohesitySecurity
&) Threat intelligence

L L i it i ™ L

% MITRE ATTACK (Preview) Name ) Trigger 1. Logic Apps Connectors  Entities Tags Last modified ™y Source name T

Cohesity Incident Email & Microsoft Sentine..  Outlock.com +1 & Malware SOAR  Email Notificat... 12/23/22, 0427 PM CohesitySecurity
Content management
. Restore From Last Cohesity Snapshot & Microsoft Sentine...  Azure Blob Stor... +2© 4 Malware DataHawk SOAR C.. 01/13/23,0332PM  CohesitySecurity
£ Content hub

Cohesity Create or Update ServiceNow incident & Microsoft Sentine...  SenviceNow +10) & Malware ServiceNow SOAR . 12/23/22,0332PM  CohesitySecurity
@ Repositories (Preview)

Delete Cohesity incident blobs & Microsoft Sentine..  Azure Blob Stor.. +1() & Malware Cleanup 01/27/23, 04:27 PM CohesitySecurity
& Community

Close Cohesity Helios Incident & Microsoft Sentine...  Azure Key Vault +1 (0 & Malware DataHawk SOAR C.. 01/13/23,0332PM CohesitySecurity

Cgnfiguration
ﬁ/ovkspace manager (Preview)

B Data connectors
& Analytics
B watchlist

o

o ation e
<Previous | page[ 1~ ]of1 Next >
B Set
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Now, Let's see how we can configure the different Cohesity-developed playbooks on the Microsoft
Sentinel platform.

Cohesity Incident Email Playbook
This playbook sends an email to the recipient with the incident details. After you assign the permissions to
playbook, you need to perform the below configuration steps to enable this playbook:

1. From the Workspace, under the Configuration pane, navigate to Automation tab, and select
Cohesity Incident Email Playbook.

2. Click Create playbook.

i & Karthick R@cohesitysie.. @
= Microsoft Azure £ Search resources, senvices, and docs (G+/) B 0 & @ & ‘w'zm“"_

Home > Microsoft Sentinel | Automation >

Create playbook X

© Basics 2) Parameters 1) Connections +) Review and create

Seleet the subscription to manage deployed resources and costs. Use resource groups like folders to
organize and manage all your resources.

Subscription *

| Azure subscription 1 v
Resource group * [ s5-RG-Test ~]
Create new
Region *
Playbook name *
My_Cohesity_Send_ncident_Email_| -

() Enable diagnostics logs in Log Analytics ©

Log Analytics workspace

SS-WS-Test

[ Assaciate with integration service environment ()

Integration senvice environment

Next : Parameters >
L ) ]

Integrate Microsoft Sentinel with Cohesity Data Cloud .



3. Enter the field details and click Next: Parameters
o Subscription
o Resource group

o Playbook Name

q = &1 KarthickR@cohesitysie.. @

Home > Microsoft Sentinel | Automation >

Create playbook - X

@ Basics  (z) Parameters () Connections () Review and create

Select the subscription to manage deployed resources and costs. Use resource groups like folders to
organize and manage all your resources.

Subscription * | Azure subscription 1 v]
Resource group * [ $5-RG-Test v l
Create new
Region *
East US

Playbook name *

[ My_Cohesity_Send_Incident_Email ] ~]

[ enable diagnestics logs in Log Analytics ©

Log Analytics workspace

SS5-WS-Test

[ Associate with integration service environment

Integration service environment

4. Enter the recipient's email address and click Next: Connections.

B 9 p FREsEE

Home > Microsoft Sentinel | Automation >

Create playbook X

@ Basics @ Parameters  (3) Connections  (4) Review and create

EmaillD * O
[ @outlook.cor v
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5. Click Next: Review and create. This will review and validate the parameter details.

Home > Microsoft Sentinel | Automation >

Create playbook

@ Basics @ Parameters @ Connections  (+) Review and create

For each connector this playbook uses, you can choose to use an existing connection from another
playbook. Otherwise, you must create a new connection and authenticate when you are brought to the
Logic Apps designer after your playbook is deployed.

Microsoft Sentinel Connect with managed identity

Outlook.com New connection will be configured

[rovows IS

and create >

Karthick R@cohesity:
DEFAULT DIRECTORY (COHESITY.

6. Click Create and continue to designer. This will redirect to the Logic apps window to authorize the

API connections.

e e e )

Home > Microsoft Sentinel | Automation >

Create playbook

& 0 & O &

@ Basics @ Parameters @ Connections @ Review and create

Basics

Subscription Azure subscription 1

Resource group SS-RG-Test

Region East US

Playbook name My_Cohesity_Send_Incident Email_
Diagnostics logs workspace Disabled

Integration service environment Disabled

Parameters

EmaillD Cohesity. TSE@outlook.com

Connections
& Microsoft Sentinel

Connect with managed identity

@ Note: Grant permissions to the managed identity after deployment.
[ outlook.com

New connection will be configured

@ Note: Authorize this connection after deployment in the Logic App designer

Create and continue to designer
.

Karthick R@cohesitysie.

DEFAULT DIRECTORY (COHESITY.

29
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Authorize Microsoft Sentinel to Access Outlook

After creating the playbook, you should authorize a connection from the Logic Apps to access Outlook.
To authorize the connections:

1. In Microsoft Sentinel, go to Logic Apps, and choose your playbook.

2. Choose Development Tools > APl Connections.

3. Select an Outlook connection to authorize.
4

Select General > Edit APl Connection.

Home > Micrasoft Sentinel > Microsoft Sentinel | Automation > Mby_Cohesity_Send_Incident_Email | API connections > Outlook-MMy_Cohesity_Send_Incident_ Email

2, MMy_Cohesity_Send_Incident_Email | A... & Outlook-MMy_Cohesity_Send_Incident_Email | Edit API connection
ogic app APl Gonnect
Search ) Refresh Sea
Edit API connection
Overview Ovenview
API connections associated with the logic app

B Activitylog B Activitylog Edit API connection lets you update the display name and refresh the authorization for this Saas provider.
%5, Access control (IAM) MicrosofiSentinel-Miy.Cohesity Send Ao Access contral (LAM) AR
@ rags Outlook-MMy_Cohesity.Send_Incident... @ Tags
Z* Diagnose and solve problems /* Diagnose and solve problems Displey Name

Outlaok-MMy_Cohesity_Send_Incident_Email

opment Taok in
BEF ent Taols Settings Authorize

\abgic app designer B Locks W
<6 Logic app code view General

T Versions "
Properties
APl connections y
& Edit APl connection
& a2 Jert quides
Monitoring
Settings
¢ B Alerts
& Workflow settings
Automation

Authorization
Tasks (preview)

@ Access keys
¥ Export template
identity
11! Properties Support + troubleshooting
A Lods 2 New Support Request
Monitaring
R pert hitpsfjportal azure. comji o anmicrosoft.ci 48499-1017-43a7-8d! urceGrou b Cahesity_Send_incident_Emailjedit

L

5. Select Authorize and you will be redirected to an email account configured to authorize the
connections.

6. After authorizing the connection to Outlook, Go to the Incidents tab under the selected workspace,
and select Run to trigger the playbook.

NOTE: Make sure the user that runs the playbook has the role Microsoft Sentinel Playbook Operator
assigned. To assign the role, refer set required permissions to access playbook.
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BB8®BS x BARAAARDDRRS SR oBRESC Be®SSeel + ad

& > C & portalazure.com/#view/Microsoft_Azure_Security_| 1b17-43a7-8d18-024c79f0%be.. & ¢ % &« » 0O t H

© Cohesity - Signin B3} Lab 3 Confiuence [ Pulse [} General B3 Anomaly detection B3 7.0 G security-config up. Security Prioritiza.. B3 Security Integratio,

= e pET

Home

& Security pitches u » @3 Other Bookmarks

Run playbook on incident

@ Playbook was triggered successfully X
& Cluster: punitCO660dWin16-Test-SBX. Source: sac01-pn <o omcoheSt.CON  playbook MMy CohesitySend. Incident, Email was
Incident 1D 7 dadih triggered successfully
hekesh ) Deleteincdunt | o Uogs. [ ek Previews. B Actiity g R @

@ This is the new improved incident page (currently in preview). You can use the toggle to switch back Select a playbook to run now on the incident. Only enabled playbooks configured with the Microsoft Sentinel incident trigger can be
triggered.

Low v New v & Unassigned v
Severty Status Owner Overview  Entities Sesrch by neme Subscription : Azure subscription 1 v More (2)
»v,l sce name Incident timeline T4 Name Ty Subscription T4 Resource group ™y, Plan Ty
ss-ws-test
Cohesity._Incident RAG. Azure subscription 1 # SS-RG-Test Consumption [ Run
Descriptio
Anomalous change in file system detected on Win16-Test-SBX, & .~ Dev_clone Azure subscription 1 5 SS-RG-Test Consumption Run
symptom of potential ransomware attack on your primary environment. —_—
Alert cause: The recent protection run of Protection Group \» GS_Post Comment Azu Azure subscription 1 % $5-RG-Test Consumption | Run
RansomwareSharanTest2DNOO with job id 2063154 has dramatic changes —
in the composition of fles, which is a significant deviation from the i MMy_Cohesity Close H Azure subscription 1 % 55-RG-Test Consumption R
previously observed protection runs. Anomaly Surength: 5. Additional - e E S —— =
Info: Use the latest clean snapshot taken at 02, Jun 2023 10:12 PM to MMy_Cohesity_CreateO. Azure subscription 55-RG-Test Consumption u
packnstait Recovery Haos I iy Mmy_Cohesity_Restore Azure subscription 1 o] SS-RG-Test Consumption [ Run
MMy_Cohesity. Send. in. Azure subscription 1 (4] 55-RG-Test Consumption
Alert product names
My_Cohesity_CreateOr), Azure subscription 1 o SS-RG-Test Consumption
o My_Cohesity Restore_Fr Azure subscription 1 % $5-RG-Test Consumption
My_Cohesity_Send_Inci Azure subscription 1 » SS-RG-Test Consumption
“N/A 90 RO e . X us Pt -
mad imilar incidents (Preview K
Events  Alens  Bookmarks Recover_from _clean_sn. Azure subscription 1 %) SS-RG-Test Consumption
Punit-Devclone/Clone-P. Azure subscription 1 o] 55-RG-Test Standard
@ The investigation graph requires that your incident includes entities
(for exampler user, host, I etc ), Use the entty mapping option
when defining your alerts. Learn more
PR vious | Page| 1 v |of1 | Next

7. You will get an auto-notification email with Incident details from the configured email ID.

€ Outiook File Edit View Message Format Profiles Tools Window Help

Cohesity Alert - Inbox «

W Delete T Archive Fg Move | Flag ~ & MarkasUnread () Sync @ SendtoOneNote @ Report -

Cohesity Alert

To:

Hello SecurityTeam,
You have a Cohesity incident from Microsoft Sentinel. Below is information:

+ Incident ARM Name: 1507c467-a573-4a92-b0c4-dbcb1e6d44fd

Strength: 90. Additional Info: Use the latest clean snapshot taken at 12, Jul 2023 04:25 PM to perform Instant Recovery. Helios ID:
Severity: High

Incident ID: 287

Incident Create Time Utc: 2023-07-12T16:40:07.5438692Z
Incident URL: https://portal.azure.com/#asset/Microsoft_Azure.
rgll ide

Insights/Incident/subscriptions/26c46499-1b17-43a7-8d18-024¢73f09bc7 /resourceGrou
rosoft.0 its/workspaces/kishan-test-rg11-ws1/providers/Mi itylnsights/Incid 1507c467-a573-4a92-b0c4-db

ishan-test-
d

Please review and update incident accordingly.

Cohesity Team

@ Cohesity " @outlook.com> Thursday, 13 July 2023 at 2:54 AM

Description: Anomalous change in file system detected on RansomwareVm-file-ext-prod-canary, a symptom of potential ransomware attack on your primary environment. Alert cause: The recent protection run of
Protection Group anti-ransomware-fastsim-prod-588C with job id 34773 has dramatic changes in the composition of files, which is a significant deviation from the previously observed protection runs. Anomaly
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Cohesity Close Helios Incident

This playbook allows you to resolve alerts on Cohesity Data Cloud. Once you assign the permissions to
playbook, you have to perform the below configuration steps to enable this playbook:

1. From the workspace, under the Configuration pane, navigate to the Automation tab, and select the
Cohesity Close Helios Incident Playbook.

2. Click Create playbook.

== Microsoft Azure £ Search resources, services, and docs (G+/) B8 0 8 0 8 Karthick R@cohesitysie. [ )

AULT DIRECTORY

Home > Microsoft Sentinel

5 Microsoft Sentinel | Automation

Search + Create O Refresh B Automation health workbook A7 Guides & Feedback
4 Search
» 12 % More content at
Threat management 01 1 = 20 D\ Content

& Incidents

& Wotkbooks Automation rules  Active playbooks  Playbook templates (Preview) 1 Close Cohetity HeNios Iacident
© Hunting e
5 o ) R o) |t [Sommis | ONRAY-
¥ Entity behavior Name Ty Trigger 14 Logic Apps Connect...  Entities Tags et Do
W Tt iiigerica Clase Cohesity Helios Incident & Microsoft Senti..  Azure Key Va.. +1 S Matnes | DR SRR [ P10k o the comasponding Cohecty Detitimet: et
W TR AT e ity Create or Update Servic.. & Microsoft Senti..  ServiceNow +1 $Maware  SeviceNow SOAR Ltz
Content management Delete Cohesity incident blobs. & Microsoft Senti..  Azure BiobSt.. +1 & Maiware Cleanup 012 Microsoft Sentinel 2 e ey vain
& Content hub muse Restore From st Cohes.. &3 Microsoft Sonti..  AureBlobSt., +20 & Malware  DataHawk SOAR L. 01 .
W—
@ Repositories (Preview) MUSE Cohesity Incident Emai & Microsoft Senti..  Outlookcom +1 & Maware  SOAR  Email Notific

12/2  Deploy the Cohesity configuration and function apps (see detals
bere)

& Community

Configuration

Jorkspace manager (Preview)

B Data connectors

4 Analytics

esity | Email Cohesity

B watchiist

% Automation
Page| 1 v |of1
& Settings

Create playbook
! W )

3. Enter the field details and select Next: Connections:

e Subscription
e Resource group
e Playbook Name

Home > Microsoft Sentinel | Automation

Create playbook x

Playbook name *
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4. Click Next: Review and create. This will review and validate the parameter details.

Home > Microsoft Sentinel | Automation

Create playbook

5 g3 KarthickR@cohesitysie.. @
08 ®e 05 hitocwys @

x
@ Basics @ Connections Review and create

hoose t

For each connector this playbook uses,
playbook. Othenwise, you must create a

1 existing connection from another
create henticate w
Logic Apps designer after your playbook is deployed.

n you are brought to the

previous | [EH d create > |
S

5. Select Create and continue to designer.

Home > Microsoft Sentinel | Automation

Create playbook

® & 5 KarthickR@cohesitysie.. @
BB O 0 & e ®

x
@ Basics @ Connections € Review and create.

Basics

Aaure subscrption 1

$5-RG-Test

EastUs

My_Cohesity_CreateOrUpdate. ServiceNow.Incident.
Disabled

Disabled

necton aher deployment n the Logic App designer

™ Crste and contious to designer

6. After creating the playbook, Grant KeyVault Permissions for the playbook to access the objects.
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Automation Rule to Resolve Cohesity Data Cloud Alerts

You can create an automation rule to resolve alerts on Cohesity Data Cloud. To create an automation
rule follow the below steps:

1. In your Microsoft Sentinel workspace instance, go to the Automation tab under the Configuration
pane.

2. Select Create > Automation Rule.

3. From the automation rule panel, Enter the Field details and select Apply

NOTE:

Automation rule name -<Enter a name for your rule>.

Trigger - <From the Trigger drop-down, select the appropriate trigger according to the
circumstance for which you're creating the automation rule - “When incident is updated’>.

Conditions - <Define the conditions>.

Actions - <Add a run playbook action, you will be prompted to choose from the drop-down list of
Cohesity playbooks>.

Rule Expiration - <Set an expiration date for your automation rule if you want it to have one>.

Order - <Enter a number under Order to determine where in the sequence of automation rules
this rule will run>.

You should create this automation rule only if you’re using Microsoft Sentinel as the only

SIEM/SOAR solution. If you're also using another SIEM/SOAR solution, then resolving the alerts through
Microsoft Sentinel may remove it from the other SIEM/SOAR solutions.

= Microsoft Azure 0 Search resources, services, and docs (G+/) ] B O & ::;'X.‘libi‘i’.ﬂﬁ;?i'w S

Home > Microsoft Sentinel

©
General

O Ovenview

£ Logs

@ News & guides
47 Search

Threat management
& Incidents

i Worbooks

© Hunting

& Notebooks

» Entity behavior

£ Content hub

! Data connectors
Analyties

B Watchiist

3 Automation

& serd

~ Microsoft Sentinel | Automation

Selected workspace:

© Threatinteligence

W MITRE ATTACK (Preview)

Content management

@ Repositories (Preview)

Confguration
N\ Jrspace manager preview)

Create new automation rule x

utomation rule name.

. . Close_Cohesity_Helios_Incident
Créaten () Refresh [ Automation health workbook

0 (&) Yy More content at
5 o1 421 4 Rt rigger
Automation ules Enabled rules Enabicd paybosks
When incident s updated v
Automationrules  Active playbooks  Playbook templates (Preview) Q
Conditions.
O Search Analytic ules : Advanced Multistage Attack Detection  Actions  If
Incident provider Equals o m -
Order  Display name Trigger Analytic rule nam...  Actions
1 CloseServicenowticket . i3 Incident updated Al Run playbook ‘MM.. Analytic rule name. Contains v Al ~
stats | changed o o [ Closeat

Add action

Rule expiration @
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Cohesity Create or Update ServiceNow Incident

35

This playbook creates a ticket on ServiceNow's platform. It can also be used for updating the ticket or
closing it on ServiceNow. Once you assign the permissions to access the playbook, you have to perform
the below configuration steps to enable this playbook:

1.

From the workspace, under the Configuration pane, navigate to the Automation tab, and select
Cohesity Create or Update ServiceNow Incident.

Click Create playbook.

oft Azure O Search resources, se

riices, and docs (G+/)

soft Sentinel

3 Microsoft Sentinel | Automation
e workspace: s5-ws-tst

P Search Creste v () Refresh (7 Automation health workbook | /) Guides & Feedback
General ‘
. o) s Gy More content at
o O ) | co
® Ovenview Automation rules Enabled rles Ensbled playbooks O
£ Logs

@ News & guides Automation rules

Active playbaois

® MITRE ATTACK (Preview)

Content management
£ Content hub

@ Repositories (Preview)
3 Community
Configuration

& Workspace manager (Preview)

% Automation

B Setings

Page 1 v of1

£ Search
Search by name Logic Apps Connectors : Al Entite
Threat management
G Incidents Name 14 Trigger 14 Logic Apps Connect.., ~ Entities
@ Worcbooks WUSE Close CohesityHeliosIncdent S Vicosoh Senti. AsureKey Vo 410 & Mabnare
& Hunting Cohesity Create or Update ServiceNow in.. i Microsoft Senti. ServiceNow +1 (D # Malware
& Notebooks £ Delote Cohesity indident blobs & WicosottSenti..  AzureBebSt. +10 & Malware
o Enttybehavor e Restore From Last Cohesity Snaps... & Miciosoft Senti..  AzureBiobst. +20 & Malnare
© Trveat imeligence WusE Cohesity Incident Emal & Wicrosoft Senti..  Outiook.com +1 ) & Maiware

5 Malware

Tags

DataHawk  SOAR
ServiceNow  SOAR
Cleanup
DataHawk SOAR .

SOAR  Email Notific.

Tags : Al

Last modified T
01713723, 0332 pM
12/23/22, 0332 PM
01727723, 0427 PN
0171323, 03:32 PM

12723722, 04:27 PM

Source name T
CohesitySecurity
CohesitySecurity.
CohesitySecurity
CohesitySecurity

Cohesitysecurity

Karthick R@cohesitysie.. @

[DEFAULT DIRECTORY (cOHESTTY... &9

(¢} cohesity Create or Update ServiceNow incident

ft Sentine...  ©3 C

b 0 23/12/2022,15:32.
Last update tme

Description
“This playbook creates and updates the incident in the SenviceNow
platiorm.

Connectors in use

Microsoft Sentinel

3] servicenon

1. Update ServiceNey playbook
2 For the playbook d to assign the Microsoft Sentinel
Responder role ta the playbook s managed identity.

3. (Recommendation] You can create an automation rule to close the.

corresponding ServiceNow ticket when the corresponding Sentinel ticket is
dlosed

Source name Version
CohesitySecurity 10
Supported by Author
Cehesity | Email Cohesity

Create playbook
) 1
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3. Enter the field details and click Next: Connections:
o Subscription
o Resource group

o Playbook Name

H i rch resources, services, and b & KarthickR@cohesitysie.. @
Microsoft Azure P Sear sources, services, docs (G+/) @ & DEFAULT DIRECTORY (COHESITY..
Home > Microsoft Sentinel | Automation
Create playbook x
© Basics (7 Connections  (7) Review and create
Select the subscription to manage deployed resources and costs, Use resource groups like folders to
organize and manage all your resources.
)s« psciption * Aare subsciption “]
; Resource group * S5-RG-Test v
Greate new
Region *
:
Playbook name *
[rComesty Create0ripaste SemiceNom incdent] 7]
[ Enable diagnostics g in Log Anaytics
Log Analytics workspace
& o
N a i 4

4. Click Next: Review and create. This will review and validate the parameter details.

= Microsoft Azure O Search resources, services, and docs (G+/)

Karthick R@cohesitysie... @

¥ perauLT DRECTORY (ConiesTy.. &
Home > Microsoft Sentinel | Automation

Create playbook

@ Basics @ Connections (2 Review and create

For each connector this playbook uses, you can choose to use an existing connection from another
playbook. Othenwise, you must create a new connection and authenticate when you are brought 10 the
Logic Apps designer after your playbook is deployed.

| Microsoft Sentinel

Previous

Review and create >
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5. Click Create and Continue to designer. This will redirect to the Logic apps window to authorize the
API connections.

Home > Microsoft Sentinel | Automation

Create playbook

My_Cohesity CreateOrUpcate ServiceNow. Incident

Disabled

Disabled

previous | [
S \h 4

Authorize Microsoft Sentinel to Access ServiceNow Account

After creating the playbook, the next step is to authorize Microsoft Sentinel to access your ServiceNow
account. Follow the below steps to enable the ServiceNow API connections:

1. Go to Logic Apps and choose your playbook “Cohesity Create or Update ServiceNow Incident”.
Select Development Tools > APl Connections.

Select a ServiceNow connection to authorize.

Select General > Edit APl Connection.

Enter the domain of your ServiceNow instance and credentials.

Click Save.

o a &~ w N
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- 5 & Karthick R@cohesitysie.. @
= Microsoft Azure 5 Search resources, services, and docs (G+/) ] Lt

Home > Microsoft Sentinel | Automation > MMy_Cohesity CreateOrUpdate ServiceNow_Incident | API connections > Service-Now-MMy_Cohesity CreateOtUpdate_ServiceNow_Incident

>, MMy_Cohesity_CreateOrUpdate_Service... Service-Now-MMy_Cohesity CreateOrUpdate_ServiceNow_Incident | Edit AP| connection X
(<o}

Logicapp APl Connection
£ Search € (O Refresh P Search &

Edit API connection
&5 Overview & Overview
APl connections associated with the logic app i X §

B Acivitylog g Aciitylog dit API connection lets you update the display name and refresh the authorization for this $aa provider.

ess control (IAM) Microsoftsentinel-MMy_Cohesiy.Creat o Access control (1AM) L

Service-Now-MMy_Cohesity_CreateOr...
@ Tags @ Tags
Display Narme

iagne n ve pre m iagnc ne hve problems
& Diagnose and solve problems & Diagnose and salve problems Service-Now-MMy_Cohesity_CreateOrUpdate_ServiceNow_Incident
Development Toals Settings B stance @

ic app designer A Locks devBa323 service-now.com
<> Logic app code view General Username * ()
© Versions | Admin

1 Properties

© APl conneti £ Edit APl connection Qmswma *Q
© Quickstan ==

Monitoring
Settings et
@ Workfiow settings

Automation | o |

Authorization
£ Tasks (preview)
@ Access keys
% EBxport template
Igentity
111 properties Support + troubleshooting

£ Locks A New Suppert Request
Monitoring
B Alerts
G Metrics
& Diagnostic settings
@ Logs
Diagnastics
Automation

<5 Tasks (preview)

Assign the Microsoft Sentinel Responder permissions to the created playbook

The created playbook must have responder permission to respond to the alert and take automated
actions.

To assign the role:
1. Under the Subscriptions tab from the Home page, choose your subscription name.

2. On the left pane, select Access Control (IAM).
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3. Select Add > Add Role Assignment.

Microsoft Azure O Search resources, services, and docs (G+/)

Home > Si

Subsc

scriptions > Azure subscription 1

ions «

ey Azure subscription 1| Access control (IAM)

Default Directory Subscription
~+ Add  [Z] Manage Policies O search « + Add < Download role assignments
_ ! Overview id role assignment
Subscrip... == 26c46499-1b17-43a7-8d1! % Mts Roles
Activity lo -admini
My role == al r—— & ty log co-administrator
A Access control (IAM)
o Add fiter Add custom role e
¢ Tags
Subscription name T
£ Diagnose and solve problems
Azure subscription 1

Check access

@ Security

@ © Events

Cost Management
. Cost analysis

Grant access to this resource
B3 Costalerts

Grant access to resources by assigning a
role.
Learn more 7

i Budgets

@ Advisor recommendations

ling

Add role assignment

Billing profile invoices
Settings

£3 Programmatic deployment View deny assignments

Billing properties

View the role assignments that have been
denied access to specific actions at this
scope.

Learn more o7

Resource groups

< Previous Resources

Page [ 1 v | of 1| Nex

Preview features

= Edit columns

() Refresh X Remove

Deny assignments  Classic administrators

View access to this resource

View the role assignments that grant access
to this and other resources.
Learn more o7

View

Create a custom role

Create a custom role for Azure resources
with your own set of permissions to meet
the specific needs of your erganization.
Learn more o'

A7 Feedback

Review the level of access a user, group, service principal, or managed identity has to this resource. Learn mare ="

39

cohesitys
DEFAULT DIRECTORY &0

4. Add Microsoft Sentinel Responder to the created playbook name.

e o)

Home > Subscriptions > Azure subscription 1 | Access control (IAM)

Add role assignment
Role®  Members®  Review + assion

‘A role definition is a collection of permissians. You can use the buili-in rales or you can create your own custom roles. Learn more
Assignment type
Job function roles  Privileged administrator roles

Grant access ta Azure resources based on job function, such as the ability to create virtual machines,

1t : ] ~

Type - All Category : All

Name T Description

Microsoft Sentinel Responder Microsoft Sentinel Responder

Showing 1+ 10f 1 results.

Review + assign Previous

Type Ty

BuiltinRale

Category Ty

Security

art hesitys
[DEFAULT DIRECTORY (COHESTY.

Details

View
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Home > Subscriptions > Azure subscription 1 | Access control (1AM)
Add role assignment
Role  Members”  Review + assign

Selected role Mierosoft Sentinel Responder

Assign access to () User, group, or service principal

o)

Name Object ID Type

Managed idenity

Members.

elect members

MNo members selected

Optional

Review s osion | [ pewous | [t

‘ ]

Select managed identities X
A\ some resuits might be hidden due to your ABAC condiition.

upsttacption=

Azure subscription 1 ~
Managed identity
Al system-assigned managed identities (52) ~

2 Select ©

Search by name

My_Cohesity_Close Helios Incident-ms
1b17-43a7-8d De.

My_Cohesity_CreateOrUpdate_ ServiceNow incident
1 80

My_Cohesity CreateOrUpdate ServiceNow Incident.ms.
16174378 De..
My_Cohesity_Delete_Incident Blobs
2 b17-4357-8
My_Cohesity Delete.Incident Blobs._
1617-43a7-8
My_Cohesity Restore From Last Snapshot
Jsubserptions/26cA6499. 1517-4341-84 18-024¢T9108bT esourceGroups/TSE D

g g

¥

Ju g

My_Cohesity Restore_from_Last Snapshot
1b17-43a7-8418-02

r
[

Selected members:
My_Cohesity CreateOrUpdate_ServiceNow Incident

a 1b17-43a7-8 18-

Remove

Close A7 Feedback

40

Click Next and select Review + Assign. This will assign the Microsoft Sentinel Responder

permissions to the playbook.

e

@cohesitysie
DEFAULT DIRECTORY (COHEST

Home > Subscriptions > Azure subscription 1 | Access control (IAM)

Add role assignment

Role  Members  Review + assign

Role Microsoft Sentinel Responder
Scope /subscriptions/26c46499-1x17-43a7-8d18-024c79f03bcT
Members Name Object

My_Cohesity CreateOrUpdate ServiceNow_Incident  e39641bd-b519-4183-9594-384c0503ce79

Description No description

Previous Next

Type

Logic app O

29 Feedback

Integrate Microsoft Sentinel with Cohesity Data Cloud



4

Create Automation Rule to Close ServiceNow Incidents

To automate the ServiceNow actions from Microsoft Sentinel, you can create an automation rule for
SNOW_Record_Create_Update Playbook. This means that if an incident in Microsoft Sentinel is closed
and the corresponding incident in ServiceNow is open, then this automation rule will ensure to run the
playbook and close the incidents in the ServiceNow platform.

To create an automation rule:

1. In Microsoft Sentinel, go to the Automation tab under the Configuration pane.

2. Click Create > Automation Rule.

3. From the automation rule panel, enter the Field details, and click Apply.

Automation rule name - <Enter a name for your rule>.

Trigger - <From the Trigger drop-down, select the appropriate trigger according to the
circumstance for which you're creating the automation rule such as when the incident is
updated>.

Conditions - <Define the conditions to match>.

Actions - <Add a run playbook action, you will be prompted to choose from the drop-down list of
Cohesity playbooks>.

Rule Expiration - <Set an expiration date for your automation rule if you want it to have one>.

Order - <Enter a number under Order to determine where in the sequence of automation rules
this rule will run>.

NOTE: You can create the incident on ServiceNow using playbook SNOW-CreateAndUpdatelncident.

- B 6 ®e 0 p Ehwesm §

Select

0 Search

General

@ Community

Configuration

i Data
Analytics

B watehist

3 Automation

& setings

Home > Microsoft Sentinel

Microsoft Sentinel | Automation

N 5, i More content at
o ) 3 423 B M
venview Automation rules Enabled rules Enabled playbooks o
. \hen incident is updated
P Logs
@ Nows & guides Automation rules  Active playbooks  Playbook templates (Preview) Qﬂ
D search nditions
2 Search Analytic rues - Advanced Multistage Attack Detection Actions1f
Threat management Inccent provider Equals vl v
— ] Order  Display name Trigger Analytic rule nam...  Actions
- 1 a0 cket.. £ Incident updated i Run playbook MM Analytic ruke narme Contains v | ~
© Hunting 2 Al Run playbook ‘Coh
- — Tag || contains v @
& Notebooks 3 Al Run playbook My
& Entity behavior Status v | changed To v | Closed v m
© Threat intelligence
"o MITRE ATTACK (Preview) +Add
Content management Q
& Contenthub Actions (-
@ Repositories (Preview) Run playboakc v @

Edit automation rule X

Create s () Refresh [ Automation health workbook /7 Edit () Disable

< | MMy Cohesity_CreateGrupdate.ServiceN.
3 Azure subscription 1/ S5-RG-Test

+ Add action

Rule expiration ©

Indefinite Time

Order
1

Status

Cancel
Pl
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Delete Cohesity Incident Blobs

The data on Azure storage created by a Microsoft Sentinel incident is not required once the ransomware
alert on Cohesity Helios is resolved. This playbook allows you to delete those blobs. Once you assign the
permissions to access the playbook, you need to perform the below configuration steps to enable this
playbook:

NOTE: Cohesity recommends running this playbook as per organizational policy to clean up storage.

1. From the workspace, under the Configuration pane, navigate to the Automation tab and select
Delete Cohesity Incident Blobs.

2. Click Create playbook.

Home > Microsoft Sentinel

©

Selected workspace: ss-ws-te

» Microsoft Sentinel | Automation X

7 search Greate v 0D Refresh [ Automation health workbook | &7 Guides & Feedback

General , 2 .
N u Ay More content at
a |

© Overview Automation rules Enabled rules Enabled playbaoks Conmtent hubs

@ logs

@ News & guides Automation les  Active playbooks  Playbook templates (Preview) {¢4) Delete Cohesity incident blobs
£ Search
Search by name er - All Logic Apps Connectors : All Entities : Malware Tags : All ~ More (1) & Microsoft Sentine...  £3 Content hub. 9 27/01/2023, 16:27....
Trgger e Content source Lostupciate tme

Threat management

& Incidents Name 14 Trigger Ty Logic Apps Connect..  Entities Tags Lastmodified 1, Source name 1y

deletes the blobs on Azure storage created by an incident

@ Workbooks muse Close Cohesity Helios Incident & Microsoft Senti Azure KeyVa.. +1¢ # Malware DataHawk SOAR 01/13/23, 03:32 PM CohesitySecurity ted by Cohesity function apps.

© Hunting Cohesity Create or Update ServiceNow in.. & Microsoft Senti..  ServiceNow +1 € & Malware  ServiceNow SOAR .. 12/23/22,0332PM  CohesitySecurity
o Connectors in use
& Notebooks Delete Cohesity incident biobs i MicrosoftSenti..  AzureBlobSt. +10 s Malware  Cleanup 01/27/23,0427PM  CohesitySecurty Microsoft Sentinel [ saure siob storage:

¢ Entity behavior e Restore from Last Cohesity Snaps.. &3 Migosoft Senti..  AzueBlobSt. +2() & Mabare  DataMawk SOAR . 01/13/23,0332PM  CohesitySecurity
O Theestinteligence INUsE Cohesity Incident Email & Microsoft Senti..  Outlook.com +1 & Malware  SOAR EmailNotfic.. 12/23/22,0427PM  CohesitySecurity Deploy the Cohesity configuration andl Funetian apps (sea detaiks here),
% MITRE ATTCK (Preview) Post deployment steps
Authorize all comnections.
Content management

s

ource name Version
£ Content hub CohesitySecurity 10

@ Repositores (Preview) Supponsd by author

@ commansy Cohesity | Email Cohesity
Configuration

& Workspace manager {Preview)

B Data connectors

& Analytics

@ Wwatchiist

s Automation

& Senings

Previous | Page| 1 v Jof1 [ Mex (nn:[ ook
| g

Integrate Microsoft Sentinel with Cohesity Data Cloud



43

Enter the field details and click Next: Connections:
e Subscription
* Resource group

¢ Playbook Name

i Search resources, senvices, and docs (G¥ g KarthickR@cohesi
- - — il R R s
Home > Microsoft Sentinel | Automation
Create playbook X
© Basics  (2) Connections (1) Review and create
Select the subscription to manage deployed resources and costs. Use resource groups like folders to
erganize and manage al your resources
Subscription * Azure subscription 1 v
h Resource group * ssRGTest v
Create new
Region *
Qg
My_Conesty_Delete Incident Biabs
[ Enable diagnostcslogs in Log Anaytics ©
Log Anaiytis werkspace
[] Associate with integration service environment ©
Integration service environment
. y

Click Next: Review and create. This will review and validate the parameter details.

Rk e Btk e

Home > Microsoft Sentinel | Automation

Create playbook

5 §  KerthickR@cohesitysie.. @
B 08 0 R Sicwesn. @

@ Basics @ Connections  (2) Review and create

For each connector this playbook uses, you can choose to use an existing connection from another
playbook. Othenwise, you must create a new connection and authenticate when you are brought to the
Logic Apps designer after your playbook i deployed.

v |
b P
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5. Click Create and Continue to designer. This will redirect to the Logic apps window to authorize the
API connections.

= Microsoft Azure £ Search B0 @ QR keniicRBehesinie. i)

- FAULT DIRECTORY (COHESITY.
Home > Microsof Sentnl | Automation

Create playbook

EastUS

My_Cohesity Delete Incident Blobs
Disabled
Disabled

after deployment in the Logic App designer

the managed identity after deployment

: )

Authorize Connections to Microsoft Azure Blob Storage

After creating the playbook, you should authorize a connection from the Logic Apps to access Blob
storage. Follow the below steps to authorize the connections:

1. Go to Logic Apps and choose your playbook.

2.

In the Development Tools section, select APl Connections. In the left pane, the list of connections
is displayed that require authorization.

Authorize the Azure blob storage connection by selecting it and clicking General > Edit API
Connection.

Integrate Microsoft Sentinel with Cohesity Data Cloud .
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4. Enter your connection name, storage account name (starts with Cohesitypro****), and access
key.

NOTE: You can find your storage account name and access keys under storage account tab and then go
to Security + Networking > Access Keys.

Home > Microsoft Sentinel | Automation > My_Cohesity_Delete_Incident_Blobs, connections 5 Azureblob-My_Cohesity_Delete_Incident_Blobs
o, My_Cohesity_Delete_Incident_Blobs_| A... Vi Azureblob-My_Cohesity Delete_Incident_Blobs_ | Edit APl connection
= logicapp API Connection

5 s @ 2 Refresh
Edit API connection
Overview Overview

API connections associated with the logic app

it API connecti u update the display r refresh the authorization for thi prov
B Activitylog @ Activitylog Edit API connection lets you update the display name and refresh the authorization for this SaaS provider.

Azureblob-My_Cohesity_Delete_Incide. - AP
% Access control (IAM) " Access control (IAM)
MicrosoftSentinel-My_Conesiy_Delete
& Tags @ Tags
. . Q Dispay Name
& Dag P & Dag P Azureblob-My_Cohesity_Delete_Incident_Blobs_
Development Tocls Settings Azure Storage account name or blob endpoint * (0
“I Logic app designer B Locks cohesitypro2kighx |
% Lo app code view N QA torage Aceount Accss ey ©
T Versions Attt | ]

{ii properties

APt connecti
connections £ Edit APl connection

& Quick start guides

Mornitoring Discard |
Seu
attings o Alerts

) Workflow settings

Automation
Authorization
@ Accoss keys as
Identity B
Il Properties Support + troubleshooting
& lods £ New Support Request
Moritoring
B Alerts

i Metries
& Diagnestic settings
2 logs

Diagnostics
Automation

S Tasks (previe)

Create Automation Rule to Delete Azure Blobs

You can create an automation rule to delete the blobs used for an incident by running this playbook when
the corresponding Sentinel ticket is closed. You need to perform the following configuration steps to
create an automated rule for this playbook:

1. In Microsoft Sentinel, go to the Automation tab under the Configuration pane.
2. Click Create > Automation Rule.
3. From the automation rule panel, enter the Field details, and click Apply.

e Automation rule name - <Enter a name for your rule>.

e Trigger - <From the Trigger drop-down, select the appropriate trigger according to the
circumstance for which you're creating the automation rule such as when the incident is
updated>.

e Conditions - <Define the conditions to match>.

e Actions - <Add a run playbook action, you will be prompted to choose from the drop-down list of
Cohesity playbooks>.

o Rule Expiration - <Set an expiration date for your automation rule if you want it to have one>.

e Order - <Enter a number under Order to determine where in the sequence of automation rules
this rule will run>.
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Home

General

Microsoft Sentinel

£ Microsoft Sentinel | Automation

Selected workspace: ss-ws-test

Search

o

Overview Automation rules
Logs

News & guides Automation rules

Search
£ Search

Threat management

Incidents Order

Workbooks

Hunting U

Notebooks

# Entity behavior

O Threst nteligence

MITRE ATTBCK (Preview)

Content management

€5 Content hub

Repositories (Preview)

- Community

Configuration

2 Workspace manager (Preview)

Data eonnectors

& Analytics
B Watchlist

5 Automation

Setting:

Active playbooks

Display name
1 CloseServicenowticket

2 Close_Cohesity_Helios

KarthickR@cohesitysie.

2

Enabled rules

Analytic rules : Advanced Multistage Attack Detection

Trigger

| Creatése, () Refresh [ Automation heaith workbook

() 22

Enabled playbooks

Playbook templates (Preview)

ﬁ‘ More content at
Centent hub

Analytic rule nam.

i3 Incident updated Al

£ Incdent updated Al

Actions

Actions
Run playbook ‘MM..

Run playbook ‘Coh.

Q Trigger

Create new automation rule

Automation rule rame

[ Delete-Cohesity-Incident-blobs

DEFAULT DIRECTORY (COHEST

[ When incident is updated

Cenditions
i
Incident provider

Analytic rule name.

Equals ~ | A

Contains v A

Status

][ Changea o [ Closea

Description

+ Add

Actions ()
Run playbook

My Cohesity Delete Incident Blobs
4 Aztre subscription 1/ automation

resource-group

+ Add action

Rule expiration &

~ | Contains ~ || Helies ID

ﬁnde nite
rder ©
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Restore From Last Cohesity Snapshot Playbook

This playbook allows you to restore your data from a clean snapshot. After you assign the permissions to
the playbook, you need to perform the following configuration steps to enable this playbook:

1.

“Restore from last Cohesity Snapshot”.

2. Click Create playbook.

L
)

Home

£y Microsoft Sentinel | Automation

Threat management

& Entity behavior

Microsoft Sentinel

v

Search + Create
Search

e

©
Automation rules
Incidents
Workbook:

Siond Automation rules
Hunting
Notebooks

Name Ty

Refresh

Enabled rules

Active playbooks

Automation health workbook

A7 Guides & Feedback

&) 21

Enabled playbooks

Playbi‘Qmpmu (Preview)
Tigger : All

o]

Logic Apps Connectors : All

Trigger T4

O Threat inteligence muse Close Cohesity Hefios Incident -
®  MITRE ATT&CK (Preview) Cohesity Create or Update ServiceNow incident =
Content management Delete Cohesity incident blobs -
£ Content hub N UsE Restore From Last Cohesity Snapshot -
@ Repositories (Preview) WUSS@«@)\W Incident Email =
& Community
Configuration
& Workspace manager (Preview)
B Data connectors
& Anaiytics
B watchiist
s Automation

@ Page| 1 v |of1
£ Settings

Microsoft Senti
Microsoft Senti
Microsoft Senti
Microsoft Senti

Microsoft Senti

Logic Apps Con
Azure Key Va
ServiceNow +1
Azure Blob St.
Azure Blob St

Outlookcom +1

More content at
Content hub

More (3)
nect...  Entities
“ & Malware
& Malware
“ & Malware
+2 # Malware
& Malware

Tags
DataH
Servict
Clean
DataH

SOAR

From the workspace, under the Configuration pane, navigate to the Automation tab and select

Karthick R@coh:

DEFAULT DIRECTORY

[&4] Restore From Last Cohesity Snapshot

& Microsoft Sen... (3 Content hub

rgger type Content source Last update time

Description
This playbook restores the latest good Data Hawk (Helios) snapshot.

Micsoh Sente
B3 e Ky v

[ et tage

Deploy the Cohesity configuration and function apps (see details
here)

Post yment steps
Authorize all connections.

Sour

CohesitySecurity 10
ted by Author
Email Cohesity

U 13/01/2023, 15...
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3. Enter the field details and click Next: Connections:
e Subscription
* Resource group

e Playbook Name

Home » Microsoft Sentinel | Automation

Create playbook

© Basics (1) Connections (1) Review and create

Select the subscription to manage deployed resources and costs. Use resource groups like folders to
organize and manage all your resources.

Subscription *

&

Region *

QP\ayMnk p—

My_Cohesity_Delete_Incident Biobs

Azure subscription 1 v

Resource group * S5RG-Test

Create new

[ Enable diagnostics logs in Log Analytics

Log Analytics workspace

[] Associate with integration service environment (2

Integration serviee enviranment
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7 KarhickR@cohesitys
DEFAULY DRECTORY (COHESITY.

4. Click Next: Review and create. This reviews and validates the parameter details.

Home > Microsoft Sentinel | Automation

B o0& 0 &

Create playbook

@ Basics @ Connections Review and create

For each connector this playbook uses, you can choose to use an existing connection from another
playbook. Otherwise, you must create a new connection and authenticate when you are brought to the
Logic Apps designer after your playbook is deployed,

P |
S

Karthick R@cohesitysi
[DEFAULT DIRECTORY (COHESTY.
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5. Click Create and continue to designer. This will redirect to the Logic apps window to authorize the

API connections.

Home > Microsoft Sentinel | Automation
Create playbook
@ sasics [ X< t © Review and create

My_Cohesity Delete Incident Blobs
Disabled

Disabled

ter deployment in the Logic App designer

ed idenity after deployment.

previous | [
i U 1

Authorize Connections to Microsoft Azure Blob Storage

After creating the playbook, You should authorize a connection from the Logic Apps to access Blob
storage. Follow the below steps to authorize the connections:

1.
2.

Go to Logic Apps and choose your playbook.

In the Development Tools section, select APl Connections. In the left pane, the list of connections
is displayed that require authorization.

Authorize the Azure blob storage connection by selecting it and clicking General > Edit API
Connection.

Enter your connection name, storage account name (starts with Cohesitypro****), and access key.

NOTE: You can find your storage account name and access keys under storage account tab and then
go to Security + Networking > Access Keys.
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Search 1 , and docs (G+, ick R@cohesi
rosoft Azure O Search resources, services, and docs (G+/) "BEFAULT DIRECTORY (COHEST

Home > Microsoft Sentinel | Automation > My_Cohesity_Delete_Incident_Blobs_] APl connections > Azureblob-My_Cohesity_Delete Incident Blobs

2, My_Cohesity_Delete_Incident_Blobs_ | A... / Azureblob-My_Cohesity Delete_Incident Blobs_| Edit APl connection  # %
~ Logicapp API Connection
E m.»® O Refresn 7 search
Edit APl connection
Oveniew Overview
APl conections associated with the logic app
B Actity log B Actiiylog Edit API connection lets you update the display name and refresh the authorization for this SaaS provider.
~Azureblob-My_Cohesity_Delete incide R an
P Access control (IAM) R Access control (IAM)
MicrosoftSentinel-My_Cohesity_Delete.
@ Tags @ Tags
a d sal bl 2 W sch i Qmpw teme
o e o L Azureblob-My_Cohesity_Delete_Incident_Blobs_
Development Tools Settings Q Azure Storage account name or blab endpoint *
. Logic app designer £ Locks cohesityprozkfghx
«/» Logic app code view General QuureslmaqsnrcwnlArce;sKey ®
-
B Versions il Properties ]
7 AR connections 2 &dit APl connection

Monitoring Discard
Sattings 5 e
& Worflow settings

Automation

Authorization
S Tasks (preview)

@ Accesckeys
¥ Export template

Identity

1l Properties Suppert + troubleshooting
8 Locks B New Support Request

Monitering

o Alerts

i Metrics

& Diagnostic settings
£ togs

5 Disgnostics
Automation

% Tasks (preview)

5. After adding connections to Microsoft Azure Blob Storage, the next step is to Grant KeyVault
Permissions for the playbook to access the objects.

6. Once the permissions are permissions are granted, go to the Incidents tab under the selected
workspace, and select Run to trigger the playbook after investigating the incident.

NOTE: Cohesity recommends that only a backup administrator should have the necessary permissions
to run Restore from Last Snapshot as it involves handling sensitive user data.

2 Search resources, services, and docs (G+/) jie) @ e 0 A sgn:sli:l;ﬁgrﬁl:e&izss =

Home > Microsoft Sentinel | Incidents > - "
I Run playbook on incident @ Playbook was triggered successfully X
= Cluster: ) Incident:Cluster: ohesity.com. 1B:9  pjayhaok Mmy_Cohesity Restare_From Last_Snapshot
. . was triggered successfully.
Incident ID 9 ) Refresh
» . » @ o
C Refresh Delete incident Logs 2] Tasks (Preview) (g Activity lo
O s [ Tasks g v log Playbooks  Runs
@ Thisis the new, improved incident page (currently in preview). You can use the toggle to switch back Select a playbook to run now on the incident. Only enabled playbooks configured with the Microsoft Sentinel incident trigger can be
wriggered,
Low v iiNew Vv & Unassigned v <
Severity Status Ovner Overview  Entities D restore x| ( Subscription : Azure subscription 1 ~ More (2)
Workspace name Incident timeline Name 7, Subscription Ty Resource group 7y Plan Ty,
ss-ws-test
Mmy_Cohesity_Restore_From_Last_Snapsh... Azure subscripti.. [ SS-RG-Test Consumption [ pun |
Description
Anomalous change in file system detected on Win16-Test-SBX, a . My_Cohesity_Restore_From_Last_Snapshot Azure subscripti.. (%) SS-RG-Test Consumption ‘h.
symptom of potential ransomware attack on your primary environment
Alert cause: The recent protection run of Protection Group & My_Cohesity_Restore_From_Last_Snapshot- Azure subscripti (%) S5-RG-Test Consumption
testSimJob4HWQ with job id 126494 has dramatic changes in the
composition of files, which is a significant deviation from the previously ¥
observed protection runs. Anomaly Strength: 3. Additional Info: Use the
latest clean snapshot taken at 27, Jun 2023 09:06 AM to perform Instant
Recovery. Helios ID:
No data to ¢
Alert product names . .
Evidence
“N/A @90 RO
Events Alerts  Bookmarks . o X
Similar incidents (Preview) C
Last update time Creation time
@ The investigation graph requires that your incident includes entities
(for example: user, host. IP. etc). Use the entity mapping option
when defining your alerts. Learn more
— Previous Page| 1~/ |of1 Next >
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7. This will trigger the Restore action from the last clean snapshot on Cohesity Helios from the Microsoft
Sentinel platform.

= COHESITY telos | Q searcn ("o All Organizations

Recoveries ==

E Cluster Manager

punitCO660d = 1 0 0 0 0
& Succeeded Warning © Failed & Running Canceled
B8 Dashboards . .
Recovered From ~ Recovery Type ~ Status - Organization - ( May01,2023-Jun 30,2023 x) Q
@ Data Protection ~ Recovery Task QOrganization Start Time & Status Duration
entinel_triggered_restore_task_Win16-Test-SBX . . -
Protection @ ‘S}‘,‘;_'::L” ggered.restore_task Win16-Test-SB jun 8, 2023 9:52pm @ succeeded 20m 525
Recoveries 1‘" Items per page 50 ~ 1-10f

Sources

Policies

CloudRetrieve

Runbooks
& Infrastructure >
> File Services >

Investigate an Incident

After you successfully configure the playbook on Microsoft Sentinel, you can investigate your Anomaly
alert triggers from Cohesity Data cloud more quickly, effectively, and efficiently, thereby reducing your
mean time to resolve (MTTR).

1. From the Microsoft Sentinel navigation menu, under Threat management, select Incidents. The
Incidents page gives you basic information about all of your open incidents whether they are new,
active, or closed.

2. For each incident, you can see the time it occurred and the status of the incident. Look at the severity
to decide which incidents to handle first.

— i o] h resources, serv es (G+, E = Karthick R@cohesitysie.. @
N . _ CE L v

Home > Microsaft Sentinel
& Microsoft Sentinel | Incidents

Search + Create incident (Preview) () Refresh  (0) Last 30 days %% Actions [l Deiete [F Columns /7 Guides & Feedback
General _ Opan incidants by sevarity
© Ouorview e e ——

Open incidents New incdents Acive ncidents Whigh) Medium 1 . nformationa 0)

# Logs
& News & guides Search by ID, title, tags, owner or product Severity - All Status 2 selected More (| ) Cluster: PurtCOSEOMiNE-Tast- SBX. Saurce: $ac0—-
£ Seach Auto-refresh incidents

Threat management

-
] severity 14 Incident 1D 4 Title T4 Alerts Product names
8 incdens =] ™ 9 st S
Workbooks -
- || Medum 5 Chuster a
© Huntin
a | s 3 Chustar o
" —
e O tow 7 Cluster: , 0. o
=
o
®  MITRE ATTACK (Preview)
Content management N T Ao
Events Alerts Bookmarks

& Cantent hub

Configurstion

& Workspace manager (Preview) 1-4 View full devails  [RIEYCIPRS

i _Data connectars
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3. To view more details about the alerts and entities in the incident, select View full details in the
incident page and review the relevant tabs that summarize the incident information (Such as Helios
Id, Object Id, Description, and the cause of alert).

= Microsoft Azure

O Search resources, services, and docs (G+/)

Karthick R@cohesitysie... @
DEFAULT DIRECTORY (COHESTY.. &

H &

o & 0 &

Home > Microsoft Sentinel | Incidents

= Cluster:
-

ncident ID 8

() Refresh [i] Delete incident @ Logs

High ~ New vV & Unassigned v €
Severity Status

Workspace name

ss-ws-test

Description

Anomalous change in file system detected on \ Xa

symptom of potential ransomuare attack on your primary environment
Alert cause: The recent protection run of Protection Group
testSimJobUD7N with job id 126588 has dramatic changes in the
composition of files, which is a significant deviation from the previously
observed protection runs. Ancmaly Strength: 90. Additional Info: Use the
latest clean snapshot taken at 27, Jun 2023 02:53 PM to perform Instant
Recovery, Helios ID: ¢

Alert product names

Evidence

“N/A 00 RO

Events Alerts  Bookmarks

ast update time Creation time

@ The investigation graph requires that your incident includes entities
(for example: user, host, IR, etc), Use the entty mapping option
when defining your alerts. Learn more

[2] Tasks (Preview) & Activity lo
y log

@ This is the new, improved incident page (currently in preview). You can use the toggle to switch back.

Overview  Entities

Incident timeline

i\

No data to display

Similar incidents (Preview) (O

m.cohesity.com

Entities

No similar incidents to display

@D Newexperience X

Incident actions

(%) Run playbock (Preview)

Top insights .

o Creatd L fomation rule

A Create team (Preview)

No Entities K

No Insights Available

4. Once you check the incident, depending on the investigation, you can take multiple actions on it.

5. From the incident pane, click Actions > Run Playbook.

The Run Playbook pane is displayed with the following playbooks.

e Cohesity_Send_Incident_Email - Sends an email to the recipient with the details related to the

incidents.

o Cohesity_CreateOrUpdate_ServiceNow_Incident - Creates and updates the incident in the

ServiceNow platform.

o Cohesity_Close_Helios_Incident - Allows you to resolve alerts on Cohesity Data Cloud.

o Cohesity_Restore_From_Last_Snapshot - Allows you to restore your data from a clean

snapshot.

o Cohesity_Delete_Incident_Blobs - Deletes the blobs on Azure storage created by an incident
that is generated by Cohesity function apps.

6. You can choose to run any playbook after an alert Investigation to trigger the actions.

NOTE: Cohesity recommends that only a backup administrator should have the necessary permissions
to run Restore from Last Snapshot and Close Cohesity Helios Incident.

Integrate Microsoft Sentinel with Cohesity Data Cloud
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Prerequisites

You have to meet the following prerequisites before starting the integration.

A Cohesity Data Cloud user account with permissions to create and manage API keys and create a
custom role. For more information, see Access Management in Cohesity Data Cloud documentation.

Create new API keys on Cohesity Data Cloud to authenticate an application or script for management
through APlIs.

If your organization uses ServiceNow Now Platform to track incidents, then you can integrate it with
Cohesity Helios. You would need a ServiceNow user account with the required permissions to create
and update any incident in the ServiceNow Now platform.[Optional]

You should have an account on ServiceNow's Now Platform to add the instance details for
configuring the ServiceNow playbook.

Create an email address that you can use for sending out incident email notifications.

Ensure you have assigned the relevant permissions to the playbook to operate and respond from MS
Sentinel for automatic action.

Integrate Microsoft Sentinel with Cohesity Data Cloud
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Customer Benefits

Microsoft Sentinel integration with Cohesity Data Cloud enables organizations to enhance their security
and data protection capabilities.

By integrating Cohesity with Microsoft Sentinel, customers can benefit from the following:

e Unified threat visibility—Allows organizations to have a unified view of anomaly events and data
protection activities. Security and data protection teams can access a centralized dashboard within
Microsoft Sentinel to monitor and analyze the Cohesity-generated anomaly events in real-time.

o Intelligent threat detection and response—Combined capabilities of Cohesity and Microsoft
Sentinel enable advanced threat detection and response. The integration empowers security teams to
quickly identify and respond to security incidents.

e Streamlined incident management—Anomalous events detected in Microsoft Sentinel can trigger
automated responses within Cohesity, such as initiating data restores to a clean snapshot or creating
the ServiceNow ITSM Incident, etc. This automation accelerates incident response and minimizes the
impact of security incidents.

e Compliance Adherence—Cohesity's integration with Microsoft Sentinel supports compliance and
auditing requirements. Organizations can adhere to regulatory standards by leveraging the combined
capabilities.

Integrate Microsoft Sentinel with Cohesity Data Cloud .
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Conclusion

In conclusion, the integration of Microsoft Sentinel with Cohesity brings together security and data
protection functionalities, allowing organizations to streamline their security operations, enhance threat
detection and response, and ensure the availability and integrity of their data. This integration provides a
holistic approach to managing security incidents and protecting critical data assets.

Integrate Microsoft Sentinel with Cohesity Data Cloud .
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Set Required Permissions to Access Playbook

The SOC analyst must have the role of Microsoft Sentinel Playbook Operator to run the playbook.

To assign the role:

1. Under the Subscriptions tab from the Home page, choose your subscription name.

2. On the left pane, select Access Control (IAM).
3. Select Add > Add Role Assignment.

(]
DEFAULT DIRECTORY &0

Home > Subscriptions > Azure subscription 1
Subscrigtions «

Default Directory

+ Add  [2] Manage Policies

Subscrip.. == 26¢46499-1b17-43a7-8d 1!
My role == all Status == all
T Add filter

Subscription name Ty

Azure subscription 1

b/

< Previous

Next :

Page [ 1 v | of1

A Azure subscription 1| Access control (IAM)

Review the level of access a user, group, service principal, or managed identity has to this resource. Leam more

Subscription
£ Search & — Add ~ Download role assignments

Ovenview d role assignment

nts  Roles
B Activity log co-administrator
. Access control (IAM) Add custom role
. »urce.

€ Tags
/4 Diagnose and solve problems
@ Security Check access
7 Events

Cost Management

§. Cost analysis
Grant access to this resource
B3 Costalerts

Grant access to resources by assigning a
role.
Learn more 7'

{5 Budgets

@ Advisor recommendations

Billing

Add role assignment

[ Billing profile invoices

Settings

£ Programmatic deployment View deny assignments

Il Biling properties ) )
View the role assignments that have been

denied access to specific actions at this
scope.
Learn more 7

Resource groups
Resources

Preview features

E

itcolumns () Refresh | X Remove | A7 Feedback

Deny assignments Classic administrators

View access to this resource

View the role assignments that grant access
to this and other resources.
Learn more 7'

Create a custom role

Create a custom role for Azure resources
with your own set of permissions to meet
the specific needs of your organization.
Learn more '
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4. Add Microsoft Sentinel Playbook Operator to the user.

= Microsoft Azure

O Search resources, services, and docs (G+/)

Home > Subscriptions > Azure subscription 1| Access control (1AM) >

Add role assignment

Role  Members Review + assign

Selected role Microsoft Sentinel Playbook Operator

Assign acc (®) User, group, or service principal
Managed identity
Members +Select members
Name Object ID Type
No members selected
Description

Optional

56

Karthick R@cohesif
DEFAU

FAULT DIRECTORY &0

Select members

Qz\en 0]
T

No users, groups, o service principals found,

Selected members:

. outlook onmicr.

Remove

Select
4

5. Click Next and select Review + Assign. This will assign the Microsoft Sentinel Playbook Operator

permissions to an analyst.

Microsoft Azure

B Search resources, services, and docs (G+/)

Home > Subscriptions > Azure subscription 1 | Access control (IAM)

Add role assignment

Role  Members  Review + assign

Role Microsoft Sentinel Playbook Operator

Scope /subscriptions 7

Members Name Object ID Type
User

Description

Mo description

Previous Next

B O & Karthick R@cohesity:

. .
DEFAULT DIRECTORY @0

&7 Feedback
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6. After assigning the user permissions you can configure the playbook permission for Resource group
which allows you to centrally manage all the automation of incident handling. From the Workspace,

select Configuration> Settings> Settings> Playbook permissions.

7. Select configure permissions and select the resource group name that contains the playbooks

you want to give Microsoft Sentinel permissions to run.

= Microsoft Azure P Search resources, sevices, and docs (G+/)

Home > Mierosoit Sentinel

o Microsoft Sentinel | Settings
P espace:se-demo-ms.s

P Sear

General
© Oveniew

£ Logs

& News & guides
£ search

Threat management
& Inddents

i Workbooks

o Hunting
@l Notebooks
Entty behavior
© Threatinteligence
® MITRE ATTECK (Preview)
Content management “ Playbook permissions
& Comenthub
hat is it?
@ Reposiories (Preview) Rvtoration rukes
Sentineland enab

& Community

Canfiguration Playbook permissions
Mic

this

& Workspace manager {Preview) har

¥ Data connectors. Configure permissions

& anavics {Q‘

B watchist  How do wedise your data?

s Automation

& s * Auditing and health monitoring

~ Remove Microsoft Sentinel

n Logic App playbooks 1o integrate with other services or create complex legic chains for incident

L& oS 0 &

Manage permissions

Choose the

permissions to run

Browse  Curent permissions

] Name 1y

anurag-test resource
conesity-ravisiem
Cehesity-TSE-Demo
Cehesity-TSE-RG-Demo
Cohesity-TSE-Test
cohesityvscodeproduc.
DefauitResourceGrov.

DefaultR

eugene-rg

kishan-test-rg14

Kishan-test-rg15
kishanhttptriggertest
LogAnalyticsDefaulRe.

NetworkWatcherRG

ravi-test!

TSE-Demo-Sentinel

Apply Cancel

)

resource groups that co

antain the playbooks you want o give

Subscription T,
Azure subscription 1
Azure subscription 1
Azure subseription 1

Azure subseription 1

Azure subscription 1

Azure subscription 1

Azure subseription 1

Azure subseription 1

Karthick R@cohesitysie... @
DEFAULT DIRECTORY (COMESITY...

Grant KeyVault Permissions

Azure KeyVault protects cryptographic keys, certificates, and secrets on the Azure cloud.

Once you create the playbooks, then you need to assign the key vault permissions to specific playbook

templates to access the objects after deploying the playbooks template.

The playbooks templates which require Keyvault permissions are:

e Cohesity Close Helios Incident

e Delete Cohesity Incident Blobs

e Restore From Last Cohesity Snapshot Playbook

NOTE: Once you create the playbooks, then you need to assign the key vault permissions to specific

playbooks mentioned.
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To grant the permissions:

1. Go to Key vaults and choose your keyvault that starts from cohesitypro and is followed by a
sequence of letters and numbers. For example, cohesityprofnxj32cucakwk.

2. On the right pane, select Access Policies and click Create.

Microsoft Azure £ Search resources, services, and docs (G+/) ) Karthick. Rf’ﬂ'ﬁ

Home 3 Key vaults » cohesityprordwjfozajgtzk
Key {'ﬂllts « v— cohesityprordwijfozajgtzk | Access policies » X
Default Directory Y™ Key vault
+ Create -+ £ Search « + Create () Refresh Delete Edi
@ overview
[ Fitter for any field.. Accesﬁ(ies enable you to have fine grained control over access 1o vault items. Learn more
Name © E Activity log
Permissions : All % Type:All X
® Cohesity-Vault A Access control (IAM)
@ Cohesity-Vaul
F—— o @ Tes Showing 1 to 5 of 5 records.
conesttyprofgmmivemnwiue [] Name Ermail T Key Permissions Secret Permissions Certificate Permissi
@ cohesityproTpvietki /2 Diagnose and solve problems
@ cohesityproTpvkvtkkygayw
' APPLICATION
(@ cohesityprobuskhsxgogjps 3= Access il
) ityprobuskhsx
v goup - [ cohesityconrawjfozajgtzk Get, List
vents
) cohesityprofng32cucakwk
@ cohesityprofns2cucakod (7] cohesityprorawifozaigtzk Get, List
- ’
) cohesit 3l s Objects
® conesityprogoadsiosippaq s [T MMy_cohesity_Close_Helios_Incicent Get
hesity 62 Ke
® cohesityprojuygmygsszws i (] Mmy._Cohesity_Restore_From_Last Snapshot Get
® cohesigggitozsigtak | @ seces (] Rrecover from_clean_snapshot Get
& Certificates
Settings
7= Access configuration
<> Networking
O Microsoft Defender for Cloud
Il Properties
2 Locks
Manitoring
- R Alerts
Page |1 v |of1 | >
fid Metrics

3. Choose Get permission in the Secret Permissions section and click Next.

" Karthick R@cohesitysi

Home > Key vaults > cohesityprordwjfozajgtzk | Access policies >

Create an access policy X

cohesitypror4wifozajgtzk

@ rermissions  (2) Principal  (2) Application (optional) () Review + create

Configure from a template

Select a template ~
Key permissions Secret permissions Certificate permissions
Key Management Operations Secret Management Operations Certificate Management Operations
(] selectall (] select all [ selectall
[] Get [ et Get
[ st [ ist [ ust
[ update [ set [J Update
[ create [ oelete [ create
3 import ([ Recover [ import
[ pelete [ sackup [ pelete
[ Recover [ restore [ Recover
[ sackup [ Backup
0] hestore Privileged Secret Operations [ estore
[ setectan [[] manage Contacts
Cryptographic Operations [ purge [] Manage Certificate Authorities
[ selectall

[ Get Certificate Authorities
[ pecrypt [[] uist Certificate Authorities

Previou
k 4
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4. Enter your playbook name and click Next.

Microsoft Azure O Search resources, services, and docs (G+/)

Home > Key vaults > cohesityproréwjfozajgtzk | Access policies >

Create an access policy X

cohesityprorawjfozajgtzk

Review + create

@ rpermissions @ Principal Application (optional)

Only 1 principal can be assigned per access policy.
Use the new embedded experience to select a principal. The previous popup experience can be accessed here. Select a principal

%’ Fearch by object ID, name, or email address

AAD Request Verification Service - PROD
€7281551-7b2a-4502-a08b-bBaf9k269313

AML Registries
44b7b882-ebd6-485¢-9c78-686f6b67b176

Application Insights Configuration Service
6ala243c-0886-468a-adc2-eff52c7445da

AzNet Security Guard
38808189-fa7a-4d8a-807f-ebal1edaccab

Selected item

No item selected

Previous

5. Select Next and Create to finish granting permissions.

Microsoft Azure P Search resources, services, and docs (G+/) DEFAULT DIRECTORY

Home > Keyvaults > cohesityprordwjfozajgtzk | Access policies >

Create an access policy X

cohesityprorduifozajgtzk

@ rermissions @ Principal @ Application (optional) @ Review + create

Key Permissions

Key Management Operations None selected
Cryptographic Operations None selected
Privileged Key Operations None selected
Rotation Policy Operations None selected

Secret Permissions

Secret Management Operations None selected

Privileged Secret Operations None selected

Certificate Permissions

Certificate Management Operations Get
Privileged Certificate Operations None selected

Principal

Principal name My _Cohesity_Delete_Incident_Blobs
Object ID 128c9ee9-798d-482d-9991-edfe01 3fca2d
Application

Authorized application O None selected

Object ID None selected
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Terminology

The workspace is the top-level resource for all your activities under Azure
Workspace instance, providing a centralized place to view and manage the artifacts and
store events and other information.

A container that contains related resources for a particular workspace.
Resource group

A playbook is a collection of these remediation actions that you run from

Playbook ) ] )

Microsoft Sentinel as a routine, to help automate and orchestrate your threat
response.

SIEM Security Incident and Event Management (SIEM) aggregates and correlates
logs from infrastructure such as Cohesity Data Cloud to generate incidents to
manage in a centralized location.

SOAR Security Orchestration, Automation, and Response (SOAR) technology helps

coordinate, execute, and automate tasks between various people and tools—all
within a single platform to reduce the MTTD and MTTR metrics.
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Your Feedback

Was this document helpful? Send us your feedback!
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ABOUT COHESITY

Cohesity is a leader in Al-powered data security and management. Aided by an extensive ecosystem of
partners, Cohesity makes it easier to protect, manage, and get value from data — across the data center,
edge, and cloud. Cohesity helps organizations defend against cybersecurity threats with comprehensive
data security and management capabilities, including immutable backup snapshots, Al-based threat
detection, monitoring for malicious behavior, and rapid recovery at scale. Cohesity solutions are delivered
as a service, self-managed, or provided by a Cohesity-powered partner. Cohesity is headquartered in
San Jose, CA, and is trusted by the world’s largest enterprises, including six of the Fortune 10 and 44 of
the Fortune 100.
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© 2026 Cohesity, Inc. All rights reserved.

Cohesity, the Cohesity logo, SnapTree, SpanFS, DataPlatform, DataProtect, Helios, the Helios logo, DataGovern, SiteContinuity, DataHawk, and
other Cohesity marks are trademarks or registered trademarks of Cohesity, Inc. in the US and/or internationally. Other company and product
names may be trademarks of the respective companies with which they are associated. This material (a) is intended to provide you information
about Cohesity and our business and products; (b) was believed to be true and accurate at the time it was written, but is subject to change without
notice; and (c) is provided on an “AS IS” basis. Cohesity disclaims all express or implied conditions, representations, warranties of any kind.

Integrate Microsoft Sentinel with Cohesity Data Cloud


https://www.cohesity.com/
https://www.cohesity.com/
https://www.cohesity.com/blog/
https://twitter.com/cohesity
https://www.linkedin.com/company/3750699/
https://www.facebook.com/cohesity/

