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About This Guide

This paper details the steps and best practices to enable granular level recovery for Microsoft Exchange Servers using Kroll
Ontrack PowerControls. Combining Kroll Ontrack PowerControls with Cohesity Data platform provides a comprehensive
webscale approach to data protection and recovery for Exchange Server environments.

Audience
This paper is written for Exchange and Backup administrators familiar with administering and managing Exchange backup
environments.
The Audience must also be familiar with:
¢ Kroll Ontrack PowerControls for Exchange
¢ Cohesity Data Platform

¢ Microsoft Exchange Server

©2016 Cohesity, All Rights Reserved
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Importance of Granular Recovery v.s. Restore

Historically, the only way to recover a single email or item in a public folder required a lot of work and a lot of time to
complete. Administrators would have to scour boxes of tape or racks of appliances to find the exact backup or version of
the database. Once located, the process of downloading or extracting the entire database was required in order to find that
single item. The ability to recover individual objects from a larger data set, such as an Exchange Database, have enabled
administrators to deliver much smaller RTOs to their customers. Removing the requirement to fully download large objects,
in favor of extracting only what is needed while leaving the backup in place.

These minimal RTOs are now commonplace throughout the industry. The Cohesity Data Platform and Kroll OnTrack
PowerControls for Exchange have combined to deliver best in class Granular Level Recoveries backed by the infinite scale
of a fully integrated data protection platform for virtual machines.

Cohesity Data Platform Overview

Cohesity introduced the world’s first scale-out data management platform to enable organizations to standardize secondary
workflows on a completely unified and fully distributed solution. Cohesity’s scale-out distributed file system was built from
the ground up to ensure complete scalability to enable organizations to flexibly grow their environment by simply adding
nodes to a cluster. With this scalability, organizations can eliminate the costs of data migrations and forklift upgrades, while
benefiting from the simplicity of a homogenous solution.

In addition to ensuring complete scalability, Cohesity enables the delivery of all secondary workloads by providing a
powerful, unified platform with industry-leading capacity and performance across the most common file system protocols.
In a single 2U Block, Cohesity delivers 48TB of flash and HDD storage to efficiently balance performance, capacity, and
price to give organizations the flexibility to offload secondary workloads from expensive primary storage arrays. Cohesity’s
integrated backup, archive, replication, disaster recovery, and public/private cloud support, combined

with its inherent context awareness, eliminate the need for backup software and other ancillary backup infrastructure.

With Cohesity, organizations can benefit from stringent data protection policies by gaining valuable insight from their data.
Cohesity’s context-aware file system makes it easy to understand storage utilization trends, reclaim unused resources, and
create summary and detailed reports with just the click of a button.

The Cohesity Kroll Ontrack PowerControls Solution
Overview:

Kroll Ontrack® PowerControls™ is a forensically sound email management tool that helps IT administrators granularly
search and restore mailboxes, messages, attachments and other Microsoft® Office Outlook items - without restoring the
entire database.

Architecture:

Setting up and configuring the Kroll Ontrack PowerControls suite of software is simple. For supported Microsoft Exchange
environments, a Kroll Ontrack PowerControls for Exchange application, along with a Microsoft Outlook Client, needs to be
available to perform granular level recoveries.

Cohesity recommends as a best practice that the Kroll Ontrack PowerControls software is installed on a stand alone virtual
machine. The Microsoft Outlook client, on this virtual machine, should be configured to connect to the production Exchange
Server with explicit Exchange Administrator privileges. This account should be enabled to recover objects to any Mailbox on
the production Exchange environment.
Supported Configuration

» Kroll Ontrack PowerControls 11 for Exchange

» Cohesity Storage Platform version 2.5+

* Microsoft Exchange Server 2013+ Running on VMware
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Performing Granular Level Recoveries:

Performing a Granular Level Recovery involves two steps.
1. Make the database available to the Kroll Virtual Machine
2. Open the Exchange Database in Kroll then search, select, and recover the object

Note: It is assumed that all Exchange Servers running on VMware are protected with Application Consistency enabled,
at least one backup has completed successfully, and available for recovery.

Create Clone of Backup Exchange Server
Make the Database Available to Kroll:

Optimized for time to recovery, the advantages of granular level recoveries enables the administrator to pick and choose
the individual objects to restore where traditionally the entire database would need to be recovered from backup only to
pull a few individual objects. Kroll paired with Cohesity puts the time to recovery in the hands of the administrator, now
able to easily adhere to strict Service Level Agreements.

To Make the Exchange Database available to Kroll:
Login to Cohesity, then navigate to the Test & Dev screen to initiate the clone.

COHESITY Test & Dev | Analytics Protection Platform Monitoring

Manage Clones

7 days: 02/06/2016 - 02/12/2016

Running Tasks Scheduled Sugcss Epcrs Clone E]cstmys Dustr9€rvors
3 Clone Tasks
Task Name Objects Cloned Start Time w Task Duration Status
Clone-VMs-2016-02-11_07-31PM 1 object 02/11/2016 7:35pm 5 seconds Success
Clone-VMs-2016-02-08_11-35AM 1 object 02/08/2016 1:36am 5 seconds Success
Clone-VMs-2016-02-08_11-30AM 1object 02/08/2016 1:35am <1second Destroyed

© 2015 Cohesity Support Feedback Help  cohesity.com

Figure 1: Select Test & Dev to navigate to the managed clones view

Select Clone VMs and search for the VM that contains the Exchange Database.
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When a full recovery of the Exchange Database is wanted, simply click the “Add to Cart” button then the “Continue” button
from the main Cohesity Dashboard:

e, admin

COHESITY Test & Dev Analytics Protection Platform Monitoring Admin | Help | Logout

Clone VMs
Select VM(s) Set Clone Options View Confirmation

Search by VM or Protection Job Name

Exchange

Add To Cart Change Filters

Q ExchangeTest-Benchl
@ 1VMs in the last run of this job. Show VMs

SunilExchangeJob

© @
1VMs in the last run of this job. Show VMs

. EXCHANGE-SRV
= VM
Job Name: ExchangeTest-Benchl Source: 10.3.3210 View Box: ExchangeTest-IDD Last Backup: 02/08/2016 1:26pm Size: 1000 GB

6) EXCHANGE-SRV
i Job Name: SunilExchangeJob Source: 10.3.32.10 View Box: sunil Last Backup: 02/09/2016 9:54pm Size: 1000 GB

Continue

© 2015 Cohesity ~ Support  Feedback Help  cohesity.com

Figure 2: Select the Virtual Machine to Clone. Click Add to Cart and Continue.

Select the VM that matches the search. The VM has the “VM” icon vs the Cohesity Protection icon. Next, name the new
Clone VM and configure clone to have the network detached and leave the VM powered off, as specified in the Additional
Options section of the clone.

©2016 Cohesity, All Rights Reserved
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Clone Options

Rename Cloned VMs

Add Prefix Add Suffix

EDB-REC New

Clone Location

*Source * Resource Pool * View

10.3.32.10 - TME - Select or type new

Networking Options
© Detach network

Attach to a new network

Additional Options

Leave cloned VMs powered off

O Continue clone even if errors occur when cloning VMs

Selected Objects

Selected Objects Clone to
EXCHANGE-SRV EDB-REC_EXCHANGE-SRV_New
View Box: ExchangeTest-IDD Job Name: ExchangeTest-Benchl Snapshot: 02/08/2016 1:26pm, 1000 GB (Latest Snapsho X

Figure 3: Configure the Clone settings. Ensure that the Clone is left off. To change the recovery point,

select the icon in the Clone to column.

To choose a point in time copy that’s different from the current backup, select the edit icon next to the VM listed in the
“Clone to” column in the Selected Objects section and select the appropriate backup version.

1 Recover Points for EXCHANGE-SRV

Recover Point v App-Consistent Type

© 02/08/2016 1:26pm Yes Full Backup

Figure 4: Select the Recovery Point, and then save to continue.

Select the Save button to confirm the selection of the point in time copy. From there, simply select the Finish button to
complete the clone selection process.

©2016 Cohesity, All Rights Reserved
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Selected Objects

Selected Objects Clone to
EXCHANGE-SRV EXCHANGE-SRV
X
VM View Box: ExchangeTest-IDD Job Name: ExchangeTest-Benchl Snapshot: 02/08/2016 1:26pm, 1000 GB (Latest Snapshot) Vi

Save and add more @

Figure 5: One all Clone settings are configured. Click Finish to continue.

At the end of this process, Cohesity will automatically create an NFS datastore, mount the datastore to the resource pool
specified, and register the cloned VM in vCenter.

Next, navigate to your vCenter console to mount the newly cloned VM’s VMDK to the virtual machine running the Kroll
Ontrack PowerControls for Exchange software.

To Start, select the Kroll virtual machine on vCenter, and Edit the Settings.

Mount Recovered Exchange VMDK

Then select Clone VMs and search for the VM that contains the Exchange Database.

<4 Home » | ©® Getting Started | Summary | Monitor Manage Related Objects
@ 8 8
Perf-1003-1-0
~(3110.3.32.10 (4] GuestOS:  Microsoft Windows 7 (64-bit)
v [[9 SV4-TME_BENCH-vcenter§ Compatibilty:  ESXi 5.5 and later (VM version 10)
v [cohesity_vm_folder-190... VMware Tools: Running, version:9354 (Upgrade available)
() EDB-REC_EXCHA... DNS Name:  cohesity-perfvm
» [Jcohesity_vm_folder-192... IP Addresses:  10.3.37.10
» [Jcohesity_vm_folder-192... View all 2 IP addresses
+ [ Discovered virtual mac... Launch Remote Console Host: 10.3.32.15
= 1 Paumland Damata Cancnia '
[ (3 EXCHANGE {5 Actions - EXCHANGE-AD ,J E
G EXCHANGE-S , 1this virtual machine.
Eiz‘u“dVMM dia_S Guest 05 ' Advanced Configurati
ﬁcomm\_/ a't :_ Sriapelicis , (m] { - n guration
(i CommVaultSel & Open Console 0 MHz used
Wi, Perf-1003-1-0 B 163MB m ~ Notes
{55 Perf-1003-1-1 | (3% Migrate.. c) memory active
(3 Perf-1003-1-2 Clone 4
(3 Perf-1003-1-3 Template 4
5 ?::Sg::': Fault Tolerance » lork (connected)
erf-1003-1-"
& VM Policies » scted CA
iy Perf-1003-11-0 » ~ VM Failure Response
{4 Perf-1003-11-1 Compatibility » scted .
» Failure Failure re:
(i Perf-1003-11-2 Export System Logs...
{4 Perf-1003-11-3 g e o Host failure Restart
esource Settings...
(4 Perf-1003-11-4 e g Hardware Host network isolation Leave pow
gPe:: 003-1 1:5 Hove 1o nd later (VM version 10) Datastors under POL Disabled
perfHarness-PS-|
{3 recover_CHS-B Rename... Edit Senings.la Datastore under APD Disabled
2 D00 Edit Notes...
1 - Tags & Custom Attributes »
Task Name Al Permisslon.» Inttiator Queued For
Remove snapshot Alarms * pleted VSPHERE.LOCAL\... 5ms
Create virtual machine sna Remove from Inventory leted VSPHERE.LOCAL\... 4ms
Remove snapshot Delete from Disk eted VSPHERE.LOCAL\... 5ms
Remove snapshot All vRealize Orchestrator pluain Actions ted VSPHERE.LOCAL\\... 9ms
Create virtual machine [ cohesity_vm_folder... '/ Completed VSPHERE.LOCAL\... 3ms|
Create folder SV4-TME_BENCH-... « Completed VSPHERE.LOCAL\... 4 ms
Mroata NAS Adatactara R _1n2132 18 « (Camnlatad VIRPHERE | NCALW A me
O e 0: RIQ e O ang sele ° e O
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From the Edit Settings menu, use the dropdown on the bottom of the menu, and select Existing Hard Drive, and
press the Add button.

M VM Options | SDRS Rules | vApp Options ]

» [ CPU (8 - @
» Bl Memory 12288 ~| [ MB -
» (2 Hard disk 1 1,000 s [GB v]

3 @ SCSI controller 0 LS| Loaic SAS
New Hard Disk

&8 Existing Hard Disk

» [ Network adapter 1 E] ¥ Connected

» (@ CD/DVD drive 1 | £ RDM Disk 3 ¥ Connected
» [ Video card \ - v
- [B8 Network = —

» ,» VMCI device
» Other Devices @ CD/DVD Drive
» Upgrade [ =] Floppy Drive ty Upgrade...

Serial Port

[=} Parallel Port

fi§ Host USB Device
USB Controller

SCSI Device
@ PCI Device

SCSI Controller

Few device: - Select - l - I Add

Compatibility: ESXi 5.0 and later (VM version 8) [ OK } [ Cancel } .

Figure 7: Select Existing Hard Disk in the New Device drop-down.

Then navigate to the Cohesity provisioned datastore to find the clone, and select all of the VMDKs which contains the
Exchange Server Databases, Logs, and Temporary files.

©2016 Cohesity, All Rights Reserved
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‘u’

Datastores Contents Information
» [ datastore1 (3) &5 EXCHANGE-SRV-000003.... Name: EXCHANGE-SR...
» [ PURE-DATASTORE Size: 1,000 GB

= cohesity_ext_exchangeDS_ds Modified:  2/12/16, 7:49 AM

File Type: [Compatible Virtual Disks(*.vmdk, *.dsk, *.raw) | v]

. ok ||| cancel ]

Figure 8: Navigate to the newly mounted Cohesity Datastore, and find the created

Clone. Select the VMDK that contains the EDB.

Mount Recovered Database on Kroll Server

After the VMDK is mounted to the Kroll Ontrack PowerControls for Exchange system, log into the remote console of the
server and navigate to the Disk Management control panel.

LY Computer Management M=] E3
File Action View Help

e 2mHERXSE

Computer Management (Local) | Volume. Type [ Fie Status [ Capadity | [ Actions

= |} System Tools Smple Basic NTFS Healthy (Boot, Page File, Crash Dump, Primary Partition) 999.90 GB (3O NSRS s
(© Task Scheduier CsSystemReserved Simple Basic NTFS Healthy (System, Active, Primary Partition) 100 MB
{8] Event Viewer More Actions

] Shared Folders
3] Local Users and Groups
Performance
Device Manager
= 53 storage
g Disk Management
£y Services and Appiications

Figure 9: Navigate to the Disk Management MMC Snap-in

Next rescan the system by clicking on More Actions and selecting Rescan Disks
©2016 Cohesity, All Rights Reserved
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3 Comp ana =] B3
File Acton View Help

2 2FEHFRXSE @

¥ Computer Management (Local) | Volume Layout [ Type [ Fie s; Status [ cat [ Actions
& {f} system Tools @ (C) Simple  Basic NTFS Healthy (Boot, Page File, Crash Dump, Primary Partition) 93¢ | i Vit y -
(© Task Scheduler s () Simple Basic NTFS Healthy (Primary Partition) 99¢ .
{d] Event Viewer JGRMSXFRER_EN_DVD (D:) Simple Basic UDF Healthy (Primary Partition) 2d]  MemAcins ’
gi] Shared Folders #System Reserved Simple  Basic NTFS Healthy (System, Active, Primary Partition) 100
() Performance C# System Reserved (E:) Simple Basic NTFS Healthy (Active, Primary Partition) 100
24 Device Manager Attach VHD
= E3 Storage i
Disk Management All Tasks 4
.—} Services and Applications View »
Help
q | |
.
CDisk 0| —
Basic System Reserved =) L ;
1000.00 GB 100 MB NTFS / & /
Online Healthy (System, Activ Plea{ﬂ!y (Bont, Page Fie, Crash Dump, Primary Parf jon)
L4Disk 1
System Reserved | || (F)
1000.00 100 MB NTFS 999,90 GB NTFS
Online Healthy (Active, Primal ||Healthy (Primary Partition)

DVD GRMSXFRER_EN_DVD (D:)
2.95GB 2.95 GB UDF
Online Healthy (Primary Partition)

Il Unallocated |l 4 |
escans all disks [ [

Figure 10: Select Rescan Disks to find the newly mounted VMDK file.

Finally, right-click on the newly found partition, and click Online. This will mount the volume to your system, and give the
new drive a drive letter (F: in this example).

oDvD GRMSXFRER_EN_DVD (D:)
2.95GB 2,95 GB UDF

Online Healthy (Primary Partition)

[ Unallocated ] Primary partition

Figure 11: Bring the disk online.

Mounting the cloned disk to the Kroll system completes the first step in the recovery process. To start the second, and final,
step in the process, launch the Kroll Ontrack PowerControl for Exchange software and select Open Source.

©2016 Cohesity, All Rights Reserved
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Recover Object from Backup

To perform the Granular Level Recovery from the Exchange Database, select the EDB File option, and select the location of
the Exchange Database. If the Log Files and Temporary Flles locations are not automatically populated, specify the locations
by clicking on the Browse button and locating them on the attached disks. Finally, click “Finish”. This will allow Kroll to open
the Database File and populate the Ul with all Mailboxes in a tree view.

| Fe Edt vew Tods Heb
$SSG e LQSr B
S Sources (D [ @ [From Subject Create Date Status -
9 Source 1 -Maibox Database 134948 [ Danny Yau Indite Tue 202/2016 ...
93 Administrator = Danny Yau Codde decreei... Tue 2/02/2016 ...
& E"""""“ = GregStatton  Tautology squal... Tue 2002/20%6 ...
mc""“' =2 Danny Yau Colander patro... Tue 2/02/2016 ..
= Ttems =) Danny Yau Tnimical noxious  Tue 2/02/2016 ...
[ Drafts g Danny Yau Asperity depra...  Tue 2/02/2016 ...
5 Greg Statton Prudence canv...  Tue 2/02/2016...
%Ew =) Greg Statton Rectals fidelty ... Tue 2/02/2016...
3 Jurk Email =2 Greg Statton Fragie Tue 2/02/2016 ...
[3 Notes. (=] Greg Statton Sundry adaman... Tue 2/02/2016 ...
(3 Outbox 2 Danny Yau Perfidy odous s... Tue 2/02/2016 ...
(3 Sent Items. (=] Danny Yau Shril stingy abr...  Tue 2/02/2016 ...
Tasks 2 @ GregStatton Severance Tue 2/02/2016...
4 Danny Yau 2 Greg Statton Subsume rabble... Tue 2/02/2016 ...
& GregStatton =2 @ DamyvYau Sycophant Tue 2/02/2016 ...
=2 Danny Yau Prudish germane  Tue 2/02/2016 ...
2 @  GregStatton Impugned Tue 2/02/2016 ...
=] Danny Yau Censure peluci...  Tue 2/02/2016 ...
4' _.J Danny Yau Pungency soma... Tue 2/02/2016 ... ﬁ
O e oad e DB e e O anageme errace

It is recommended that the production target Exchange server be specified before the search and select objects process
happens. To do this first select the Open Target Exchange Server button on the top menu bar, and provide the connection
information. If your Exchange environment supports Autodiscover, Kroll will find the Exchange Server Name automatically.

10.
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Data Wizard X

Target Selection

Select Target:

Single Mailbox (on-premise or Office 365)

All Mailboxes (on-premise)

— Microsoft Exchange Server

Please select the type of target you want to open and its location. If you do not want to open a target at this time, click Skip.

Domain Controller: | (3 8gr AN [eIA0

Server Name: | exchange-srv.pm.cohesity.com
[~ Connect To Public Folders

¥ Connect using Autodiscover
[V Connect using Outlook Anywhere

¢ Back I Next > I

Skip >>

Figure 13: Connect to the Production Exchange Infrastructure to begin the object recovery.

Note: By selecting All Mailboxes Kroll will load all mailboxes found in the selected Exchange Database. If administrators

wish, Single Mailbox can be selected to reduce the load time from the Exchange Database.

The Target Exchange Database will appear in the bottom pane of the Ul with all the available Mailboxes in a similar tree view

as the backup view above it. Select the object from the backup Exchange Database that you want to restore then drag it to

the appropriate Mailbox

©2016 Cohesity, All Rights Reserved

1.



COHESITY

Fle Edt Vew Tods Hep

$CSE® w h e LQSpr i

£ Inbox - @ [From [ subject Create Date Status &
@ Joumd E] Damy au Inate Tue 20202016
4 JakEni = Dermy Ve Codde decreei.. Tue 2022016
ffmdl Greg Statton squal.. Tue 202016
tensi =] Damy vau Coande pave... Tue 20212016
=ik = Dy Yo Inmicalroious Tue 20212016
B2 Syne Issues =l Danny Yau Aspeity depra...  Tue 200212016 ...
: B S e Dmm M ted Exch Datab
GregStatton  Redtak fdeity . Tue /022016 ..
g Dyl B e e e ounte XChange batabase
@ GregStatton  Sunchy ademon... Toe /0272016 ...
{2 Deketed Ttems =] Damy ou Perfdy odous ... Tue 2022016
& orafs =] Doy Yo Sl stngy abe..._Toe 20272016
£ Inbox
& s =] GregStatton  Subsume rabbie... Tue 20022016,
2 arkenad @ oy vou Sycophont Tue 200272016
3 Motes = Damy Yau Prudsh germane  Tue 20212016
£2 Qubee @ GegStatn  Impugned Tue 200272016,
B et Oanny You Censurepelua..  Tue 20272016
Lo fets _I;I 1 Dsnyvas  Pungencysoma... Tue2o20i6
[t —] GregStatton _ Styme rarefy .. Tue /022016 &l
Target: exchange-srv.pm.cohesity.com
& [DI@TFom  Tsbea  Joesteose |
<5 brandon@omcohesty.com
<@ dannyBpm.cohesty.com
D eregBom.cohesty.com

Production Exchange Environment

Dsan| 3 85 . 00 ® @ @[5
Figure 14: The Kroll management interface showing the Recovered EDB and the Production

Exchange Environment

Unmount and Destroy Clone

After you have performed all of the Granular Level Recoveries successfully, as a best practice Cohesity recommends

that the VMDKs be detached and the Cohesity Clone be destroyed. To detach the VMDKs navigate back to the vCenter
administration interface, right-click on the Kroll virtual machine, and select Edit Settings. From the Settings window, remove
the mounted VMDKSs by clicking the ‘X’ next to the extra Hard Drives.

[ Virtual Hardware | VM Options | SDRS Rules | vApp Options |
» |l cPU 8 - 0
» 3R Memory 2288 ~| | MB
» (3 Hard disk 1 [1000 F(e8

» (2 Hard disk 2 [1.000 ] (e8

» @, SCSI controller 0 LSI Logic SAS

» (| Network adapter 1 | VLAN256 | +| 4 connected
» @ CD/DVD drive 1 | Datastore ISO File [ +] B Connected

» [W Video card Specify custom settings v
¥ 3 VMCI device

» Other Devices

» Upgrade [] Schedule VM Compatibility Upgrade...

New device: [ e Selett——

Compatibility: ESXi 5.0 and later (VM version 8)

Figure 15: Unmount the Clone’s VMDK by removing the added Hard Disk. Press the “X” on the
right

Once the VMDKs have been removed, navigate to the Cohesity Web Ul and proceed to the Test & Dev tab to perform the
Tear Down Clone process.



Welcome, admin

COHESITY Test & Dev  Analytics Protection Platform  Monitoring Admin | Help | Logout
CIOne’VMS_2016'02'17_03_1OPM Back to Clones
Cloned by admin Cloned to 10.3.32.10:TME

Success 1 02/17/2016 3:11pm 4 seconds
Status Object Start Time Duration

Clone Options

* VM Prefix: "Greg_"
* VM Suffix: "_1"

+ Parent Source: 10.3.32.10

+ Resource Pool: TME

+ View Name: cohesity_ext_ExchangeRecovery
+ Continue on Error: Yes

+ Power State: Off

1 Cloned Object

Object Snapshot Cloned Status Message

> EXCHANGE-SRV 02/08/2016 1:26pm Success

©2015 Cohesity  Support  Feedback Help  cohesity.com

Figure 16: To complete the tear down process, navigate back to Test & Dey, select the Clone job,

and Tea Down Clone

Conclusion

By combining the power of the Cohesity Data Platform and the granular level recovery capabilities of Kroll PowerControls
for Exchange, a truly webscale approach to Data Protection can be achieved. Benefiting both the administrators with
reducing the complexities of management, and their customers by enabling near-zero RTOs for single objects on any
virtualized Exchange environment.
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