COHESITY

ABSTRACT

The Cohesity Data Cloud provides cyber resilience with modern data security and management
capabilities. Integrating it with a cloud-native SIEM/SOAR solution further enhances an organization's
security operations by providing comprehensive visibility, automated incident response, and improved
threat detection, resulting in a more robust and efficient security posture.

This guide explains how to integrate the IBM QRadar SIEM platform with Cohesity Data Cloud to enhance

security visibility, investigate and respond rapidly to Cohesity cluster health and security alerts, and protect
customer-critical data.
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Introduction

Ransomware attacks have increased exponentially, causing billions in losses, putting lives at risk, and
damaging trust and reputations worldwide. As cybercriminals get more inventive, they’re locking up
production systems, destroying backups, and stealing sensitive data, leaving your enterprise with no
option but to pay a ransom. Deploying a SIEM (Security Information and Event Management) system
enhances the organization’s security posture, streamlines compliance, and manages risks more
effectively.

Defense in depth is the key to minimizing risk. An organization must have a backup system that reliably
and securely makes continuous or frequent backups. The system must protect the organization from
various attacks and immediately and safely put the data online at scale to support forensics and cyber
recovery. Cohesity provides unique capabilities in these areas.

First, Cohesity gathers rich telemetry collected during backup and applies multiple machine-learning
models and algorithms to identify anomalies in the backup data. If your other tools have failed to detect
and block the attackers, this can be your first warning of trouble. For more information, refer to the
Accelerate Anomaly Detection whitepaper.

Second, Cohesity takes a team sport approach to security, incorporating technologies from leading
security vendors to help identify vulnerabilities in backed-up workloads and detect anomalous behavior
and 10Cs (Indicators of compromises). Cohesity also applies leading ML-driven classification technology
that leverages Natural Language Processing (NLP) methods to automatically discover and classify large
data sets by sensitivity at scale to help rapidly assess the impact of a ransomware attack.

By integrating with the IBM QRadar SIEM platform, Cohesity enhances your organization's ability to react
quickly and coordinate. This solution tears down the silos between your IT and security operations teams
to provide faster time for discovery, investigation, and recovery from ransomware attacks. The coupling of
the Cohesity data security and management platform with IBM QRadar SIEM detects and aggregates
anomaly events, delivering intelligent backup data security analytics to your enterprise. Integrating with
QRadar SIEM centralizes various alerts—whether for maintenance, security, or compliance—into a single
location, where they can be correlated with events from other log sources to support informed decision-
making.

The integrated solution brings data-driven insights from your ITOps and SecOps organizations together,
boosting the teamwork required to most effectively assess an attack’s scope and quickly remediate the
threat.
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Cohesity and IBM QRadar Integration

Integrating the Cohesity Data Cloud with IBM QRadar gives organizations greater visibility into sensitive
data and threats in your secondary data, faster threat detection, and comprehensive compliance support,
essential in today's complex cybersecurity landscape.

Benefits

IBM QRadar collects, processes, aggregates, and stores data from various sources in real-time. It uses
that data to manage network and data security by providing real-time information, monitoring, alerts,
offenses, and responses to threats.

Here are some of the key benefits of integrating the Cohesity Data Cloud with IBM QRadar:

1. Enhanced threat correlation: Gain visibility into anomalous activities in your Cohesity backups—in
all your self-managed clusters, whether on-premises or in the cloud and Cohesity-managed clusters.
Consolidate threat data, including unusual backup patterns, indicators of compromise (I0Cs), and the
presence and movement of sensitive data into IBM QRadar SIEM to correlate events better and
accelerate time-to-insights.

2. Real-time monitoring of alerts: Enables real-time analysis of alerts from Cohesity—from customer-
managed clusters, whether on-premises or in the cloud, and Cohesity-managed Software as a
Service (SaaS)—and other log sources in a single location. This allows security teams to better
correlate_hardware, software, data service, and_maintenance alerts from Cohesity.

Refer to the Alert Reference page on the Cohesity docs to get all the alerts that Cohesity can send to
the QRadar SIEM.

3. Ransomware detection: Visibility across endpoints, application servers (on-premises and cloud),
Cohesity clusters (on-premise or in the cloud), and network devices (firewalls) enables QRadar SIEM
to detect ransomware behavior patterns across IT infrastructure and take proactive measures to
mitigate the impact.

4. Compliance: Cohesity Data Cloud provides users with enhanced visibility into the sensitive data
contained in their backups. By sending alerts about sensitive data to IBM QRadar SIEM and running
SIEM log data through a compliance extension, customers can effectively manage complex
compliance requirements, such as GDPR for EU member states.

5. Streamlined IT and security collaboration - The rapid transfer of data from Cohesity to IBM
QRadar accelerates handoffs between your IT backup team and Security Operation Center (SOC)
while giving both teams simultaneous access to alerts for faster threat detection.
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Components and Prerequisites

Cohesity Cluster (Self-Managed or

Managed in Helios) LTS version 6.8.1

IBM QRadar version 7.5 UP10

Security Alerts Cluster claimed to Helios

Threat Detection Alerts DataHawk ThreatProtection SKU
Data Classification Alerts DataHawk DataClassification SKU
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Solution Workflow

The Cohesity Data Cloud integration with IBM QRadar is a two-step process.

Figure 1: Configuration workflow
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Event Parsing

Add Cohesity Log Source

Cohesity Data Cloud

Configure Webhook

First, the Cohesity Data Cloud cluster is configured as a Log Source in QRadar to enable alert reception.
Since QRadar doesn’t automatically detect the Cohesity log source, it is added manually using the HTTP
Receiver protocol. More details will be provided in the coming sections.

Next, a webhook is configured on the Cohesity Data Cloud to send alert notifications to IBM QRadar. This
ensures the alert notifications are sent instantly when an event occurs, enabling real-time updates without
the need for constant polling.

Figure 2: Solution Overview
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Configure Cohesity Log Source on IBM QRadar

To receive alert notifications from the Cohesity source, a log source must be created on IBM QRadar.
Follow the steps below to add Cohesity Data Cloud Log source

Log on to QRadar.
2. Click the Admin tab.
3. Click on Log Sources in the taskbar and select the Log Sources icon.

= IBMOQRadar € 4O 2

Network Activity ~ Assets  Reports  Risks  Vulnerabilities of So'yces Pulse  Use Case Manager System Time: 6:47 AM

1BM QRadar Log Source Management

% Log Sources

Disconnected Log Collectors
Manage Disconnected Log Collectors

Remember my choice

4. In the Log Sources screen, click on + New Log Source to add a new log source.

» T SenchnameyCescpor : " ‘ .

Log Sources (10) 53
O ) Name 1T Log Source Type Creation Date Last Event Enabled
[ 66 Anomaly Detection Engine-2 :: qradar75 Anomaly Detection Engine Oct 15, 2024 8:27 PM (IST)
[ 67 Asset Profiler-2 :: qradar75 Asset Profiler Oct 15, 2024 8:27 PM (IST)
‘ 70 Co Universal DSM Oct 15, 2024 8:58 PM (IST) Oct 24, 2024 4:13 PM (IST m On
[ 63 Custom Rule Engine-8 :: qradar75 Custom Rule Engine Oct 15, 2024 8:27 PM (IST)
[ 72 Ha Universal DSM Oct 22, 2024 1:17 PM (IST) on
[ 69 Health Metrics-2 :: qradar75 Health Metrics Oct 15, 2024 8:27 PM (IST) Oct 24, 2024 4:17 PM (IST
[} Search Results-2 :: qradar75 Search Results Oct 15, 2024 8:27 PM (IST)
L 64 SIM Audit-2 :: gradar75 SIM Audit Oct 15, 2024 8:27 PM (IST) Oct 24, 2024 4:16 PM (IST
’7 62 SIM Generic Log DSM-7 :: qradar75 SIM Generic Log DSM Oct 15, 2024 8:27 PM (IST)
‘ 65 System Notification-2 :: gradar75 System Notification Oct 15, 2024 8:27 PM (IST) Oct 24, 2024 4:17 PM (IST
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Depending on the requirement, you can connect a single or multiple log sources. In this setup, we will
connect a single log source.

How many Log Sources will you be adding?

Single Log S¥rce Multiple Log Sources

5. Inthe Add a Single Log Source wizard, select the log source type from the predefined list. For
Cohesity integration, we will use the Universal DSM. Click Step 2.

= 18} QRadar Log Source Management - Add a Single Log Source

@ Sselect Log Source Type

O Setsct Protocat Type Select a Log Source type

Q_ Look up Log Saurce Ty

O configure Log Source
Parameters.

O Configure Protocol 3Com BBO0 Series Switc
Parameters

APC UPS
AWS Verified Access
AhnLab Policy Center APC
Akamai KONA
Amazon AWS Application Load Balancer Access Logs
Amazon AWS CloudTra
Amazon AWS Elastic Kubernetes Service
Amazon AWS Network Firewall
Amazon AWS Route 53
Amazon AWS Security Hub
Amazon AWS WAF

Amazon CloudFront

Amazan GuardDuty
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@ select Log Source Type

O Setect rotoeotType Select a Log Source type

O Configure Log Source

Parameters | a osM -
O Configure Protocal I Universal DSM
Parameters
N

6. In the Select Protocol Type, choose HTTP Receiver. Click Step 3.

1BM QRadar Log Source Management - Add a Single Log Source

@ Select Log Source Type

® Select Protocol Type Select a prOtOCOl type

O configure Log Source

Parameters Q. HTTP "
O Configure Protocol I HTTP Receiver
Parameters

O Test Protocol
Parameters.

ce Parameters
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7. In the Configure Log Source parameters, enter the details of your log source, like name, description
etc., and click Step 4.

1"

= IBM QRadar Log Source Management - Add a Single Log Source

&) Select Log Source Type

0]

SetetPrtocat Type Configure the Log Source parameters

® configure Log Source

Parameters Name *

The name of the log source.
O configure Protocel 4

Parameters
O Test Protocol Description
Parameters An optional description of the log source.

Enabled ‘) on

Indicates whether the log source should be enabled.

Groups * o x
The groups that this log source will belong to.
Q  +Add Grour
Extension Select.
Log Source Extensions perform post-processing of events after default parsing has occurred.
+ Show More
Language * English

Select the language used for the log source's events to ensure correct and optimized parsing.

Target Event Collector *
The appliance responsible for receiving and parsing the events from this log source.

eventeollector0 :: gradar?5

Disconnected Log Collector *
The disconnected log collector that this log source will receive events on.+ Show More

None Available

Target Internal Destination

led only when you use t

ollect protocol

Target External Destinations

This parameter is enabled only when you us:

Credibility *

The higher the credibility, the more certain you are that this log source emits reliable events.
+ Show More

Coalescing Events @@ o

When a log source emits multiple events which are very similar to one another in a short time
span, they'll be coalesced together.+ Show More

For more details on log source parameters, refer to IBM documentation.
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8. Configure the protocol-specific parameters for your log source. In this example, we are configuring
the HTTP Receiver protocol.
IBM QRadar uses the Lister Port to accept incoming HTTP Receiver events. The default port is
12469.
You can choose the Communication Type to HTTP, HTTPs, or HTTPs with Mutual TLS. Secure
communication is recommended.

Configure the protocol parameters

Log Source Identifier * Cohesity

Listen Port * 12469
Port used by QRadar to accept incoming HTTP Receiver events.+ Show More

Communication Type * HTTPS o
The type of HTTP server to be created. + Show More

~ HTTP Listener Configuration

Server Certificate * PKCS12 Certificate Chain and Password v
PKCS12 Certificate Chain and Password - If you select this option,

you must configure a path to the PKCS12 file and provide the

password. If there is more than one entry in the PKCS12 file, then

you must provide an alias to specify which certificate entry to use,

+ Show More

PKCS12 Server Certificate Path *

The absolute path to a PKCS12 file that contains a private key and
certificate chain.

PKCS12 Password * @
The password for the PKCS12 file.

PKCS12 Certificate Alias

The alias for the certificate entry in the PKCS12 file to use.
+ Show More

~ Authentication Parameters

Use HTTP Authentication Token Header o off

Enables HTTP Header Authentication. When enabled, Clients
attempting to communicate with the HTTP Server must provide a
valid access token via a Request Header.

Message Pattern (Optional)

By default, the entire HTTP Post is processed as a single event. To split that post into multiple
single-line events, provide a regular expression to denote the start of each event.

Use As A Gateway Log Source C’ off

By default, events for this log source are parsed by the associated DSM. Select this option to
have the collected events flow through the QRadar Traffic Analysis engine and be automatically
detected by one or more appropriate log sources.

EPS Throttle * 5000

The maximum number of events per second (EPS) that you do not want this protocol to exceed.
+ Show More

Enable Advanced Server Configuration Options O off
Enables advanced server configuration options.

Step 3: Configu

Refer to IBM documentation for more details on configuring HTTP Receiver protocol. Click Step 5.
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9. Click Start Test to test the protocol parameters and validate whether the port configured is open for
listening. Click Finish to complete the Log source configuration.

= IBM QRadar Log Source Management - Add a Single Log Source
@ Select Log Source Type
© Selact Protocl Ty Test Protocol Parameters
@ Configure Log Source
Parameters @
@ Configure Protocol
Parameters Test this log source configuration to ensure that the parameters are correct.
@ Tost Protocol x The test runs from the host specified by the Target Event Collector parameter. If there is high network latency between the console and this host, it may take a moment for the
Parameters results to appear.
The test collects sample event data from the target system. This feature can be disabled in the settings.
Start TESE
o 'y |
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Configure Webhook on Cohesity

Alert notifications via webhooks can be configured on Cohesity in two ways:

1. At the Cluster Level - Configure alert notifications for a single cluster. These alerts capture cluster
health-related issues (hardware, software, and maintenance) and the performance of data services.

2. Via Helios - Configure alerts for multiple clusters, including self-managed clusters (on-premises or in
the cloud) and Cohesity-managed clusters for Cohesity SaaS offerings—DataProtect as a Service
and DataHawk. These alerts capture cluster-level alerts described above and data security alerts on
sensitive data and 10Cs within Cohesity backups.

Figure 3: Cohesity Integration with IBM QRadar

* Multiple self-managed clusters
» Cohesity SaaS - DataProtectas a
Service

Cohesity Data Cloud

Webhook

Self-managed
Cohesity Clusters
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At The Cluster Level

Cohesity leverages webhooks to send alert notifications to the QRadar SIEM appliance. These alert
notifications are sent independently at the cluster level.

Follow the steps below to configure webhooks on the Cohesity on-premise cluster.

1. Log in to Cohesity self-managed cluster.

Welcome

To Cohesity Data Cloud

@ Cluster: sa < i b
R

Username

. X |

Domain

\

LOCAL

Sign In

2. Navigate to System > Health and select the Alerts tab. The Alerts summary page is displayed.
3. Select the Settings tab, and click Add Alert Notification Rule.
= COHESITY Q search '

sac0lpmhaswelldpl = O @ H O &

OF Dashboards

Health

Components Alerts Resolution Summary

Notification Settings Add Alert Notification Rule

Health
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4. In the Alert Notification Rule wizard, fill in the details to filter the alerts you want to send to the
QRadar. By default, all are selected.

Enable Webhook and enter the QRadar appliance URL and the listener port configured in the QRadar
protocol parameters.

Add Alert Notification Rule

Rule Name

IBM QRadar

When

Alert Category Alert Severities Alert Name

All applies bg#’default v All applies by default >  All applies by default

Send Alert Notification via *
Email

Add email addresses of users to receive alert email notifications

Add

@ same
. Syslog

?& Webhook ’—b Listener Port

QRadar Appliance URL

URL @ curl -XPOST https://qradar.pm.cohesity.com:1246
9

.com:{l

Options &

Cancel @
Y

Refer to Cohesity docs for more details on configuring Webhooks for on-premise clusters.
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Via Helios

Helios is a SaaS-based management platform that provides a single view and global management of all
Cohesity clusters, whether on-premises, cloud, or Virtual Edition. Configuring alert notifications through
webhooks on Helios allows for seamless transmission of cluster-level and security alerts. The security
alerts can include threat detection, data classification, and anomaly detection.

Under the Protection pillar of Helios, you can configure alert notifications for the following apps:

1. DataProtect - Offers a unified view and global management of all your Cohesity clusters—on-
premises, in the cloud, or as Virtual Editions— regardless of the cluster size. You can easily connect
your clusters to Helios and access them from anywhere using an internet connection and your
Cohesity Support Portal credentials.

2. DataProtect as a Service - Cohesity’s SaaS offering that protects your virtual and physical workloads,
databases, and applications.

DataProtect

For clusters managed through Helios, follow the steps below to configure the webhooks to send alert
notifications to the IBM QRadar.

1. Log in to Cohesity Helios.

Welcome

To Cohesity Data Cloud

The Modern Data Security and
Management Platform

“N

Powered By Helios

he

Password
T @

: -
*

Forgot your password?

Sign in with SSO

2. Navigate to Protection > Data Protect.
3. Navigate to the Health > Notification tab.
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4. Click Create > New Alert Notification Rule.

Cohesity Data Cloud / Protection / DataProtect

DataProtect = Create, v
Health |!
Alerts Resolution Summary Notification Silence New Alert Notification Rule
O Dashboards itj
L}
© Data Protection > Clusters v Organization v Severitesv Q
Name Severities Clusters Organization Scope Notification Methods
B8R Marketplace >
& Security >
D system v
Health

b

Audit Logs
Field Messages
] Reports

83 Settings >

Refer to Cohesity docs for more details on configuring Webhooks for the Cohesity Data Cloud.

NOTE: Ensure connectivity from Helios to the IBM QRadar appliance. Alert notifications will not reach
the QRadar SIEM if Helios cannot connect to the appliance.

NOTE: DataHawk alerts are only available on Helios. To receive DataHawk alert notifications,
configure webhooks on the Helios.
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Cohesity DataProtect as a Service

Alert notifications can be sent independently from Cohesity DataProtect as a Service.
Follow the steps below to configure webhooks on Cohesity Data Cloud DataProtect as a Service.

1. Log in to Cohesity Helios.

Welcome

To Cohesity Data Cloud

The Modern Data Security and
Management Platform ‘ N

Powered By Helios Q
Username @ Q

he

Password % 3 \
\ A

Forgot your password?

Sign in with SSO

2. Navigate to Protection > Data Protect as a Service.

| Protection

Protection

DataProtect DataProtect as a Servicg,

Protect all your enterprise data and defend Protect your critical SaaS, cloud-native, and
against cyber threats with immutable backup on-premises data sources with Cohesity
and instant recovery in a self-managed managed backup as a service

environment.
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3. Navigate to the Health > Notification tab.
4. Click Create > New Alert Notification Rule.

= COHESITY

20

Cohesity Data Cloud / Protection / DataProtect as a Service
DataProtect

as a Service Health

Alerts Resolution Summary Notification Silence

OF Dashboard

M sources
Name Severities Source Types
@ Policies
tst Critica All
Activity
01 Health

&) Audit Logs

1) Reports

i Settings >

Scope

DatalngestAnomalyAlert

Create

New Alert Notification Rule

B

Notification Methods

CrowdStrike

Refer to Cohesity docs for more details on configuring Webhooks for the Cohesity Data Cloud.
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Manage Events on IBM QRadar

QRadar receives alerts from multiple log sources. Using the Log Activity tab, you can monitor and
investigate log activity (events) in real-time or perform advanced searches.

To view the logs, click on Log Activity in the QRadar Ul.

You can modify the view from real to a different time frame.

21

1BM QRadar

Dashboard Offenses Log Activity

Search... ¥ Quick Searches ¥ Y Add r.ueh! Save Criteria

Quick Filter

Event Name

Information Message
Information Message
Information Message
Information Message
Information Message
Information Message
Information Message
Information Message
Information Message
Information Message
Information Message
Information Message
Information Message

Network Activity

Assets

L8

Reports

Risks

Vulnerabilities Admin

Rules ¥ Actions ¥

View: Select An Option:

Displ:

LogSources  Pulse  Use Case Manager

l-—> Modify Log View

Default (Normalized)

Viewing real time events d

Log Source

System Notification-2
System Notification-2 ::
System Notification-2
System Notification-2 ::
System Notification-2
System Notification-2 ::
System Notification-2 ::
System Notification-2
System Notification-2 ::
System Notification-2
System Notification-2
System Notification-2
System Notification-2

qradar7s
qradar7s
qradar75
qradar?5
qradar7s
qradar7s
qradar7s
qradar75
qradar75
qradar?5
qradar7s
qradar7s
qradar?5

Oct 25, 2024, 3:19:04 AM
Oct 25, 2024, 3:19:04 AM
Oct 25, 2024, 3:19:00 AM
Oct 25, 2024, 3:19:00 AM
Oct 25, 2024, 3:19:00 AM
Oct 25, 2024, 3:19:00 AM
Oct 25, 2024, 3:19:00 AM
Oct 25, 2024, 3:19:00 AM
Oct 25, 2024, 3:19:00 AM
Oct 25, 2024, 3:19:00 AM
Oct 25, 2024, 3:19:00 AM
Oct 25, 2024, 3:19:00 AM
Oct 25, 2024, 3:19:00 AM

Source
ot Destination IP

Information 0

Low Level Category

Information
Information
Information
Information
Information
Information
Information
Information
Information
Information
Information
Information

€ a4

System Time: 3:18 AM

Search

Destinat
Port

Usemame  Magnitude

0
0
0
0
0
0
0
0
0
0
0
0
0

?

To view the events of a particular log source, be it Helios or a Cohesity on-premise cluster, go to Log
Sources, select the Log source, and click on Events to view the events.

1BM

Dashboard  Offenses  LogActivity  Netw

Filter x
Status (5) Clez
ok 4
Warning 0 M
(] Error o i
Not Available 8 o
| Disabled 0

Enabled (2)
Yes 12
No o

Log Source Type (9)

Universal DSM a
Anomaly Detection Engine 1
Asset Profiler 1
[ Custom Rule Engine 1
[] Health Metrics 1
SIM Audit 1

Reports

Risks

Vulnerabilities

Download

Admin

Pulse  Use Case Manager

Delete

Name 4 Log Source Type Creation Date Last Event
Anomaly Detection Engine-2 :: qradar?5 Anomaly Detection Engir 2 7PM (1

Asset Profiler-2 :: gradar75 Asset Profile

Cohesity Helios Universal DSM

Custom Rule Engine-8 :: qradar75

Haswell 3 Ur

Haswell 4 Universal DSM

Haswell 7

Health Metrics-2 :: qradar75 Health 2 PM (1 Jct 25, 2
Search Results-2 :: gradar?5 Search Re 8:2

SIM Audit-2 :: qradar?5 idi ) 202 PM (1 Jct 25, 202
SIM Generic Log DSM-7 :: gradar?5 Generic Log DSP et 15, 2024 8:27 PM (1

System Notification-2 :: qradar75 Motificatio ! PM (1

€ O

System Time: 4:58 AM

1log sourceis selected  Cancel

Enabled
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The events page displays all the events in the defined time frame.

Start Time

Current Filters: Event timeframe
Log Sou
Current Statistics

Rec

10:00 AM 200 P 6:00 PM

Update Details

Usemame

N

z

Event Saur Destinat
m 0 SourcH e v v Level C: y Source [P

Event Name Log Source Coung Time Low Level Category Source I =

unknown Cohesity Helios 1 Oct25,2024,6:13:59 AM Unknown

4 AM Ui

0
[
0

o
o
0
0
0
0
0
0

0
0

o
0

Manage Events on DSM Editor

The DSM Editor provides different views of your data. The DSM Editor in IBM QRadar allows users to
perform various tasks:

Custom parsing: Create custom parsers to get events into QRadar.

Log source extensions: Create log source extensions to get data into QRadar.

Field extraction: Extract fields from events.

Custom properties: Define custom properties for rules and search indexing.

Event categorization: Categorize events and store extra metadata.

QID definitions: Define new QID definitions.

NS o s~ eDN

Log source types: Create and configure custom log source types.
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Configuring the DSM Editor

Let us configure the log source with the DSM editor and categorize the events and exact fields according
to our requirements.

1. Log in to IBM QRadar and select your log source from the Log sources.
2. Select one or multiple events from the timeline and click on DSM Editor from the Actions dropdown.

Search

Start Time : . v 127AM v Updas

Results Limit a

Current Filters:

Update Detai

Selected Logs / Events
[P — I Source IP ®  Destination 1P T Username  Magnitude

ko XX [T
unknown ity Hel Unknown
unknown [ Unknawn
unknown Cohesity Helios :51... Unknown
unknown Cohesity Helios 48 ... Unknown
unknown Cohesity Helios - Unknown
unknown Cohesity Helios - Unknawn
unknown Cohesity Helios - Unknown
unknown Cohesity Helios :28.... Unknown
unknown Cohesity Helios 2024, 11 - Unknawn
unknown Cohesity Helios. 3 - Unknawn
unknown Cohesity Halios E - Unknown

3. Inthe DSM editor, change the log source to the desired log source, such as the Cohesity Helios or
On-Premise cluster.

Log Source Type Workspace
Universal DSM Change

W

Properties Event Mappings Configuration Events in native JSON format
Clus‘ter Name

Destination IP

Destination MAC

Destination Port

Event Category

Event ID
Log Activity Preview (
Identity Extended Field Parsing Status* Cluster Name (custo  Destination IP Destination MAC Destination Port Event Category Event ID Event Name*
sacO1-pm-hasw... 127.0.0.1 GenericDSM unknown
Identity Group Name sacO1-pm-hasw... 127.0.0.1 GenericDSM unknown
sac01-pm-hasw.. 127.0.0.1 GenericDSM unknown
Identity Host Name sac01-pm-hasw. 127.0.0.1 GenericDSM unknown
sac01-pm-hasw.. 127.0.0.1 GenericDSM unknown
Identity IP sac01-pm-hasw. 127001 GenericDSM unknown

e —— ]
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4. You can configure custom properties based on the nature of the alert and the payload. Create a
custom property to extract data that IBM® QRadar® does not typically show from the event or flow
payloads. In this example, we have created custom properties to extract the Alert Name and Alert
Description from the event JSON. The custom properties are identified by the custom subtext and by
(custom) in the Log Activity Preview.

Log Source Type Workspace

Cohesity Helios Change

Properties Event Mappings Configuration

Alert Description
| cust

Alert Name

t | Cust
Property Configuration
Expressions (1) (#)
Expression

ExpressionType  JSON

Expression ["alertName"

Destination IP Log Activity Preview (

Parsing Status® Alert Description (cf  Alert Name (custom. Yestination IP Destination MAC Destination Port Event Category Event ID
Destination MAC
Backup run of pr.| ProtectionGroup... 0. CRITICAL ProtectionGroup.
Backup run of pr.| ProtectionGroup... ¥ CRITICAL ProtectionGroup.
Destination Port
Parsed and Mapped  SSH Loginis suc..] SSHLoginSuccess ¥ INFO SSHLoginSuccess
ESindices size o] ESDiskUsageExc. X CRITICAL ESDiskUsageExc...

Event Category
\ Backup runof pr..|  ProtectionGroup. . CRITICAL ProtectionGroup.

Backup run of pr.|  ProtectionGroup. X CRITICAL ProtectionGroup.

Event ID

For more details on Custom Properties, refer to IBM documentation.
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5. Further, you can map the events with category combinations in the QRadar system. An event
mapping represents an association between an event ID and category combination and a QID record
(referred to as event categorization).

Workspace

L ype
Cohesity Helios

Properties | EventMappings | Configuration

QID Record
Name
High Level Category:

Low Level Category:  Appli

Severity 3
Description Log Activity Preview (:

Identity
[l Override default identity behavior for this event type Parsing Status* Alert Description (cu  Alert Name (custom, Destination IP Destination MAC Destination Port Event Category EventID

» Backuprunof pr.. ProtectionGroup... 0.0.0.0 CRITICAL ProtectionGroup.
»  Backup runof pr... ProtectionGroup... 0.0.0.0 CRITICAL ProtectionGroup.

Parsedand Mapped  SSH Loginis suc... SSHLoginSuccess  0.0.0.0 INFO SSHLoginSuccess
« ESindicessizeo... ESDiskUsageExc.. 0.0.0.0 CRITICAL ESDiskUsageExc.
»  Backuprunof pr... ProtectionGroup... 0.0.0.0 CRITICAL ProtectionGroup.

» Backuprunof pr... ProtectionGroup... 0.0.0.0 CRITICAL ProtectionGroup.

For more details on Event Mapping, refer to IBM documentation.

6. You can further customize the Log activity Preview by configuring Preview Columns. Select the
columns you find useful and want to display the information in, and click update.

0g S 3 Workspace
Cohesity Helios Change

Properties Event Mappings || Configuration
Alert Description
Alert Name

Destination IP
| configure Preview Columns

Destination MAC

W Select All
Destination Port M Parsing Status*
Alert Description (custom)

Event Category Alert Name (custom)

Log Activity Preview (i » )
W, Destination IP

Event ID Parsing Status* Alert Description (cu  Alert Name (custom; Destination IP Destination MAC IR Destination MAC

212567066377... HostShellAccess... 0.0.0.0 M Destination Port
Identity Extended Field Seert Cotogory
Event ID

Identity Group Name

Identity Host Name

7. Save the configuration.
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Configuring Rules

IBM QRadar includes rules that detect various activities, generate data, and identify anomalies. You can
also create your own rules to detect unusual activity.

For more information on configuring custom rules, refer to IBM documentation.
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Appendix

IBM QRadar Overview

As the cost of a data breach rises and cyberattacks become increasingly sophisticated, the role of
security operations center (SOC) analysts is more critical than ever. IBM QRadar SIEM is more than a
tool; it is a teammate for SOC analysts—with advanced Al, powerful threat intelligence, and access to the
latest detection content.

IBM QRadar SIEM uses multiple layers of Al and automation to enhance alert enrichment, threat
prioritization, and incident correlation. It presents related alerts cohesively in a unified dashboard,
reducing noise and saving time. QRadar SIEM helps maximize your security team’s productivity by
providing a unified experience across all SOC tools with integrated, advanced Al and automation
capabilities.

To learn more about IBM QRadar capabilities, refer to [BIM.com.

Cohesity Data Cloud Overview

Cohesity Data Cloud is a unified platform for securing, managing, and extracting value from your data,
that reduces your attack surface, lowers costs, and minimizes risk. Cohesity Data Cloud is available as
self-managed software and Saa$S with rich features, including.

¢ Modern Backup and Recovery—The most comprehensive, modern, web-scale data management
and backup and recovery solution to protect cloud-native, SaaS, and on-prem data at scale. You get
instant recovery at scale and with direct metadata snapshots (so that each backup performs like a
synthetic full), the ability to instantly put backed-up file shares online, and continuous data protection
(CDP).

¢ Traditional and Modern Workloads—Support for VMs, databases, files, containers, cloud-native,
SaaS, Storage, and traditional workloads.

¢ Defend Against Ransomware Attacks—Multilayered security architecture with Zero Trust Security,
including granular RBAC, MFA, SSO, immutable snapshots, and ML-based ransomware attack
detection. Protect and recover against ransomware with threat protection, cyber vaulting, and ML-
powered data classification.

e Threat Protection and Data Classification—Highly curated and managed threat feeds, trained with
ML, threat detection and response to your specific needs by augmenting the extensive library of over
200,000 behavioral patterns, create multiple YARA rules defining Indicators of Compromise (I0OC), or
import custom rules. Highly accurate NLP and ML-based engines classify sensitive data,
automatically or on-demand, including personally identifiable information (PII), PCI, and HIPAA.

e Global Search and Unified Management—Reduce recovery point objectives to minutes by
eliminating slow-to-access, chain-based backups. A single management platform offering
multilayered security architecture, unifying operations with integrated solutions for backup, CDP, DR,
search, ransomware attack detection, and vulnerability scanning into a single scalable environment.
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e Cloud Vault—Cohesity FortKnox is a SaaS cyber vaulting and recovery solution that gives your data
additional layers of managed security and protection against cybersecurity threats. To learn more,
refer to Cohesity product documentation.

e Cloud Archive—Policy-based data archival to meet long-term data retention, compliance, and
regulatory requirements.

e Cohesity Cloud Services—Cohesity-managed data security and management with SaaS that runs
multiple cloud data services, including backup, cyber vaulting, threat defense, data classification, DR,
and more on a single multi-cloud platform.

o Cohesity Gaia—Combines generative Al with your enterprise data. Unlock data insights by bringing
retrieval augmented generation (RAG) Al and large language models (LLMs) to enterprise data within
Cohesity. Ask natural language questions and get context-rich answers.

e Business Continuity—Simplify business continuity and disaster recovery with automated failover
and failback orchestration for your mission-critical workloads. Get your critical applications online after
a breach or outage through automated orchestration.

e Security Integrations—Cohesity integrates with leading perimeter and end-point security vendors,
giving you greater visibility and actionable alerts in your Security Operations Center (SOC).

¢ Deployment—Software-defined solution for on-premises, public cloud, backup as a service, and
edge sites.

¢ API-first Extensibility—Derive business insights with the Cohesity Marketplace partner ecosystem.
Streamline operations and easily integrate on-prem and cloud environments with pre-built automated
workflows and API integrations.

To learn more about how Cohesity provides Al-powered data security and management, refer to
Cohesity.com.
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Your Feedback
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ABOUT COHESITY

Cohesity is a leader in Al-powered data security and management. Aided by an extensive ecosystem of
partners, Cohesity makes it easier to protect, manage, and get value from data — across the data center,
edge, and cloud. Cohesity helps organizations defend against cybersecurity threats with comprehensive
data security and management capabilities, including immutable backup snapshots, Al-based threat
detection, monitoring for malicious behavior, and rapid recovery at scale. Cohesity solutions are delivered
as a service, self-managed, or provided by a Cohesity-powered partner. Cohesity is headquartered in
San Jose, CA, and is trusted by the world’s largest enterprises, including six of the Fortune 10 and 44 of
the Fortune 100.

Visit our website and blog, follow us on Twitter and Linkedln and like us on Facebook.
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