COHESITY

ABSTRACT

Cohesity streamlines the protection of Generic NAS data you manage. Furthermore, it allows you to
archive the backups to any public cloud or tape storage for long-term retention, replication, and
recovery to a different location for disaster recovery.
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Introduction to Generic NAS Protection with Cohesity

Modern enterprise data centers contain massive amounts of structured and unstructured data in many
forms, including log directories, home directories, departmental shares, engineering repositories, and
application datasets. This critical data requires a modern data protection and recovery solution that can
efficiently protect the ever-growing applications and unstructured data stored via NAS protocols. The
solution must adhere to the organizational data protection SLAs and, at the same time, provide better
storage efficiency and data reusability.

Cohesity Data Protection Architecture for Generic NAS

Cohesity has API integration with specific NAS vendors such as NetApp and Dell EMC Isilon. These NAS
sources are backed up using Cohesity NAS Adapter (API based). All the other NAS vendors where
Cohesity does not have API integration are referred to as Generic NAS. Each share in the Generic NAS
is registered as an individual Generic NAS source and protected using the NAS protocols. Cohesity
provides a fast, powerful, and simple backup and recovery solution that scales well to grow with the ever-
growing data.

To meet the needs in a reliable and efficient ecosystem, Cohesity provides a solution that eliminates the
complexities and operational inefficiencies of traditional NAS protection solutions by unifying your data
protection and recovery infrastructure—including target storage, backup, recovery, replication, archiving,
and disaster recovery—on a single platform.

Figure 1: Protect Generic NAS Data with Cohesity
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Once you back up your Generic NAS source directories to Cohesity, you can also:

e Recover your data.

e Archive it to lower-cost cloud/NFSv3/S3 storage for long-term retention and disaster recovery.

e Send it to tape for long-term retention.

e Replicate it to another on-premises or cloud Cohesity cluster.

Cohesity CloudArchive Direct Architecture for Generic NAS

Cohesity has built CloudArchive Direct for NAS, a cost-efficient solution that processes and streams the
data directly from NAS source to lower-cost storage on External Targets using object storage in the
public/private cloud or NFS. By eliminating the need to store a copy locally before archiving, the
footprint/capacity requirements of your Cohesity cluster are dramatically reduced. Only the metadata and
indexes, which enable quick search and recovery, are stored on the Cohesity cluster. The entire Generic
NAS dataset (the data along with metadata and indexes) is stored only on the External Target.

Figure 2: Make Generic NAS Data Archival Cost-effective W|th Cohesity’s CloudArchive Direct
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CloudArchive Direct is a policy-driven feature with seamless integration with all major cloud vendors like
AWS, Azure, GCP, Oracle, or any S3-compatible object store. It can also be configured with compression
and encryption to achieve maximum storage efficiency and security.

NOTE: See Archive Your Data Directly with Cohesity CloudArchive Direct for details.
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Features and Benefits

As data grows exponentially, the need for a modern approach to data protection and backup solutions
has become critical. Cohesity offers agentless, policy-based data backups, granular file-level restore
capabilities, and replication, archiving and cloud tiering.

What's more, Cohesity provides:

¢ Incremental Forever. Taking advantage of native NFS and SMB-based backups, Cohesity offers
true ‘incremental forever’ functionality. Unlike NDMP, it requires performing only one full backup,
followed by incremental backups forever. This reduces the time required for backups and recovery
and simplifies operations.

e Multithreaded File Discovery. Cohesity backups are much faster because they employ high-speed
multithreaded file discovery.

o Distributed and Parallel Ingest. Cohesity’s intelligent data-transfer logic creates an efficient backup
plan and assigns backup streams across all nodes, performing distributed and parallel ingest in the
cluster, ensuring faster backups.

¢ Instant Recovery. Cohesity enables instant NAS volume to be restored to any point-in-time (PIT)
copy. Upon restore, Cohesity creates an instantaneous clone of the snapshot. The NAS volume can
be accessed directly from the clone, with storage running directly from the Cohesity cluster. This
eliminates the need to move data from secondary to primary systems before initiating a restore.

¢ Flexible Restore Targets. As Cohesity backs up data in its native format, it supports data restoration
to different vendor devices, giving you the flexibility to restore data to the original source or a different
target.

o Data Security with Encryption. Cohesity provides built-in, software-based encryption so that you
can securely store and transfer your data. Cohesity keeps your data safe by encrypting data at rest
and in transit with AES 256-bit encryption.

¢ Incremental Indexing. Cohesity indexes only the changed data between the last and most recent
backup, resulting in faster indexing and reduced resource impact.

NAS Backups—Legacy vs Cohesity

Cohesity’s modern platform also offers several advantages over traditional NAS data protection solutions.
Table 1 below compares Cohesity’s data protection solution against legacy solutions for tackling the key
challenges in NAS backup.

Table 1: Legacy vs Cohesity NAS Backup Solutions

Infrastructure Siloed media servers and targets lead Hyperconverged platform enables
Silos to complex infrastructure with the consolidation of infrastructure
fragmented datasets. and datasets, which leads to a

better return on investment (ROI).
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Management

Scalability

Performance at
Scale

Storage
Efficiency

Data Mobility

Faster and
Granular
Restores

SLA
Predictability for
Recovery

Cloud
Integration

Multiple interfaces to manage different
components are inconvenient and
prone to human errors.

Requires forklift upgrades to scale up,
which is disruptive and time-
consuming.

Requires periodic, frequent full
backups, which is unfeasible with large
file systems at a petabyte scale that
contain billions of files. This results in
increased RPOs.

Does not provide global data reduction
across silos, making backups inefficient
with storage and costly.

Not storage agnostic. For example,
NetApp backups cannot be restored
instantaneously to third-party vendor
storage.

Indexes need to be read from a media
server. As a result, network bottlenecks
can dramatically slow down indexing,
making recovery times very lengthy.

Recovery times are not predictable and
can take weeks at the petabyte scale.

Most often, it uses cloud gateway to tier
or archive data to the cloud.

Unified management for multiple
clusters from a single pane of glass
reduces administrative overhead.

Transparent scale-out with relative
ease. With growing business needs,
it can incorporate additional
resources (capacity, compute,
network) without tedious forklift
upgrades.

Faster, more intelligent backups
with distributed and parallel ingest.
Full support for incremental-forever
backups, reducing data traffic,
shortening the backup window, and
improving RPO.

Inline and post-process variable-
length deduplication makes efficient
use of storage and lowers the total
cost of ownership.

Backups are taken using native NFS
and SMB protocols, making data
recovery platform-independent. For
example, an Generic NAS backup
can be restored to NetApp
instantaneously, and vice-versa.

The file metadata is indexed to allow
Google-like search in your backups,

enabling very fast, granular file-level
recovery to any point in time across

billions of files.

Backup data can be exposed as a
Cohesity View for instant restore on
Cohesity, delivering predictability
and eliminating RTO concerns.

Natively integrated with major public
cloud providers to enable smooth
archival and tiering to the cloud.
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Explore Cohesity’s Generic NAS Adapter’s Capabilities

Cohesity’s Generic NAS adapter provides a wide range of Generic NAS data protection capabilities for
your Generic NAS backup, including:

 Encrypt Backup Traffic Between Generic NAS Source and Cohesity. You can encrypt your
backup traffic between Generic NAS source and Cohesity just by enabling “Encryption” in the
Protection Group’s advanced settings.

o For SMB backups, if encryption is enabled in the Protection Group, then Cohesity starts an
encrypted SMB session with Generic NAS source to access the SMB volume data to back up.
The encrypted SMB session encrypts all the session traffic between Generic NAS source and
Cohesity.

NOTE:
e To use this feature, enable encryption at the share level in your Generic NAS configuration.

e The restore workflow is encrypted.

Table 2: Encryption Behavior Relationship with SMB Encryption Status in Generic NAS

Backup Fail Pass
Restore Fail Pass
No
6.81.7.0 Backup traffic | N/A, as the backup No
.8.1,7.0, i fail
704171 encryption ailed
711,
7.1.2 and i
722 Backup Pass Fail
Yes Restore Pass Fail
Backup traffic | Yes N/A, as backup
encryption failed
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For NFS backups, if encryption is enabled in a Protection Group’s advanced settings, then
Cohesity reads the NFS volume data over Kerberos to ensure the backup traffic is encrypted
between Cohesity and the Generic NAS source.

NOTE:

Encrypting in-flight data will have a minor impact on the performance.

To use the encryption functionality for NFS volumes, you must join the Cohesity cluster to the
active directory as the Kerberos server or add the Kerberos provider in the Cohesity cluster
Access Management section.

To use this feature, enable encryption at the share level in your Generic NAS configuration.

Download List of Skipped Files to Local .csv File. You can download the list of all entities (files
and folders) that were skipped during backup, along with the most applicable reason. Log in to
Cohesity to download this list to a .csv file on your local machine.

File DataLock to Preserve Access Time of SmartLock Directories. With Cohesity 6.8.x and
higher, you can enable File DataLock in the Cohesity Protection Group’s advanced settings for NAS
data protection. If enabled, Cohesity preserves the write once read many (WORM) attributes, along
with backed up data, for the files and folders of the protected WORM directories, which provides the
access time, lock period of the files/folders, and other information. These attributes are applied to the
files and folders when recovered to the Cohesity View, thus making the data immutable in the View.
Cohesity also allows you to:

Override the lock period of the files/folders while recovering them to the Cohesity View.

Set the lock period for the new files/folders that are created in the recovered Cohesity View.

NOTE:
Supports Enterprise or Compliance modes.

Preserves the access times of both hard and symbolic links.
You cannot enable or disable File DatalL.ock once a Protection Group is created.

You can delete Protection Groups and snapshots that have File DatalLock enabled. However,
once the data is recovered to the Cohesity View, that is, when the preserved WORM properties
are applied, the Cohesity View cannot be deleted until the lock period expires.

See File Datalock in the online Help for details.

(]
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SMB DFS Referral

The Cohesity SMB client now follows the Distributed File System (DFS) referral. The Distributed File
System has a collection of shares on different machines that serve a file system namespace. If one
machine does not have a particular file requested by the client, it is referred to check the other machine.

Users can now backup the entire DFS namespace by simply registering the share with the hostname
directly as a Generic NAS SMB mount point.

Before the 6.8 version, registering each share as a Generic NAS source and backing it up in a Protection
Group was suggested by Cohesity support as a workaround in some cases. After the upgrade, the
Cohesity cluster may end up backing up the same data multiple times causing data bloat and an increase
in the run time.

If you are using this method, then you should contact Cohesity Support to transition to the SMB DFS
Referral method.

Protect Generic NAS with Cohesity .
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Understand Cohesity’s Generic NAS Backup
Approach

Cohesity DataProtect uses a simple three-step approach to protecting Generic NAS data. Each step is
optimized with modern techniques like adaptive data tasking and distributed parallel data streaming.

To understand how Cohesity Generic NAS data protection works, it's essential to understand exactly
what is going on in each phase of the process:

1. File Discovery: Discover the files to back up.

2. File Read: Read the discovered files over NAS
protocols and divide the files into multiple data
chunks.

3. File Write: Write the data chunks to Cohesity using
distributed and parallel streams.

File Discovery

At a high level, for every backup run, the Cohesity file runner discovers the list of files and folders that
need to be backed up from the user-selected object in the Cohesity Protection Group. You can also use
simple exclusion and inclusion rules to define the objects to be protected.

NOTE:

e To add an inclusion, you must prefix a forward slash (*/’) or suffix an asterisk (*’) to the path of a
particular file within the protected object. For example, ‘/test’ or ‘*. txt’.

e Cohesity does not support regular expressions for inclusions.

o Cohesity supports complex regular expressions for exclusions such as ‘/Voll Folder2/*.txt’
or‘/voll Folder*/Filel.txt.’ Referto Create a Protection Group for NAS Volumes in the
online Help for more on exclusions and inclusions.

Cohesity performs slightly different file-discovery processes during full and incremental backups. See
Cohesity Generic NAS Backup Workflows below for details.

Protect Generic NAS with Cohesity .
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File Read

Cohesity DataProtect uses a parallel and distributed architecture to read the NAS dataset, using native
SMB/NFS protocols identified during the File Discovery phase above. It uses an intelligent algorithm to
divide the identified dataset into multiple tasks (data chunks) based on data size and the number of files.
This adaptive task chunking enables Cohesity DataProtect to back up data more efficiently, reducing the
backup window and improving backup SLAs.

In the example below, identified datasets in the File Discovery phase have been divided into five tasks
with varying sizes.

Figure 3: File Read
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File Write

File Write is the last phase in the backup process. In this phase, files and folders that were divided into
multiple tasks during the File Read phase above are written over parallel streams to different Cohesity
cluster nodes or, with CloudArchive Direct, streamed directly to an archive storage target in the public

cloud. As all the nodes are involved in writing the data, backup throughput is greatly improved.

In the example below, tasks created in the File Read phase are ingested in a parallel, distributed fashion
to all Cohesity nodes

Figure 4: File Write

Generic NAS [NF5/SMB)

200GE 200G8 300GB 300GB

Data Chunking

into Multiple
Tasks
Task 4
50GE 15058 200GB 300GE 300GE
Distributed and

Parallel Data Ingest

) ) 3 6

Nodel Node2 Node3 Noded

Cohesity intelligently selects the node for data placement based on multiple factors such as capacity,
performance, the Quality of Service (QoS) policy, and the system state of the node, which helps improve
RTOs (Recovery Time Objectives) and RPOs (Recovery Point Objectives). The ingest engine also
ensures that data is optimally placed onto the SSD or spinning disk tier that best suits the profile of the
incoming data stream.

Cohesity also provides encryption of the data, both at rest and in flight, with AES 256-bit encryption.

After a Protection Run is completed, all files are indexed by Cohesity to enable global search and rapid
recovery.

Protect Generic NAS with Cohesity .




Cohesity Generic NAS Backup Workflows

As you prepare to protect your NAS data, it helps to understand the various workflows and choices
available in Cohesity’s solution. With our approach of taking a full backup once and following it with
incremental forever backups, each phase involves slightly different operations:

e Full backups: In this case, Cohesity executes high-speed file discovery using a file runner.

¢ Incremental backups: After the full backup, Cohesity employs its Built-in CFT (Cohesity streaming
diff technology.)

Figure 5: Cohesity’s Approach to Protecting Generic NAS Data
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Full Backup with High-speed File Discovery

To start the protection, the initial backup is always a full data backup. Cohesity’s Generic NAS data
protection is a mount-based backup and can be used to back up any NAS device. Generic NAS data
protection is not a point-in-time (PiT) backup and Cohesity DataProtect scans through the live file system
during backup. Hence, the open or locked files may be excluded during backup. You could however
configure custom Pre/Post scripts that can be used to take snapshot-based backups.

Figure 6: Cohesity’s Initial, Full Generic NAS Backup Process
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During the initial, full backup, Cohesity DataProtect scans the Generic NAS live filesystem and performs
the following operations in parallel, thereby dramatically reducing backup times:

¢ File Runner: Starts the high-speed file runner on the live filesystem and discovers the files & folders
to back.

e Checkpoint File: The file runner stores the metadata in a checkpoint file (C1).

o Data Ingest: Creates data-ingest tasks as new files & folders are discovered, and distributes them in
parallel across all nodes in the cluster.

After the first full backup is complete, it is followed by incremental forever backups that send only
changed data. Cohesity uses its built-in CFT based on streaming diff technology.

Protect Generic NAS with Cohesity .
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Incremental Forever Backups with Built-in Cohesity CFT

With a full backup in place, Cohesity uses an incremental forever approach for all subsequent backups.
The goal of an incremental backup is to locate and transfer only the data that has changed since the last
backup. Cohesity identifies the changed data by performing its own built-in CFT using streaming diff
technology to discover the changed files and folders to back up.

Figure 7: Cohesity’s Incremental Generic NAS Backup Process
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During the incremental backup, Cohesity DataProtect performs the following operations in parallel,
thereby dramatically reducing backup times:

¢ File Runner. Starts the high-speed file runner on the live filesystem and discovers the files & folders
to backup.

e Checkpoint File. The file runner stores the metadata in a new checkpoint file (C2).

e Streaming Diff. This operation compares the file runner output with the previous checkpoint file (C1)
and identifies the changed files to protect.

o Data Ingest. Creates data-ingest tasks as changed files are discovered and distributes them in
parallel across all nodes in the cluster. Cohesity DataProtect creates the tasks as changed files are
identified, and does not wait for the new checkpoint file (C2) to complete.

Protect Generic NAS with Cohesity .
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Protect Generic NAS Data with Cohesity DataProtect

Using Cohesity DataProtect, you can back up one or more Generic NAS NFS mount points or SMB
shares while preserving ACLs and extended attributes on SMB.

To prepare Cohesity DataProtect to back up your Generic NAS sources, ensure your Cohesity and
Generic NAS sources meet the prerequisites:

1.

2
3
4.
5

Ensure the Prerequisites are met.

Register your Generic NAS mount points as individual sources in Cohesity.

Choose a Cohesity Protection Policy.

Create a Cohesity Protection Group.

Recover Generic NAS data using Cohesity DataProtect.

Figure 8: Protect Generic NAS mounts with Cohesity DataProtect

Configure Export Policy or
User with Minimum Backup
& Restore Permissions

3

Generic NAS (nFs/sms)

Generic
NAS

Cohesity Platform

5 2 & b

Register each mount Choose Configure Backup Recover Data
point as a Generic  Protection Policy ~ with Protection
NAS Source Group

Protect Generic NAS with Cohesity




19

Add Your Generic NAS mounts as a Cohesity Source

To back up your Generic NAS mounts on Cohesity DataProtect, you need to register each Generic NAS
mount as a source in Cohesity.

Prerequisites

Our solution requires the following to protect Generic NAS mount points:
e Cohesity 6.8.x or higher
e All NAS vendors supporting NFS (v3, v4.1) and SMB (v1, v2 and v3)

NOTE: See the Cohesity Software Version Support Matrix below for the software version
compatibility details.

e Required permissions for backup and recovery.
For NFS exports
= The NFS export should be configured to have Cohesity VIPs and Node subnets whitelisted in
its export policy.
= The export policy should also be configured with a minimum Read-Only role for backup and

Read-Write role for restore operations.

For SMB shares
= To backup Generic NAS SMB/CIFS shares to the Cohesity cluster, the user must have local

or domain user credentials that allow at least read access to the SMB share.
= To recover the SMB/CIFS shares from the Cohesity cluster, the local or domain user must

have full access control on the target where data is being restored.

NOTE: If assigning granular permission is a must, you can assign the following privileges to the
SMB backup user account.

o SeBackupPrivilege to the SMB user to back up the SMB data without modifying the ACL on
the SMB shares.

« SeRestorePrivilege to restore files and directories, override any ACLs, and set a valid user or
group SID as the file owner.

 SeChangeNotifyPrivilege to bypass traverse checking. Users with this privilege are not
required to have traverse (x) permissions to traverse folders, symlinks, or junctions.

e Ensure that TCP/UDP ports 111, 635, 2049, and 445 are open in the firewall between Cohesity and
your Generic NAS.

NOTE: Refer to Manage Firewall Ports in the online Help for more information.

Protect Generic NAS with Cohesity
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Register Your Generic NAS mount point as a Source in Cohesity

Once the prerequisites are satisfied, you can register your Generic NAS in Cohesity. To do so:

1. Log in to Cohesity and navigate to Data Protection > Sources.
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2. Click Register on the top-right of the page and then select NAS.

= COHESITY Q searcn
B8 Dashboards
o Sources
@ Data Protection v
Unprotected Protected
Protection
0 0 Bytes 0 0 Bytes
Objects Data Objects Data
Recoveries
Source Type Organization
Sources
No Sources found.
Policies

CloudRetrieve

Runbooks

Maintenance «

Register v

Virtual Machines

Details Agents
Databases 3
Applications Sources Errors Upgradable  NAS

b ft 365
Download ¢ MicTosoft 365
Physical Server

Applications »

SAN

Hadoop
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3. Inthe Register NAS form, select NAS source as Generic NAS. Enter the NAS registration details
(using Table 3 below) and click Register.

© Register NAS

Host Details

MNAS Source

Generic NAS {b
%QFS w3 () NFSva1l () SMB

A Tt Point

10 i - 0

Skip Mount Point validation during registration

Description {?

Cancel Registeur

@ Register NAS

Host Details

MAS Source

Generic NAS

() NFSw3 () NFSwval @SMB

Mount Point

10. Yot ol é?

ﬁsmp Mount Point validation during registration

O

Description é?

Username 0’ Password §

Username or Domain\Username
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Table 3: Register Generic NAS with Cohesity

Mode NFSv3, NFSv4.1, or SMB

The path for mounting the NAS. Use the following format:
e “Hostname or IP:/Volume" for NFS mode
e "\Hostname or IP\Share" for SMB mode.

NOTE: Do not edit an existing mount path. To change the mount path,
perform the following:

o Register the new mount path Source.

e Edit any Protection Group to remove the old mount path and add the
new mount path.

Mount Path

e Unregister the old mount path Source.

Password Password for the provided username.

The option to skip the mount point validation during registration. The
Skip Mount Point following will be skipped:

validation during o for NFS mount point, mounting the volumes that have been tested
registration whether the mount point exists and is reachable from the Cohesity
cluster.

o for SMB mount point, establishing a connection with the sources and
consequently querying some basic information of the share (like size).

Description An optional description for the mount point.

Username SMB mount credentials that allow the reading and backing up of files.

If you are providing a domain user account, then you must specify the user
name in the following format: fully_qualified_domain_name\username.
For example, xydc.local\user1

Password SMB mount credentials that allow the reading and backing up of files.

See Reaqister or Edit NAS in the online Help for more.

Your Generic NAS mount is now a registered source on Cohesity. To protect it, Create a Cohesity
Protection Group below.

NOTE: Every NFS mount point or SMB share that needs to be backed-up should be registered as an
individual Generic NAS source.

Protect Generic NAS with Cohesity .


https://docs.cohesity.com/7_1_2/Web/UserGuide/Content/Dashboard/Protection/SourceNASAdd.htm?tocpath=NAS%7C_____2#RegisterorEditNAS

23

Choose a Cohesity Protection Policy

In Cohesity, Protection Groups use Protection Policies. Protection Policies reflect business needs, such
as backup and archival frequency, retention requirements for each, as well as Recovery Point Objectives
(RPOs), while a Protection Group defines operational requirements, such as which source objects to
protect, the Protection Policy to use, and operational considerations like indexing, exclusions and
inclusions, alerts, app consistency, and more. This process of combining business needs (Policy) with the
objects to protect (source data) and the operational requirements (Group) provides rich flexibility to
customers.

Cohesity includes three standard policies: Gold, Silver, and Bronze. For their default settings, see
Manage Policies in the online Help. If an existing policy meets your needs, you can proceed directly to
Create a Cohesity Protection Group next. If the existing Policies do not meet your needs, you can create
a custom Policy.

NOTE: See our recommendations for protecting Generic NAS data in Best Practices below.

To create a custom Protection Policy:

1. Log in to Cohesity and navigate to Data Protection > Policies.

= COHESITY [ searcn
88 Dashboards.
- Summary v
@) Data Protection ~
Health Storage Reduction
Protection Active Alerts - Last 24 Hours Physical Capacity
Data  Storage
Recoveries 40 16.87 T8 163 8278 200
Critical Used ® Dataln Wiritten @ Reduction
Sources
10 47.13 T8
51 Warnng 26.36% kel
policies 1 64TiB
Info Total
CloMRetrieve o oo .
Runbooks

2. Click Create Policy located at the top right of the page.

= COHESITY Q. search
o8 shboards .
8o Dashboards POlICIES Create Policy
@ Data Protection ~ {b
Organization TargetType »
Protection
Recoveries Policy + Organization  Protection Groups  Protected Objects  Backup Replication  Archive CloudSpin  Cloud Vault
No Policies found.
Sources
Palicies ltems per page 50 0of0
CloudRetrieve
Runbooks
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3. Inthe Create Protection Policy form, enter a Policy Name and select the backup interval and
retention times for the Scheduled Backup. Click More Options to configure the advanced settings.

O Create Protection Policy

Policy Name 0

Protect_Generic_MNAS_Policy1

Backup every 1 Day -

Primary Copy

Keep on Retain for Lock

Local - 2 Weeks - 2 Weeks -

Cancel More Options

4. Inthe Create Protection Policy form, you can edit the Retry Options. If required, from the floating
menu on the right, you can add Periodic Full Backup, Define Quiet Times, and more. When you

do, you can configure the options for each as you add them.

Build  Summary _
Backup Options

Paolicy Name
Protect_Generic_NAS_Policy1 @ Datalock @ &> Periodic Full Backup

cpe Continuous Data
€2 Protection

Quiet Times

&3 Customize Retries

&% BMR Backup

Backup
25, Log Backu
Backup every 1 Day - = g i
@ Storage Array Snapshot
Primary Copy
Keep on Retain for Lock
Local - 2 Weeks - 2 Weeks -

g Add Replication ¢y Add Archive Q Add Cloudspin
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5. Ifrequired, add Replication or Archive for your backed up Generic NAS data from the menu on the
bottom and configure the options.

& Replication *
Every Retain for Lock

Replicate to - Run - 1 Month - 14 Days -

< Archive X
Every Retain for Lock

Archive to - Run - 1 Month - 14 Days -

[ Archive only fully successful runs

&S AddReplication > Add Archive &3> Add Cloudspin
6. When you’re done, click the Create button.

Bulld Summary

Palicy Mame

Protect_Generic_NAS_Policy1 @ ostalock @

Backup

Backup every 1 Day -

Primary Copy

Keep on Retain for Lotk

Local - 2 Weeks - 2 Weeks -

== Replication *

[
Every Retain far Lotk

Replicate to - Run - 1 Month - 14 Days -

< Archive x
Every Retain for Lok

Archive to - Run - 1 Maonth - 14 Days -

[ Archive only fully successful runs

ﬁ Add Replication ¢ Add Archive €5 Add CloudSpin
% Cancel
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NOTE: DatalLock in this form is enabled by default which helps prevent protected data from being
modified or deleted until the DatalLock expires. For more, see Create or Edit a Standard Policy in the
online Help.

You can also add a Legal Hold, which behaves differently from a DatalLock, to a specific Protection
Run (a snapshot) to preserve it for legal reasons. See Add or Remove a Legal Hold to a Snapshot in
the online Help.

Your custom Protection Policy can now be used in Protection Groups.

For the complete list of Protection Policy parameters, see Create or Edit a Standard Policy in the online
Help.

Create a Cohesity Protection Group
Protection Groups combine operational requirements such as which objects to protect, indexing, alerts,
exclusions, inclusions, etc., with the business requirements that are defined in a Protection Policy.

Multiple Protection Groups can use the same Protection Policy, but each Group can have only one
Policy. To create a Protection Group:

1. Log in to Cohesity and navigate to Data Protection > Protection.

COHESITY
93 Summary
7 v
e {b Health Storage
Ko} ,
53 26.5 18
° ® L
0 604+
54 o 31% shord
o 1 86.9 re
e L
k > .

2. Click Protect on the top-right of the page and then select NAS.

PrOtECtIOh Virtual Machines

Databases »
& Succeeded A Warning © Failed @ Running % Canceled @ Met SLA A Missed SLA NAS

Microsoft 365 »

Group Type Groups ¥ Policy = SLA = Status ¥ + Q

Physical Server »
O Group Start Time ¢ Duration Success/Error SLA

Applications »
No Protection Groups found.

SAN
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3. Inthe New Protection form, under Source, select the Generic NAS mount you registered earlier,
select the objects you wish to protect, and then click Continue.

NOTE: If you want to stream your data directly to lower-cost storage on an External Target without
storing a local backup, then enable CloudArchive Direct. See Archive Your Data Directly with
Cohesity CloudArchive Direct for details.

Add Objects

Registered Saurce

MAS Mount Points -

1

Objects
Protection Status - Protocol - Q c
~« B |{_',l MAS Mount Points
O g 10151 2400 WinWiA13-Recov..

O Ef 10.2202.574sch vall

g 10.2.203.23:/tseprodvoll
g 102464120 a_test

Cance @
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4. Enter a Group Name and select the Policy you chose earlier. Click More Options.

@ New Protection

=3 Add Objects
= NAS MountPoints | Gbjects 1

Protection Group
Y2 mew Protection Group: Generic-MAS-FG1
(? Policy -4

Palicy

Bronze custom -

E::: Storage Domain

Cancel Maore Op%s

5. Select a Storage Domain and click Protect.

@ nas

Source

Objects

1

Objects

Protection Group

@ New Group O Existing Group

Name
Generic-NAS-PG1
Policy

Bronze custom - 4

e Backup e Cloud vault: Test-Vault
Every day | Retain 4 days Everyrun | Retain 30 diys |
NS LIS West {Dregan) | Warm Storage
c, Retry Options

Retry 3 times on errar § minuses apart

Settings

Storage Domain DefaultStorageDomain

Degupcation: Indina | Compression: Inline E

Start Time 10:45pm | Asia/Calcutta

Additional Settings @
m Cancel

Your new Protection Group is now active and running.

For more details, including the Additional Settings in a Protection Group, see Add a Protection Group to
Protect NAS Volumes in the online Help. For best performance, see Best Practices for Protecting Generic
NAS.
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To check the status of the Protection Group and progress on its Protection Runs:

1. Navigate to Data Protection > Protection.

2. Enter a search term to find the Protection Group and check the Status column in that row to see its

status details.

3. Click the Protection Group name to view the Job runs.

Protection
38 0 16 0 0 37 15
& Succeeded Viarning @ ralled & Running Canceled & Mersla Missed SLA
Group Type = Groups = | | Poliy = StAw | stausw | QU oo
O Group Organization Start Time Duration Success/Error  SLA  Status
Generic-MAS-PG2 R — . J— 3
oo Generic NAS | Pollcy: GenericNAs-Policy2-CAD Oct 15,2024 &:55pm = /0 ablerts E
i GenercNAS-PG T et 5 2024 6 1m 72 " " Tl %
] cenencnl E e Oct 15, 2024 6:02pm m7s 1/0 objects B
It
4. Select and click the Job Run to view the Backup and Indexing details.
@ Group Details: -GenericNAS-PG1
Policy: ~test
Runs Audit Trail Settings Consumption Trend
[ SstartTime Duration Backup Type Data Read Data Written Success/Error SLA Status
Incremental 52.2 GiB 73.7 MiB 0 objects I—_':‘0 =}

O oe 15{502-1 6:02pm im7s

@ Run Details:

Oct 15, 2024 &:02pm

Backup Indexing

<% succeeded

E,Q Met

StaTus SLA Stas Objects
Status = Q
O Mount Path Start Time
0151 240 =W Oct 15, 2024
O Size: 52.2 GIB 6:02pm

1 Succeeded

End Time

Oct 15, 2024
6:03pm

"~ -GenericNAS-PG1

(1) oFailed

Objecs

Snapshot
Expiry Time

Oct 29, 2024
6:03pm

& 0 Canceled
Objects

Duration

im7s

Data Read

52.2 G

& 0 Skipped @ im7s Delete All Snapshots
Objes Duration
Changed
D.‘“a Entities f Message
Written Total
F3.7 MIB 53/53

Items per page 50 - 1-10of1
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Understand Cohesity’s Generic NAS Recovery
Approach

Generic NAS data recovery is essentially the rebuilding of NAS data that is lost due to unfortunate
incidents such as media or storage failure, application failure, data corruption due to power interruption,
or data deletion due to human errors. Cohesity DataProtect offers efficient data recovery options by
protecting your data in backups and allowing you to instantly recover it whenever necessary, with
uncompromised data availability and reduced downtimes.

Cohesity DataProtect recovers Generic NAS data from snapshots of storage volumes created earlier by a
Protection Group. Restoring data for Generic NAS using Cohesity DataProtect is simple, fast, and
intuitive. Recovery can be performed at various levels of granularity, including at the Files/Folders and
Volume levels. You can recover NAS volumes and files & folders to their original location or to a newly
specified location, which can be in the original source or a different NAS source. You can also perform an
instant mount of your backup and download files from specific snapshots that were created by a Cohesity
Protection Group.

Cohesity NAS Recovery Internal Workflow

Once a NAS is backed up with Cohesity DataProtect, you can start a recovery task that restores specific
Generic NAS volumes or files as per your business requirements. During the recovery task run, Cohesity
DataProtect executes multiple operations in the background to complete the recovery successfully.

Figure 9: NAS Recovery Internal Workflow

Step 1: Prepare

Create a clone of the backed-up data
(internal view).

Mount target volume on Cohesity nodes.

NAS Data

Step 3: File Restore Restore
Write data using

distributed and parallel ®

write mechanisms.

Step 2: File Scan and Read
Scans the internal view and
reads the data.

In Cohesity’s NAS restore internal sequence, Cohesity DataProtect executes:

1. Prepare: Creates a clone of the data (an internal view) that needs to be recovered and mounts the
target volume on the Cohesity nodes.

2. File Scan and File Read: Performs a file scan on the cloned internal view and reads the data.

3. File Restore: Performs writes on the target in batches, using distributed and parallel write
mechanisms.

See Appendix A: Restore Write Behavior for more details on recovery operations.
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Recover Generic NAS Data with Cohesity DataProtect

Cohesity DataProtect offers two levels of recovery granularity for Generic NAS data:

e Recover Storage Volume

e Recover Files or Folders

In each case, you can search for the specific data you need and choose how and where to recover it.
Figure 10 illustrates the phases and choices you encounter in a typical NAS data restore workflow.

Figure 10: NAS Data Recovery Decision Tree

’ NAS Data Restore |

¥ A
Recover Storage Volume | Recover Files or Folders

A y

Search Files &
Browse
Folders
v v Y ll
Recover to Original Recover to New Recover to New Recover to Original Recover to Download
Location (default) Location Cohesity View Location (default) New Location

Recover Storage Volume

Cohesity DataProtect’'s Recover Storage Volume capability allows IT administrators to select and restore
specific shares from any previous backup. With this feature, you can also instantly mount Generic NAS
shares as Cohesity Views on any Linux or Windows system with access to Cohesity DataProtect.

NOTE: Before recovering storage volumes, ensure that snapshots of those volumes exist in the
Protection Groups on your Cohesity cluster.
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To recover a Generic NAS storage volume:

1. Log in to Cohesity and navigate to Data Protection > Recoveries.

COHESITY |
88 Dashboards Summary v
Qa Data Protectior v

adakas {b Health

Recoveres

Active Alerts ast 24 Hours

20 00 o
; e w

) Hardware 43 Soltware 0 Sernrces

Storage

Hhysical Capacity

279 13
® Lo

59.2 18

87118
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Recoveries
& Succeeded A Warning © Failed
Recovered From « Recovery Type « Status
Recovery Task Start Time

No Recoveries found.

@ Running % Canceled
Past 7 Days ¥ O\
Status

Files or Folders

Storage Volume

O

Items per page 50 -

Files or Folders

Virtual Machines 4
Databases »
NAS »
Microsoft 365 @
Physical Server 4
Applications 4
SAN

Cohesity View 4
Hadoop »

Kubernetes Cluster

Universal Data Adapter
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3. Under Storage Volumes, enter a search query for the volume you want to recover, click the desired
volume in the results, then click Next: Recover Options.

@ storage Volumes

* 0 Selected (1)
Source ¥ -GenericNAS-PG1 X Storage Domain (Oct 10, 2024 - Oct 16, 2024 x)
@ 10.15.1.24:/ i-Recovery
@ g 10.15.1.24 -WinVM13-Recovery €9 Oct 16,2024 5:49pm Va

Protection Group: S-~'*- Generi... | Last Backup:5 minutes ago © From: Local

Next: ReWer Options

NOTE: Cohesity DataProtect supports wildcard characters and search filters to simplify the
management and recovery of Generic NAS volumes.

4. Setthe New Recovery options.

a. Select the Snapshot. By default, the Latest snapshot of the volume is selected. To select a
different recovery point, click the Edit pencil icon on the right and select the required snapshot
from the Recovery Point Timeline or List view.

b. Select the Recover To target. Choose one of three restore destinations:

o Original Location

o New Location

o New Cohesity View

c. If you choose to recover to a new Cohesity View, you can change the default Name of the
recovery View and choose a QoS Policy. (If you choose the Original Location or New Location,
see below.)

d. Under Cluster Interface, select Auto Select or click the field to manually enter the interface
group name.

e. You can also click the Task Name to replace the automatic recovery task name, if necessary.

Protect Generic NAS with Cohesity .




34

@ Storage Volumes

Storage Volumes

Recover To

Name

Recover-Generic-NAS-1 0
Cannot be an existing View name

QoS Policy *
TestAndDev High

Recovery Options

Cluster Interface

Task Name

Cancel

10.15.1.24:/ -WinVM13-Rec...

O Original Location O New Location

Latest © Local

Snapshot Location

% New Cohesity View

5 Auto Select

Recover_Storage_Volumes_Oct_16_2024_5_54 PM

1Y

&~

f. Finally, click Recover.
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Recover to Original Location (Default)

If your data becomes unavailable or is lost from the source from which it has been backed up but your
original source infrastructure is still functional, you can recover it to your original NAS location (target)
with this option.

NOTE: Data is recovered along with metadata, including ACLs.

To recover a Generic NAS volume to its original NAS target, select Original Location. Edit the
Recovery Options as necessary and click Recover.

Q Storage Volumes

10.15.1. 4 7 -WinVM13-Rec... Latest © Local /.
Storage Volumes Snapshot Location
Recover To

%Original Location O New Location O New Cohesity View

Recovery Options

Overwrite Existing File/Folder No

Preserve File/Folder Attributes Yes

Continue on Error Yes

Encryption No

Cluster Interface . Auto Select

Task Name Recover_Storage_Volumes_Oct_16_2024_5_54_PM

Cancel

Refer to Recover Storage Volumes to the Original Location in the online Help for details on the Recovery
Options.
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Recover to a New Location

If some of your source data becomes unavailable or you need to migrate it, you can recover it to a new
location. With this option, you can restore your original NAS data easily and quickly to different NAS
locations in the same sources, or in different sources like NetApp, Dell EMC, or any generic NAS.

NOTE: The target NAS mount point must be registered as a Generic NAS source in Cohesity.

To recover a Generic NAS volume to a new NAS target, select New Location and select a Registered
Source and Volume. Edit the Recovery Options as necessary and click Recover.

© storage Volumes

10.15.1. /e ~-WinVM13-Rec... Latest © Local 7
Storage Volumes Snapshot Location
Recover To

O Original Location %New Location O New Cohesity View

Registered Source

NAS Mount Points

&

Volume
10. }.23:/tseprodvol1

G

Recovery Options

Overwrite Existing File/Folder No

Preserve File/Folder Attributes Yes

Continue on Error Yes

Encryption No

Cluster Interface 6 Auto Select

Task Name Recover_Storage_Volumes_Qct_16_2024_5_54_PM

Cancel

See Recover Storage Volumes to a New Location in the online Help for details on the Recovery
Options.
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Recover to a New Cohesity View

This option gives you the flexibility to repurpose the backup data without delay and disruption. You can
instantly create dev/test environments from a backup on demand, because recovering to a Cohesity View
doesn’t require the data to be written to a location. When recovering to a Cohesity View, Cohesity clones
the selected backup to a new View within the Cohesity cluster and provides you instant access to it.

To recover the Generic NAS volume to a Cohesity View, select New Cohesity View, edit the
automatically assigned Name for the new View if necessary, and select the QoS Policy that is most
appropriate for the workload. Edit the Recovery Options as necessary and click Start Recovery.

@ storage Volumes

10.15.1.24:/ -‘WinVM13-Rec... Latest © Local .

Storage Volumes Snapshot Location

&

Recover To

O Original Location O New Location %New Cohesity View

Name

Recover-Generic-NAS-1 0
Cannot be an existing View name

QoS Policy *

TestAndDev High J:)

Recovery Options

Cluster Interface 5 Auto Select

Task Name Recover_Storage_Volumes_Oct_16_2024_5_54 PM

Cancel

NOTE:

e Referto QoS Policies in the online Help for more about Quality of Service policy settings and their
use cases.

e Refer to Recover Storage Volumes as a Cohesity View in the online Help for details on the Recovery
Options.

Once recovery is complete, mount the View to a system of your choice to start using it. To locate the
mount point information, navigate to Data Protection > Recoveries and click the completed recovery
task to view its results page. From there, you can copy the NFS Mount Path for NFS systems and SMB
Mount Path for Windows systems.
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Figure 11: Retrieve NFS & SMB Paths to Recovered View

@ Recover_Storage_Volumes_Oct_16_2024_5_54_PM

Details Options

Succeeded Os 1 1 0 0 0

Status Duration Total & Success O Failed @ Running Canceled

Recovered to View <-GenericNAS-View1

NFS Mount Path  10......24:/¢ -GenericNAS-View1 %

SMB Mount Path \10.  .24\¢ ' -GenericNAS-View1 I_%
Show Subtasks

Object Recovered From Recovery Point Status Start Time Duration

g 10. 24:4 -WinVM13-Recovery & Local Oct 16, 2024 5:49pm @ Succeeded Oct 16,2024 6:11pm  0s

Recover Files or Folders

Cohesity DataProtect’'s Recover Files or Folders capability allows IT administrators to search and recover
specific files and whole folders from any previous backup.

This feature also allows you to restore the files or folders to their original location or to a newly specified
location, which can be within the original source or a different one, without losing the original permissions
and attributes. You can also download specific files and folders directly from any snapshot that a
Cohesity Protection Group created.

NOTE: Before you try to recover files or folders, ensure that snapshots of these files and folders
appear on the Cohesity cluster in a Protection Group.
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To recover files and folders from Generic NAS backups:

1. Log in to Cohesity and navigate to Data Protection > Recoveries.

NOTE: For backed-up SMB volumes, the user account must have full control over the target, as
Cohesity DataProtect uses that user account to perform recovery.

2. On the Recoveries page, click the Recover button and select Files or Folders under NAS.

Recoveries
Files or Folders {.J
0 0 0 O 0 Virtual Machines 3
@ Succeeded Warning @ railed % Running Canceled
Databases 3
Recovered From Recovery Type Status « Past 7 Days Q
Files.or Folders NAS »
Recovery Task Organization Start Time § Status @ '{b
Storage Volume Microsoft 365 b
No Recoveries found. Physical Server ,
Ttems per page 50 - Applications 3
SAN

3. Select Files and Folders or Browse and enter the search query for the files and folders you need to
recover.

@ Files

NOTE: You can also use the wildcard character * or narrow the search results by specifying filter
criteria. For example, you can filter the search results by a specific Protection Group. Click one
or more of the filter types to narrow your search.

The next steps in the procedure depend on the type of search you select.

e To search by file or path name, see Search Files and Folders next.

¢ To browse or enter the path, see Browse below.
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Search Files and Folders

The Files or Folders search option allows you to search and recover files using file or folder names from
any backup available on Cohesity.

NOTE:

e To be able to use this search option, you need to enable indexing for the Protection Group. This
ensures backup metadata is indexed and allows Google-like search, enabling instant granular
file-level recovery to any point in time across billions of files.

e To enable indexing, see Appendix B: Index for Faster Granular-level Recovery.

To search for files and folders:

1. Enter the full or partial file name or path and select the file from the search results. By default, the
latest snapshot is selected. To recover from a different recovery point, click the Edit pencil icon in the
right pane under Selected and choose the snapshot you need.

o Files

@ All files and folders being recovered together need to belong to the same Protection Group and recovery point.

Search for more files to recover or browse 10.15.1.24:/7  "'<-WinVM13-Recovery

* {b Selected (1)
(Elastifile +5x)  ((10.15.124/7 ~ WinVM13-Recovery ~ ) (" GenericNAS-PG1 ~ ) £ Oct 16, 2024 5:49pm
- N © From: Local
.vSphere-HA O: -Winvm13
oo
Server Name: 10.15.1.24:/S... | Server Type: NAS Volume | Protection Group: !  k-Generi...
Clone-VMs_Aug_26_2024_12-48pm_278770
[ e
Server Name: 10.15.1.24:/S... | Server Type: NAS Volume | Protection Group: © Generi...
WinVM13
%l:l /Clone-VMs_Aug_26_2024_12-48pm_278770/SAC01-PM-NIMBLEQ1-VC70-02a-Cluster
Server Name: 10.15.1.24:/S... | Server Type: NAS Volume | Protection Group: ... Generi...
Clone-VMs_Sep_19_2024_6-32pm_3371791
ooy
Server Name: 10.15.1.24:/S... | Server Type: NAS Volume | Protection Group Generi...
FDM-147544e8-00f6-4ae6-8bc3-5dd72b718b48-341009-0e4a351-sac01-
m-vc70-02
O O ?vSphere-HA
Server Name: 10.15.1.24:/S... | Server Type: NAS Volume | Protection Group Generi...

.Ick-0f9e732000000010
D /Clone-VMs_Aug_26_2024_12-48pm_278770/SAC01-PM-NIMBLEQ1-VC70-02a-Cluster/!
a X
WinvVM13
Server Name: 10.15.1.24:/S... | Server Type: NAS Volume | Protection Group Generi...
.Ick-14a7792000000000

O D /Clone-VMs_Aug_26_2024_12-48pm_278770/SAC01-PM-NIMBLEO1-VC70-02a-Cluster/!
WinVM13

Server Name: 10.15.1.24:/S... | Server Type: NAS Volume | Protection Group Generi...
.Ick-25a7792000000000

D D /Clone-VMs_Aug_26_2024_12-48pm_278770/SAC01-PM-NIMBLEQ1-VC70-02a-Cluster/
WinVM13

Server Name: 10.15.1.24:/S... | Server Type: NAS Volume | Protection Group: Generi...
.Ick-8ba3732000000000

58 record(s) returned.

Items per page . -
o 100 Next: Recover Options Download Files
’ U

NOTE: Deleted snapshots might be displayed as valid recovery points for a brief period after deletion,
until they are removed from the search index by a background process.
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2. Click one of the buttons at the bottom:

a. Next: Recover Options. On the Files page, select Original Location or enter a New Location and
click Recover.

© Files

1 Oct 16, 2024 5:49pm © Local 10.15.1.24:/! -WinV... e
Files Snapshot Location Server Name

Recover To

@ Original Location O New Location

® Recover to alternate path

Recovery Options

Overwrite Existing File/Folder No

Preserve File/Folder Attributes Yes

Continue on Error Yes

Encryption No

Cluster Interface Auto Select

Task Name Recover_Storage_Files_Oct_16_2024_6_16_PM
w Cancel

NOTE:

e To recover files or folders to an alternate path in the original NAS source, enable Recover to
alternate path toggle switch and enter the alternate path.

e For details about the Recovery Options, refer to Recover NAS Files or Folders in the online
Help.
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b. Download Files. If you are recovering a single file, this option downloads the file to your
browser’s download folder.

0 Files

@ All files and folders being recovered together need to belong to the same Protection Group and recovery point.

Search for more files to recover or browse 10.15.1.24:/ ~WinVM13-Recovery
* 0 Selected (1)
(Elastifile+5x)  ((10.151.24/  +WinVM13-Recovery ~ ) ( -GenericNAS-PG1 + ) £D 0Oct 16, 2024 5:49pm
© From: Local
.vSphere-HA O WinVM13
[
Server Name: 10.15.1.24:/S... | Server Type: NAS Volume | Protection Group -Generi...
Clone-VMs_Aug_26_2024_12-48pm_278770
[ e
Server Name: 10.15.1.24:/S... | Server Type: NAS Volume | Protection Group: -Generi...
WinvM13
D /Clone-VMs_Aug_26_2024_12-48pm_278770/SACO1-PM-NIMBLEO1-VC70-02a-Cluster
@ Server Name: 10.15.1.24:/S... | Server Type: NAS Volume | Protection Group: Sadik-Generi...
Clone-VMs_Sep_19_2024_6-32pm_3371791
[
Server Name: 10.15.1.24:/S... | Server Type: NAS Volume | Protection Group: —u...-Generi...

FDM-147544e8-00f6-4ae6-8bc3-5dd72b718b48-341009-0e4a351-sac01-
m-vc70-02

oo ?vSphere-HA
Server Name: 10.15.1.24:/S... | Server Type: NAS Volume | Protection Group: -Generi...
.Ick-0f9e732000000010

O D /C.Ione-VMs,Aung,ZOZﬂ'j2-48pm7278770/SAC01-FM-NIMBLEm-VC?O-OZa-C\uster!S -
WinvM13
Server Name: 10.15.1.24:/S... | Server Type: NAS Volume | Protection Group: -Generi...
.Ick-14a7792000000000

‘:’ D /Clone-VMs_Aug_26_2024_12-48pm_278770/SAC01-PM-NIMBLEQ1-VC70-02a-Cluster/ -

WinvM13
Server Name: 10.15.1.24:/S... | Server Type: NAS Volume | Protection Group: -Generi...
.Ick-25a7792000000000

O D /Clone-VMs_Aug_26_2024_12-48pm_278770/SAC01-PM-NIMBLEQ1-VC70-02a-Cluster/! -
WinvM13
Server Name: 10.15.1.24:/S... | Server Type: NAS Volume | Protection Group: ___..-Generi...

.Ick-8ba3732000000000

58 record(s) returned.

Items r
1;0 e Next: Recover Options Download Files

For all other selections, this creates a recovery task. When the task is completed, click the task
name.

Recoveries

& Succeeded A Warning O Failed @ Running % Canceled
(Pt 7 e o)
Recovered From ~ Recovery Type + Status ~ ( Past7Days v ) O\
N——— - J
Recovery Task Organization Start Time 4 Status Duration

Download_Files_Oct_1 6_2024_6_24_PM® Oct 16, 2024 6:24pm @ Succeeded 1s
1 Objects
@ Recover_Storage_Volumes_Oct_16_2024_5_54 PM Oct 16, 2024 6:11pm @ Succeeded Os

1 Objects

Items per page 50 ~ 1-20f2
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0 Download_Files_Oct_16_2024_6_24_PM

Details Options

Show Subtasks

Object Recovered From Recovery Paoint

a 10.15.1.24:/ -WinVM13-Recovery > Local Oct 16, 2024 5:49pm
Succeeded 1s 2 2 0 0 0

Status Duration Total & Finished @® In Progress @ Estimation Not Started

[PLGIEL NS ST Files available until Oct 23, 2024 6:24pm
File or For + Status Message

vmware-1.log

Source Path: /Clone-VMs_Aug_26_2024_12-48pm_278770/SAC01-PM-NIMBLEO1-VC70-02a-Cluster/ -WinVM13 Finished
Destination Path: /

vmware-2.log

Source Path: /Clone-VMs_Aug_26_2024_12-48pm_278770/SACO1-PM-NIMBLEO1-VC70-02a-Cluster/ WinvM13 Finished
Destination Path: /

Items per page 50 - 1-20f2

For details on Cohesity DataProtect’s actions in each file recovery use case, see Appendix A: Restore

Write Behavior for more details.

Browse

The Browse option allows you to search and recover files using the name of the server or Protection
Group from any backup available on Cohesity.

To browse by server or Protection Group name:

1. In the Files form, select Browse and enter the full or partial name of the server or Protection Group.
Use the Object Type, Source, Protection Group, and/or Storage Domain filters to further narrow

your results as needed.

2. Find the object that contains the files and folders you want to recover and click Browse in that row.

@ Files

O Files and Folders %ﬁrowse
. @
Elastifile +5 X Source ¥ "~ -GenericNAS-PG1 X Storage Domain

g 10. . 24:/ -WinVM13-Recovery
Protection Group: Sadik-GenericNAS-PG1 | Last Backup:17 hours ago

Browse

1 record(s) retgzed.
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3. By default, the latest snapshot is selected. To recover from a different recovery point, click the
selected date range at the top and choose the snapshot you need. Select the files and folders you
need and click Next.

1= L3
;]

NOTE:

e Deleted snapshots might be displayed as valid recovery points for a brief period until they are
removed from the search index by a background process.

e Changing the snapshot when you have already selected items will clear your selections.

e By default, only the files and folders that are indexed are displayed. To display all the available
files and folders, disable Browse on Indexed Data at the top.
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4. Select the files and folders to recover and click on Recover Options.

@ Files

G} All files and folders being recoverad together need to belong to the same Protection Group and recovery point.

Search for more files to recover or browse 100 1.24:1 “WinVid13-Recovery

Jlog Selected (3)

(Elastifile+5%) (100 0124 WirvM13-Recovery = ) ([ :-GenericNASPG1 - ) £3) Oct 16, 2024 5:49pm
= From: Local
DefaultStorageDomain = File or Folder =

D wimware-1.log

vmware.log
= D fClone-VMs_Aug_26_2024_12-48pm_27877WSACO1-PM-NIMBLED1-VCT0-02a-Clusterst -
Winvh13
Server Mame: 10.15.1.2425... | Server Type: MAS Valume | Protecton Group: t-Generl... D wmwiare-2.log

vmware-1.log

= D /Clone-VMs_sug_26_2024_12-48pm_278770/SAC01-PM-NIMBLEQTVCTO0-02a-Cluster!! -
WinvM13 D wimware.log
Server Name: 10.15.1.24:/5... | Server Type: NAS Volume | Protectlon Group: c-Generl...

vmware-2.log
D JClone-VMs_Asug 26 2024 _12-4Bpm_27877WSACOT-PM-NIMBLEDT1-WCT0-02a-Clusters: -
]
Winwh 13
Server Name: 10.15.1.24:5... | Server Type! NAS Volume | Protection Group: @ c-GERerl...
wimware-3.log
O D iClone-Vhis_Aug 26_2024_12-4Bpm_378770WSACOT-PM-NIMBLEO1-VCTO-02a-Clusters -

WinvM13
Server Mame: 10.15.1.24:/5... | 3Server Type! MAS Volume | Protection Group: SEnerl..
vmware-4.log

O D /Clone-VMs_Aug_26_2024_12-48pm_27877WSACO1-PM-NIMBLED1-MCT0-02a-Cluster/ -
WinvM13
Sarver Mame: 10.15.1.245... | Server Type: MAS Volume | Protection Group: SEnEr...
vmware.log

0O D fClone-VMs_Sep_ 19 2024 _&-32pm_3371791/5ACH1-FM-NIMBLED1-VC70-02a-Cluster/!
Winvh13
Server Mame: 10.15.1.24:/5... | Server Type: NAS Volume | Protection Group: SEnEr..
wmware-42.log

D D JClone-VMs_Sep_19%_2024_6-3Zpm_3371791/54C01-PM-NIMBLEO1-VC70-02a-Clusters
WinvM13
Server Name: 10.15.1.243/5... | Server Type! NAS Valume | Protection Group: SENET...
vmware-43.log

O D /Clone-VMs_Sep_1% 2024 _&-32pm_3371791/5AC01-PM-NIMBLED-VC70-02a-Cluster/
Winvh13
Server Mame: 10.15.1.24:45... | Servar Type: MAS Volume | Protection Group: SENEr...
vmware-dd.log

O D iClone-Vhis_Sep_1% 2024 _6-32pm_3371791/SAC01-PM-NIMBLEM-VC70-02a-Clusten -
WinvM13
Server Mame: 10.15.1.243/5... | Server Type: MAS Volume | Protection Group: SENEr...

wmware-A5 lnn

15 record(s) returned.

Iims per page

100 -

Mext: Recover Options Download Files
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5. On the Files page, select Original Location or enter a New Location and click Recover.

@ Files

3 Oct 16, 2024 5:49pm = Local 10. 24 -Winv... P
Flles Snapshot Lacation Server Name

Recover To

(@) Original Location () Mew Location

B Recow® to alternate path

Recovery Options

Owerwrite Existing File/Folde Mo
Preserve File/Folder Attribute Yes
Continue on Erro Yes
Encryptior Mo

Cluster Interfac Auto Select

Task Mame Recowver_Storage Files_Oct_17_2024_11_16_AM

@ Cancal

NOTE:

e To recover files or folders to an alternate path in the original source, enable the Recover to an
alternate path toggle switch and enter the alternate path.

e For details about the Recovery Options, see Recover NAS Files or Folders in the online Help.
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c. Download Files. If you are recovering a single file, this option downloads the file to your
browser’s download folder.

0 Files

@ All files and folders being recovered together need to belong to the same Protection Group and recovery point.

Search for more files to recover or browse 10.15.1.24:/ -WinVM13-Recovery
% 0 Selected (1)
(Elastifile+5x) (110151244 WinVM13-Recovery ~ ) (_ -GenericNAS-PG1 ~ ) £D Oct 16, 2024 5:49pm
- . & From: Local
DefaultStorageDomain ~ File or Folder + @
.vSphere-HA O WinvM13
ooy
Server Name: 10.15.1.24:/S... | Server Type: NAS Volume | Protection Group: -Generi...
Clone-VMs_Aug_26_2024_12-48pm_278770
[
Server Name: 10.15.1.24:/S... | Server Type: NAS Volume | Protection Group: -Generi...
‘WinvVM13

(| /Clone-VMs_Aug_26_2024_12-48pm_278770/SAC01-PM-NIMBLEO1-VC70-02a-Cluster

{b Server Name: 10.15.1.24:/S... | Server Type: NAS Volume | Protection Group: Sadik-Generi...
Clone-VMs_Sep_19_2024_6-32pm_3371791

[ e

Server Name: 10.15.1.24:/S... | Server Type: NAS Volume | Protection Group: —uu..-Generi...
FDM-147544e8-00f6-4ae6-8bc3-5dd72b718b48-341009-0e4a351-sac01-

pm-vc70-02
/.vSphere-H

oo Sph A
Server Name: 10.15.1.24:/S... | Server Type: NAS Volume | Protection Group: -Generi...
.Ick-0f9e732000000010

O D /Clone-VMs_Aug_26_2024_12-48pm_278770/SAC01-PM-NIMBLEO1-VC70-02a-Cluster/¢ -
WinVM13
Server Name: 10.15.1.24:/S... | Server Type: NAS Volume | Protection Group: -Generi...
.Ick-14a7792000000000

|:| D /Clone-VMs_Aug_26_2024_12-48pm_278770/SAC01-PM-NIMBLEO1-VC70-02a-Cluster/ -
WinVM13
Server Name: 10.15.1.24:/S... | Server Type: NAS Volume | Protection Group: -Generi...
.Ick-25a27792000000000

‘:’ D /Clone-VMs_Aug_26_2024_12-48pm_278770/SAC01-PM-NIMBLEO1-VC70-02a-Cluster/! -
WinVM13

Server Name: 10.15.1.24:/S... | Server Type: NAS Volume | Protection Group: ___..-Generi...
.Ick-8ba3732000000000

58 record(s) returned.

Items r
1;0 e Next: Recover Options Download Files

If you download more than one file, this creates a recovery task. When the task is completed,
click the task name.

Recoveries

& Succeeded A Warning O Failed @® Running % Canceled
Recovered From « Recovery Type « Status v  ( Past7Days v ) O\
N 7 J
Recovery Task Organization Start Time Status Duration

!Juwnluad_Flles_Oct_ﬂ 6_2024_6_24_PM® Oct 16, 2024 6:24pm @ Succeeded 15
Objects
@ Recover_Storage_Volumes_Oct_16_2024_5_54_ PM Oct 16,2024 6:11pm @ Succeeded os

1 Objects

Items per page 50 ~ 1-20f2
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Click Download Files again to download the generated zip file.

o Download_Files_Oct_16_2024 6 24 PM

Details Options

Show Subtasks

Object Recovered From Recovery Point

g 10.15.1.24:/ -WinVM13-Recovery © Local Oct 16, 2024 5:49pm
Succeeded 1s 2 2 0 0 0

Status Duration Total & Finished @ In Progress @ Estimation % Not Started

DLTTICEG RS Files available until Oct 23, 2024 6:24pm
File or Fo + Status Message

vmware-1.log

Source Path: /Clone-VMs_Aug_26_2024_12-48pm_278770/SAC01-PM-NIMBLEQ1-VC70-02a-Cluster/ WinvM13 Finished
Destination Path: /

vmware-2.log

Source Path: /Clone-VMs_Aug_26_2024 _12-48pm_278770/SACO1-PM-NIMBLEO1-VC70-02a-Cluster/. WinvM13 Finished
Destination Path:/

Items per page 50 ~ 1-20f2

See Appendix A: Restore Write Behavior for more details on recovery operations.
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Use CloudArchive for Long-term Retention

The exponential growth of data volumes and the resulting IT management demands have prompted
businesses to seek more cost-effective, reliable data storage and protection solutions. Cohesity
DataProtect provides a policy-based method to archive to public clouds (AWS, Azure, GCP), to any S3-
compatible storage, tape, and/or to any NFS mount point. Cohesity CloudArchive offers a complete, self-
contained copy of your backup, containing backup data, backup metadata, indexing data, and
deduplication fingerprints.

NAS administrators can take advantage of Cohesity CloudArchive to address long-term data retention
requirements. The archived data is efficiently transferred and stored by sending only deduplicated,
compressed, incremental backups, thereby reducing network and storage utilization. For added security,
you can also enable Archive Object lock to lock archives on external targets and prevent data from being
modified, deleted, or overwritten. Refer to Archive Object Lock for more details.

CloudArchive is very flexible. It can be used with AWS, Azure, GCP, NAS, and any S3-Compatible cloud
object storage.

Figure 12: Leverage Public Cloud Infrastructure for Long-term Data Retention and Archival
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Maintain Business Continuity with Disaster Recovery

Cohesity DataProtect provides two mechanisms for protecting your backup data from disruptions and
disasters:

¢ Replication provides a simple way to store and retrieve data in the event of major business
disruptions, such as natural disasters and IT failures.

e CloudRetrieve works with CloudArchive to restore your data to an alternate Cohesity cluster.

Replicate Backups to Other Cohesity Clusters

NAS administrators can take advantage of Cohesity replication for cost-effective disaster recovery (DR).
Cohesity DataProtect provides a policy-based data replication solution from the core to the cloud to the
edge, from one Cohesity cluster to another Cohesity cluster in your DR site.

As part of replication, Cohesity DataProtect always performs source-side deduplication and compression
first and sends only the changed data over the network. If the primary site becomes unavailable,
application and backup admins can fail over to the DR site for backup and recovery of their data.

Figure 13: Replicate Backups to Other Cohesity Clusters
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For more, see About Replication in the online Help.
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Access Your Cloud-stored Data

Once the data is archived, administrators can also take advantage of the Cloud Recover and
CloudRetrieve features:

e Cloud Recover to source Cohesity cluster: Recover all objects in your original Cohesity cluster.
e CloudRetrieve to new Cohesity cluster: Retrieve your previously archived data onto an entirely new

Cohesity cluster as a cost-effective alternative for disaster recovery, geo-redundancy, and business
continuity.

Figure 14: Cloud Recover to Original Source & CloudRetrieve to New Cluster
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To learn more, see the CloudArchive & CloudRetrieve Deployment & Recovery Guide for AWS, Azure
GCP, NAS, and S3-Compatible cloud object storage.
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Best Practices for Protecting Generic NAS

Some tips for getting the best performance from our solution for protecting your Generic NAS data:

1. Limit the Protection Group’s object selection to a specific set of files and directories that you intend to
protect. Excluding the unwanted files and folders such as tmp files and directories will reduce the
overall backup (File scan, Read and Write) and indexing time. To do so you must use the
Exclusions and Inclusions option under Protection Groups’s advanced settings.

2. To use the Exclude Folder option while creating a Protection Group (for example, to exclude some
custom folders in SMB shares or NFS exports from the backups), you must provide the exact name
of the custom folders, and the folder names are case-sensitive.

3. To be able to recover at granular levels later, enable Indexing when you create a NAS Protection
Group.

4. Avoid adding the same shares to multiple Protection Groups. If the main share is protected in a
protection group, its sub-folder should not be protected in another protection group.

5. Cohesity scans the live filesystem when protecting a Generic NAS source and is not a point-in-time
copy. If you wish to achieve a Point-in-Time backup, you can use the Pre & Post Scripts option in
the protection group settings to point to your vendor specific custom scripts.

Refer to Appendix C: Generic NAS Backup with Pre-Post scripts for more information.

6. If you want to efficiently backup a Generic NAS mount point that contains millions or billions of files,
you must identify the directory structure under the main mount point and try to split the backup into
multiple Protection Groups. To do so, you will have to register each sub-directory as a separate
individual Generic NAS source.

Refer to the Appendix D: General considerations for backing up Generic NAS mount points
containing a large number of files for more information.

7. File Level Recovery (FLR) from a Generic NAS mount point, hosted on a Unix file server source, may
fail with error [kPermissionDenied] (errno: 13 [Permission denied]). The Unix host exports have a
default attribute of root_squash. The root_squash attribute prevents root users connected remotely
from having root privileges and assigns them the user ID for the user nfsnobody. When Cohesity
performs a FLR, it tries to change files and folders’ ownership of the newly recovered files and fails
due to the root_squash export parameter. You can use the no_root_squash option in the export
settings to turn off root squashing.

Example: Edit the /etc/exports

/Share1 10.15.0.0/20(rw,sync,no_subtree_check,no_root_squash)
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Appendix A: Restore Write Behavior

During recovery from your backups, Cohesity DataProtect performs the restore write operations
differently depending on the type of restore: a NAS volume restore or a Files and Folders restore, and
with or without the “Overwrite Existing File/Folder” option.

Write Operations in NAS Volume Recovery

In Generic NAS Storage Volume restore operations, the recovery task:
1. Writes the data on the target with temporary file names in the format:

ch <InternalViewID> <SubTaskID> <FileName>

NOTE: Folders are written the same as source names.

2. Renames the temporary file names to the original file names.

3. Sets the file/folder’s attributes on the recovered file/folder.

Write Operations in File/Folder Recovery

In Generic NAS Files or Folders restore operations, the recovery task:

1. If Recovering to New Location, creates the “/tmp/Recover-Files_<TimeStamp>” directory structure on
the target and performs the recovery under that directory. This is a default path and can be changed.

2. If Recover to Original Location, creates the “/tmp/Recover-Files_<TimeStamp>" directory structure on
the target and performs the recovery under that directory. This is a default path and can be changed
using the “Recover to alternate path” toggle switch.

3. Writes recovered files in the format:

__ch <InternalViewID> <SubTaskID> <FileName>

NOTE: Folders are written the same as source names.

Renames the temporary file names to the original file names.

4. Sets the file/folder’s attributes on the recovered file/folder.
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Recovery Behavior With and Without “Overwrite Existing
File/Folder”

As you restore files and folders from your Generic NAS backups, the restore operations behave
differently depending on the restore location, target volume, and the “Overwrite Existing File/Folder”
option.

Table 4: Recovery Behavior With and Without “Overwrite Existing File/Folder”

Data is restored to the original location. In the
same path, folders with the same name are
merged with the backed-up folders, and files with
Enabled the same name are overwritten. Unique data on
the target (data that is not present in the recovery
point snapshot) is not touched during the restore

Original task run.

Location N/A

Data is restored to the original location. In the
same path, folders with the same name are
merged with the backed-up folders, and files with
the same name are skipped. Unique data on the
target (not present in the recovery point snapshot)
is not touched during the restore task run.

Disabled

Enabled Same behavior as “Restore to Original Location.”
Same as
source volume

Disabled Same behavior as “Restore to Original Location.”

Data is restored to the alternate location. In the
same path, folders with the same name are
merged with the backed-up folders, and files with

Enabled the same name are overwritten. Unique data on
the target (not present in the recovery point
snapshot) is not touched during the restore task
run.

New
Location

Alternate
volume

Data is restored to the alternate location. In the
same path, folders with the same name are
merged with the backed-up folders, and files with
the same name are skipped. Unique data on the
target (not present in the recovery point snapshot)
is not touched during the restore task run.

Disabled
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Appendix B: Index for Faster Granular-level Recovery

Cohesity DataProtect allows you to index your backup content, allowing you to search for a single file
among billions of files.

Indexing scans the backup data with simple, text-based search-and-restore functionality to find files
quickly, thus enabling instantaneous data retrieval from the backed-up snapshots.

Improved Indexing
Cohesity DataProtect’s indexing engine has continued to evolve to deliver better performance and faster
results through incremental indexing:

¢ Incremental Indexing. Cohesity indexing engine only scans the data that has changed since the
previous snapshot. This is much less resource-intensive and results in faster indexing.

Enable Indexing

To enable “Files and Folders” search, enable Indexing in the Protection Group.

Once indexing is enabled in the Protection Group, everything in the protected SMB/NFS share is indexed
by default. However, because indexing is resource-intensive, we recommend that you exclude the files
and directories where file-level recovery is not required, such as scratch spaces, binaries, temp files, etc.
You can limit the indexing to a specific set of files and directories by defining them in the Include and
Exclude settings under Indexing in the Protection Group settings.

To enable indexing in a Protection Group:

1. When you create a Protection Group, click Advanced Settings and the Edit pencil icon in the
Indexing row.

« Mew Protection

e
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2. Click the Indexing button to enable it. If you wish to, you can also add folders/directories under
Include and Exclude.

+« New Protection

3. Edit any other Advanced Options as necessary and click Protect.

Once a Protection Run is completed successfully, the Protection Group starts indexing the backup
metadata. You can track the progress of the Indexing in the Protection Run Details.

Figure 15: Click a Completed Protection Run for Indexing Progress

@ Run Details: -GenericNAS-PG1
Oct 16, 2024 5:49pm
Backup Indexing
Success IE-) s 1 1 0 0
Satus Cruratlan Tatal Objects Success Errar Canceled Foumnanding
Object Name Start Time Duration Status

100 2447 77 -WinWM1 3-Recovery

Size: 52.2 GIE Oct 16, 2024 5:50pm s

Items per page 50 = 1-10f1

NOTE: During a Protection Run, the indexing engine scans the successfully backed up objects and
skips any objects that failed to back up. The indexing engine runs for all successfully backed-up objects,
even if a Protection Run is completed with warnings.
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Appendix C: Generic NAS Backup with Pre-Post
scripts

Cohesity has API integration with specific NAS vendors such as NetApp and Dell EMC Isilon. These NAS
sources are backed up using Cohesity NAS Adapter (API based). All the other NAS vendors where
Cohesity does not have API integration are referred to as Generic NAS.

Generic NAS adapter does the file walk on the live filesystem to discover the files to backup. Hence, the
backup copy is not a point-in-time copy of the data. Also, in some scenarios like files being deleted during
backup run, you could see errors or warnings in the protection group run. To take a point-in time backup
copy of your Generic NAS data, you can use the Pre & Post Scripts option to leverage your custom
scripts.

The following are the required steps at a high level:

1. Copy the script to the UNIX/Linux management host—from where the script will be run via
Protection Group configuration.

NOTE: Creation of the Pre & Post Scripts is the customer’s responsibility.

2. Enable Key Based authentication to access NAS filer from Management Host— for a secure
connection between the unix management host and the NAS filer.

3. Configure RSA authentication on the UNIX/Linux Host to authenticate Cohesity—for a secure
connection between the unix management host and the Cohesity Cluster.

4. Registering a Source—Register the Generic NAS NFS export path or SMB share path to backup
To register a source:

Navigate to Data Protection > Sources.

Click “Register” and choose NAS.
Select NAS Source as “Generic NAS”.
Select the mode as NFSv3, NFSv4.1 or SMB.
In the Mount Path: Specify the NFS/SMB volume snapshot share path that needs to be backed
up.
NOTE: In the Mount Path, specify the NFS/SMB volume snapshot path that the script will create
upon execution. The Protection Group will then scan and back up this snapshot.

© 200 O

NFS Mount Path Format:

<NAS_ IP>:<NFS Volume Path>/.snapshot/Cohesity PG Snap

SMB Mount Path Format:

\\<NAS IP>\\<SMB Volume CIFS Share>\\~snapshot\\Cohesity PG Snap

f. Toggle on “Skip Mount Point validation during registration.”
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g. Incase of SMB share, provide the SMB mount credentials that allow the reading and backing up
of files. If you are providing a domain user account, then you must specify the user name in the
following format: fully_qualified_domain_name\username. For example, xydc.local\user1.

@ Register NAS

Host Details
MNAS Source

Generic NAS -

(O Nrsv3d (O NFsva.1 (@) SMB

Mount Point

\\10.2.165.243\share1\~snapshot\Snap1

6 Skip Mount Point validation during registration

Description

A
Username 0 Password @
example\admin sesases

Username or Domain\Username

Cancel
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5. Configure the Protection group

a. Enter the mandatory values to configure a Protection Group (Protection Group name, Source,
Storage Domain, Policy, etc.).
b. Under the Advanced Settings:

o Toggle on to Enable Pre & PostScript

o The screenshot below captures the necessary details to configure Pre & postscript.

Pre & Post Scripts Pre and Post scripts will run before and after each object is backed up.

. Enable

Hostname or IP Address (Unix only) *

10.2.166.62

Username *

root

Cluster SSH Public Key Copy Key to Clipboard

ssh-rsa
AAAAB3NzaClyc2

AQABAAABAQCmMFI3yRIcruW4zUCIMw7Ackel1wV6+IP2gpvTRbLxG7ZBTnAhUGF7v
7PsiVGNoH3YpwileL/8ntySGNaBMipRgJwJKcllolkN3GHIMAP2GO8LaNWaRSCdZV2nDI471 eU3KA9ZGHc
zfaTKM2KMQtL2z8E4yibwhUkrzENDtael KAmPyZqWE3YoJHJsxrsKoRZeUq/e99MTXMSKSqea7gniSvekBZ9
ENd122KigbLFCBy/KsSbCm6WiQZwTo8! ekergbwgRkniYoX5myeGkfTW+EYIZnpWvKu0dUItTo92geNIdHG
1loaBMyOtcgNeJuYLQLI9715QdD cohesity@ve-0050568aifed-esx

. Pre Script

Script Name *

/root/Pre-PostScript/NetApp7Mode-PrePostScript.sh

Script Params

pre root

Timeout (mins)

15

. Continue Backup if script fails

. Post Script

Script Name *

[root/Pre-PostScript/NetApp7Mode-PrePostScript.sh

Script Params

post root

Timeout (mins)

15
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Below table explains all the Pre & Post Scripts configuration input values:

Hostname or IP
Address

Username

Pre Script > Script
Name

Script Params

Post Script> Script
Name

Script Params

NOTE:

Linux/UNIX Hostname or IP

Address

Linux/UNIX username

The absolute path of the Pre Script

pre <NAS Filer username>

The absolute path of the PostScript

post <NAS Filer username>

Linux/Unix Hostname where Pre &
Postscript is hosted

Linux/Unix username which would run
the script on the UNIX host

The absolute path of the Pre Script
hosted on Linux/Unix server

NAS Filer Username is the filer’s local
username which will run script on NAS.
Example: pre root

The absolute path of the PostScript
hosted on Linux/Unix server

NAS Filer Username is the filer’s local
username which will run script on NAS.
Example: post root

e Refer to Configure the settings for running the Pre and Post scripts for more details.

o Creation of the Pre & Post Scripts is the customer’s responsibility.

Protect Generic NAS with Cohesity



https://docs.cohesity.com/7_2/Web/UserGuide/Content/Dashboard/Protection/JobNAS.htm?tocpath=NAS%7C_____3

61

Appendix D: General considerations for backing up
Gfeipleric NAS mount points containing a large number
of files.

When backing up a Generic NAS mount point containing a large number of files (Billions of files) you will
experience degraded backup performance. When performing Generic NAS backup, Cohesity scans the
live filesystem of the registered Generic NAS mount point. The larger the number of files, the more time it
will take to perform the Scan operation during the File discovery phase. The file discovery operation is a
multi-threaded task but is executed on a single Cohesity node.

To perform an efficient backup of Generic NAS mount points containing a large number of files, you must
understand the directory structure inside the mount point and choose to split the backup into multiple
protection groups.

Figure 16: Example of an Export/mount point with Large File count.

—\—
Share1
*1 B files
Folder1 Folder2 Folder3 Folderd4 Folder5
*200 M files *200 M files *200 M files *200 M files *200 M files
ra]  [re rc] [ro

In the above example, the main share is named “Share1” and it contains 1B files. Under Share1, the
subfolder named Folder1 throughFolder5 contains 200 M files each. If you register the main share
Share1 as a Generic NAS source and protect this mount point as a single object in a Protection group,
you may experience extended backup time. This is because the protection group will use a single
Cohesity node for its file scan operation in the File discovery phase.

To take advantage of Cohesity’s parallel and distributed architecture in this use case, you could spread
the backup of the main share “Share1” (1B files) across multiple Protection groups. In the above
example, register each sub-folder (Folder1 throughFolder5) as an individual Generic NAS source and
protect each mount point in its own separate protection group. Since the backup is now spread across
multiple protection groups, you will leverage the cluster’s parallel and distributed architecture, leading to
faster backups and indexing.
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Your Feedback

Was this document helpful? Send us your feedback!
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ABOUT COHESITY

Cohesity is a leader in Al-powered data security and management. Aided by an extensive ecosystem of
partners, Cohesity makes it easier to protect, manage, and get value from data — across the data center,
edge, and cloud. Cohesity helps organizations defend against cybersecurity threats with comprehensive
data security and management capabilities, including immutable backup snapshots, Al-based threat
detection, monitoring for malicious behavior, and rapid recovery at scale. Cohesity solutions are delivered
as a service, self-managed, or provided by a Cohesity-powered partner. Cohesity is headquartered in
San Jose, CA, and is trusted by the world’s largest enterprises, including six of the Fortune 10 and 44 of
the Fortune 100.

Visit our website and blog, follow us on Twitter and LinkedIn and like us on Facebook.
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