COHESITY

ABSTRACT

Cohesity's web-scale architecture provides the ideal platform to use SmartFiles Services as a
backup storage for Proxmox VE VM Protection. This guide helps you implement Proxmox VE VM

backups using Cohesity as an immutable, globally deduplicated and compressed web-scale
storage target.
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Introduction to Using Cohesity with Proxmox

Proxmox Virtual Environment or Proxmox VE (also abbreviated as PVE in this document) is a Debian
Linux-based hypervisor platform on which you can run virtual machines (KVM) and containers (LXC). It
can be installed in a single-node configuration or as a cluster of many nodes, and it is simple & easy to
use.

Proxmox Backup Server (PBS) is an enterprise-class, client-server backup solution that is capable of
backing up virtual machines, containers, and physical hosts. It is specially optimized for the Proxmox
Virtual Environment platform and allows you to back up your data securely, even between remote sites,
providing easy management through a web-based user interface. It supports deduplication, compression,
and authenticated encryption (AE).

Proxmox VE offers a choice of many configurable storage types for VM and container operations. This
document will cover the following file-level storage types for Proxmox Backups.

e NFS or SMB/CIFS — This is a storage type suitable for storing backup files (among other content
types). It is created directly on the NFS export or SMB share absolute path. Storage efficiency is
dependent on the target storage array.

NOTE: This document will only cover SmartFiles NFS Views.

e« PBS - This storage type is used with Proxmox backup server to leverage the storage efficiency
features such as deduplication, compression, and authenticated encryption (AE) of the Proxmox
backup server.

Figure 1: Use Cohesity as a Storage Target
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Benefits of Using Cohesity as an NFS or PBS Storage

Target

Once you start using Cohesity as a backup target in Proxmox, you can immediately take advantage of
Cohesity’s powerful features, including but not limited to:

Table 1: Cohesity Platform Features and Benefits

SmartFiles (Files and

Object Services)

Storage Efficiency

Web-scale Capacity

Fault Tolerance

Simplicity

CloudArchive

Disaster Recovery

Cloud Tier

SmartFiles is an enterprise-class, software-defined, data-centric,
multiprotocol file and object solution.

Maximizes storage capacity with Cohesity’s advanced data-
reduction technologies, global deduplication, and compression.

Offers a modern web-scale distributed system with limitless
scaling of performance and capacity.

Provides continuous availability architecture with a minimum
replication factor of 2 for stored data. Any node can fail, and the
system continues to function.

Simplifies deploying a global storage target with a few clicks.

Use CloudArchive for long-term retention and disaster recovery.

Replicate to the cloud for cost-effective disaster recovery and
business continuity.

Use automated, policy-based tiering to lower-cost storage for
reduced TCO.
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Cohesity Backup Target for Proxmox VE Workflow
Overview — NFS Approach (vzdump)

Cohesity SmartFiles enables you to provision and export storage using various protocols, including NFS.
This capability enables the compelling use case of treating Cohesity storage as a backup target for
sources such as Proxmox VE. Once such an export path is available, you can add it as NFS storage in
Proxmox VE. After that, you need to create a backup job in PVE to protect its workload and point it to the
newly added NFS storage.

NOTE: Proxmox VE backups are always full backups - containing the VM/CT configuration and all data.

Figure 2: Cohesity Proxmox VE Data Protection Using NFS
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To use a Cohesity SmartFiles NFS View as a backup target for Proxmox VE’s backup module (vzdump),
you need to perform the following tasks:

1. Create a SmartFiles NFS view on the Cohesity Cluster.

2. Add storage type “NFS” in Proxmox VE.

3. Configure a backup job in Proxmox VE to use the NFS storage that you created.
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Figure 3: Cohesity — Proxmox Workflow (NFS vzdump Approach)
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NOTE: Cohesity offers the flexibility to orchestrate the backup from Cohesity Ul using Remote Adapter
Protection Groups and a vzdump backup script. For more information, please refer to the Appendix.

Create SmartFiles NFS View on Cohesity Cluster

1. Log in to Cohesity Ul and Navigate to SmartFiles > Views.
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2. On the Views page, click the “Create View” button. Then select General under Predefined - Backup

Target.
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3. Inthe Create View form, name the View, choose the Storage Domain, select NFS (v3 or v4.1)
under Read/Write Protocol, and click More Options.

Create View

View Mame

PWVE-MNF3 @

Category

File Shares Backup Target Object Services

storage Domain

DefaultStorageDomain (Recommended) =

Read/\Write Protocol

MF5 w3

4

Read-Only Protocol (Optional) -

Cancel More %iuns

4. Under Security, click Edit (/ ) on the right and click Add to Add Subnet Allowlist.

Security
1P Allowlist

@ Override Global IP Allowlist O Extend Global IP Allowlist

Subnet Allowlist add
Add the subnets (in IP ranges) that have permission for this View {'D

Root Squash @
User 1D {UID) Group [D (GID)

65534 65534

All Squash @

User 1D (LD Group [D (GID)
65534 65534
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5. Under Subnet, type the Subnet to allow, for NFS permissions select Read/Write, and for NFS
Squash select None.

NOTE: This is the subnet where the PVE resides.

Add Subnet Allowlist

Subnet ﬁ

Type subnet in CIDR format (1P - 1000000024 or IPw6 - FEBD:CDO0:211E:729C/60).

MNF5 Permissions % Read/Write O Read Only O Disabled

NF5 5guash (@) None () A () Root
9

Description (Opticnal ) @

Whitelisting the backup subnet where PBS resides
Cancel
N

6. If desired, you may set a Quota to limit the amount of storage available for backups.

o Under Logical Quota, select Override.
o Toggle and enable Logical Quota and set the desired value.

o Toggle and enable Alert Threshold and set the desired value.

Logical Quota
O Inherit from Storage Domain % Override

@ Logical Quota

@ 1 @ TiB -
@. Alert Threshold
500 GIB -

Use Cohesity DataProtect as Backup Storage for Proxmox VE
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7. Review the settings and click Create.

Security
1P Allowlist

@ Owverride Glabal [P Allowlist O Extend Global IP Allowdist

Subnet Allowlist add
Add the subnets (in IF ranges) that have permission for this View

Q

Subnet MFS Permissians MF5 Squash

Read/Write MNone &

[m ]

Root Squash ©
User [D(UID) Group 1D (GID)

65534 65534

All Squash @
User [D(UID) Group 1D (GID)

65534 65534
Dedupe & Compression Inherited from Storage Domain
Logical Quota Mo Logical Quota
File DataLock Off
File Filtering File Filtering: Off

MFS Optians Discoverable Shares: Off | Weak Cache Consistency Off | Root Permissions: On |
Security: Unix Authentication, Kerberos Authentication,Kerberos Integrity, Kerberos Privacy

Snapshot Self-Service MFS Snapshot Directory: On

Description

% Create View & Save as Template Cancel

8. Browse to SmartFiles > Views and select the newly created view.
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9. Go to the Shares tab and click on the Share Name “PVE-NFS”.

B PVE-NFS
Consumption Trend Shares Quotas Protection Settings
Shares & Mount Paths Create Share
Q
Share Name Organization Share Location
PVE=NFS Befault Share / o

Items per page 10 - 1-10f1

10. Copy and note the NFS Mount path of this NFS View. This will be needed when adding NFS storage
in PVE.

O PVE-NFS

View Mame

E PVE-NFS

Share Folder Location

[
Share Mount Paths

NFS ;e [PVE-NFS

7o

Auditing

Add Storage Type “NFS” to Proxmox VE

1. Log in to the Proxmox VE (PVE) Ul using port 8006 (https://<IP Address>:8006)
2. Browse Datacenter > Storage and click on Add NFS.

3. Inthe Add NFS > General tab, provide the requested information and click Add.
o ID - A unique ID.

o Server — Cohesity mount IP or DNS name.
o Export — Select the desired export from the pull-down menu.

o Content — Select Backup from the pull-down menu.
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o Nodes — Select All (No restrictions).

o NFS Version — Select Default, NFSv3, or NFSv4.1 only.

Add: NFS )
Backup Retention
1D: coh-target ﬁ Nodes: All (No restrictions)
Server: 10.15.5.200 ﬁ Enable: M
Export: [PVE-NFS o’
Content: Backup E
C {) NFS Version: Default {\i
© Help Advanced [/ { Add
Datacenter @ Help
Add Remove Edit
Q, Search
DT Type Content Fath/Target Shared Enab... Bandwidth Limit
& Summary
I coh-target MNFS Backup Imnt'pwelcoh-target fes fes
O Notes
local Direct... Backup. 150 image. Contain... fwarflibivz Mo fes
R Cluster local-ivm LWwh-_.. Disk image, Container Mo fes
@ cepn
& Options
! Siorage
El Backup
13 Replication
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Configure Backup Job in Proxmox VE to Use NFS Storage

1. Log in to the Proxmox VE (PVE) Ul using port 8006 (https://<IP Address>:8006).

2. Browse Datacenter > Backup and click Add.

X PRO> MO virtual Environment 8 4.0 = .. & O

Server View &

Diatacentar

= Datacenter

Add Ramow Edit Job Det
& stat-pwali Q Search e - .
S 100 (stat-wm100) zra{E’ Moda Schedule
2k 101 (statvm101) 8 summary
i 102 (stat-vm102) O Notes
222 localnetwork (stat-pyeli)
T E
o = Cluster
ED coh-target {stat-pyel1)
- ﬁ Ceph
= []iocal (stat-pveii)
§|:| local-dlvm (stat-pwel1) & Options
= Storage
B Backup
= F{Eplica@
o' Permissions
& Users

3. Inthe Create Backup Job > General tab, fill in the required details and click on Create.

o

o

o

Node — The PVE node to be protected. Default is All
Storage — The NFS storage configured in the previous section.

Schedule — Backup jobs can be scheduled so that they are executed automatically on specific
days and times.

Selection Mode — VM selection. Available options are All, Include Selected VMs, Exclude
Selected VMs, and Pool-based.

Notification Mode — Available options are Default (Auto), Auto, and Email (legacy) Notification
system.

Send email to — Recipient email address.
Send email — Available options are Always, On failure only.
Compression — Select None, as we will leverage Cohesity’s Compression algorithm.

Mode — There are several ways to provide consistency (option mode), depending on the guest
type. The available options are Stop Mode, Suspend Mode, and Snapshot Mode.

Use Cohesity DataProtect as Backup Storage for Proxmox VE



Create: Backup Job (=)

? Retention MNote Template Advanced

Mode: -~ Al -- Motification

Default (Auto
_@ mode: ¢ ) @
Storage: coh-target b
- -{ﬂ Send email to: abci@xyz.com ﬁ
Schedule: 21:00 b : - e
Send email: O failure only @

Selection mode: | Include selected VMs

[ Compression: none -{b
Mode: Snapshot ﬁ
Enable: kA
Job Comment:
DT Mode Status Mame Type
100 stat-pveli running stat-won 100 irtual Machine
L4 104 stat-pvel1 running stat-vm 101 Virtual Machine
L4 102 stat-pvell running stat-wm 102 Wirtual Machine

0 reo =2

4. Go to the Retention tab and set the backup retention as desired. Refer to Backup Retention section
of the Proxmox product documentation for more details.

Craate: Backup Job

General @ Mote Template  Advanced

Feap all backups

[ =4 )

Fesn Last Kaap Hourky
Eeen Daily Eeap Weaakly

Fesn Mdionihnly Keap Year Y

Without any kesp oplian, the storage’s condiguration or node's vzdump.cond & used as fallback
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5. Go to the Advanced tab and set the backup jobs' advanced settings as desired and click Create.
Refer to the Backup Job section of the Proxmox product documentation for details.

Create: Backup Job

(K4 ]

General Retention Mote Template

Job 10: Aulngenerate Can be used in notification matchers o mateh this job

Bandwidth Lirmit: | Fallb: bAEs Lirnit 1O bandwidth. Scherma defaul: 0

Zgid Trreads Fallback Threeds used for 2atd compressen (nan-PBS). Schema default: 1
O-Workiers: Fallback 1) workiers in the QEMU process (Wids anly). Scherma default: 16
Fleecing Backup wrile cache that can reduce K3 pressure inside guests (Ve only).

Prafer & fast and local slorage, weally with support for descard and thin-
prossEoning of sparse files.

Repesat msEsed Fun jobs as soon &5 possible if they couldn't sla on schedule, Tor examgle,
due 1o the node being offling.

FES change Dt et Mode to detect file changes and swilch archive encoding lormat for containes
cabesnion rnoce: Dackuns

Mote: The node-specific vadump.cont o, if this i not sel, the defaul from the confg schema is used to determine

lallback vales.

6. Review the newly created job details.

Datacenter @ Help

Add Remove  Edit .Iub@ajl Schedule Simulator

Enabled Mode Schedule Mext Run Storage C.. R..

Q Search

& Summary
L 21:00 2025-08-13 21:00:00 coh-target F..

D Notes {b

= Cluster

@ Ceon

& Opiions

g Storage

B Backup

13 Replication

Backup Details (]

Mode: - All-- Motification: On failure only (abc@xyz.com)
Storage: coh-target Compression: 1}

Schedule: 21:00 Maode: Snapshot

Mext Run: 2025-08-13 21:00:00 Enabled: Yes

Selection mode:  Include selected VMs

Comment:
Included disks Search: | Name, VMID, Type I
Guest Image | Type Backup Job
—L 100 (stat-vm100} gemu
& sosil - local-hvm:vm-100-disk-0 & Yes
~ = 101 (stat-vm101} qemu
. LB sosi0 - local-ivm:vm-101-disk-0 & Ves
~ b 102 (stat-vm102} qemu
i £ =esi0 - local-lvmeovm-102-disk-0 ® Yes
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Cohesity Backup Target for Proxmox VE Workflow
Overview — PBS Approach

As described earlier, Cohesity SmartFiles can be used to create network shares for a variety of purposes.
In this workflow, such a share can be attached as storage to another Proxmox VE component — the
Proxmox Backup Server (PBS). You need to first mount the Cohesity SmartFiles NFS view on the
Proxmox Backup Server and create a datastore pointing to this absolute NFS mount path. In Proxmox
VE, you then need to add storage of type PBS using the created datastore. Once the PBS storage is

added in PVE, you need to create a backup job to protect the relevant workloads and point it to the newly
added PBS storage.

NOTE: Proxmox VE backups are always full backups - containing the VM/CT configuration and all data.

Figure 4: Cohesity Proxmox VE Data Protection using PBS
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To use a Cohesity SmartFiles NFS View as a backup target for Proxmox backup, you need to perform the
following tasks.

1. Create a SmartFiles NFS view on the Cohesity Cluster

Persistently mount the Cohesity SmartFiles NFS view on the Proxmox Backup Server.

Create a Datastore on the Proxmox Backup Server.

2
3
4. Add storage type “PBS” in Proxmox VE.
5

Configure a backup job in Proxmox VE to use the PBS storage that you created.
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Figure 5: Cohesity — Proxmox Workflow (PBS Approach)
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Create SmartFiles NFS View on Cohesity Cluster

1. Log in to Cohesity Ul and Navigate to SmartFiles > Views.

= COHESITY [ searcn haswelzpn = & @ H O &
08 Dashboards :
i Views
@ Data Protection > Views  Templates  Shares  Global Settings Ideal Use Cases [} Create View
&b Infrastructure >
Total Protected Consumption @
ks marities X 16 3 1 1 249918 3.18x 7.86Tie 7.84T8  15.7T8
@ Views Taking Snapshots  Replicating Out  Replicating In Logical Data Reduction  Physical Resiliency Impact  Storage Consumed
Views
Organization = Category ~ Protection Type = Last Run Status = MoreFilters v | ‘X g
Consumption
View Organization Last Run Status Storage Domain QoS Policy
performance
No data available
Client Connections
Items per page 50 ~ oofo
NAS Tiering

2. On the Views page, click the “Create View” button and click General under Backup Target.

ITY ‘ Q, search haswel?zpt = (L @ H A 2
08 Dashboards Views
@ Data Protection > Views  Templates  Shares  Global Settings Ideal Use Cases [}
b Infrastructure >
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 SmartFiles e 16 3 1 1 24.991e 3.18x 7.86Ti8 7.84miB  15.7TB
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= COHESITY [ searcn \
05 Dashboards -
L1 Views
@ Data Protection > Views  Templates  Shares  Global Settings
&B Infrastructure >
Total Protected Consumption @
Eerattie v 16 3 1 1 249918 3.18x
Views Taking Snapshots  Replicating Out  Replicating In Logical Data Reduction
Views
Organization Category ~ Protection Type ~ Last Run Status ~
Consumption
View Organization Last Run Status Storage Domain

Performance

Nao data available

Client Connections

hasy
7.86TB 7.8
Physical Resilie

More Filters ~ Q &

Items per pa

View Templates
Predefined  Custom
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General
Digital Archive
Multimedia
PACS Archive
Video

Backup Target
General

Application Dumps

NAS Tiering Commvault
Antivirus SAP HANA
TSM
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Veeam
B Marketplace >
™ Inipa

+

3. Inthe Create View form, name the View, choose the Storage Domain,

select NFS (v3 or v4.1), and click More Options.

under Read/Write Protocol,

Create View

View Name

ProxmoxWiew @

Category

File Shares Backup Target Object Services

Storage Domain

DefaultStorageDomain (Recommended) =

Read/Write Protocol

MNF5v3 -

Cancel

Read-Only Protocol (Optional)

More %iuns

Use Cohesity DataProtect as Backup Storage for Proxmox VE

19



4. Under Security, click Edit (/ ) on the right and click Add to Add Subnet Allowlist.

Security
IP Allowlist

@ Override Global IP Allowlist O Extend Global IP Allowlist

Subnet Allowlist Add
Add the subnets (in IP ranges) that have permission for this View {b

Root Squash @
User 1D (UID) Group 1D (GID)

65534 65534

All squash @

User 1D (LID) Group ID (GID)
65534 65534

5. Under Subnet, type the Subnet to allow, for NFS permissions select Read/Write, and for NFS
Squash select None.

NOTE: This is the backup subnet where the PBS resides.

Add Subnet Allowlist

Subnet ﬁ

Type subnet in CIDR format (IPwd - 1000.0.0024 or IPvE - FEBD:CDO0: 21 1E7290060).

NFS Permissions % Read/Write () Read Only () Disabled

NF5 Squash @ None O All O Root
)

Description [Optional) ﬁ

Whitelisting the backup subnet where PBS resides
Cancel
N/
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6. If desired, you may set a quota to limit the amount of storage available for backups. Under Logical
Quota, select Override, toggle and enable Logical Quota and set the desired value, toggle and
enable Alert Threshold and set the desired value.

Logical Quota
O Inherit from Starage Domain Override
g Logical Quota
1 @ TIB -
& Alert Threshald
500 @ GIB -
7. Review the settings and click Create.
Security
1P Adlowlist
@ Override Glabal 1P Allowlist O Extend Global IP Allowdist
Subnet Allowlist Add
Add the subnets (in IP ranges) that have permission for this View
0,
Subnet NF5S Permissions NFS Squash
Read/Write None 7 0O
Root Squash @
User 10 (UID) Group 10 (GI0)
65534 65534
All Squash @
User 10 (UID) Group 10 (GI0)
65534 65534
Dedupe & Compression Inherited from Storage Domain
Logical Quota Mo Legical Quota
File DataLock Off
File Filtering File Filtering: Off
MFS Options Discoverable Shares: Off | Weak Cache Consistency Off | Root Permissions: On |
Security: Unix Authentication,Kerberos Authentication,Kerberes Integrity, Kerberos Privacy
Snapshot Self-Service MFS Snapshot Directory: On
Description
@ Create View & Save as Template Cancel
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8. Go to the newly created view by clicking on it under SmartFiles > Views.

9. Click the Shares tab and click on the Share Name “ProxmoxView1”.

E ProxmoxView1

Consumption Trend Shares Quotas Protection Settings

Shares & Mount Paths Create Share
Share Name Organization Share Location

Proxmex\iew1 Default Share - ! m:

Items per page 10 - 1-1ef1

10. Copy and note the NFS Mount path of this NFS View. This will be needed for the mount operation.

O ProxmoxView1

View Name

E ProxmoxView1

Share Folder Location

[

Share Mount Paths

MNF5 - i - 0 come/ProxmoxView1 rD
5MB
53
Auditing
Inherit Enable Disable

Use Cohesity DataProtect as Backup Storage for Proxmox VE



Persistently Mount Cohesity NFS View on the Proxmox
Backup Server

1. Log in to the Proxmox Backup Server Ul using port 8007 (https://<IP Address>:8007).
2. Click Shell.

x PRO MO Backup Server 3.4.0 & Documentation

& Dashboard Linux pbs 6.8.12-9-pve #1 SMP PREEMPT DYNAMIC PMX 6.8.12-9 (2025-03-16T19:18Z) xB6_64
[3 Motes The programs included with the Debian GNU/Linux system are free software;

the exact distribution terms for each program are described in the
@} Configuration individual files in /usr/share/doc/*/copyright.

Q, Access Control

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent

permitted by applicable law.

& Remotes Tast login: Mon Jun 23 23:13:20 IST 2025 on pts/0
£ Traffic Control rootepbs:~#

# Certificates

[\ Notifications

& Subscription
A Administration

>_ Shell

& Storage / Disks
Tape Backup
W Datastore

@ Add Datastore

3. Create a directory under /mnt. In this example we will create a direct named /mnt/backup.

rootépbs:~# mkdir /mnt/backup
root@pbs:~# 1ls /mnt

backup

root@pbs:~# []

4. Edit the /etc/fstab and add the entry for persistent NFS mount and save it.

rootlpbs:~# nano /etc/fstab

GNU nano 7.2 /ete/fstab

/dev/pbs/root / extd4 errors=remount-ro 0 1
/dev/pbs/swap none swap sw 0 0
proc /proc proc defaults 0 0

'.com: /ProxmoxViewl /mnt/backup/ nfs defaults 0 0

5. Mount the NFS export on the PBS using the mount command confirm.

rootépbs:~# mount e b X i . - “ty.com:/ProxmoxViewl /mnt/backup

Created symlink r‘run!sys‘t-'.emdr‘system;‘;emt‘é-;fs .target.wants/rpc-statd.service + /lib/systemd/system/rpc-st

root@pbs:~# df -h

Filesystem Size Used Avail Use% Mounted on
udev 3.96 0 3.96¢ 0% /dev
tmpfs 795M 1.1M 794M 1% /run

/dev/mapper/pbs-root 786 2.2¢ 726 3% /

tmpfs 3.9G 0 3.9¢ 0% /dev/shm
tmpfs 5.0M 0 5.0M 0% /run/leck
tmpfs 795M 0 795M 0% /run/user/0

m: /ProxmoxViewl 61T 24T 38T 39% /mnt/backup

Use Cohesity DataProtect as Backup Storage for Proxmox VE
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Create Datastore on Proxmox Backup Server

1. Log in to the Proxmox Backup Server Ul using port 8007 (https://<IP Address>:8007).

2. Click Datastore > Add Datastore.

X PROXMO
@ Dashboard
[ Motes
2 Configuration
@, Access Contral
= Remotes
& Traffic Conirol
# Certificates
£\ Natifications
& Subscription
J Administration
>_ Shell
& Storage / Disks
lape Backup
i Qatastore

[+] Adc@alastcle

Backup Server 3.4.0 & Documentation Tasks 1

Linux pbs 6.8.12-9-pve #1 SMP PREEMPT DYNAMIC PMX 6.8.12-9 (2025-03-16T19:18Z) x86_64

The programs included with the Debian GNU/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.
Last login: Mon Jun 23 23:27:32 IST 2025 on pts/0
root@pbs:~# uptime
23:46:10 up 2 min, 1 user, load average: 0.46, 0.41, 0.17
root@pbs:~#
root@pbs:-#
root@pbs:~# df -h
Filesystem Used RAvail Use% Mounted on
udev . 0 3.9¢ 0% /dev
tmpfs 824K 794M 1% /run
/dev/mapper/pbs-root 2.2G 726 3% /
0 3.96¢ 0% /dev/shm
0 5.0M 0% /run/lock
.com: /ProxmoxViewl 24T 38T 39% /mnt/backup
0 795M 0% /run/user/0

3. Inthe Add Datastore form, enter a Name, Backing Path, and a Comment, then click Add.

NOTE: GC and Prune Schedule can be at default or changed as desired.
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Datastorel ﬁ El =che |F=] IjEI.”"J."

/mnt/backup @ rune Schedule daily

g
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4. Monitor the Chunkstore create task progress to completion.

Task viewer: create-datastore )

p X Download

2025-06-24T00:13:18+05:30: Chunkstore create: 79%
2025-06-24T00:13:32+05:30: Chunkstore create: 80%
2025-06-24T00:13:46+05:30: Chunkstore create: 81%
2025-06-24T00:14:01+05:30: Chunkstore create: 82%
2025-06-24T00:14:15+05:30: Chunkstore create: B3%
2025-06-24T00:14:2%+05:30: Chunkstore create: 84%
2025-06-24T00:14:43+05:30: Chunkstore create: B5%
2025-06-24T00:14:57+05:30: Chunkstore create: 86%
2025-06-24T00:15:11+05:30: Chunkstore create: B7%
2025-06-24T00:15:26+05:30: Chunkstore create: 88%
2025-06-24T00:15:40+05:30: Chunkstore create: B5%
2025-06-24T00:15:53+05:30: Chunkstore create: 50%
2025-06-24T00:16:08+05:30: Chunkstore create: 91%
2025-06-24T00:16:23+05:30: Chunkstore create: 92%
2025-06-24T00:16:37+05:30: Chunkstore create: 93%
2025-06-24T00:16:51+05:30: Chunkstore create: 94%
2025-06-24T00:17:06+05:30: Chunkstore create: 55%
2025-06-24T00:17:20+05:30: Chunkstore create: 96%
2025-06-24T00:17:34+05:30: Chunkstore create: 57%
2025-06-24T00:17:48+05:30: Chunkstore create: 98%
2025-06-24T00:18:03+05:30: Chunkstore create: 55%
2025-06-24T00: 18:18+05:30: Access time update check successful,
2025-06-24T00:18:18+05:30: Prune job created: default-Datastorel-5272c2cb-0706
2025-06-24T00:18:18+05:30: TASK OK

5. Review the newly created datastore.

XPRQXMOX Backup Server 3.4.0 & Documentation m

@& Dashboard Datastore: Datastore1 @
[J Notes 22 Content & Prune & GC Jobs & Sync Jobs & Verify Jobs £ Options g Permissions
o Configuration
Show Connection Information Hour (average)
&, Access Control
£ Remotes ‘ Datastore (/mnt/backup) Comment [OF¢]
L Traffic Control Datastore is created on Cohesity NFS export mounted on /mnt/backup on PBS
B Usage 3B.72% (25.87 TB of 66.82 TB)
# Certificaies
Backup Count
£\ Notifications wCT 0 Groups, 0 Snapshots
H Host 0 Groups, 0 Snapshots
Sub: ti
© Subscription & 0 Groups, 0 Snapshots

# Administration Stats from last Garbage Gallection

>_ Shell »* Deduplication Factor 1.00

8 Storage / Disks

Tape Backup

E Ratastore Storage usage (bytes) ® Tolal | @ Storage usage
&€ Datastore] 0T
© Add Datastore 60T
50T
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6. A PBS user must be granted DatastoreAdmin privileges on this datastore. This user will be used in a

later section to add PBS storage in PVE.

NOTE: If a user is not already created, create one under Access Control.

Add: User Permission

Path [datastore/Datastore1
User: bkp-ops@pbs {;,’
Role | DatastoreAdmin rJ
Propagate: [ )
& 0 ror [ ]
Datastore: Datastore1
& Summary 288 Content ® Prune & GC Jobs £ Sync Jobs ® Verify Jobs & Options
Add
Path User/Group/AP| Token Role Propagate
[datastore/Datastore1 bkp-ops@pbs DatastareAdmin Yes

Add Proxmox Backup Server Storage to PVE

1. Log in to the Proxmox VE (PVE) Ul using port 8006 (https://<IP Address>:8006).

2. Browse Datacenter > Storage and add Proxmox Backup Server.

3. Inthe Add Proxmox Backup Server > General tab, provide the requested information and click on

Add.

o ID —The ID of the Proxmox Backup Server datastore to use.

o Server — PBS Server IP or DNS name.

o Username — The username for the Proxmox Backup Server storage defined in the previous step.

o Password — The password of the Proxmox Backup Server storage user.

o Fingerprint —The fingerprint of the Proxmox Backup Server API TLS certificate. You can get it on

the Proxmox Backup Servers Dashboard.
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o Datastore — The Proxmox Backup Server datastore to use

name on PBS.

. This should match the datastore

Add: Proxmox Backup Server ()
Backup Retention Encryption
ID: Cohesity-PBS1 ﬁ Modes: All (Mo restrictions)
o . .
Server: 10, 181 g Enable: A
Username: bkp-ops@pbs e Content: backup
Password: e Ll L ﬂ? Datastore: Ciatastore 5?
MNamespace: Root
Fingerprint: 2a:c8:d4:14.71.79:35:24:24:4d:09,e3:12:4c:a8:d5: 12:03:75:56:ac 68 ea:d4:0e;ad
o veo =
Datacenter © Help
Add Remove Edit
Q Search
D Type Content Path/Target Shared Enabled Bandwidth Limit
& Summary
I Cohesity-PBS1 Proxmox Backup Server  Backup Yes Yes
[ Motes
local Directory Backup, 150 imag... fvarllibivz No Yes
B Exsiw local-lvm LWM-Thin Disk image, Contai... =] Yes
@ Ceph proxthin LVM-Thin Disk image, Contai... No Yes
£ Options vz Directory Backup, Disk imag...  /medialvz No Yes
£ Storage
Backup
3 Replication
o Permissions
& Users

Use Cohesity DataProtect as Backup Storage for Proxmox VE
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Configure Backup Job in Proxmox VE to Use the PBS

Storage

1. Log in to the Proxmox VE (PVE) Ul using port 8006 (https://<IP Address>:8006).

2. Browse Datacenter > Backup and click Add.

X PRO MO  virual Environment 8 40 =/ g
Server View o Datacenter
Ef Datacenter
Add Remo Edit Juob Dt
&stat-pwem Q Search e : j .
& 100 (stat-vm100) Era@ Mode Schedule
gl 101 (statvm101} & summary
i 102 (stat-vm102) [0 Notes
-+ . )
:. localnetwork (stat-pvell) = Cluster
= [l coh-target (stat-pwel1)
- ﬁ Ceph
=[] iocal (stat-pve01)
§D localdvm (stat-pwel1) & Options
= Storage
B Backup
= F{Eplica@
o' Permissions
& Users

3. Inthe Create Backup Job > General tab, fill in the required details and click on Create.

@)

Node — The PVE node to be protected

o Storage — The PBS storage configured in the previous section.

o Schedule — Backup jobs can be scheduled so that they are executed automatically on specific
days and times.

o Selection Mode — VM selection. Available options are All, Include Selected VMs, Exclude
Selected VMs, and Pool-based.

o Mode — There are several ways to provide consistency (option mode), depending on the guest
type. The available options are Stop Mode, Suspend Mode, and Snapshot Mode.

Use Cohesity DataProtect as Backup Storage for Proxmox VE
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Create: Backup Job ®
@ Retention Mote Template  Advanced
Mode: pve-02 ¥ Matification Default {Auto)
mode:
Storage: Caohesity-PBS1 {b
Send email to:

Schedule: 21:00

Selection mode: | All

Mode: Snapshot

(08

Enable:

{3
Job Comment: Backup all VMs to Cohesity-PES1| o |

NOTE: You may choose to define Retention and other settings as desired. Refer to the product
document for more details.

Use Cohesity DataProtect as Backup Storage for Proxmox VE
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4. Review the newly created job details.

xnnaxmaanw Environment 8.4.0 Scarch & Documentation [V
Server View . LB baacenter © Help
VE_;E?\:;': {7 Add Remove  Edit Aun now Schedule Simulator
Q Search d
G 100 (sata-ym100) 5 Su:‘r:nar Enabled | Mode Schedlle Mext Run Starage C.. | Retention | Selection
g :E; ES':"””E;: O et ! v @ pue-02 21:00 2025-0624 210000 Cohesity-P B Falbac . - Al
statvm otes
G 103 (stat-vm103) £ Cluster
104 (stat-vm104)
105 (stat-vm105) ® Ceen
8% localnetwork (pve-02) 2 Options
=] Cohesity-PBS1 (pve-02) & Storage
E[Jiocal (pve-02) -
£[] iocal-vm (pve-02) Backup @
£ [ proxthin (pve-02) 43 Replication
(] vz (pve-02) o Permissions
& Users
v
Backup Details ()
Mode: pve-02 Matification: Always (Mo target configured)
Storage: Cohesity-PBS1 Compression:
Schedule: 21:00 Mode: Snapshot
Mext Run: 2025-08-24 21:00:00 Enabled: Yes
Selection mode:  All
Comment: Backup all VMs to Cohesity-PES1
Included disks Search: | Mame, VMID, Type ER
Guest Image [ Type Backup Job
~[J 100 (sata-ym100) gemu
: & scsi0 - local-lvmivm-100-disk-0 @ Yes
- 101 (stat-ym101) gemu
; L8 scsi0- proxthin:vm-101-disk-0 @ Yes
2 102 (statvm102) gemu
= scsi0 - proxthinaym-102-disk-0 @ Yes
—[J 103 (stat-ym103) gemu
= scsi0 - proxthin:vm-103-disk-0 @ Yes
~J 104 (stat-vm104) gemu
_ & scsi0 - proxthin:vm-104-disk-0 @ Yes
20 105 (statvm105) gemu
&= scsi0 - proxthinaym-105-disk-0 @ Yes
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Restore VM in Proxmox VE (Applies to Both NFS and
PBS)

A backup archive can be restored through the Proxmox VE web GUI or through the CLI tools. There are
no Cohesity-related tasks involved during recovery.

To recover a VM using the CLI tools, please refer to the standard Proxmox VE VM restore procedures
available in the Restore section of Proxmox VE documentation.

Steps to Restore VM Using Proxmox VE Ul (Applies to
Both NFS and PBS)

1. Log in to the Proxmox VE (PVE) Ul using port 8006 (https://<IP Address>:8006).

2. Select the storage of interest and click on Backup.

3. From the listed backup files, select the VM backup and click the Restore button.

x PRO > MO X virtual Environment 8.4.0 ©ca0n

Server View o Storage ‘pvebackup’ on node ‘stat-pve0l’
£ Datacenter
% stat-pve01 & Summary Restore Show Configuration
3 100 (stat-vm100) Backups Narse
S 101 (statvm101) i Perms‘ons

| vzdump-ggmu-101-2026_05..

252 localnetwork (stat-pve01)
% D local (stat-pve01)

=[] local-lvm (stat-pve01)

g m puebackup (stat-pve0) vzdump-qemu-100-2025_12.
vzdump-gemu-101-2025_12..

vzdump-gemu-100-2025_12..

vzdu mp—q‘él"‘nur 100-2026_05.

vzdump-gemu-101-2025_12..

Edit Motes

MNotes

stat-vm101

stat-vm100

Change Protection Prune group gemu/101

U | Date |
2026-05-06 17:48:46
2026-05-06 17:43:04
2025-12-22 19:31:40
2025-12-22 19:27:45
2025-12-22 19:20:05
2025-12-22 12:16:17

Format

vma.zst
vma.zst
vma.zst
wma.zst
vma.zst

vma.zst

@ Help

Remove Sea

245GB
245 GB
245 GB
245 GB
245 GB
245 GB

4. Set the restore parameters as desired and click the Restore button.

@)

o

@)

Storage — Define the storage to use for the recovered VM.

VM — Unique VM ID of the restored VM

Bandwidth Limit — Set bandwidth limits for a restore job as desired.

Unique — Autogenerate unique properties, e.g. MAC addresses

Start after restore — Power ON restored VM

Override Settings — Name — Name of the recovered VM.
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o Override Settings — Memory — Virtual Memory assigned to recovered VM in MBs.
o Override Settings — Cores — Number of CPU cores assigned to the recovered VM.

o Override Settings — Sockets — Number of CPU sockets assigned to the recovered VM.

Restore: VM )
Source: vzdump-gemu-101-2026_05_06-17_48_46.vma.zst
Storage: From backup configuration
W 103
Bandwidth Limit: Defaults to target storage restore limit MiB/s
Unique: ¥ Start after restore: [

Owerride Settings:

Mame: stat-wvm102 Memory 2048

Cores: 1 Sockets 1

==

5. Ensure that the restored VM is in powered ON state after the restore.

XPRDXMOX Virtual Environment 8.4.0 Searcn & Documentation — [(WRESIEETERUNE 15 RN opy
Server View hd Virtual Machine 103 (stat-vm102) on node 'stat-pve01' Mo Tags & Start M Shutdown >
& Datacenter
Bl stat-pve01 & Summary Hour (average)
L 100 (stat-vm100) »_ Cansole
o =\ 1 T 3o . . =
L 101 (stat-vm101) O Hardware stat-vm102 (Uptime: 00:04:48) Notes
103 (stat-vm 102
E.i‘ ( : & Cloud-Init A
222 localnetwork (stat-pvied) i Status running
= (] Iacal (stat-pved1) % Options ¢ HA State none
= [Jlocal-vm (stat-pve0t) Task History H Node stat-pvedl
=] g
=|i| pvebackup (stat-pwel1) @ Monitor
il CPU usage 25.18% of 1 CPU(s)
il E= Memory usage
13 Replication 42.39% (868.19 MIB of 2.00 GiB)
9 Snapshots 8 Bootdisk size 50.00 GiB
U Firewall =IPs Mo Guest Agent configured

o' Permissions
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Appendix

Cohesity provides flexibility to its users to manage the Proxmox VE backups from Cohesity Ul by
leveraging Cohesity Remote Adapter Jobs. The Remote Adapter workflow provides the ability to run
scripts or executables on a remote Proxmox VE machine using protection schedules defined by a
Cohesity Policy. Please note that Cohesity will not provide the backup script, and the user needs to
develop the backup script required for this workflow.

To configure a Remote Adapter Job, you need to perform the following tasks:

1. Make sure a working backup script is available on the Proxmox VE machine.

NOTE: An example script is available at GitHub. You may choose to customize and use the script to
match your environment or develop a new one.

2. Configure a Remote Adapter Protection Group in Cohesity UI.

Configure Remote Adapter Protection Group in Cohesity Ul

1. Login to Cohesity Ul and Navigate to Protection > Protect > Remote Adapter.

Ty —_— statcohrobe & @ H® O @

o= %
SSiflcasbestos Protection
@ Data Protection ~ Virtual Machines
Protaction 5 0 1 0 0 5 1 Databases 3
@ Succeeded A\ Warning O Failad @ Running % Canceled @ Mat SLA A Missed SLA
) NAS
Recoveries Group Type ~ Groups ~ Policy = SLA « Status Q
Microsoft 365 3
Sources O Group Start Time Duration Success/Error  SLA Status
Physical Server 3
Poicies VMuware-PGT Dec 22, 2025 9:00pm 485 10 objects £ 8
t @ Vhware | Policy: vmware-poll e P /0 cbjects 5 = Applications b
CloudRetrieve sadik-pg2 Dec 22,2025 8:27pm 1m33s 10 objects & 8
d @ Vhiware | Policy: vmware-pol1 o s, 2HE pm im 338 /0 objec B < SAN
RA-PG1 2003 : % o
Dec 22, 2025 728 7m 18: 1/0 objects = c sj
Funbooks O Remote Adspter | Policy: vmware-polt s 0 pm fm B /0 objec B < Cohesity View
OCP-sadik-prjl 200E & - — % & Hadoo) )
B3 infrastructure s OO e e oopnen Dec 22, 2025 6:51pm 3m 425 1/0 objects B <& p
stat-demo-vm-1-ahv-pgl 2O7E C " i o L3 Remote Adapter
Dec 22, 2025 5:32 10s 01 objects =
[3 smartFiles » o Acrapolis | Policy: STAT-RHEL8-VM1-pail ee es, 20s P /1 objec <
STAT-RHEL8-VM1 — - . o) & o Kubernetes Cluster
Dec 22, 2025 5:27pm 59s /0 objects = 3
J\ Test & Dev o o VMuware | Policy: STAT-RHELE-VM1-poll e e 4 h & = G
Universal Data Adapter
E Marketplace » Items per page 50 - 1-
53 Compatible
@ System > o
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2. Enter the following details:

New Protection

e Remate Adapter

Protection Group

Name

ProxMox-VE-PG1 0

Host

Linux Host

@ or P Username
1015.5.203 0 root 0

Cluster SSH Public Key

ssh-rsa AAAAB3INzaClyc2ZEAAAADAQABAAABYQCPBOKzadHAOMDaD3r2uZt7adEIB7I02eKI0y Zhb8aEZudwtXsMapCpwaBalgeme
WegsISH+\yUZCx4eHRmBug3r3E + 82SDxbh7 [J8adxfyteERTFaW+MIFqVKoo 52651 Yy FTKUTQapSFt+hBMUyc/aGJG AW 2boxUd0
c1/fiviDc2rPcBHKEKhE2WBOSc7D0CHFt5rvA2aeaGOfZ cXywYPdpXNgCbDMFXpRmrjixWH3DApNZd/kLx/BOQ8d 2eHRCNCOVIwWCE
eacpytm5KjigdUKxWbwrmaTIjbjBjCdxf+ BENkemTWOjXWKSLNwQVOdbIAwQpaadPE6zCT7bmH+VC SrIbRPA]VNZv+1jdk52X Tvzd
$508CqHJ2cADEwymF + PcUncQRAQATUKpstigkBCaxqD+UFZEEBXRXup3riLmsynjnmbyEVM3jHswZoYUO73uP7g 3GGKIYKHIOKT
38ZSyUZqceYMjPYZEQBhDEL/OpjZ59V+J/Pmn3UB4PShjbc= cohesity@virtual-robo-esx

O Te allow Cohesity Cluster to run the scripts remotely on Linux system, copy SSH Public Key to Clipboard, login to the Linux System
‘with the username specified earlier and set up the permission.

Extended Retention
Every week | Retain B0 days |
Datal ack 90 days

Policy
Bronze & i 7
Y
e Backup

Every day | Aetain 30 days | Datalock 30 days

Every mcnth | Retain ] year | Datalock 1 year

&

Settings

Storage Domain

NFS View

Script Information

Start Time

Protect Cancel

0

DefaultStorageDomain

Deduplication: Inline | Compression: Infine

View -

Script Information for Incremental Schedule

Seript {with Full Path) §

/tmp/scripts/praxmox-cohesity-backup.sh
4

Parameters

Tima

07:43 AM @

Time Zone

Asia/Calcutta
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o Name: Enter a name for the Protection Group. The name can contain alphanumeric characters,
underscores, dashes, and periods.

o Linux Hostname or IP: Specify the Hostname or the IP Address of the Proxmox VE system
where the backup script is located and will be run.

o Username: Specify the username on the Proxmox VE system that will be running the scripts.

o Cluster SSH Public Key: Set up permissions on the Proxmox VE system to allow the Cohesity
cluster to run the scripts remotely on the system.

e Click Copy Key to Clipboard to copy the SSH public key into the clipboard.
e Add the SSH key to the authorized_keys file located in the ~/.ssh directory.

o Policy: Select an existing protection policy or create a new one by selecting New Policy.

NOTE: Refer to Create or Edit a Standard Policy.
o  Script (with Full Path): Enter the full path to the script.

o Parameters: If the script requires parameters, enter them in this field.
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Your Feedback

Was this document helpful? Send us your feedback!
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