COHESITY

ABSTRACT

The Cohesity Data Cloud provides cyber resilience with modern data management and protection
capabilities. Integrating it with DSPM vendor solutions further enhances an organization's security
operations by providing comprehensive visibility into sensitive data.

This guide explains how you can integrate the Dasera DSPM platform with Cohesity Data Cloud to
enhance the security, visibility, investigation, and rapid response of Cohesity incidents to protect
customer-critical data.
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Introduction

Data Security Posture Management (DSPM) is essential in today's data security landscape because it
helps organizations protect their data and maintain compliance. DSPM can help organizations proactively
identify and address security risks, which can help mitigate potential breaches and data leaks.
Organizations today face a significant challenge regarding critical data visibility across many repositories.
Accelerating cloud adoption, rapidly expanding and dispersing data across multiple systems, locations,
and storage solutions compounded by an explosion of microservices, puts customers at risk of significant
data sprawl. Due to these visibility gaps, critical and sensitive data becomes hidden from IT teams and
often goes unprotected. The need for DSPM capabilities and modern data security and management
services has never been greater. DSPM gives customers a deep understanding of their sensitive data,
who has access to it, how it is used, and where it is stored.

Cohesity & Dasera is the first integration, developed by DSPM vendors using Cohesity’s Open APls, that
enables automated and continuous data classification and risk assessment across cloud data stores. This
integration optimizes protection strategies and data retention based on the criticality of data in Cohesity-
backed environments. It also allows for prioritizing data restoration according to business importance and
enhances the incident response process through real-time analysis of incident evidence. With Cohesity’s
modern data security and management technology, customers have a robust cyber resilience posture.
Refer to Dasera DSPM Overview and Cohesity Data Cloud Overview for more information on the two
platforms.

This guide explains how to integrate the Dasera DSPM, a leading DSPM platform, with Cohesity Data
Cloud to accelerate the protection of sensitive and vulnerable data assets. It also allows customers to
prioritize protecting cloud workloads with critical risks, increasing their resilience in the face of potential
attacks.
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Cohesity Data Cloud and Dasera DSPM Integration

Managing and securing data across hybrid environments is a significant challenge in today's complex
data landscape. Dasera, joining Cohesity’s Data Security Alliance, provides a unified solution that
revolutionizes Data Security Posture Management (DSPM) and data protection across multi-cloud
environments. This collaboration integrates Dasera’s robust DSPM capabilities with Cohesity’s Al-
powered data security and management platform. This synergy offers a consolidated view of your data
estate, enhancing compliance and mitigating risks.

For example, this integration can reveal previously uncovered data assets with Personally Identifiable
Information (PII) that were not backed up. This information enables IT backup administrators to adjust
protection priorities and provides security teams with the data to fulfill their protection mandates
effectively.
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Integration Benefits

« Enhanced Data Discovery: Automate sensitive and critical data detection across multi-cloud
environments, improving oversight and control of your data landscape.

¢ Resilient Data Security Posture: Proactively identify and rectify vulnerabilities within cloud
workloads, ensuring comprehensive data protection and swift incident recovery.

¢ Advanced Risk and Compliance Reporting: Strengthen your cybersecurity frameworks with
enhanced risk assessments and compliance reporting, building a more resilient and secure data
infrastructure.

¢ Unified Data Visibility and Control: Comprehensive monitoring of all data assets, enhancing
governance and risk management.

¢ Enhanced Data Security and Compliance: Improved defense against cyber threats and simplified
compliance with regulatory standards such as GDPR and CCPA.

e Optimized Data Protection Strategies: Cohesity's scalable backup and disaster recovery solutions
complement Dasera’s classification and protection of overlooked data assets.
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¢ Proactive Risk and Configuration Analysis: Identification of misconfigurations and security gaps
with immediate remediation capabilities, ensuring data integrity and security.

o Streamlined Operational Efficiency: Reduction in manual efforts and minimized risks, accelerating
the time-to-value for data management initiatives.

Prerequisites

Dasera Access

1. Access to a Dasera-hosted application.
2. Dasera administrator user.

3. Connectivity to cloud source

Cohesity

1. Access to Cohesity Helios.
2. APl key to connect Dasera to Cohesity for integration.

3. Connectivity to cloud source.

NOTE: Refer to How to fetch API Keys from Cohesity Data Cloud to generate API keys.
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Workflow

The Cohesity Data Cloud and Dasera Integration is initiated from the Dasera application. Dasera uses
Cohesity Open APIs to integrate with Cohesity, allowing Dasera to send data to Cohesity periodically.

The cloud source scanned for sensitive information must be registered at Cohesity and Dasera. Once the
cloud data source is registered and the required data sources are connected, Dasera initiates a scan. The
user can configure the scan frequency, schedule, and sampling rate from Dasera.

Dasera scans data stores to discover and classify sensitive data. Classification is performed via machine
learning with a combination of heuristic signals. Scanned data is matched against relevant heuristic
signals to determine if the data store contains sensitive data, its type and sensitivity level, and the
resulting confidence score.

Dasera continuously classifies sensitive data, then programmatically assigns sensitivity levels and
business purpose tags and maps them to known regulations. This approach involves classifying data
based on its sensitivity and applying appropriate security controls based on that classification. The
platform provides 50 out-of-the-box, built-in Custom Sensitive Data Types.

Dasera samples data from scanned data stores to identify and classify sensitive data. Across data types,
classification is based on a combination of heuristic signals, including but not limited to:

1. Keywords

Field or file names
Field or file content
Dictionaries
Proximity

Query logs

Regex

© N o o M 0w DN

Checksums

Built-in Tags
The following Data Tags & Tag Categories are built into Dasera and can be used immediately.

Table 1: Data Tags & Tag Categories

GDPR
CCPA
DPDP
PCI
SOX

Compliance
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o HIPAA-HI
Healthcare . HIPAA-PI
Other o Pl

Once the sensitive data has been identified, tagged, and mapped to the known regulation, organizations
can remain compliant with industry regulations such as GDPR, CCPA, and HIPAA.

These tags are propagated to the Cohesity Security Center, where IT backup administrators can take
corrective action to prioritize the backup and recovery of sensitive data assets.

Figure 1: Integration Workflow
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Configure Dasera DSPM Integration

The Cohesity Data Cloud integration with Dasera enables you to identify gaps in the protection of
sensitive data within cloud accounts that Cohesity can see, assets at risk based on sensitive data
classification, and exposure to potential attacks. It helps to prioritize data protection and enables quick
action to recover critical workloads as needed.

To integrate Cohesity Data Cloud with Dasera DSPM, perform the following steps:

Figure 2: Steps - Configure Dasera DSPM Integration
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Setting up Cohesity Integration on Dasera

1. Log in to the Dasera Application to set up the Cohesity Integration.

In the Dasera Ul, under Management, hover over Administration and click Integrations.
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To set up integration, the user can have the following Platform roles.

o Super_Admin
o Data_Set Admin
o Data_Team_Member

2. In the Integrations dashboard, hover over Cohesity and click Connect.

SDASERA

s Dashboard
Alerts & Tasks
Reports

h User Assessment

Data Stores
Classification
Policies

User Identity

Administration

Administration ©  Integrations

Integrations

Data Security

Cohesity

Cohesity makes it easy to secure, protect, manage, and get value from data — across
the data center, edge, and cloud. They help organizations defend against
cybersecurity threats with comprehensive data security and management
capabilities, including immutable backup snapshots and rapid recovery at scale.

Connect =

0
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3. To generate the API keys from Cohesity Helios, follow the steps in the How to Connect section. Then,
enter the Cohesity API Key in the Configure Integration menu.

Configure Integration

Cohesity

Cohesity makes it easy to secure, protect, manage, and get value from data — across the
data center, edge, and cloud. They help organizations defend against cybersecurity threats
with comprehensive data security and management capabilities, including immutable backup
snapshots and rapid recovery at scale.

How to connect:

-

. Log into your Cohesity Helios console

2. Navigate to the DataProtect as a Service application

3. In the left-hand menu, navigate to Settings > Access Management
4. On the API Keys tab, click the Add API Key button

5. Provide a Name value for your API key, then click the Save button. It is recommended to
use “Dasera” for easy identification

6. After it's generated, copy the API Key value to your clipboard

7. Paste the API Key value in the field below, then click the Save Changes button

Cohesity API Key

@ Do you want to know more?

Access Cohesity Guide

CANCEL CONNECT

Refer to the How to fetch AP| Keys from Cohesity Data Cloud to generate the API key.
Copy the key, paste it under the Cohesity APl Key in Dasera Ul, and click Connect.
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4. The Cohesity integration will be connected under Integrations, signified by a green check mark.

Administration Integrations

Integrations

Data Security

Cohesity

Cohesity makes it easy to secure, protect, manage, and get value from data — across
the data center, edge, and cloud. They help organizations defend against
cybersecurity threats with comprehensive data security and management
capabilities, including immutable backup snapshots and rapid recovery at scale.

Edit Connection -

Onboard AWS Infrastructure on Dasera

1. Login to Dasera.

2. Navigate to Administration > Infrastructure Connections and click Add Infrastructure.

e

+ + ADD INFRASTRUCTURE
Infrastructure Connections

Dashboard & Infrastructure By Cloud Provider nfrastructure Insights B Top Accounts By Data Stores Connected
3 hashim.zargar  CHTE—— 2
Alerts & Tasks X o
Reports ACCOUNTS WITH
1 AUTO-DISCOVERY DISABLED
User Assessment
°o—o - o G N 0
GCP  AWS  M365  GW  Azure
Data Stores ACCOUNTS WITH
@ Organization Account NO DATA STORES CONNECTED
& Classification
Policies aws AWS (1) 2 GCP (0) /A Azure (0) o Microsoft 365 (0) & Google Workspace (0)
User Identit .
% Y Filter v
Administration Infrastructure Connectigns
Y & w

Integrations

Notification Settings
Account ID

Ingest Tags

Platform Settings > Activity Logs

Authentication Token Management
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3. Select the cloud provider you want to analyze for sensitive information in the Add Infrastructure
menu. The same account should be registered as a source on Cohesity (Refer to the Register the
Source section for registering a source on Cohesity).

4. Ensure the cloud provider (here AWS) is selected and click Add Account.

Add Infrastructure

‘ 1 Cloud Provider > 2 Capabilities 3 Service Account 4 Review |

Cloud Provider

aws  aws ® £y ecp O A\ Azure o
o Microsoft 365 O s Google Workspace O
Type
Account Organization
Onboard a specific AWS Account Onboard your AWS Organization including all its Accounts
ADD ACCOUNT ADD ORGANIZATION

O

5. Depending on your preference, you can leave Auto-Discover New Data Stores, Ingest Tags, and
Authorise Datastore Snapshots Access on or toggle it off in the Capabilities menu. Click Next.

Add Infrastructure

Cloud Provider -
> 2 Capabilities > 3 Service Account 4 Review

AWS - Account

Auto-Discover New Data Stores @ ‘
This will enable auto-discovery of all data stores for this account.

Ingest Tags ®
This enables AWS tags ingestion for newly-added organization members.

Authorize Data Store Snapshots Access © ‘
Add permission for Discovery & Classification of Data Store snapshots.

BACK NEXT
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6. Inthe Service Account menu, select the Service to create the role on the AWS account. You can
use CloudFormation or Terraform or manually configure the role on AWS. Here, we will use
CloudFormation to set up the service account.

Fill in the details below in the service information.

Account Name Any value (this is used to identify your infrastructure connection
within Dasera).

Account ID Obtain from your AWS console.

Dassera Service Account Will default to Dasera_Role. Note that this value needs to be
Role unique to each onboarded account.

External ID A unique identifier that third parties like Dasera use to assume a

role in AWS account.

Add Infrastructure

. Cloud Provider .. Capabilities . .
@ ) « )
(] AWS - Account (V] —— > 3 Service Account > 4 Review
Choose Service
s a
. Manuall
m CloudFormation @ .E' Terraform O A y O
Configured
Use this AWS CloudFormation template Use this AWS Terraform template to Use this If you have already
to provision all AWS resources provision all AWS resources provisioned all AWS resources
necessary for running a Dasera necessary for running a Dasera necessary for running a Dasera
environment within your AWS VPC. environment within your AWS VPC. environment per the Template within
your AWS VPC.
- J/
Fill Service Information
Account Name * Account ID *
Dasera Service Account Role * External ID* ®
Dasera_Role # 7567¢04 9c854 [y
Ensure Dasera has the right roles and access to connect. Click here to see the instructions.
< BACK ) DOWNLOAD TEMPLATE LAUNCH TEMPLATE
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7. Click Launch Template.

8. The Launch Template will launch a CloudFormation Stack creation template to create the Dasera role
with the required policies in your AWS account. Click Create Stack and wait for the Stack creation to
complete.

9. On the Dasera UI, validate the summary details and click Save.

Add Infrastructure

Cloud Provider Capabilities Service Account .
4 Review

AWS - Account Completed CloudFormation

@ You are almost there!

Please make sure you have created the Dasera Service Account User with the right permissions before continuing to SAVE

Summary Info

Cloud Provider Type

AWS Account

Template Account Name

CloudFormation Hashim

Account ID External ID

49 756 54 (5
Role ARN

arn:aws:iam:: /Dasera_Role

BACK I'LL DO IT LATER SAVE

NOTE: Once the cloud infrastructure has been added, it cannot be removed or disconnected.

To validate whether the infrastructure has been added, navigate to Administration in the Dasera UI.
Under Administration, click Infrastructure Connection. The Infrastructure Connections dashboard has
all the information about the connected cloud providers and their associated accounts.
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Datastore Discovery

Once the cloud infrastructure has been configured, all the available data stores are discovered
automatically. The data stores should be connected manually to scan for sensitive information. Once

connected, Dasera will periodically trigger a scan for sensitive information and tag it according to its type.
Dasera will monitor for compliance and Plls and tag the data stores, allowing the users to understand the
visibility of various data types, be it phone numbers, social security numbers, or any form of PII, and take
appropriate actions.

Follow the below steps to connect to a datastore:

16

1. Inthe Dasera Ul, under Data Stores, select Data Store Inventory. The data store inventory lists all
the discovered data stores. Click Total or Discovered to list all the discovered data stores.

DASERA

4 Dashboard

Alerts & Tasks

Your license will expire in 30 days. Why renew?

Data Stores.

Data Store Inventory

iZ Data Stores

Data Store Inventory

B Data Store Sensitivity

1

RENEW

= DISCOVER MY DATA STORES + CONNECT A DATA STORE

iZ Connected Data Stores

340 0 0
Reports TOTAL DATABASES SCHEMAS
User Assessment
2 338 g o
TABLES FIELDS
CONNECTED DISCYWERED i
S % Score Scere Score
2 ESCONECCHEDRNECZ 0-30) i (61-0) SENSITIVE FIELDS [}
PEIERSIGICH Data Store Inventor)
N Configuration Ana@
Classification e
Privileges Analysis AWS (2/340)
Policies
Connected (2) Discovered (338) Archived (0)
User |dentity
Filter v
Administration v
ARCHIVE
Platform Settings >
_ 338 Data Stores =)

Licensing

@ Support = e ervic Account First Found On Region Endpoint .
2. Scroll down to see all the listed data stores.
3. Select the data stores you want to scan and click Connect.
318 Data Stores =

- | Service Account First Found On Region Endpoint Statu Actions
» {b EBS{8 New hashim.zargar 08-30-2024 15:05:53 us-east-1 vol-0fb9aa97a46bd9.. CDNNEET ®
r 0 EBS{  New hashim.zargar 08-30-2024 15:05:53 us-east-1 vol-092a6e797aadc8.. CONNECT 3]
» O EBS {8 New hashim.zargar 08-30-2024 15:05:53 us-east-1 vol-07700f459749da... CONNECT
» O EBS {0 New hashim.zargar 08-30-2024 15:05:53 us-west-1 vol-04fa7bc2e4647b... CONNECT
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4. In the Credentials menu, enter valid credentials for the type of service. Below is an example of an
EBS datastore credential menu. Click Next.

Connect a Data Store

Discovered Data
Data Store .
B Stores 3 Credentials 4 Capabilities
8b5c
AWS Account * Data Store Identifier* ®
hashim.zargar v 8b5¢
Volume ID* ©
8b5¢c

Authentication Method *
AWS Identity Access Management (IAM) role

Auto-Scan @
Keeping it enabled will guarantee that Dasera always keep your data updated

Scan Frequency * Schedule *

Daily (Recommended) v Every 24 hours v

NEXT
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5. In the Capabilities menu, assign the data owner from the drop-down menu. Select the other options

as per requirement and click Save.

Connect a Data Store

v

Discovery @

Privilege Analysis ®
Classification ©
Text based file types we support .doc, .docx, .pdf, .csv, .xlsx, .json, .parquet, .avro, .eml, .html, .xml

Sample Rate* @ Sample Included Files Only (® [ Test Your Regex

100% v

Data Store g:gfg: ereciData Credentials S
AWS - EBS 8 Completed apabilities
bSc
Assign a Data Owner
Specific Data Set Owners can be assigned from Platform Users after the Data Store is connected

Syntax

m 1000 files retr i per ¢ nit of 1 GE i Only files matching regex will be considered for sampling

Data In Use Monitoring ®

BACK

SAVE
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Connect a Data Store

Alternatively, you can connect to a data store and scan for vulnerabilities.

1. Under Data Stores > Data Store Inventory, click Connect a Data Store. Select the data store you
want to connect to. The Ul provides multiple data store options depending on the cloud service
provider. Below is an example of AWS data stores, wherein we will connect to Amazon S3.

Connect a Data Store

‘ 1 Data Store > 2 g:;cr:eos\;ered Data 3 Credentials 4 Capabilities
AWS_ . SEE DISCOVERED DATA STORES
352 discovered Data Stores for the following accounts: hashim.zargar

- & : & & &
e S0 29" 0% .5
. REDSHIFT % MysaL® %} MySsaL®
Aurora Arora  Posomsal smamBS PetgeSO | deaeOs
® 4 @ - o
= amazon
ORACLE . *
. smumros SOl Server S ATHENA —_r
0
4| amazon amazon
@ =
CLOUD DATA PLATFORMS
b < N 9] Heroku .
X0 ~ databricks Postgres .mungoDB E :‘ J HANA
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2. In the Credentials section, enter the data store identifier and the bucket name. You can also set the
scan frequency and schedule. Click Next.

Connect a Data Store

,, Data Store Discovered Data : -
(/] ) & )

9 aws - s3 Y Stores 3 Credentials 4 Capabilities
AWS Account * Data Store Identifier* ®

hashim.zargar v Hashim Bucket

Bucket Name * ®

my-bucket

Authentication Method *
AWS Identity Access Management (IAM) role

Auto-Scan @
Keeping it enabled will guarantee that Dasera always keep your data updated

Scan Frequency * Schedule *

Daily (Recommended) v Every 24 hours v

onor )
(e

Enter a human-readable name of the data store. The name can be
Data Store Identifier any string that is used to identify the data store in the Dasera Ul and
in notifications.

Bucket Name The S3 Storage bucket name that you wish to connect.
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3. Assign the Data Owner and set the other components as required.

Connect a Data Store

Data Store g{g?gg ered Data Credentials 4 biliti
AWS - S3 Completed apabilities
my-bucket

Assign a Data Owner
Specific Data Set Owners can be assigned from Platform Users after the Data Store is connected

Hashim Zagar X v

Discovery ®

Privilege Analysis ® ]

Classification @ -
Text based file types we support .doc, .docx, .pdf, .csv, .xIsx, .json, .parquet, .avro, .eml, .html, .xml

Sample Rate * ® Sample Included Files Only © [J Test Your Regex Syntax

100% v

Maximum 1000 files retrieved per scan and file size limit of 1 GB per file Only files matching regex will be considered for sampling

Data In Use Monitoring ®

( BACK ) SAVE
N 4

Connected Data Stores

Once the data stores are connected, Dasera initiates a scan immediately. Depending on the frequency,
the data stores are periodically scanned.

Under Connected Data Stores, you can check the scan status and other helpful information, such as
Sensitive Data Types and Data Tags.

The below image is an example of the scanned data stores.

hashim-gasera-integration §1 aws s3 Wz nA 100 4 1 1 TTags v @

y O hashin-dasera-bucket2 @ s 53 HZ A 27

o
3
¢

2
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Clicking on the Sensitive Data Types value displays sensitive information about the data store. This
information could include names, phone numbers, credit card details, etc. Hovering over the Data Tags
displays the tags associated with the data type. These tags include HIPPA, PII, PCI, etc., indicating the
regulatory compliance the datastore and its stored information should follow.

Sensitive Data Types

Total No. of Files No. of Files Sampled Classifiable File Types Found
- 1 -

-
4 Sensitive Da e

Data Type m

Occurrence @

Name 6 Ta@ 1 1
Phone Number 5 Tags 1 6
Social Securit... m 4 Tags 1 1
Credit Card N... 2 Tags 1 13

a 10f 1 pages
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Cohesity Data Cloud

Register the Source

The source registered at Dasera, where the data stores are scanned for sensitive information, must also
be registered at Cohesity.

Follow the steps in Reqister a Source to register the source at Cohesity.

Analyze Sensitive Data

The Dasera DSPM tags applied to the data stores will be reflected in the Cohesity Data Cloud’s Security
Center. No further configuration is required at Cohesity Data Cloud. After scanning the data stores and
applying appropriate tags at Dasera, Dasera tags will sync with Cohesity to accurately reflect the scan
findings as DSPM tags in the Cohesity console.

Log in to the Cohesity Data Cloud and click Security Center under Security. In the Security Center, click
Sensitive Data Posture.

In the Sensitive Data Posture, search for the data stores scanned at Dasera. These data stores will be
reflected in the Sensitive Data Posture Ul with their Protection Status and all the relevant tags pushed by
Dasera DSPM.

In the example below, the two data stores with sensitive information are Unprotected. The IT backup
administrators can prioritize protecting these data stores to adhere to regulations and compliance
requirements and ensure they are backed up.

DATAHAWK
Object Name Protection Status| Source System Logical Data DSPM Tags

(@ Threat Protection > o )
] hashim-dasera-integration | \prorecieq 498211347717 AWSUS West (.. 0 Bytes DaseraPll  DaseraPCl +b

F] hashim-dasera-bucke Unprotected 498211347717 AWSUS West (. 0 Bytes Dasera Pl Dasera P

Iltems per page 25 ¥ 1-20f2

é:‘i] Data Classification >

Cyber Vaulting &

D Scan oOrder Configuration

ﬁr\ Security Posture 5

m Sensitive Data Posture

Take Corrective Action

Once the workloads containing sensitive data have been identified as Unprotected, the IT backup
administrators should prioritize protecting these critical workloads. Add a workload to the Protection
Group and select the appropriate protection policy to protect and back up the sensitive workload.

To protect Amazon S3 workloads, refer to Protect Your Amazon S3 Buckets.
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Appendix

Dasera DSPM Overview

Dasera is a Data Security Posture Management (DSPM) platform that automates data security and
governance controls, on-prem and in the cloud, to protect data throughout its journey. It provides visibility,
control, and remediation for structured, semi-structured, and unstructured data across cloud and on-prem
databases, data lakes, and data warehouses. With Dasera, you get robust Data Security Posture
Management (DSPM), Data Access Governance (DAG), and Data Detection and Response (DDR),
enhancing compliance and audit readiness.

Cohesity Data Cloud Overview

Cohesity Data Cloud is a unified platform for securing, managing, and extracting value from your data that
reduces your attack surface, lowers costs, and minimizes risk. Cohesity Data Cloud is available as self-
managed software and SaaS with rich features.

¢ Modern Backup and Recovery—The most comprehensive, modern, web-scale data management
and backup and recovery solution to protect cloud-native, SaaS, and on-prem data at scale. You get
instant recovery at scale and with direct metadata snapshots (so that each backup performs like a
synthetic full), the ability to instantly put backed-up file shares online, and continuous data protection
(CDP).

¢ Traditional and Modern Workloads—Support for VMs, databases, files, containers, cloud-native,
Saa$S, Storage, and traditional workloads.

« Defend Against Ransomware Attacks—Multilayered security architecture with Zero Trust Security,
including granular RBAC, MFA, SSO, immutable snapshots, and ML-based ransomware attack
detection. Protect and recover against ransomware with threat protection, cyber vaulting, and ML-
powered data classification.

e Threat Protection and Data Classification—Highly curated and managed threat feeds, trained with
ML, threat detection and response to your specific needs by augmenting the extensive library of over
117,000 behavioral patterns, create multiple YARA rules defining Indicators of Compromise (I0OC), or
import custom rules. Highly accurate NLP and ML-based engines classify sensitive data,
automatically or on-demand, including personally identifiable information (PII), PCI, and HIPAA.

¢ Global Search and Unified Management—Reduce recovery point objectives to minutes by
eliminating slow-to-access, chain-based backups. A single management platform offering
multilayered security architecture, unifying operations with integrated solutions for backup, CDP, DR,
search, ransomware attack detection, and vulnerability scanning into a single scalable environment.

¢ Cloud Vault—Cohesity FortKnox is a SaaS cyber vaulting and recovery solution that provides your
data with additional layers of managed security and protection against cybersecurity threats. To learn
more, refer to Cohesity product documentation.
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e Cloud Archive—Policy-based data archival to meet long-term data retention, compliance, and
regulatory requirements.

e Cobhesity Cloud Services—Cohesity-managed data security and management with SaaS that runs
multiple cloud data services, including backup, cyber vaulting, threat defense, data classification, DR,
and more on a single multi-cloud platform.

e Cohesity Gaia—combines generative Al with your enterprise data. Unlock data insights by bringing
retrieval augmented generation (RAG) Al and large language models (LLMs) to enterprise data within
Cohesity. Ask natural language questions and get context-rich answers.

e Business Continuity—Simplify business continuity and disaster recovery with automated failover
and failback orchestration for your mission-critical workloads. Get your critical applications online after
a breach or outage through automated orchestration.

e Security Integrations—Cohesity integrates with leading perimeter and end-point security vendors,
giving you greater visibility and actionable alerts in your Security Operations Center (SOC).

¢ Deployment—Software-defined solution for on-premises, public cloud, backup as a service, and
edge sites.

¢ API-first Extensibility—Derive business insights with the Cohesity Marketplace partner ecosystem.
Streamline operations and easily integrate on-prem and cloud environments with pre-built automated
workflows and API integrations.

To learn more about how Cohesity provides Al-powered data security and management, refer to
Cohesity.com.

How to Fetch API Keys from Cohesity Data Cloud

1. In Cohesity DataProtect as a Service, go to Settings > Access Management > Add API Key to
generate API Keys.

= COHESITY Qsearch

DataProtect Cohesity Data Cloud / Protection / DataProtect as a Service
< DataProtec
) 2a% Add AP| Key
¥ asa senice Access Management q|
Users Roles API Keys Tokens Single Sign-On Multi-factor Authentication
OF Dashboard
Name +
[ sources <
~
CiscoXDRintegration-TME
© Policies
SentinelDemo
Activity
Securex-API
) Health
Securex-Testing
&) Audit Logs
Cortex_Cohesity_integration
[ Reports
Sentinal_Security_beat_Punit
6% Settings v
CiscoXDRKey
Access Management
TSE-Demo-MS-WS
Regions
Securexdemo
Saas Connections KR-Cohesity-Sentinal-Integration 8
.

Integrate Dasera DSPM with Cohesity Data Cloud .



http://cohesity.com/

2. Name the API key for identification in the Add APl Key menu and click Save.
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Add API Key

API Key Details

Use API Keys to authenticate an application or script to Helios for management
by APIs. Refer to Helios REST API documentation for details about using these
keys.

Name

Dasera_key

% Cancel

3. Copy the API Key and keep it safe for future use.

API Key Details

The API Key Token will be available only once on creation.
Please store it in a secure location.

Use API Keys to authenticate an application or script to

Helios for management by APIls. Refer to Helios REST API
documentation for details about using these keys.

Name Dasera_key

APl Key Token ® *k sk

°%

Use Helios Mobile App to Scan

SLEAS
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Your Feedback

Was this document helpful? Send us your feedback!
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ABOUT COHESITY

Cohesity is a leader in Al-powered data security and management. Aided by an extensive ecosystem of
partners, Cohesity makes it easier to protect, manage, and get value from data — across the data center,
edge, and cloud. Cohesity helps organizations defend against cybersecurity threats with comprehensive
data security and management capabilities, including immutable backup snapshots, Al-based threat
detection, monitoring for malicious behavior, and rapid recovery at scale. Cohesity solutions are delivered
as a service, self-managed, or provided by a Cohesity-powered partner. Cohesity is headquartered in
San Jose, CA, and is trusted by the world’s largest enterprises, including six of the Fortune 10 and 44 of
the Fortune 100.

Visit our website and blog, follow us on Twitter and Linkedln and like us on Facebook.

© 2025. Cohesity, Inc. All Rights Reserved. The information supplied herein is the confidential and proprietary information of Cohesity and may only
be used (a) by the intended recipients and (b) in conjunction with validly licensed Cohesity software and services. Find the terms of Cohesity
licenses at www.cohesity.com/agreements.

Cohesity, the Cohesity logo, SnapTree, SpanFS, DataPlatform, DataProtect, Helios, the Helios logo, DataGovern, SiteContinuity, DataHawk, and
other Cohesity marks are trademarks or registered trademarks of Cohesity, Inc. in the US and/or internationally. Other company and product
names may be trademarks of the respective companies with which they are associated. This material (a) is intended to provide you information
about Cohesity and our business and products; (b) was believed to be true and accurate at the time it was written, but is subject to change without
notice; and (c) is provided on an “AS IS” basis. Cohesity disclaims all express or implied conditions, representations, warranties of any kind.

Integrate Dasera DSPM with Cohesity Data Cloud .


https://www.cohesity.com/
https://www.cohesity.com/
https://www.cohesity.com/blog/
https://twitter.com/cohesity
https://www.linkedin.com/company/3750699/
https://www.facebook.com/cohesity/
http://www.cohesity.com/agreements

