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ABSTRACT

Physical Server backup and recovery entails challenges because servers contain user directories and
system directories to restore in ways specific to the operating system. Cohesity’s approach for physical
server recovery using the Cristie BMR software provides the best solution for performing physical
server backups of both user and system files and subsequent recovery, either into the same server or
an entirely new server. Cohesity ensures the protection and recovery of the server.
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Because many of today’s organizations leverage physical server infrastructure for their most critical
workloads, they require enterprise-level data protection solutions. Protecting a server, be it physical or
virtual, with a Bare Machine Recovery (BMR) solution has always been challenging because the vendor
landscape has many players with varying capabilities and support structures. Only a few key players
provide an end-to-end solution.

A good BMR solution makes it seamless for the user to recover servers into a new machine where they
do not see a difference between the old machine and the recovered machine. There are several factors to
consider when evaluating and selecting the best BMR solution for your infrastructure:

Recovery Time Objectives (RTOs) and Recovery Point Objectives (RPOs)
Simplicity of the solution

Your organization's data protection & disaster recovery strategies
Heterogeneous operating system support

Integrity and reliability of the recovered system

Platform-agnostic support

NOTE: The scope of this guide is limited to Bare Machine Recovery of physical and virtual Linux servers
that have the Cohesity Agent for Linux installed.

Cohesity has partnered with Cristie Software, a leading provider of BMR, to provide a comprehensive
backup and recovery solution for servers. Achieving your recovery objectives is now more straightforward
with Cohesity. While Cristie’s Bare Machine Recovery (CBMR) software enables you to extract and
bundle your system data files, Cohesity works with CBMR to back up all the mounted filesystems. Using
CBMR with Cohesity helps backup administrators to back up and restore the operating system with all the
file mounts while preserving the state of the applications running on that system.

This solution guide details the steps and best practices for backup administrators to set up, schedule, and
manage bare machine restores of Linux servers using CBMR software with Cohesity, as well as several
recovery scenarios.

Benefits of Using BMR with Cohesity

Cohesity’s BMR solution is built to consolidate and integrate all the backup and recovery capabilities onto
one simple to manage platform. For BMR, Cohesity integration with CBMR facilitates automatic backups
and accelerated recovery of servers directly from backups.

Cohesity’s partnership with CBMR enables enterprises to:

Restore Servers Quickly. Boot from a preconfigured Linux ISO image to start the recovery process.
Bootstrapping from an ISO eliminates the overhead of installing an operating system before launching
your server recovery.
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e Leverage Flexible Bare Machine Recoveries. Use a single platform to protect servers and restore
them to their original state on the same or dissimilar hardware. This process is flexible and gives you
the option to restore a physical server on its original hardware (P2P), migrate a physical server to
another physical server (P2P), recover a physical server as a VM (P2V), or recover a VM as a VM
(V2V). For more, see Recovery Strategies with Cristie BMR below.

e Simplify the Workflow. Use a single, unified window to schedule backups, monitor progress, and
initiate point-in-time restores.

e Storage-efficient Backups. Organize your backups into two types: physical server backups and
BMR-specific backups. Then use Cohesity’s advanced algorithms for compression and deduplication
to dramatically reduce storage consumption and lower protection costs.

e Secure Data. Cohesity employs both in-flight and at-rest encryption based on the solid AES-256 CBC
(Cipher Block Chaining) encryption standard.

Terminology

Several concepts and terms are essential to understand as you learn about Cohesity’s data protection
solution for servers.

Table 1: Terminology for BMR with Cohesity

TERM DEFINITION

Cristie BMR .
ISt The CBMR software enables server recovery onto a bare machine.
(CBMR)
. A pre-created 1SO is available for download from Cristie. The Cristie ISO is
Cristie ISO . .
required to load the CBMR recovery environment.
IPMI Intelligent Platform Management Interface that is used to monitor and manage a
server, including access to the server’s console remotely.

Send Feedback Bare Machine Recovery for Linux Using Cohesity & Cristie


mailto:techguides@cohesity.com?subject=mailto:techguides@cohesity.com?subject=Feedback%20on:%20Bare%20Machine%20Recovery%20for%20Linux%20Using%20Cohesity%20and%20Cristie&body=_______________________________________________________________%0D%0A%0D%0ASubtitle:%20Use%20Cristie%20BMR%20with%20Cohesity%20to%20Recover%20Your%20Linux%20System%0D%0A%0D%0AVersion:%201.0%0D%0A%0D%0ADate:%20July%202021%20%0D%0A%0D%0ASection:%20%0D%0A%0D%0ATable%20Number:%20%0D%0A%0D%0AFigure%20Number:%20%0D%0A%0D%0AFeedback:%20%0D%0A%0D%0A%0D%0A_______________________________________________________________%0D%0A

COHESITY °

Understand BMR with Cohesity

To protect your server for bare machine recovery, you need to back up both the machine configuration
and the data. In our solution, install CBMR on the server that you need to protect to back up all the
mounted filesystems. Install the Cohesity Agent for Linux on the same server, which facilitates
communication between the Linux machine and Cohesity. This allows you to back up the entire server
using a single Cohesity Protection Policy.

When you set up protection for your server, you create two schedules in the same Protection Policy: one
for backing up the volume data and another less frequent schedule for BMR protection.

When the data protection schedule triggers a backup for the first time, it backs up all your data, that is, it
creates a full backup. Subsequent scheduled runs will only capture data that has changed, that is, they
create incremental backups.

When Cohesity triggers CBMR to back up all the file mounts, it runs a full backup each time. We
recommend a less frequent schedule for the BMR backup since the system data files' change rate is low
compared to an application or a database.

Figure 1: Protect Your Server for Bare Machine Recovery
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Recovery Strategies with Cristie BMR

Planning for disaster recovery is a vital part of any company’s infrastructure strategy. A robust disaster
recovery strategy outlines how quickly organizations restore systems from a potential failure. The
magnitude of losses can range from an OS or disk failure to a state where a complete reconstruction of
infrastructure is required. Some scenarios that can require the rebuilding of your entire infrastructure
include:

e Ransomware & malware attacks
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e Damage to the hardware
o Datacenter outage due to natural calamity
e Migrating to an environment that runs on dissimilar hardware

Bare machine recovery is suitable in scenarios where there is a need to efficiently rebuild your
infrastructure . With Cohesity and CBMR integration, you can take advantage of the Cohesity agent for
Linux and the recovery ISO for a tried-and-tested disaster recovery solution. By creating a Virtual Tape
Drive (.vtd) file with all the volume and system data and creating a bootable environment, the entire
recovery process is made simple, reliable, and fast.

To mitigate data loss in the event of a failure, we need to be prepared . Let’s discuss three such recovery
scenarios.

NOTE: The recovery steps for all the scenarios described below are the same. Find those steps in the
Set Up BMR with Cohesity chapter.

Recover Server to Original Machine (P2P)

In case a malware attack or a fat finger error deletes all the data on your server (including system files) or
makes your data inaccessible, but the server remains accessible, you can recover the system back to a
stable state on the original machine using CBMR on Cohesity.

Figure 2: P2P Workflow — Recover Server to Original Machine
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Recover Server to New Machine (P2P)

With CBMR backups in Cohesity, you can recover your server on the same or dissimilar hardware.
Recovery to a new machine is crucial if your server becomes unavailable due to a complete hardware
failure and is also helpful as a data-migration strategy where you restore the server onto a new (similar or
dissimilar) machine.

Additionally, organizations can plan their periodic DR testing to a new (similar or dissimilar) machine.
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Figure 3: P2P Workflow — Recover Server to New Machine
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Recover Server as a VM (P2V)

If your physical server becomes unavailable due to a hardware failure, you can also restore the physical
server as a virtual machine (VM). This approach is also helpful in dev/test use cases where you
periodically need to restore physical servers as VMs.

Figure 4: P2V Workflow — Recover Server as a Virtual Machine
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Recover VM as VM (V2V)

You can also protect a VM by deploying a Cohesity Agent and CBMR and recovering your protected VM.
However, VMware’s native recovery method is more effective in this scenario.
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Set Up BMR with Cohesity

The first thing to do is install CBMR and set it up to protect your server with Cohesity.
To set up and start using CBMR with Cohesity, complete the following tasks:

1. Prepare the physical server for Cristie-Cohesity integration.

Register your server as a Cohesity source and set up protection.

2
3. Download the recovery ISO from Cristie.
4

Recover your server using Cohesity and CBMR.

Figure 5: Cohesity with Cristie BMR Solution Workflow
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NOTE: Before you begin configuring BMR, see the list of supported workflows
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CBMR comes with a licensed BMR software suite, and the software needs to be running on the server
marked for protection. This software runs as a deployment service and coordinates backups with the
Cohesity agent for Linux that must be running on the same server.

To set up your server for BMR protection:
1. Install CBMR.

2. Install the Cohesity Agent for Linux on the same server.

Install CBMR

Start by installing Cristie’s Bare Machine Recovery software. For that, you'll need:

A server running a supported Linux OS. See Physical Servers in the Supported Software list for
Cohesity-qualified versions. For a list of Cristie-supported OS versions, see the Product Support
section in this Cristie BMR page.

Login credentials with root/sudo for the user on the Linux server.
NOTE: The CBMR application requires access to all the OS for backup.

A licensed version of the qualified CBMR Suite. For Cohesity-qualified CBMR agent versions, see
Cristie BMR in the Supported Software list.

To install CBMR:

1. Download your licensed CBMR installation binary and copy the installation file to a temporary
location, for example, ‘/tmp.’

2. The CBMR installation binaries are available in three formats: RPM package, Debian package, and
Tar file.

3. Toinstall CBMR from an RPM package, run the “rpm -ivh --nodeps” command.

Example:

rpm -ivh --nodeps cbmr-8.7.1008-1.x86 64.rpm

4. To install CBMR from a Debian package, run the dpkg command.

Example:
dpkg -i cbmr-8.7.1008-1 amdé64.rpm

5. Toinstall CBMR from a Tar file:
a. Extract the Tar file using “tar xvzf” command

Example:

tar xvzf cbmr-8.7.1008-1.1linux.x86 64.tar.gz

b. Navigate to the extracted folder.
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c. Run install to begin the installation

Example:

./install

6. Check the status of the installation in the “/CBMRCFG/cbmrcfg.log” file.

7. Once the installation is complete, run the licmgr command to check the license and validate the
CBMR installation.

Example:

licmgr -p cbmr

8. The next step is to copy the ubax_monitor file inside the tar package to /usr/bin to monitor the BMR
protection status from the Cohesity user interface.

Example:

# cd cbmr

comr]# cp ubax monitor /usr/bin

IMPORTANT: Remember to reqister with Cristie and activate your Cristie license before your fully
functional 30-day trial period expires.

For more, see CBMR Installation & License Guide For Linux in the Cristie documentation.

Install the Cohesity Agent for Linux

The Cohesity Agent for Linux helps establish the network path between the system image backup and
Cohesity. The agent integrates with CBMR for scheduling BMR backups.

For instructions, see Install and Manage the Agent on Linux Servers in the online Help.
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Protecting your Linux server with Cohesity and CBMR involves two protection schedules. First, with
frequent protection runs for the data, and second, for less frequent protection runs to save your machine’s
configuration. This prepares the configuration for the eventual need to restore the server onto the original
or a dissimilar hardware.

Once you register your Linux server as a Cohesity source, you’ll need to create a Protection Policy to
schedule protection runs for both the volumes (data) and the BMR runs. Finally, you'll create a Protection
Group, enable the option to include BMR backups, and add the Policy you created to schedule the
protection runs. Setting the BMR option in your Protection Group allows the Cohesity agent for Linux to
work in conjunction with CBMR to protect the servers.

IMPORTANT: Contact Cohesity Support to complete this configuration step before you start protecting
your Linux Server.

Register Your Server as a Cohesity Source

The first step in protecting your server is to register it as a Cohesity source. For instructions to register a
source with Cohesity, see Register or Edit a Physical Server in the online Help.

NOTE: While Cohesity supports registering a physical server with its FQDN (fully qualified domain name)
or its IP address, the best practice is to use the FQDN. Using FQDN helps you avoid re-registering the
server if the IP address changes.

After you register a source, navigate to Data Protection > Sources to confirm that it appears on the
Sources summary page.

Create a Protection Policy

In Cohesity, Protection Groups use Protection Policies. Protection Policies reflect business needs, such
as backup and archival frequency, retention requirements for each, as well as Recovery Point Objectives
(RPOs) and Recovery Time Objectives (RTOs). A Protection Group defines operational requirements,
such as which source objects to protect, the Protection Policy to use, and operational considerations like
indexing, exclusions and inclusions, alerts, app consistency, and more. This process of combining
business needs (Policy) with the objects to protect (source data) and the operational requirements
(Group) provides rich flexibility to customers.

A Protection Policy defines:
How source data (like virtual & physical servers) is protected (backup, replication, and/or archival).
The frequency of protection runs.
Where the data is stored.

How long the backed-up data is retained.
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To create a BMR-enabled Protection Policy:
1. Log into Cohesity.

2. Navigate to Data Protection > Policies.

13

COHESITY | |
OF Dashboards Summary
@ Data Protection
_ {t’) Health Storage
Protection
Active Alerts - Last 24 Hours Physical Capacity
Recoveries
| |
53 26.5 T8
Sources @ Critcal ® Used
Policies 0 o 60.4 Ta
ﬁ 54 @ ‘Warning 3 O //0 Availaple
ClotmRetrieve 1 86.9 T
@ Info Total
Runbooks
[~ File Services K 0 Hardware 54 Software 0 Services 11% Data Protection 88% File Services

3. Click Create Policy.

FPolicies

0

LY

|::|'.r-.'

4. Inthe Create Policy form, enter a Policy Name, select the interval and retention times for the
Backup for the data (volumes) on your server, edit the Retry Options if necessary, and specify the

location (Local) to store the Primary Copy.

I Bl Samirrry

Poiy W
BRR-Poliy ﬁ

— Backup

Backup every 1 Days -
=, Retry Options

el @ 5 @

Primary Copy

BAMR Backup

e e O F{[ I] |

Licsg Backup
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5. Click BMR Backup from the menu on the right to add a BMR Backup to the Policy.

BMR Pobcy

-
>

01 DE

£ 2

1%

D sadn .
- 4 eia
Crests Cancnl

6. Under BMR Backup (Physical Server), set the Create frequency and day, and adjust the Retain
period. Then click Create.
Create Protection Policy

.y ———

AV Peducy

"‘ 2O) Regie w O A . O M Onn

For more details, see Create or Edit a Standard Policy in the online Help.

Create Protection Group

Protection Groups combine operational requirements with the business requirements defined in a
Protection Policy. Multiple Protection Groups can use the same Protection Policy, but each group can
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have only one policy. Protection Groups protect specific source objects, such as virtual servers, physical
servers, views, SQL servers, Oracle databases, remote adapters, pure storage volumes, or network-
attached storage (NAS).

The process to create a BMR-specific Protection Group is very similar to steps involved in protecting
other sources except for an additional step to enable BMR backups. The steps to enable BMR backups
are elaborated below.

NOTE: Validate if you completed this configuration step before you configure protection for your Linux
Server.

To create a BMR-enabled Protection Group for your server(s):

1. Navigate to Data Protection > Protection.

COHESITY | |
EE Dashboards Summary
@ Data Protection v
Health Storage
Protection
ﬁ Active Alerts - Last 24 Hours Physical Capacity
Rec ies
u
53 26.5 T
Sources @ Critical ® Used
Policies 0 ) 604 T3
54 _— 31%
CloudRetrieve 1 86.9 e
@ Info Total

Runboocks

[ File Services > 0 Hardware 54 Software D Services 115 Data Protection 87% File Services

2. Click Protect and select Physical Server > Block-based.

Protection ?

50 9 12 5 1 57 14

o @35 —
O @t

oO@”

@

o
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3. Inthe New Protection form, select Physical Servers for Source and choose the specific servers

you wish to protect.

w @ FPhysical Server (Block-based) I

Source
el e

Pirpibeal Sereeri

Objects

0

Search By Mama O e e .

4. For each selected object, click the Edit button on the right, select Take BMR backup in the dialog,

and click Save.

This step enables the Cohesity Agent for Linux to coordinate the entire physical server backup with

Options for = -

Take BMR Dackup
NN My DAotect &l volurnes O ths Served

the CBMR deployment service on the physical server.
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5. Once you have added the BMR backup to your source(s), click Save Selection.

ﬁ @ Physical Server (Block-based) I

Source

Objects

6. Enter a Group Name and select the Policy you created earlier.

X New Protection
@ Physical Server (Block-based)

Source

Protection Group

@~

D) Mo oo O twntng Gomp
BVIR Unux Protecton g
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7. Select a Storage Domain, edit the Start Time if necessary, and click Protect.

ﬁ @ Physical Server (Block-based) .

Source

Objects

1 1

P Sy ot g

Protection Group

BAER LN Prosection

For more details, including the Additional Settings in a Protection Group, see Add or Edit a Protection

Group for Physical Servers in the online Help.
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Recover Your Server Using Cohesity with CBMR

Cohesity facilitates the recovery of BMR backups, to both the original and alternate machines, at various
degrees of granularity. During a BMR-enabled backup, all the mounted filesystems are copied to Cohesity
as Virtual Tape Driver (.vtd) files to provide a seamless restore experience to the user. For a BMR
recovery, the desired point-in-time state of the server is exposed as an NFS share. This NFS share is
mounted while booting the recovery ISO to perform restoration of all the mounted filesystems. The restore
process is hassle-free and automatic and it does not compromise the integrity of the server. You need not
install the OS or manually partition the disk.

Recovering your server involves the following tasks :

1. Fetch the NES share from Cohesity.

Boot the recovery ISO.

2
3. Recover your server using the CBMR Recovery Environment.
4

Tear down the recovery Path after completing the recovery.

Figure 6: Recover Your Server using Cohesity with CBMR

Boot the Downloaded  Recover the Physical Server
Recovery ISO CBMR Recovery Environment

LI - A
New Physical Server ‘

Cohesity
Cohesity Hel E
DataCenter | Edge | Cloud
NFS
Fetch NFS Share Tear down the

recovery path

IMPORTANT: For a smooth recovery process, before you start, ensure that:

The IP address of the machine you are recovering onto is allowlisted in Cohesity.

Fetch the NFS Share from Cohesity

To start the recovery process, you’'ll need to fetch the complete NFS share from Cohesity. Fetching this
NFS share is a two-step process.

1. Getthe unique recovery path that reveals the folder information.

2. Mount the unique recovery path temporarily to validate the recovery path that the recovery ISO will
use.
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To fetch the unique NFS share path for a bare machine recovery from Cohesity:

1. Log into Cohesity.

2. Navigate to Data Protection > Recoveries.

COHESITY
88 onteore Summary v
R b Health Sorage
y 3 53 a
Crees 28
" ® et
56 .
s ey 849
: 3%
R 816
a Protection Compliance
z = s Ocher
g - .
e 4% Other 94% NAS
NAS L
() Gpeestontionnn RRSpp— -
3. Select Recover > Physical Server > Physical Server.
Recoveries W
Files or Folders
0 0 0 0 0 »
& Succeeded & Warning i Faded & Running % Canoeled
2
Recowered Fram = RecoveryType - Status = ( Apr16, 2021-Apr22, 2021 %) Q
HAS *
Recevery Task Start Time 4 Status Duration
Microsaff 365 L]
Na Recoveries found,
s O Foddie Physical Sepeer L3
It gy unt Applicat :r@ .
Physical Sgrver SAM
Wiew
Hadoop L]

Universal Datas Adapter
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4. Enter aterm to search by Server or Protection Group Name. In the search results, click the server

you wish to recover.
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5. Select the BMR Recover Point, click the Edit (pencil) icon.

@ Flyiical Server
bmr
Sosare: - Protectian Gravg - o age Caraan - A T J0TH - A 33, QT ®

= 4 .-

Pt Ihs i M o B P | Lkt Mg T aads it

Selected (1)

A DASNTAS

4Ty Mg 11, B3N SHam

= i L
BAE R by

=

&
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6. Select the Show only BMR snapshots option, choose a recovery point, and click Select Recovery

Point.

Edit recovery pointfor = = &
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7. Accept the auto-generated Task Name or enter a new one if you wish to and click Get Path to reveal
the NFS share path.

New Recovery

‘ Recover8MR 0

8. After a few moments, the Path for BMR appears, which is the NFS share path that you will mount in
the Cristie recovery wizard. Copy the NFS share path and save it.

B Recover-BMR Gaio Recovery

Rt ervered By s Type Py f Protection Ceoup AME-F) From 102 165 RS Recovery Poank t

Success Oct 20, 2020 7:54pm 1s

NOTE: Make sure to tear down the NFS share after the recovery is complete.

9. On your original or spare Linux machine, mount the NFS path fetched in the previous step.

Example:

mount -t nfs 10.14.17.9:/cohesity int 670090 _£f062 /nfs-mount-test

NOTE: This validation is an optional step. You can skip ahead to boot the recovery ISO on New Bare

Machine.
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-4
~]

~]1# mount -t nfs sacOl-pm-hoswell6-pl-
vip.pm.cohesity.com:/cohesity int 670090 f062 /nfs-mount-test

~1 4

10. Navigate to the mounted path.

Example:

cd /nfs-mount-test

[root@bmr linux sg /1#

[root@bmr linux sg /]# cd /nfs-mount-test
[root@bmr linux sg nfs-mount-testl# Is
5205389011866424 1604511156205 5082

[root@bmr linux sg nfs-mount-test]#

11. Change directory into the subfolder and list the directory contents and check if the system.vtd file is
present.
[root@bmr_linux_sg /]l# cd /nfs-mount-test
[rootlbmr linux sg nfs-mount-test]# Is
52053890118664724 1604511156705 5082

[root@bmr linux sg nfs-mount-test]# cd 5Z053890118664Z4 1604511156205 508%
[root@bmr linux sg 52053890118664Z4 1604511156205 508Z]# Is

system.vtd

[root@bmr linux_sg 52053890118664%4 1604511156705 508714

You are now ready to boot the recovery ISO.

Boot the Recovery ISO on New Bare Machine

Now that you have the complete path to the ISO image and the system.vtd file, you are ready to boot it on
the new bare machine. To do so, you will log in to the IPMI of the bare machine to launch the KVM
(keyboard, video, and mouse) console. From there, you will launch the Cristie recovery wizard to recover
the protected server onto the new machine.
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NOTE:

24

e This process involves recovering your server onto a new bare machine (P2P), but you can also
recover it onto a VM (P2V). See Boot the Recovery ISO on a VM.

e In this section, we cover steps to recover to a new bare machine using Dell Remote Management
Controller as IPMI. These steps may differ depending on the IPMI you choose.

To boot the ISO on a new bare machine:

1. Log into the Remote Management Controller of the new bare machine. Navigate to Server
Information > Serial Over LAN > vKVM & vMedia > Launch.

Dell Remote Management Controlier

DAL

Network

Sessions
Update
Utilities

Virtual KVM and Media Launch

Support Help About Logout

Welcome root (Administrator) |
Fri Feb 28 2020 17:30:34

Server Information Max Sessions. 6
Sensor Monitor
o Poar |Active Sessions. o
Control Remote Port 7578
System Event Log [Video Encryption Enabled Yes.
- Event Management Proferred Clent Type Java
Platform Events
Trap Settings
Email Settings
Serial Over LAN ek el
VKVM & vMedia Yes
cl Max Sessons. 1
ration |Active Sessicas. o
Enablod No
[Profeired Clant Type __

2. Click Launch Java KVM Client.

Virtual KVM and Media Launch

Send Feedback

Bare Machine Recovery for Linux Using Cohesity & Cristie


mailto:techguides@cohesity.com?subject=mailto:techguides@cohesity.com?subject=Feedback%20on:%20Bare%20Machine%20Recovery%20for%20Linux%20Using%20Cohesity%20and%20Cristie&body=_______________________________________________________________%0D%0A%0D%0ASubtitle:%20Use%20Cristie%20BMR%20with%20Cohesity%20to%20Recover%20Your%20Linux%20System%0D%0A%0D%0AVersion:%201.0%0D%0A%0D%0ADate:%20July%202021%20%0D%0A%0D%0ASection:%20%0D%0A%0D%0ATable%20Number:%20%0D%0A%0D%0AFigure%20Number:%20%0D%0A%0D%0AFeedback:%20%0D%0A%0D%0A%0D%0A_______________________________________________________________%0D%0A

COHESITY

3. Clicking the Launch Java KVM Client downloads a Java Network Launching Protocol (JNLP) file,
which you can use to launch a KVM session. Launch the .jn1p file to start the KVM session.

<5 5 | Downloads
File Home Share View
& & A~ & > ThisPC > Downloads >

# Quick access
| viewer,jnlp(10.2.163 (1) 2020 5:06 AM

Bl Desktop
. bac \b 272
4 Dowploads : double-click
- Workmg=wroowsso
E Do@nts CBMR installable 2020 4:38 PM File f
= Pictures Windows Kits 2 2019 2:44 PM

Documentation
Help
iso

System32
A video viewer running the KVM session opens.

@ Video Viewer - - O X

File View Macros Tools Power Help
Copyright (C) 1997-2889, Intel Corporation

CLIENT MAC ADDR: GUID:
"XE-E53: No boot filename received

PXE-MBF: Exiting Intel Boot Agent.
o bootable device insert boot disk and press any key

Intel(R) Boot Agent GE v1.5.43
copyright (C) 1997-2813, Intel Corporation

Media test failure, check cable
Exiting Intel Boot Agent.

Intel(R) Boot Agent XE vZ2.1.58
Copyright (C) 1997-2889, Intel Corporation

Media test failure, check cable
Exiting Intel Boot Agent.

Intel(R) Boot Agent XE v2.1.58
copyright (C) 1997-2889, Intel Corporation

"LIENT MAC ADDR: GUID:

root | 26.5fps| 26.117 Kbis
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4. Return to the Remote Management Controller and click Launch Java VM Client.

Welcome root (Administrator) |
Fri Feb 28 2020 17:30:34

Virtual KVM and Media Launch

Launch Java KVM Client Launch Java VM Client
) Use above buttons to launch dient KVM and VM.

5. Clicking the Launch Java VM Client downloads another .5 n1p file called ‘data.” Double-click this file
to launch a Virtual Media Session.

¥ | 2 | = | Downloads

Home Share View

&« > ~« o & > ThisPC > Downloads >

v 0
Name Date modified Type Size
»#* Quick access
B ki . LE)viewerjnip(102.163 (1) 1/17/20205:06 AM  INLP File 3KB
; P £ dag: 1/17/2020 5:02 AM  JNLP File 3KB
ds of ] \“ 2728/ 3
: 2/28/2020 5:31 PM File folder

) _double-cl-ck
& D ts A W TywrOweR DK 1/13/2020 3:47PM  File folder
&/ Pictures * CBMR installable 1/2/20204:38PM  File folder

Doc ion Wind Kits 12/20/2019 2:44 PM  File folder

Help

iso

System32

6. A Virtual Media Session opens. Click Add Image.

‘ ) \ -

5 Transfer Rate: 0 kbps
Mapped | ReadOnly|  Drive || Exit
O ¥ & D:-copvp

| c e

|
|
Add o de.. |
|
|

[
[ Remove Image
|

« i ] ID Details ¥
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7. Navigate to the folder from where you had downloaded the Recovery ISO image from Cristie. Select

the recovery ISO and click Open.

2 Open -

Look In: | Downloads

-
] backup 1@

|D chmr-8.7.1008.linux.x86_64.is0

File Hame: chmr-8.7.1008 linux.x86_64.is0

Files of Type: |Disk image file (*.is0, *.img) -

Open Cancel

0

8. Select Mapped to map the recovery I1SO to the target host.

£0) Virtual Media Session - %8 %2 71 10 =[]

Transfer Rate: 822 kbps

Client View :
Wapped ’ Read Only | Drive Exit
r ~ & D:-CD/DVD
® C:\Users\AdministratoriDownloads\cbmr-8.7 Create Image
Add Image...
P 3 Details #

9. Return to the Video Viewer and select Power > Reset System (warm boot).

» | Video Viewer - | |- ol

fle View Macros Tools | POlee Help

Power Off System
Gracetul Shutdown

Reset Sy ) (warm boot)

Power C ‘b System (Cold boot)
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10. On KVM reboot, the KVM session loads the mapped ISO image. Accept the License Agreement.

Cristie Recovery Environment

Cristie Software Limited - Licence Agreement

PLEASE READ THE FOLLOWING LICENCE AGREEMENT BEFORE
INSTALUING OR USING THIS SOFTWARE, CONTINUING WITH THIS
PROCESS INDICATES THAT YOU HAVE READ AND ACCEPTED ALL THE
TERMS AND CONDITIONS OF THIS AGREEMENT. IF YOU DO NOT
AGREE TO THE TERMS IN THE AGREEMENT, PROMPTLY RETURN THIS
PRODUCT FOR A REFUND.

This software is a proprietary product of Cristie Software Limited and s
protected by copynight kaw Any confidentiad infoemation inhecent within the
software bedongs 10 Cristie Software Limited who retain title 10 the ownership
of the program. You are Scensed 1o use the software on the following terms
and conditions, This licence I non-exclusive and Cristie is free 10 Icense
other parties on tesms It deerns it

1 This software may only be used on a single computer unkess a multiple
site licence has been agreed. The software may not be copsed 1o more
than one computer of 10 any other device, except for the purposes of
performing a secunty backup,

2. You may not rent of lease the software or otherwse transfor of assign
the right to use the Software Save With the prior weitten consent of

Criste Software Umited
3. You may not decompile, &s Di0, reverse engineer, of in any way
moa!ymeproqnm:ooevmmmepnummcm«dcmu
Software Limited
1 Decline | 1

11. Once the License is accepted, the Cristie Recovery Environment opens.

[ Cristie Recovery Environment — Mozilla Firefox &

€ Cristie Recovery Environ: X | +

<= C @ @ localhost/main_menu.php

- Cristie Recovery Environment (CBMR 8.7.1008)
€)Crl istie

software

Automatic Recovery

| Manual Recovery

Show log files

.:; Copy log files to a remote location

To continue, go to Use the CBMR Recovery Environment.
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Boot the Recovery ISO on aVM

The recovery process is very similar to restoring a physical server to a virtual machine but takes
advantage of VMware vCenter® to load your recovery 1SO.

To recover the backup as a VM:

1. Upload the Recovery ISO into the vCenter.

2. Boot the VM using the uploaded ISO.

3. The boot process launches a CBMR recovery wizard. Follow the recovery wizard (in the next section)
to complete the recovery.

For detailed instructions on deploying a VM from an I1SO, see Deploy a Virtual Machine from a Template
in VMware’s documentation.

To continue, go to Use the CBMR Recovery Environment.

Use the CBMR Recovery Environment

When the recovery ISO is booted, it initiates an OS installation-like boot procedure. The boot process
loads the Linux driver, and the CBMR Recovery Environment opens.

To recover a server to its original state using the CBMR automatic recovery wizard:

1. Configure the network to access the NFS share exposed from Cohesity.

2. Use the recovery wizard to initiate recovery.

Configure the Network

The server marked for recovery must be configured in the network to access the NFS share from
Cohesity. We recommend that you configure the network before you initiate the automated recovery.

To configure the network for recovery:

1. From the CBMR wizard, click Tools.

écristie v
) software

- Automatic Recovery
' Manual Recovery
.

S 4

/ Tools
Show log files

- Copy log files to a remote location

. Reboot
-
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2. From the Tools window, select Network Setup and click Start.
8] Taols - Hozills Firefox =

() localhost/tools phy w 90

1] ﬁ

- Load Driver
X Load Answerfile

ka4 Network Setup
%Aamge Backup Locations
S8 coy ey Reposiry
. Set Keyboard Layout
Change password

Start SSH
- Run sheil

%Jﬁ_szl

3. Inthe Network Setup, configure the network to an IP address and gateway. You have two
configuration options:

o Enable DHCP to Obtain an IPv4 address automatically for dynamic IP address allocation.
o For Static IP configuration, enter a valid IPv4 Address, Subnet Mask, and Gateway.
o Click OK.

81 Metuork Setup = Mozilla Firefo:

D localhostnetwork setup phy e @ | =
Network Setup

Interface: SRS REe v

1P Address: ' :9 —~
Subnet Mask: [T T @

Gateway: @
Hostname: cristie

Nameserver:

% Cancel |

NOTE: Make sure the IP address is accessible from Cohesity.
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4. Once the network setup is complete, click Close.

Start Network

disrec (c) Cristie Software Ltd.
2004-2019

hostname:

cristie

eth
ethl
eth2
eth3
Network setup complete

ﬂ Close

Use Recovery Wizard to Initiate Recovery

With CBMR Automatic recovery wizard, a restore sequence automates access configurations and file
restores. You will have the option to choose the hostname and the network settings of the target machine.
The target hardware may be different from the source hardware. In such cases, you can load the
additional drivers required for the new hardware.

To initiate recovery:

1. Inthe CBMR wizard, click Automatic Recovery.
Cristie Recovery Environment (CBMR 8.7.1008)

€cristie ]

software ( |

Automatic Recovery

Manual Recovery
L o

/ Tools

Show log files

-
- Reboot
-~

NOTE: Automatic Recovery workflow handles the recovery process and configurations. However, you
can select Manual Recovery if you wish to have greater control in restoring your systems (for
example, in creating and formatting partitions and volumes).

Copy log files to a remote location
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2. Select File as the restore type and click Next.

8] Select Restors Typs - == P

(1) localhostict mr_setup location.php ese e Q B

Select Restore Type
This wizard will take you through the steps to fully recover your system from a backup.

Select the type of restore:

le
SM
\_/ Tm

Click [Next] to continue

Network Setup |

%> ] Cancel

3. On the following page, the wizard prompts you to enter the location to the Virtual Tape Drive (.vtd)
file. Click Browse and select Mount Network Share / Device.

) (8] S=lect File - Mozills Firefox

(@ localhost/browse files.php?directory=/mntivtd&pattern==*.vid o O Q =
¢ &ZImntivtd
Mount N Share / Device |

(23 -/ 28 Nov 2819 11:24:59

Oooale New Directory

4. Inthe Mount Network Share/Device screen, enter the following details:

a. Share/ Device: The recovery path fetched from Cohesity.
b. IP Address: Enter the FQDN / IP address of your Cohesity environment
c. Domain: Enter the domain details of your Cohesity environment

Click OK to mount the NFS share.
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5. CBMR Recovery Environment mounts the NFS share. Click Close. Then click the mounted drive and
select the system.vtd file.
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6. Click Next to continue.

: /mntNVtd/5205389011866424_1 | Bic

7. Specify the Configurations ( if any) and click Next.
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8. Click Next.

Dataset number = 0
AREA HEADER:
Name =
Comments =

Compression Method = 0
Time Created = Wed Apr 21 12:36:52 2021
Volume Number = 0
Backup Version = 8.7.1008
Vg tn ety
to area
Reading d information
Building file list for /CBMRCFG/disrec.ini
Moving to data area
Restoring 3
/

fetc/cbmr/
disrec.ini (45644)
Files
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10. The CBMR recovery process transfers the data backed up on Cohesity and restores them on the
target server to create a replica of the original server. The Recovery Status dialog displays the

progress through the recovery process.
5 % - Hozilla Firefo

@ localhost/show_output.php - @ % =

Recovery Status

98B3-40FB-B1F4

-609C3157773C_1_vmfsfvar/spool/up2date
fmnt/fslashfopt/cohesity/agent/data/agent/tmp/vol_mounts/1613467806512794_task298221_|Eigent_vmfs 68AB498C-
98B3-40FB-B1F4

-609C3157773C_1_vmfs/vartmp
/mnt/slash/opt/cohesity/agent/datajagent/tmp/vol_mounts/1613467806512794_task298221_1_agent_vmfs_68A8498C-
98B3-40FB-B1F4

-609C3157773C_1_vmfsfvar/yp

/mnt/slash/opt/cohesity/agent/data/config

/mnt/slash/opt/cohesity/agent/dataflogs

/mnt/slash/opt/cohesity/agent/software

/mnt/slash/opt/cohesity/agent/software/crux

Imnt/slashjopt/cohesity/agent/software/crux/bin

blkid (0)

clear_old_mount_points.sh (2190}

cohesity_linux_agent.sh (1431)

command_path.sh (5597)

commen.sh (10644)

dlls_dir.tar.gz (57199509)

fdisk (0)

jg-linux64 (1346008)

linux_agent.sh (15781)

linux_agent_exec (120409808)

set_env.sh (3543)

uda_jq_bin.tar.gz (1308537) I

vm_mounter.sh (8818)

Ll Abort | Close |

11. CBMR recovery wizard completes the recovery by restoring all the mounted filesystems from the

source. Click Reboot to complete the recovery.
Cristie Recovery Environment (CBMR 8.7.1008)

s - -
@crlstle 2]
s software
. Automatic Recovery
)

e

| Manual Recovery
L

/ " | Tools

)
e/

Show log files
| Rm—

= ' Copy log files to a remote location
|

! Reboot
i ’ |

12. Log in to the target machine and validate the recovery.

36
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Tear down the NFS Share

The recovery workflow initiated from Cohesity opens a gateway to fetch the Virtual Tape Drive (.vtd) file.
Leaving this connection open is a security risk. As a best practice, we recommend you tear down the
exposed NFS path after completing the recovery.

To tear down the NFS share:

1. Log in to Cohesity.

2. Navigate to Data Protection > Recoveries.
COHESITY

B3 owstows Summary v
- [3
,@ 53 &
28

Health Storage

£49
e W ) e
» LT
G e kDo Protection Compliance
;s - ™ A
v»
{
e vy Ot
. .
4% Other 94% NAS

(D) 5wt v o 4 e o A o

3. Select the recovery task used for fetching the NFS

COHESITY | =
Recoveries

3 0 1 0 0

[ -~ w 3 © Fakes ANy % Canceled

° 1 e

4. Click the Tear Down button from the top right corner to delete the recovery path.

mttgmrmetst ¥ G O H 0" &

@ Recover-BMR Go o mecovery

You have now recovered and restored your server onto a bare machine.
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Appendix A: Troubleshoot BMR

For information about troubleshooting BMR, see How to troubleshoot Cristie Bare Machine Recovery
(Cristie BMR) in the Cohesity Support portal.

Appendix B: Cristie Resources

Use these links to register your Cristie software, activate your license, and read the Cristie
documentation:

Cristie Registration

Licensing Portal

CBMR documentation

CBMR User Guide

CBMR Installation Guide

CBMR support matrix
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and data compliance, security, and analytics -- reducing complexity and eliminating mass data

fragmentation. Cohesity can be delivered as a service, self-managed, or provided by a Cohesity-powered
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