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ABSTRACT

Securing data backup systems is a critical part of any organization's security strategy, as it ensures that
critical data is protected against accidental or malicious loss. Compromised credentials is one of the most
common reasons for successful ransomware attacks. Once an attacker has a set of credentials then he
basically becomes an insider threat. Cohesity now partners with CyberArk Privileged Access Manager
(PAM) to further enhance cyber resiliency and combat threats from ransomware. CyberArk PAM secures
privileged accounts on Cohesity Cluster by vaulting the credentials and automating password rotation.

This guide explains how Cohesity can seamlessly integrate with CyberArk PAM and provides granular
control and enables organizations to manage and monitor privileged accounts, enforce access policies,
and detect and respond to suspicious activities.
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Figure 1: Security-forward Identity and Access Management for Your Data with
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In today’s digital world and modern enterprise landscape, password management is a critical aspect of
cybersecurity. Passwords are the first line of defense against unauthorized access to sensitive
information and systems. Many organizations find managing passwords challenging due to the increased
number of passwords, the rising complexity of password requirements, and the frequent sharing of
passwords across IT teams.

Over 80% of basic Web Application attacks can be attributed to stolen credentials. In the past five years,
there has been a nearly 30% increase in stolen credentials, making it one of the most tried-and-true
methods to gain access to an organization.

With the correct integration approach, organizations can prevent unauthorized access to critical clusters,
safeguard their sensitive assets, and ensure the resilience of their data backup and recovery system.
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Organizations face several challenges in protecting, controlling, and monitoring privileged access of
clusters without the integration with CyberArk Privileged Access Manager (PAM) including:

Managing cluster credentials: As service accounts of hundreds of Cohesity clusters are shared
between multiple admins, organizations may rely on manually intensive, error-prone administrative
processes to rotate and update cluster admin credentials. This can be an inefficient and costly
approach.

Monitoring session of privileged accounts: Organizations cannot centrally monitor and control
privileged sessions activity to Cohesity clusters, which increase the chances of intentional or
unintentional misuse of privileged accounts.

Managing risk and threats: Without privileged access management Solutions, organizations can
increase the risk of data loss and breaches due to compromised credentials of privileged accounts
such as the default admin, support user, and IPMI user.
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Integrate CyberArk Privileged Access Manager with
Cohesity

Elevate Resilience and Efficiency with Cohesity and
CyberArk

Organizations implement Privileged Access Management (PAM) to protect against the threats posed by
credential theft and privilege misuse. PAM refers to a comprehensive cybersecurity strategy comprising
people, processes, and technology. It is used to control, monitor, secure, and audit all human and non-
human privileged identities and activities across an enterprise IT environment.

Together, Cohesity and CyberArk help reduce business risk by simplifying the need for complex identity
credentials and monitoring privileged access to data to prevent ransomware threats. CyberArk Central
Policy Manager (CPM), integrated with the Cohesity data security and data management platform,
eliminates the need for time-intensive manual credential management processes while securing user
identities from cyberattacks. Administrators can also gain secure and controlled access to the Cohesity
cluster and IPMI interfaces through CyberArk Privileged Session Manager (PSM), eliminating the risk
from internal and external threats looking to compromise user identities and data.

Figure 1: Security-forward Identity and Access Management for Your Data with Cohesity and CyberArk
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Use Cases

Managing passwords and monitoring sessions for critical systems are essential to maintaining a strong
security posture in an organization. Password management ensures that passwords are secure, complex,
and can’t be shared, while session monitoring allows administrators to track and audit privileged access
to critical clusters.

Cohesity supports two use cases with existing CyberArk integration:

1) Manage privileged credentials through CPM

You can automatically discover, and onboard
privileged credentials used by Backup Admin.
Centralized policy management allows security
. focused CyberArk administrators to set policies
@')ﬂ | et e Dt ClouT for password c.:omplexity, and fre.quency.of
password rotations for all Cohesity service
accounts. Automated password rotation helps
strengthen security while eliminating time-
intensive, manual processes for the IT teams.

2) Isolate and monitor sessions through PSM

You can maintain compliance with recorded key
events and tamper-resistant audits. Establish
secure, isolated remote sessions to Cohesity

) interfaces and record all activity during that
_ session. CyberArk secured accounts never
) © directly connect to clusters, reducing the risk of

credential compromise and session hijacking.
Session recordings are securely and centrally
stored to make it easy for security, audit, and
compliance to increase accountability.

Supported Cohesity Plugins and Connectors

Cohesity has developed plugins in partnership with CyberArk for the below solutions which you can
download from CyberArk Marketplace:

Privileged Credentials Management: CyberArk Central Policy Manager (CPM) controls and
manages the vaulting policies which can change passwords automatically on remote machines and
store the new passwords in the password vault, with no human intervention, according to the
organizational policy. It also enables organizations to verify passwords on remote machines and
reconcile them when necessary.

The following CPM plugins are available for download on CyberArk Marketplace:
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Cohesity Data Cloud: Import this platform on your CyberArk PVWA to automate the credentials
management of the Cohesity cluster accounts like the default admin account or other local
accounts.

Cohesity Cluster OS: Import this platform on your CyberArk PVWA to automate the credentials
management of the Cohesity cluster “support” user account.

Cohesity C-Series CPM: Import this platform on your CyberArk PVWA to automate the
credentials management of the Cohesity C-series IPMI user account.

Privileged Session Management: CyberArk Privileged Session Manager (PSM) enables
organizations to secure, control, and monitor privileged access to network devices by using Vaulting
technology to manage privileged accounts and create detailed session audits and video recordings
of all IT administrator privileged sessions on remote machines.

Below are the PSM plugins available for download on CyberArk Marketplace:

Cohesity Data Cloud PSM: With this integration, customers can initiate secure sessions to
Cohesity Dashboard (cluster Ul) with single sign-on from CyberArk PVWA and record any
activities that occur during these sessions.

Cohesity Iris CLI PSM: With this integration, customers can initiate secure sessions to
Cohesity Iris CLI with single sign-on from CyberArk PVWA, as well as record any activities that
occur during these sessions.

Cohesity C-Series PSM: With this integration, customers can initiate secure sessions to the
Cohesity C-Series IPMI web interface with single sign-on from CyberArk PVWA and record any
activities that occur during these sessions.

Customer Benefits

Successful integration of Cohesity Data Cloud with CyberArk provides several benefits:

Manage & Secure the Credentials: Cohesity service accounts like default admin, support user, and
IPMI will be more secured as passwords are secured in Digital vault with configured password policy
(rotation, password complexity, etc.).

Enhanced Security: Sessions to Cohesity interfaces like web Ul, CLI, SSH, or IPMI are more
secure for external attackers, and malicious insiders do not get access to privileged accounts.

Defend Against Attacks: Secure privileged accounts as it eliminates the risk of sharing passwords.

Reduce Cyber Risk: Minimize revenue loss, downtime, and theft of critical data and intellectual
properties by reducing the risk of compromised privileged access and credentials. Lower the risk-
exposure of enlarged attack surface due to multiple identities through secured and automatic rotation
of privileged access credentials.

Maintain Audit & Compliance: A single solution framework containing comprehensive audit and
compliance requirements boosts organizational visibility. It makes it easy to monitor, manage and
audit across all identities (IT admins, remote workers, third-party vendors, etc.) and resources for
data. Administrators can record all privileged access activity and terminate sessions if threats arise.
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Configure CyberArk Plugins

This section details the step-by-step procedure on how to install the plugins from CyberArk Marketplace
and configure the Cohesity cluster for password management and establish the Privilege sessions.

Download the Cohesity CPM Plugins & PSM Connectors

1. Login to CyberArk marketplace and under CyberArk Integrations, search for “Cohesity”.

2. All Cohesity Platform supported plugins & connectors will be popped up.

e Cohesity Data Cloud

e Cohesity Cluster OS

e Cohesity C-Series CPM

e Cohesity Data Cloud PSM

e Cohesity Iris CLI PSM

e Cohesity C-Series PSM

sl
@
)
@

to!
"

CyberArk Integrations

All

Newest
Featured
Most Popular

Top Rated

» CyberaArk Solution
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» Privilege Cloud

cohesity

6 Results Clear All Filters
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32 Downloads
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Manage Cohesity Cluster D...
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55 Downloads
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Connect securely to Cohesit...

Privileged Session Management
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Cohesity Data Cloud PSM

Connect securely to the Co...

Privileged Session Management

24 Downloads
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Cohesity Cluster OS
Manage Cohesity Cluster 0S...
Privileged Credentials

Management

33 Downloads
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Create a secured session to ...

Privileged Session Management

20 Downloads
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3. Download all Plugins and Connectors on PVWA Server. E.g., click the Cohesity Data Cloud tile.
Click DOWNLOAD.

- .
Cohesity Data Cloud DA

. CRETY Developed By CyberArk @

) Dowrdosds &1 Cevisted
o Overview Reviews Versions
L
-y Support Contact
¥l
A Resources
.

& cvseranx
4. Log into CyberArk PVWA web console. Go to Administration > Platform Management> Import
platform.
e Cohesity Data Cloud
e Cohesity Cluster OS
e Cohesity C-Series CPM

CYBERARK ssgn 2200 | @ s
a Privileged Access Manager
ants Groups Rotational Groups
€&) system Health
B Accounts
Verify password Change password Reconcile password
Privileged Sessions v Peria Manua Perio. Manual Automatic Manual Access workflaw policies
® eged Sessio
Policies
Applications
o0l Reports
2)
23] User Provisioning v

6% Administration
Platform Managem
0IDC Authentication 3

(‘D Online help

itps/fwin-uddaTomtes3/ PasswordVault/y | 0Platiomms »
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Configure the Master Policy

Before you start adding Privilege accounts on PVWA, ensure to enable the Master policy on PVWA.

1. Loginto PVWA and Select Policies> Master Policy.

2. Select Password Management Section and set the “Days” Value as per organizational policy.

Master Policy @

POLICIES
a Master Policy
¥ Privileged Access Workflows
Policy by Platform R =
m Access Control (Safes)
@)
)
of
¥ Password Management
| E_’: Policy Rule Valve
Require password change every X days
@ Require password verification every X days \b
¥ Session Management
000 Policy Rule Value
; priv '] lati b
Record and save tiv
23
> Audit
@ CYBERARK

Exceptions

Exceptions

Exceptions

Administrat

Rule Preview

Requre password change every X days @

VALUE

14 Days
¥ ADVANCED SETTING!

None
» EXCEPTIONS

@ C]

£t Settings Add Exception

3. Select Session Management and update the VALUE as Active to establish the secure se

ssion.

Y

POLICIES Master Policy @

Master Polic
* Privloged Access Workiows

Policy by Platform i

o)

e?') Access Control (Safes)
@)
<

@] R :
¥ Password Management
| &) Policy Rule Value

¥ Session Management
000 Policy Rule Value
2%

» Audit

CYBERARK

Exceptions
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ol il v o @
VALUE

| e g
v ADVANCED ssmNGs{'_;)

None

» EXCEPTIONS

@ C)

Edit Settings Add Exception
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Secure Multiple User Accounts on CyberArk

To secure multiple user accounts on CyberArk, you can Configure the Cohesity CPM Plugins on PVWA
by following the below steps.

Cohesity Data Cloud Plugin

Cohesity Data Cloud offers multiple user accounts to access the Cohesity dashboard, and CLI console.
You can add the Cohesity user account on CyberArk PVWA to secure & manage the passwords by
following below Steps.

1. Add all the user accounts that you want to manage through CyberArk PAM. Select Accounts >
Accounts & Requests> Account View and click on Add account option. For example, add
"admin" user account.

(&5 CYBERARK' —
3
Add account

}:’;3 Privileged Access Manager

(;} System Health
4 Username Address Platform D Safe

6 Accounts admi ).14.17. CohesityClusterDataP
sdm 0.15.10,102 CohesityClusterDataF
Accounts Feed
uke.walke: 0.15.10,102 CohesityClusterDataP
terDa

@

Privileged Sessions

&

Applications

5 @

?) Online help
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2. From the Add Account window, select the system type as Imported Platforms.

D‘il% Add Account Last sign in: 2/23/2023 @ administrater v

0 o Select system type 1. Select system type
2}

Windows *NIX
&

Application Website
a0l
2= Imported
{9} Platforms

bl

3. Select the required imported platform as the Cohesity Cluster DataPlatform via REST.
Add Account Last sign in: 2/23/2023 @) administrator v

9 Select system type 2. Select platform

Imported Platforms

e Assign to platform

Cohesity Cluster

ohesity C4000 via
Cohesity C4000 via REST DataPlatform via REST

Cohesity Cluster OS via SSH
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4. Select the safe in which you want the cluster password to be stored.

NOTE: Cohesity recommends having a separate safe for Cohesity clusters

Add Account Last sign in: 2/23/2023 &) Administrator v
a o Select system type 3. Select Safe
Imported Platforms

@ o Assign to platform

P Cohesity Cluster DataPlatform via REST Notification Engine PasswordManager

&

0 Store in Safe

PasswordManager1 PasswordManagerShared

o000
PSM PSMUniversalConnectors
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5. Add the cluster details with below fields and click Add.
Username—Cohesity local user account name
Address—Cohesity node VIP Address of cluster
Password—Password of cluster

Confirm Password—Confirm the password of cluster.

Toggle Allow automatic password management to rotate the Cohesity cluster password by
CyberArk.

Add Account

€ select system type 4. Define account properties

g

e O ©

g
@
g

B3R F
6. Once you add the account on CyberArk, you can configure accounts for automatic
management. Following operations are supported here:

Verify: Verify that the password stored on the vault is in sync with the target device.

Show/Copy password: log in to the target device (without SSO) and copy the password from
PVWA.

Connect: SSO to target device through PSM connector for secure sessions to Cohesity
Dashboard (cluster Ul) and Cohesity Iris CLI. (Only enabled when you have imported
corresponding PSM connector for this plugin. Refer section configuring PSM connectors for more
information.)
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e Change password: Change the password as per organizational policy.

s
Account view
&
2
6 results for: Favorites
@ T , »
admin On 10.15.10.102
) S adm (
e — - stform: Cohesity Cluster DataPlatform vi. sfe: PasswordManager1 Show Copy ! _Connect
* luke.walke 10 Overview Details Activities Versions
& * mattbrown 16
@ * upport 10 Compliance Status Activities
* t
iMa
o0l ( ;
)
’x J
&3 . e ][ ¢
Last Verified
=
\ Mana,
C \
)
\ J =
\ / verlty
(©) z
— 1
Al

e Reconcile password: During password reconciliation, the unsynchronized password is replaced
in the Vault and on the remote device with a new password that is generated according to the
relevant platform. Ensure that you link the reconcile account under the Linked Accounts option
to perform reconcile operations.

Account view : Administrat
&
: I d
AN admin On
®
| Cohesity Cluster DataPlatformvi..  Safe: PasswordManager! [ show | - NI
W - Overview Detgils Activities Versions
B & e
Account Properties Linked Accounts
000 P’ support + PasswordManagerl None
&3 Account Groups \h o]
upport Cohesity Cluster DataPlatform via REST (@
& port .
MG None
admin
n None
@

Note: Reconcile account must be the cluster "admin privilege" user account.
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Cohesity Data Cloud PSM Connector

After successful CPM functions operations, enable the “Cohesity Cluster DataPlatform PSM” to
securely connect, control, and monitor privileged access to the Cohesity cluster to manage privileged
accounts. This also enables you to create detailed session audits and video recordings of all Cohesity
Data platform administrator privileged sessions.

You can import PSM connectors from the PVWA from the Platform Management module and associate
them with specific platforms with below steps:

1. Enable the downloaded PSM connector Administration> Platform Management> Imported
Platforms.

Lastsign in: 1/6/2023 | (R) Administrato

[‘1}',; Platform Management

=5 Filter

Marketplace

Import platform

Targets Dependents Groups Rotational Groups
40 results
(&)
=
Verify password Change password Reconclle password
Platform Name Perlo.. Manual Perio... Automatic Manual Access workflow policies
[% (»)  Security Appliance (2)
@ Network Device (1)
&5 ()  Application (5)
Edit
000 () Directory (2)
Manage PSM
@ Website (2) connectors
\
e Duplicate
D @ Operating System (3)
Delete
{@} G Imported Platforms (| Desctivate
Cohesity CAD00 via REST v (Provide Reason ) | Export
Cohesity Cluster DataPlatform via REST v (Provide Reason ) [+]
Cohesity Cluster OS via SSH - v (Provide Reason )
()  PSMsecure Connect (1)
©) (Provide Reason )

2. From the Manage PSM connectors window, upload a connector package Cohesity Cluster
DataPlatform from your computer (drag & drop or browse) and save it.

B o E e 3 6

Manage PSM connectors

The platform is configured to use PSM server PSM Server on WIN-USDQ7OMTES3 &

(@ ) show only selected connectors (1)
Connector package
Drag & drop or browse

AWS Consale with STS

Cohesity Cluster DataPlatform E

CyberArk Password Vault Web Application v10

Find more connectors in the CyberArk Marketplace

Cohesity 4000

Cohesity C6000

Cohesity Iris CLI

CyberArk Password Vault Web Application vo

Cancel
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3. Once enabled, click Connect and the RDP file will be downloaded. Launch the RDP file to log in to
the target cluster through the PSM connector (RDP session).

Account view

6 results for: Favorites

(&4 Y7 Status

Username

* % % % % % &

000

&3

Ad hoc connection Add account | v ¢ »

Address

-

4. It will fetch the credentials from vault and create a secure session by authenticating into your
Coheisty cluster. The session will be recorded and used for auditing purposes.

COHESITY
2 Summary v

Healt!

sagarstodcuster 4 @ H Q &

Storage Reduction

e 8
. 0%
03]
bit:]
A Performance
.
[ A You are being recorded
oeaane | PHIMBeson Uanager
Start Data Protection i A
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Cohesity Iris CLI PSM Connector

After configuring the Data Platform PSM connector, the next step is to enable the “Cohesity Iris CLI
PSM” connector to securely connect, control, and monitor privileged access to the Cohesity cluster CLI
interface to manage privileged accounts. This also enables you to create detailed session audits and
video recordings of all Cohesity Data platform administrator privileged sessions.

You can import PSM connectors from the PVWA from the Platform Management module and associate
them with specific platforms with below steps:

1. Enable the downloaded PSM connector Administration > Platform Management > Imported

Platform Management wssgp i venes | (@ adminstrator |
Targets Dependents Groups Rotational Groups
40 results
&
Verify password Change password Reconcile password
Platform Name Perio..  Manual Perio..  Manual Automatic Manual Access workflow policies
& () Ssecurity Appliance (2)
.@- Network Device (1)
E (®)  Application (5)
- Edit
w00 (»)  Directory (2)
= Manage PSM
,i;: Website (2) CONMECTOns |
= Duplicat
()  Operating System (3) e
= S Delete
@ (=) Imported Platforms (3) Deactivate
Cohesity CA000 via REST . o . v . vy (Provde Reason ) Export
Cohesity Cluster DataPlatform via REST - o - v - o (Provide Reason ) k |:|
Cohesity Cluster 05 via S5H - o - o - - val | (Prode Reason )
(¥)  PSM Secure Connect (1)
@ A \/ (Provide Reason )

2. From the Manage Connectors window, upload a connector package “Cohesity Iris CLI PSM” from
your PVWA Server (drag & drop or browse) and save it.

Manage PSM connectors

The platform is configured to use PSM server PSM Server on WIN-USDQ7OMTES3

@ ) show anly selected connectors (2)

Connectonpaciags Cohesity Cluster DataPlatform
Drag & drop or browse

B e s 6 3

Cohesity Iris CLI AWS Console with STS

LN
L

Cohesity C4000 Cohesity C6000

CyberArk Password Vault Web Application v10 CyberArk Password Vault Web Application v

Find mare connectors in the CyberArk Marketplace
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3. From Cluster, download the "iris_cli.exe" executable file based on PSM server OS variant.

Cohesity Dashboard 10:15.10-154

Chrome is being controlled by automated test software. 3

184 [

Sagar-660d-cluster

C®H A
b

08 Dashboards Summary v Help
@ Data Protectior > Support Portal
Health Storage { SupportPortal
& Infrastructure > Active Alerts - Last 24 H > REST API
B File Services > Dowil 1
<
N 2 " . duction
Critica? 25.9Gis
Q, Test&D 6 0 ® Used
_ . Warning 1.518
& Marketplac > 2% Available
7 a
[ syster > Info 1.5Ti8
Total
[@] Re; ntenar foveo ‘ ;
8 settings >
Protection Compliance Performance
Objects Prote bjects M A Throughput 10PS
565.5 ki 443 ytes/ses
® Read Write
VMs VMs
0% s 100% it

4. Add the downloaded iris_cli.exe file to the "C:\Progr
directory on the PSM server.

am Files (x86)\CyberArk\PSM\Components"

*
*
|5 Documents *
»

P 3D Objects

|4 calibeay321020.dlI

<] Cyberark.ExtensionsGenerateTOTPCode...
[4] Cyberark.PortBlock.dil

Application extens.

&/ Pictures | cassleay321020.dll Application extens..
CohesitylrisCLIDisp: <] Castle.Core.dll Application extens.
Components ] Castle.Windsor.dll Application extens.
Hardening !T\ chromedriver.exe Application
Logs CohesitylrisCLIDispatcher.exe Application

= Confxml XML Document
[ This PC [4] Cyberark.Extensions.CustomLogicUtils.dil Application extens...

Application extens..

I Desktop Application extens..
| Cyberark.PortBlockt4.dll Application extens.
= Documents

[¥] CyberArk.ProgressBar.exe Application
& Downloads R

[ CyberArk.PSM.WebAppDispatcher.exe Application
b Music [2] CyberArkPSM.WebAppDispatcher.Preco... Application extens...
& Pictures | CyberArk.WebAutomationCommeon.dil Application extens.
B Videos [4] CyberArk.WebAutomationUtils.dil Application extens...
2, Local Disk (C}) [ DLLInjector.exe Application
¥ DVD Drive (D) Sss; L) DLLinjectorbd.exe Application

| ieudts8l.dat DAT File

Name Date modified Type Size
# Quick access
Connectors 2/14, File folder
[ Desktop
< background.bmp BMP File
¥ Downloads [ CAAWSWrapper.exe Application

b Network | IEDriver.di Application extens.

[5] IEDriverServer.exe M Application
iris_cli.exe AM  Application 74,412 KB
ﬁcmss File 2K8
S MinHook.x64.dil Application extens. 16K8
[5] MinHook86.dll Application extens. 12K8
[ MSsQLM: Application 927 KB
(=7 mssaL Application KB
| Otp.NET.dIl Application extens. 2K8
B pSM3270Client.exe Application 4,437KB
[ PsMAutoltDispatcherSkeleton.au3 AU3 File 6K8B
[57] PSMAWSConsoleWithSTSDispatcher.exe Application 293 KB
[¥] PSMCommandLineConcealer32.exe Application 28 KB
[ PSMCommandLineConcealertd.exe Application 34KB

78 items
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5. Onthe PSM server, Copy the "CohesitylrisCLIDispatcher.exe" executable file from “C:\Program
Files (x86) \CyberArk\PSM\Components\Connectors\PSM-CohesitylrisCLI” folder and add to the
"C:\Program Files (x86) \CyberArk\PSM\Components" directory.

< | PSM-CohesitylrisCLI - o x 7
Home Share View LY 2]

€ e

v]®| | search PSM-CohesitylrisC

Name Type Size

s Quick access
[ Desktop
& Downlozds

%] Documents

META-INF
(=] CC-CohesitylrisCLIxml

[#77 CohesitylrisGLIDispatcher.exe
[] sHa256

File folder

XML Document 2KB
Application 843 K8
File 1KB

LI S N

&= Pictures
CohesitylrisCLIDisp:
Components
Hardening
Logs

[ This PC

8 3D Objects

[ Desktop

[ Documents

4 Downloads

D Music

=] Pictures

B Videos

‘i Local Disk (C)

5 DVD Drive (D) $55.:

¥ Network

Name Date modified Type Size
s Quick access

Connectors File folder
[ Desktop *
< background.bmp BMP File
¥ Downloads 4 CAAWSWrapper.exe Application
[& Documents  # (@ calibeay321020.dI Application extens... 1,454 KB
&=/ Pictures * [€

[4] cassleay321020.dil Application extens

CohesitylrisCLIDispi %] Castle.Core.dil
Components [4] Castle.Windsor.dll

Application extens

Application extens...

Hardening [ chromedriver.exe Application
Loge CohesitylrisCLIDispatcher.exe Application
onfxml XML Document
8 This PC T Cyberark, Extensions. CustomLogicUtils.dil Application extens
B 30 Objects [ Cyberark.Extensions. GenerateTOTPCode.... Application extens...
B Desktop [ CyberarkPortBlock.dll Application extens...
Documents [ Cyberark.PortBlocksd.dil Application extens..
[ CyberArk ProgressBar.exe Application
¥ Downloads [# CyberArk.PSM.WebAppDispatcher.exe Application
b Music [& CyberArk.PSM.WebAppDispatcher Preco... Application extens.
=] Pictures [4 CyberarkWebAutomationCommon.dll Application extens.
B Videos [4] CyberArk.WebAutomationUtils.dll Application extens..
. Local Disk (C) [ DLLinjector.exe Application
6 DVD Drive (D) 555 [35 DLLInjector64.exe Application
[ icudtsel.dat DAT File

i Network [ IEDriver.dil Application extens..
[¥ IEDriverServer.exe Application
[ iris_cli.exe Application
[ ] LICENSE File
4] MinHookx4.dll Application extens..
4] MinHookx86.dll Application extens.
=7 MSSQLA Datab. ith.. Application
[57] MSSQLManagementStudioWindowsAut... Application
[ otp.NET.dN Application extens
B pSM3270Client.exe Application
[] PSMAutoltDispatcherSkeleton.au3 AU3 File
[57] PSMAWSConsoleWithSTSDispatcher.exe Application
[¥] PSMCommandLineConcealer32.exe Application
[ PSMCommandLineConcealerfd.exe Application

78 items )
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6. From the PVWA web console, Select connect and select the Cohesity Iris CLI PSM option to
download the RDP file.

Account view
Recent
(4]
My accounts Status Operational state
@
~_:":}
5
o00
& '

7. Launch the downloaded RDP file to log in to the target cluster Iris CLI interface through the PSM
connector (RDP session).

8. It will fetch the credentials from the vault and create a secure CLI session by authenticating into your
Cohesity cluster Iris CLI. The session will be recorded and used for auditing.
For more details, refer to the Using the Cohesity CLI documentation

[ convion [ scan - I

Cohesity Cluster OS Plugin

Cohesity provides a “support” user account for improved security, and you need to use the support user
account to log in to restricted Cohesity Cluster OS Shell.

You can add the “support” user account on CyberArk PVWA to secure & manage the password by
following below steps:
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1. Add the Cohesity Support User accounts under Accounts > Accounts & Requests > Account
View and click Add account option.

CYBERARK' ooz | @ sammarar <

e Privileged Access Manager

()  System Health i .
Username Address Platform ID Safe Access request
[!\D Accauints admin 10.14.17.119
admin 0.15.10,102
Accounts Feed
Juke.walker 10.15.10,102

Privileged Sessions

i)

Policies

Applications

9

Online help
* hittpsu/fwin-uddqTomtes 3/Passwordvaultv 10/ Accounts

2. From the Add Account window, select the system type as Imported Platforms.

Add Account Last sign in: 2/23/2023 B administrator ~

e 0 Select system type 1. Select system type
2}

Windows *NIX
&

Application Website
a0l
== Imported
{9} Platforms {P’L

1

@ =3
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3. Select the required imported platform as the Cohesity Cluster OS via SSH.

Add Account Last sign in: 2123/2023 @ administrator v
0 o Select system type 2. Select platform
Imported Platforms

2 Assign to platform cohesity Cluste

@ 8 p Cohesity C4000 via REST Cohesity Cluster
B DataPlatform via REST
=

Cohesity Cluster OS via SSH

o0l @
s

4. Select the safe where the cluster password will be stored.

Note: Cohesity recommends having a separate safe for Cohesity clusters.

Add Account Last sign in: 2/23/2023 @) administrator

& select system type 3. Select Safe

Imported Platforms

o Assign to platform

Cohesity Cluster DataPlatform via REST Notification Engine PasswordManager
@ Store in Safe
PasswordManager1 PasswordManagerShared
o0l
PSM PSMUniversalConnectors

@ Cancel m
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5. Add the cluster details with below field details and click Add.
o Username—Cohesity Support user account name
e Address—Cohesity node VIP Address of cluster
e Password—Password of cluster
e Confirm Password—Confirm the password of cluster.

e Toggle Allow automatic password management to rotate the Cohesity cluster password by

CyberArk.
H Add Account
g & see 4. Define account properties

@

R i

g
g
g

=
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6. Once you add the account on CyberArk, you can configure accounts for automatic management.
Following operations are supported here:

e Verify: Verify that the password stored on the vault is in sync with the target device.
e Show / Copy password: To log in to the target device (without SSO).

e Change password: Change the password as per organizational policy.

. k
Account view t Administrat
&
11 results for: All accounts
tatus e | i & ack . §
— support On 10.15.10.102
- Platform: Cohesity Cluster OS via SSH fe: PasswordManagert B[ o
o verview Details Activities Versions
— Compliance Status Activities
o0l ¥ O
support =
@ ‘ (e
pm Last Verified
M.
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Cohesity C-series Plugin

26

Cohesity C-Series hardware appliances have an IPMI (Intelligent Platform Management Interface) user
account which provides remote access to IPMI interface prompt, console prompt, and other IPMI tools.

You can add the Cohesity IPMI user account on CyberArk PVWA to secure & manage the passwords by

following the steps:

1. Add the Cohesity accounts under Accounts > Accounts & Requests> Account View and click

Add account.

0 Privileged Access Manager

€9  System Health
Username
B} Accounts E !
admin

Accounts & Requests

kupport
Accounts \iewy e
A 4\4::'“ )

Privileged Sessions
@:) Policies

Applications

(7) Online help
=

tps:/fwin-u9daTomtes 3/ Password\autV10/Accounts

Ad hoc connection Add account | ~

Address Platform ID safe Access request

2. From the Add Account window, select the system type as Imported Platforms.

Add Account

0 Select system type

9
&
B

e 3
& [
= y

I
i

@&

1. Select system type

Windows *NIX

Application Website

Imported

Platforms
.
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3. Select the required imported platform as Cohesity C4000 via REST.

Add Account Lastsign in:2232023 | (@) Administrator

Q Select system type 2. Select platform

Imported Platforms

o Assign to platform

Cohesity Cluster

Cohesity C4000 via REST
~ONESEY via e DataPlatform via REST

R

Cohesity Cluster OS via SSH

25665 ol

4. Select the safe where the cluster password will be stored.

Note: Cohesity recommends having a separate safe for Cohesity managed clusters.

Add Account Lestsignin: 222023 | (@) Administrator
a o Select system type 3. Select Safe
Imported Platforms
@ o Assign to platform
[ Conesity Cluster DataPlarform via REST Notification Engine PasswordManager
[
L=
a Store in Safe

PasswordManager1 PasswordManagerShared

a0l

53]
PSM PSMUniversalConnectors

® Cancel m
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COHESITY 2

5. Add the cluster details and click Add.

Username: <IPMI username>

Cluster address: <IP address of cluster>

Password: <IPMI password>

Confirm Password: <confirm the IPMI password>
Node Server address: < IPMI IP address of the node>

Node Server SSH port: 22

f;:i Q Selact ,1 4. Define account properties
A ) s | g
& , dlerabies &
Y o Define properties g
S )
¢
g
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6. Once you add the account on CyberArk, you can configure accounts for automatic management.
The following operations are supported:

e Verify: Verify that the password stored on the vault is in sync with the target device. Ensure that
you link the logon account under Linked Accounts option to perform verify operations.

NOTE: Logon Account must be the SSH "support" user account to connect to the cluster
server.

(] 7

. admin On

)

Cohesity C4000 via REST PasswordManager1 EX (- I
= Overview Détails  Activities  Versions
Account Properties Linked Accounts

a0l 1
o

B o/

& ty C

Account Groups
admin

@
e Show / Copy Password: To log in to the target device (without SSO).

e Connect: SSO to target device through PSM connector for secure sessions to IPMI web interface
(only enabled when you have imported corresponding PSM connector for this plugin. Refer
section Cohesity C-series PSM connector for more information.)

e Change Password: Change the password as per organizational policy.

I Account view B Adminssun
oo =
@

admin On 10,15.2.16 )
Cohesity CAD0OWa REST  Safe: PasswordManager! B o
Details Activities Versions @

Compliance Status Activities Last Access

0

Last Verified

]
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e Reconcile Password: During password reconciliation, the unsynchronized password is replaced
in the Vault and on the remote device with a new password that is generated according to the
relevant platform. Ensure that you link the reconcile account under the Linked Accounts option
to perform reconcile operations.

NOTE: Reconcile account must be the cluster "admin" user account.

Account view Last sign in: 9/6/2023 & Administrator
C Ad hoc connection Add account | v v/ ;,A
13 results for: All accounts
& ¢ | sous J— , ]
) ® Additional details & actions in classicinterface X
admin On
Platform: Cohesity C4000 via REST Safe: PasswordManager1 Coj Connect |~
o y s [ stow| =
- e - 1 Overview Details Activities Versions
= e
. Account Properties Linked Accounts
ng oo Account
v safe Logon Accour
o000 support + PasswordManager1 None
vy support
23] atfo d Account
w support ' Cohesity C4000 via REST @ None
& o suspor : ik &)
I, - PSMConnect Jsernanme Account Groups @
admin
e - PSMAdminConnect
Group Name
7 - PSMAdminConnect { Cluster Address None
@

Cohesity C-series PSM connector

After successful CPM functions operations, enable the Cohesity C-Series PSM plugin to securely
connect, control, and monitor privileged access to the Cohesity cluster to manage privileged accounts
This also enables you to create detailed session audits and video recordings of all Cohesity IPMI user
privileged sessions.

You can import PSM connectors from the PVWA from the Platform Management module and associate
them with specific platforms with the steps below:
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1. Enable the downloaded PSM connector Administration> Platform Management > Import
Platform.

[d;i Platform Management Lastsignin: 362023 | (&) Administrator|

Targets Dependents Groups Rotational Groups

40 results
@)
&)
Verify password Change password Reconcile password
Platform Name Perio.. Manual Perio.. Manual Automatic Manual Access workflow policies
@ @ Security Appliance (2)
@ Network Device (1)
E @ Application (5)
Edit
Directory (2)
o0l @ Manage PSM
@ Website (2) connectors
53] Duplicate
@ Operating System (3)
Delete
@ @ Imported Platforms ( Denctivabe
Cohesity C4000 via REST - v - v - v sl ) (ProvideReason )| Export
Cohesity Cluster DataPlatform via REST - v - v - v (Provide Reason ) ( Check in
Cohesity Cluster OS via SSH - v - v - - Provide Reason ) k
@ PSM Secure Connect (1)
® PSM 1 v (Provide Reason )

2. Select the Manage PSM connectors window, upload a connector package Cohesity C4000 PSM
from your computer (drag & drop or browse) and save it.

Manage PSM connectors

The platform is configured to use PSM server PSM Server on WIN-USDQ7OMTES3 #

(@ ) show only selected connectors (1)

‘Connector package Cohesity C4000
Drag & drop or browse

5]
(]
B
=)
&

-
B

AWS Console with 5TS Cohesity C6000

e
=)
=)

)

Cohesity Cluster DataPlatform Cohesity Iris CLI

&

CyberArk Password Vault Web Application vi0 CyberArk Password Vault Web Application v

Find more connectors in the CyberArk Marketplace

NOTE: Ensure to verify\set the below value under Options>Connection Components>Target
settings>Web form settings for C-Series PSM connector.

e Logon URL as https:/{nodeaddress}/#login as per IPMI login webpage.
o Webform fields as userid > {Username} password > {password} btn-login> (Button)
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COHESITY 2

3. Once enabled, select Connect and the RDP file will be downloaded. Launch the RDP file to SSO to
target the cluster through the PSM connector (RDP session).

Account view t | @ administrator

6 results for: Favorites

2 Y7 Status Username Address Platform ID Safe Access request

passwordManager1 [Tcomeclh[-]
Pas ger1 {:’

* % % % % % &

4. It will fetch the credentials from the vault and create a secure session by authenticating into your
Cohesity IPMI Web interface. The session will be recorded and used for auditing purposes.

https// '/#dashboard

Chrome is being controlled by automated test software.

COHESITY B

* o # Home

Dashboard -

A  ©Sync  TRefresh & admin ~

# Dashboard

1557d 17

Device Information
BMC Date&Time : 7 Sep 2023 07:06:29

Sensor

System Inventory System Up Time

More info©
Power Cycle©®

FRU Information
BIOS POST Code & Today (1) & 30days (14)
Server Identify
1 Logs & Reports

& Settings

Login Info Login Info

1 event 14 events

L Remote Control

® Power Control

/ Maintenance

@ Signout

@ Threshold Sensor Monitoring
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Prerequisites & Considerations

1. Ensure all required FW ports/communications between CyberArk components and target clusters
are open. Port 443 and 22 on clusters must be accessible from Vault, CPM, and PSM servers.

Download the latest Cohesity plugins and connectors from the CyberArk marketplace.

Integration is supported for Cohesity cluster version 6.6 and above.

Create a separate safe for vaulting credentials for Cohesity clusters (recommended).

Cohesity clusters enabled with MFA are not currently supported for CPM and PSM login accounts.

Ensure to set up the Master Policy in PVWA for Password management and Session management.

N o o M D

Ensure to verify\set the below value under Options>Connection Components>Target
settings>Web form settings for C-Series PSM connector.

Logon URL as https://{nodeaddress}/#login as per IPMI login webpage.

Webform fields as userid > {Username} password > {password} btn-login> (Button).
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COHESITY

Managing passwords and session monitoring for critical servers is an essential part of maintaining strong
security in an organization. By implementing password management best practices and session
monitoring procedures, organizations can significantly reduce the risk of unauthorized access to critical
Cohesity clusters and mitigate the impact of any security incidents.

Cohesity’s partnership with the leading PAM vendor helps organizations to seamlessly integrate clusters
with CyberArk PAM as part of a comprehensive security and risk management strategy. It enables
organizations to record and log all activities related to critical Cohesity clusters and help them to simplify
audit and compliance requirements.
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Appendix A - Terminology

TERMS DESCRIPTION

PAM (Privileged Access
Manager)

PVWA (Password Vault
Web Access)

CPM
(Central Policy Manager)

PSM
(Privileged Session
Manager)

CyberArk's PAM is a full life-cycle solution for managing the most privileged
accounts and SSH Keys in the enterprise. It enables organizations to secure,
provision, manage, control, and monitor all activities associated with all types
of privileged identities.

PVWA is a fully featured web interface that provides a single console for
requesting, accessing, and managing privileged accounts throughout the
enterprise by both end users and administrators.

CPM can change passwords automatically on remote machines and store the
new passwords in the vault, according to the organizational policy. It also
enables organizations to verify passwords on remote machines and reconcile
them when necessary.

CyberArk provides privileged single sign-on for initiating privileged sessions, as
well as recording any activities that occurred during these sessions.
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ABOUT COHESITY

Cohesity is a leader in Al-powered data security and management. Aided by an extensive ecosystem of
partners, Cohesity makes it easier to protect, manage, and get value from data — across the data center,
edge, and cloud. Cohesity helps organizations defend against cybersecurity threats with comprehensive
data security and management capabilities, including immutable backup snapshots, Al-based threat
detection, monitoring for malicious behavior, and rapid recovery at scale. Cohesity solutions are delivered
as a service, self-managed, or provided by a Cohesity-powered partner. Cohesity is headquartered in
San Jose, CA, and is trusted by the world’s largest enterprises, including six of the Fortune 10 and 42 of
the Fortune 100.

Visit our website and blog, follow us on Twitter and LinkedIn and like us on Facebook.
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