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Cohesity VRO Plugin Deployment Guide

The Cohesity vRealize Orchestrator (VRO) Plugin provides self-service workflows for Cohesity

DataPlatform. The vRO plugin is developed on the Vmware vRealize Orchestrator component of the

VMware vRealize Automation. This plugin uses REST APIs to interact with the Cohesity DataPlatform.

Using this VRO plugin, you can execute many self service workflows such as Add VM to protection job, Restore

a VM, Clone a VM and so on. See Workflows for details.

You can download the vRealize Orchestrator Plugins and workflows from VMware Solution Exchange.
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Winware vRealize
Qrchastrator
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vSphere
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vRO Self Service Workflows

The plugin provides a list of workflows that you can access on the Workflows tab of the Orchestrator client.

The plugin contains packages of workflows and actions that you can run on the objects in the inventory to

automate the typical use cases of the integrated product.

Custom Objects

Workflows

Privileges

Initial Configuration

Add a Cohesity Endpoint

Remove a Cohesity Endpoint

Update a Cohesity Endpoint

Add an Email Configuration

Remove an Email Configuration

Update an Email Configuration

Day-1 Workflows

Add multiple VMs to Protection Job
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Custom Objects Workflows Privileges

Remove VM from all Protection Job

Protection Job Add Unprotected VM/Physical server to Read Cohesity Storage
Workflows Protection Job Domains

View Protection Groups

View Protection Policies

Manage Protection Groups

Add Protection Source Manage Sources

Delete Protection Group Manage Protection Groups

View Protection Policies

Clone Virtual Machine View Clone Tasks

Manage Clone Tasks

Move VM to new Protection Source Manage Protection Groups

View Protection Groups

Remove VM/Physical server from Protection .
Manage Protection Groups

Source
View Protection Policies

Remove VM Tag from Protection Job Manage Protection Groups
View Protection Policies

Delete Protection Group Delete Protection Group

Restore Virtual Machine View Protection Groups
Manage Recover Tasks
View Recover Tasks

Run Protection Job on Demand View Protection Groups
Protection Group Operator

Generate Reports View Protection Groups
Reporting

Recover Files or Folders View Protection Groups

Manage Recover Tasks

View Recover Tasks

Features
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The vRO plugin provides an inventory of objects that you can access on the Inventory tab of the Orchestrator
client, along with packages of workflows and actions that you can run on these objects in the inventory to
automate the typical use cases of the integrated product.

* Managing Cohesity Data Operations: Allows vRO user to perform operations for backups, data
protection, restore and clone on Cohesity sources such as Virtual Machines and vCenters.

* Managing Data with Multiple ESXi Boxes: Move protected VM/data within protection groups and
also clone and restore over different ESXi boxes.

¢ Multiple Platform Support: Management of multiple Cohesity DataPlatform setups.

Software Requirements

Software Version Provider
vCenter Server 5.5 or later VMware
vRealize Automation 7. VMware

Cohesity DataPlatform  6.x or later  Cohesity

Web browsers Latest Mozilla Firefox, Google Chrome
VRA - Cohesity Compatibility Matrix

Plugin Release Version VvRA Version Cohesity Cluster Version

v1.0.2,v1.04,v1.0.5 v1.0.6,v1.0.7v2.0.1 7.5 or higher 6.3 or higher

v2.1.1 7.5 or higher 6.5, 6.4.1c

Process Overview
A snapshot of the overall process involved in using the Cohesity VRO plugin is as follows:

1. Install the Cohesity VRO Plugin
2. Configure the Cohesity Plugin
1. Add Cohesity Endpoints (Mandatory)
2. Add Email Configurations (Optional)
3. Configure VRA
1. Importing Blueprints
2. Configuring Day 1 Workflows
4. Execute Protection Group Workflows
5. Execute Multi-Tenancy Workflows

What's New
Revision
Version What's New
Date
: . . July
v2.2.0 Isolation of VRA business group backup resources through restricted users. 2020
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) Revision
Version What's New
Date
. . June
v2.1.2 Support for multi-tenancy workflows. See Multi-Tenancy Workflows 5020
211 This release introduces the Recovery method in Recover Files or Folders, restoringa  May
v2.1.
virtual disk workflow. 2020
: : . - Apr
v2.0.1 This release describes details about the vRA workflow privileges. 2020
105 This release introduces new workflows to Remove VM Tag from Protection Group Nov
v1.0.
and to Generate Reports. 2019
This release introduces the ability to upgrade the Cohesity agent on physical
v1.04 . - @ity fo Hpgrace Y9 Py Oct 2019
sources. This release also included minor bug fixes.
This release introduces new workflows to add/remove protection source, A
u
v1.0.3 add/remove physical server to/from protection group and create/delete protection 20199
groups.
102 Second Draft of vRO plugin documentation. The document has been updated with May
v1.0.
the current procedures to execute workflows. 2019
. Nov
v1.0.1 First draft released.
2018

Installing the Cohesity vRO Plugin

In This Section

Topic

Description

Installing the Plugin

This section describes the detailed steps to install the Cohesity vRO plugin.

Removing the

Plugin

plugin.

Installing the Plugin

This section describes the detailed steps to install the Cohesity vRO plugin.

This section provides information on disabling and removing the Cohesity vRO

Note: If the Cohesity VRO plugin has already been installed and must be upgraded, you must first remove the

existing plugin and then install the new Cohesity vRO plugin.

Procedure

1. Login to the vRealize Orchestrator and click vRealize Orchestrator Control Center. You must know

the credentials to log in to the Control Center.
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vmware

VMware vRealize Automation Appliance

To access vRealize Automation:

+ wRezalize SAutomation consale

To manage this appliance:

» Whiwara vRealize futsmalion Applisnce management

To install vRealize Automation components (laa3, Guest and Software Agents, Tools):

« wRealize Automaticn componant inglallaion page

» Gues! and salbtwane agenis page

To connect to the built-in vRealize Orchestrator Server:
+ wRaalize Orchastralor Clenl

I » wRealize O

abar Cantral Cantar I

+ wRealize Gl abar Manitor

To see vRealize Automation APl documentation:

= wRealize Automalicn AP documerndaSan

Widwirn vReaize Aulomaton Apphancs veraon 7.5.0. 3220 {baild 10053500)

@ 20122018 Yiware, [ng. Al dghls mesred,

2. Click Manage Plugins in the displayed vCenter Control Center window.

7 % #®* 0 E

Host Sattings  Configue Cortificates  Advanced  Orghestrator Walidate
Authentication Options Cluster Configuration
Praovider Managamant

Maoniter and Control

¢ A =

Runtime  Troubleshooting  System

Medrics Properties
Log
Expart Logs Live Log Configure Logging
Slraam Legs Intagration
Plug-ns

B

Manage Plisg-
Ins

Crgright © TF88 - 2018 WMo, 1=, ANl ighis rasarssd, Thin produrd is protectsd by cogrricht and inslisctunl pacpecty s in e United Sates and ottew craiies an vl o by intemaionnl meadan, YEhwam pmdects o crsnss By oni oF Fre padents Bted
3. In the Manage Plugins section, click Browse to navigate to the folder where you have saved the
.vmoapp file and select the source installer o7 Tnplugin-cohesity-vRO-plugin.vmoapp/.dar.
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< [0 ~ =+ Cohgsity vB(l 2 Q1 Search
Favourites Cohesity vRO
Recents
2 Applications —
[l Desktop
[% Documents
0 Downloads
Locations
™ iCloud Drive
Remote Disc o11nplugin-cohesity-vRO-
9 Network pluginvmoapp
Document = 6.7 MB
Media
ﬂ Music Tags
[ Photos Created Today, 11338 AM
Modified Today, 11:38 AM
E} Movies
Options Cancel Open

4. Click Install.
5. Read the end user license agreement and click Accept EULA.

Manage Plug-Ins

Install a new plug-in or manage already installed plug-ins. The preferred plug-in installation file farmat is VMOAPP, but plug-ins can also be installed as DAR files.
When 'DEFAULT' logging level is selected for a specific plug-in the log level is inherlted from the log level set in Conflgure Logs page.

Install plug-in

S €510.21559040312
Cohesity plug-in for vRealize Orchestrator

EULA:

Cohesity, Inc.

End User License Agreement

COHESITY, INC. (TOGETHER WITH ITS AFFILIATES, "COHESITY") AGREES TO SUPPLY CERTAIN OF ITS PRODUCTS AND/OR LICENSE CERTAIN SOFTWARE TO YOUR BUSINESS OR
ORGANIZATION ("CUSTOMER") ONLY IF (A) YOU REPRESENT AND WARRANT THAT YOU HAVE THE AUTHORITY TO LEGALLY BIND CUSTOMER AND (B) YOU ACCEPT AND AGREE ON BEHALF
OF CUSTOMER TO BE BOUND BY ALL OF THE TERMS AND CONDITIONS IN THIS COHESITY END USER LICENE AGREEMENT (THIS "AGREEMENT"), WHICH SHALL BE DEFINITIVELY EVIDENCED
BY ANY OME OF THE FOLLOWING MEANS: YOUR CLICKING THE "ACCEPTANCE" OR "CONTINUE" BUTTON, AS APPLICABLE; YOUR SIGNATURE ON A TANGIBLE COPY OF THIS LICENSE; OR
YOUR INSTALLATION OR USE OF THE PRODUCTS AND/OR SOFTWARE, IF YOU DO NOT AGREE TO THE TERMS AND CONDITIONS, DO NOT COPY, INSTALL OR LUSE THE SOFTWARE,

THIS AGREEMENT MAY ONLY BE SUPERSEDED BY A SEPARATE, SIGNED WRITTEN AGREEMENT WITH COHESITY THAT EXPRESSLY PURPORTS TO SUPERSEDE THIS AGREEMENT.

Accept EULA 80D

6. Click INSTALL. On successful installation of the plugin, the following screen is displayed.

Manage Plug-Ins
Install a new plug-in ar manage already installed plug-ins. The preferred plug-in installation file format is VMOAPP, but plug-ins can also be installed as .DAR files.
When 'DEFAULT" logging level is selected for a specific plug-in the log level is inherited from the log level set in Configure Logs page.

@ Flug-in{s} installed:
&) Plug-in 'CS' (1.0.2 build 1559040312) is installed,

l @ The Orchestrator server service will restart 2 minutes after the last configuration change.

7. Now you can open vRO. The plugin is added to the list. On selecting the plugin, the version and details
of the plugin are displayed as follows:

S 5102155804031
S DEFAULT - @O |
Cohesity plug-in for vRealize Grehestrator &

Removing the Plugin
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Procedure

This section provides information on disabling and removing the vRO plugin.

1. In a supported browser, launch the Control Center. The VMware Orchestrator startup page is
displayed.

2. Click the Orchestrator Control Center link. The Control Center page is displayed.

3. Click Manage Plugin in the Control Center. The Manage Plugin page is displayed.

4. Toggle off the Cohesity plugin to disable the plugin. Click Save Changes.

vm VMware vRealize Orchestrator

Cnanges are made but not saved.
Plug:In Logging leve|
@ ap 3075407786 DERSULT, [ CANCEL SAVE CHANGES

Active Directary &
b amap 1047783573
DEFAULT - [ o o]
AMOP Plug-in &
B Azure 1209816938 )
o]

DEFAULT

- o«
DEFAULT v E o]

Azure plugin &

Alternatively, you can also click the Remove icon to remove the plugin.
5. Log in to VRO client and delete the Cohesity package.

vmware vRealize" Orchestrator-
|94¢sd Q7
s I_‘2.| dl _J |’ IGeneraI IWorkﬂows Policy Templates  Actions Configurations Resources Used Plug-Ins Permissions

com.cohesity.plugin . al
-] comwmware.library l4 Export package...

|-) comwmware.library.amgp & Expand package to folder... lugi
. alugin
|-) comwmware.library.azure LY Rebuild Package 9
|-) comwmware.library.configuration Locking p DK Archetype

|2) comymware.library.datamanagem @ validate workflows
|J comvmware.library. http-rest Delete
vmware, il i i .

& com e library locking Delete element with content... | e
5] comvmware.library.mail g

) Tools [
|J comvmware library.microsoft -

& synchronize...

|J com.vmware.library.powershell
H+E

|__I com.vmware.library.powershell.co / Edit

|_I com.ymware.library.snmp
|_I com.ymware.library.soap
|-] comwmware.library.sql

|J comvmware library.ssh

|-] comvmware.library.tagging

Note: For details on removing the plugin from vRO, see here.
6. In the confirmation dialog box, click DELETE ALL.
7. Restart the server. The plugin is disabled or removed accordingly.

Getting Started with Cohesity vRO Plugin

This section provides the initial configuration, details to add a Cohesity endpoint and Email configuration.

In This Section

Topic Description

Launching vRO Client This section describes the basic steps to start the vRO Client.

This section describes the details to add an endpoint and to connect vRO

Adding a Cohesity Endpoint _ .
with the Cohesity Data Platform
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Topic Description
Adding an Email This section describes the details about Email configuration to send
Configuration (Optional) notification to the intended recipients.

Launching vRO Client

This section describes the basic steps to start the vRO clien
Prerequisites

Java (JDK version 7 or later) must be installed on the client side.
Before You Start

1. Go to the home page of vra-appliant-ip.
2. Click on vRealize Orchestrator client.
A client,jnlp file is downloaded.
3. Open command prompt and run the following command.

javaws client.jnlp Note : The above mentioned steps are not mandatory to be executed if the VRA
version is 7.5 or later. The client can directly access the HTML client interface available in VRA to

configure the Cohesity plugin.
Procedure

The following procedure is to log in to the VRO client.

1. Log in to VMware vRealize Orchestrator. You must know the credentials to log in.
2. Select Run mode from the drop-down list located at the top left of the page and then click the
Workflows tab.

vmware vRealize Orchestrator (EEEEEE

5
G} té) f= h.i |ﬂ' .Inventorv.WurkﬂuwTokens Events Permissions

3. Select Library > Cohesity. All the workflows are listed in the left pane.

Adding a Cohesity Endpoint
Procedure

This section describes the details to add an endpoint and to connect VRO with the Cohesity data platform.

1. Log in to VMware vRealize Orchestrator. You must know the credentials to log in.

2. Select Run mode from the drop-down list located at the top left of the page and then click the
Workflows tab.

3. Select Library > Cohesity > Configuration > Add a Cohesity Endpoint.

81/32



README.md

10/21/2020

4. To start the workflow, click ¥ or right click and select Start workflow... The Add a Cohesity Endpoint

window is displayed

5. Enter the following details:

o

(o]

o

o

Endpoint Name: Enter an endpoint name.

Hostname or IP address of Cohesity Cluster: Enter the Cohesity data platform URL you want to
connect to.

Domain Name: This is the user defined domain name.

User Name and Password: Enter the credentials of the Cohesity DataPlatform.

6. Click Submit to add an endpoint successfully.

Adding an Email Configuration

This section describes the details about Email configurations to send notification to the intended recipients for

Recover of Files or Folders workflow.

Procedure (Optional)

To add an Email configuration:

1. Log in to VMware vRealize Orchestrator. You must know the credentials to log in.

2. Select Run mode from the drop-down list located at the top left of the page and then click the
Workflows tab.
3. Select Library > Cohesity > Configuration > Add Email Configuration.

4. To start the workflow, click #. The Add Email Configuration screen is displayed.

5. Enter the following details:

o

o

(o]

Email Configuration Name: Enter an Email configuration name to identify while using it in
another workflow.

Email Server SMTP Host: Enter the SMTP host name such as gmail.com

Email Server SMTP Port: Enter the SMTP port number.

Email Server User Name: Enter the Email server user name.

Email Server Password: Enter the Email server password.

From Email Id: Enter the Email ID from where the notification is sent.

From Name: Enter the name of a person who needs to be in notification sender.

6. Click Submit to add an Email configuration.

Configuring vRA

In this Section

Topic

Description

Importing Blueprints This section describes the details to import the XAAS blueprints.

Configuring Day 1 This section describes the details to configure vRA for Day-1 workflows. If Day-1

Workflows (Optional) Workflows are not required, this section can be skipped.

Importing Blueprints

This section describes the details to import the XAAS blueprints.
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Prerequisites

® Cohesity VRO Plugin - Ensure that the plugin is installed and configured on the vRO. Click here for the
detailed procedure.

® Cloud Client - The vRealize command line utility must be available to import pre built blueprints and
use cases in VRA.

Procedure

1. Download the Cohesity vRA Blueprint file available in the repository.
2. Launch Cloud Client instance on your local system by executing
. The following screen is displayed.
FCLoud =

3. Login to the vRA appliance and vRA infrastructure server using the following command.

» VMware 4.7.0 (java)

4. Import the blueprint file using the following command.

shubham. kumar,

n will import the g content unless it
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5. To verify if the import was successful, in VRA, navigate to Design > XaaS > Xaa$S Blueprints.

Catalog Deployments Design Inkrox Administration Infrastructure Containers

Blueprints XaasS Blueprints
Software Components Create and manage Xaa$ blueprints and publish them as catalog items. You can select a workflow, define the forms associated with the catalog item, and select a resource to provision.
Mew
¥aas ~ +
Name - Deseription Status
Custom Resources [2dd Unprotected WM to Protection Job Adds an unprotecied VM to given Protection Job Fublished
. Azure Maching Croates new Azure virtual maching Published
Resource Mappings e & o . .
Clone Virtual Machine hig is the workflow to clone virtual machine, Published
Xaas Blueprints Maove VM to New Pratection Job Move WM from ane Frotaction Job to new Pratection Job
Recover Files o Folders This is the workilow to restore selectad fes o folders.
Resource Actions Remave VM from Protection Job = 1the Pretecion Job Published

Restora Virtual Maching tual maching Published

Run Protectiondob on Demand Run Protection Job on Demand Published

6. Navigate to Design > XaaS > Resource Actions to confirm successful import of Resource Actions.

Catalog Ceployments Inbox Administration Infrastructure Containers

Blueprints Resource Actions

Create and manage custom resource actions to define the operations that can be performed on the provisioned items.
Software Components

Advanced Search

Xaas ~
4 New

Custom Resources Name = Description Resource Status

. Cohesity - Add to protection job Adds an unprotected VM o aiven Protection Job laas vC VirtualMachine Published

Resource Mappings
Cohesity - Change Protection Job Maove WM Tram ane Protection Job 1o new Protect laas Vo virtualMachine Published

¥aas Blueprints Cohesity - Clene Machine This is the workflow to clone virtual machine laas VT VirtualMachine Published
Cohesity - Create Snapshot Run Protection Job for the VM on Demand 12as VT VirtualMaching Published

Resource Actions Cohesity - Recover Files/Folders This Is the workflow to restore selected files or fol laas VC VirtualMachine Published
Cohesity - Remowe From Protection Job Remowves Virtual Machine from the Protecion Job  1aas WC VirtualMachine Published
Cohesity - Restore Virtual Machine Restore cohesity virtual machine. l=as WC VirtualMachine Published

Note: Ensure that the various users are entitled to the newly imported catalog items and resource
actions. Click here for more details.

Configuring Day 1 Workflows

You need to perform the following only if you have to configure vRA for Day-1 workflows. Else, this section
can be skipped.

By configuring Day 1 Workflows, the VMs are added to the specified protection job when newly provisioned
from VRA or removed from the protection group when the VM is destroyed.

Assigning Properties to Blueprint
Procedure

This section describes the steps you need to perform to configure vRA property definition and groups.

1. In the Design tab, select Blueprints.

2. Select an existing blueprint from the Blueprints pane.

3. In the Design Canvas page, click the vSphere machine component (highlighted on the top of the page)
and click the Properties tab. Add the property group Subscription Cycle.
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Edit Blueprint: Cohesity WM &

. Diesign Canvas
Canter__h e
Property Groups Add Froperty Groups W
Mame = Description
Cant operty group with custem

perty group with custo

=] L E}'! Subscription Cyele I
) M. Paga |1 ot - Displaying 1-4 of 4

4. Click the Custom Properties tab.
5. Add com.cohesity.endpointName, com.cohesity.protectionJobName, and com.cohesity.vmwareSource, and
then set Show in Request to Yes.

Design Canvas ONO)]

¥ vSphere__vCe.. X

J vEphere (vCente...

vSphere__wCenter__Machine_1

General Build Infermation Machine Rescurces Storage Metwork Security Properties Profiles
Property Groups  ‘Custom Properties
gk Mew
Mame Value Encrypted Owerrida... Show in

Request

com.cohesity.endpointMame Mo Yes Yes
com.cohasity protection JobMame Mo Yes Yeas
com.cohesityvimwareSource Ne Yes Yes

To avoid conflict with vRealize Automation properties, use a prefix such as a company or feature name followed by a dot for all custom property names.

6. Click SAVE to save the changes.
Configuring Event Subscription
This section describes the steps you need to perform to create and configure event subscription.
Procedure

1. Click Administration > Events > Subscriptions.

2. To create a new workflow subscription, click the New icon.
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3. Select Machine Provisioning in the Event Topic page. Click Next.

vmware vRealize- Automation

Catakog Dregakaypmients Drsian

Approval Policies

Directosies Management >
Users & Groups 3
Calalog Management >
Property Dicticnary o
Reclamation >
Branding >
Hofifications >
Events W
Evant Logs

Subscriptions

vRO Configuration >

Active Directory Policies
Health
Message Board Whitelist

Request History

Inbox Administratian

Mew Workflow Subscription

Everd Topie

Select an event bopic
Hame =

Catalug request recevmd

Companent action compaated
Cempanent actian reguested
Depbaymnd action complebed
Capicyrmans sction requested

Endpoint Aztios

Evenilog default event

Infrasirecture endisoind lesl cones o

IPAM IF Idecycie svent completion

et [lisych
Machine proviskeaing
Orchastratian sarvar configuration

@rchestration server configuration [Xaas) - Gbsclete
Bast Agpraval

Pre Approval

Amcurcs Reciamation Compietian Event

Page |1 el L | &

Infrastructure

Coantaimmers

Selected event topic details:

Maching provisioning
Topic D0 S uTPeng c5p inas BNy S o maching ifecy
Maec Mathing proviianing
Descriplione Machine Mecyche swenls that are trisgened during the
Publisheer:  isas-service
Blackables ez
Reglyable: Mo
& Schema
B reausstid - Reuest i STRING)
& @) machine - Machines{infrastructure EBS. MachineDetai)
[ n sirtualMachineAddlrllpdatePropertios - Prapenies of the vinual maching te be addec
B virtusiMachineEvent - Virtual Machine Event(STRING)
B n lifecydeState - Lifecycie state(rdrastructure EBS LifecycieStateinto Frovision)
B compenantid - Companant iBSTRING)
B oluepririniame - Blueprint nameSTRING)
B compenantTyneld - Campormnt Lype dSTRING]
B =ndpontid - Endpaint iSTRMNG)
B woridiowbiaxtstate - Mext Lifecycle StatelSTRING)

Displayira 1- 23 af 23

B n wirtualMachineDaketePrepartios - Propertias af ke virual machire ta be deleted{Armay

CANCEL

4. In the Conditions tab, select the following values and click Next.

o

o

(o]

o

vimware vRealize Automation

Run based on conditions = All of the following.

Data > Blueprint Name = Cohesity (blueprint name to provision VM)

Data > Lifecycle State >Lifecycle State Name = VMPSMasterWorkflow32.MachineProvisioned
Data > Lifecycle State > State phase = POST

Catalog Deployments Design Inbox Administration Infrastrecture Containers
Approval Policles Mew Workflow Subscription
Directories Management >
Users & Groups 5 Spietily whether the workNowr sheald be rin for all events o based on conditions.
Run for @l events
Catalog Management > @ Fun kased on concltians
Al of the Tolowing v
Proparty Dictionary > .
Data » Blueprntnama > | Equals ~ | Cohesity | X
Reclamation > .
Crata = Lileeycle state > ~  Eguals ¥ WMPSMaslerWorkllow3.. v X
Branding » ;
Cata = Lifecycle state = .. % |Equals ¥ |POST ¥ X
Notifications >
4 Add expression
Events v
Event Logs
Subscriptions
vRO Configuration >

Active Directory Policies
Health
Message Board Whitellst

Request History

< BACK MEXT =

CAMNCEL

5. In the Workflow tab, select the workflow from Orchestrator and add this DAY-1 workflow of Add
Multiple VMs to Protection Job.
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Catalog Deployments Drsign nbox Adrministration

Approval Policies

Infrastructure Contaimers

Mew Workflow Subscription

Waorklles:

Directories Managesment >
Users & Groups ¥ Eainct 3 warkibaw
4 [ Orhastraloe
Catalog Management > # Ly
. b AnoR
Froperty Dictionary > (] AP Sampior
Reclamation > b A
& (| Cohesty
Eranding > ] Consgaraticn
a | Day1
Motifications > 1 Add Mulipla Vs 10 Protaction Jois
— " Remove WM ram AF Prolpction Joos
wen|
] Prokesson Job
Event Logs e
b Cunfiguratin
Subscriptions b ) Cata Managamant
1+ ] Dt Managurmn) Samplics
wRO Conflguraton b ] Dymamic Types
Active Directary Policies LU HTTEREST
I+ | HTTP-REET Bamples
Health g Jpec
b ] Locking
Message Board Whitelist - M
b ] Misrosat
Request History
L
b [ Deshestatar
- 0| PowarShel
[ < BACK || HEXT = I

CANCEL

Selected workilow:
Mg A MRS WME 10 Protection Jab

Caescription: Day1 warkiiow - This wandiaw Is tnggered attar the Wiis
ara peonisianesd fram vRA 10 add it 1o protection Job

Ingua paramaters:
Hame Type
payicad Propertios
| Cispimying - 1ar1
Qutput parameters:

Mame Type

protactordeblpddaneg Ca:Pretectiondel

b bl Displaying1-10f1

6. In the Details tab, a new Subscription with a relevant name is displayed (It will use the Workflow name

by default). Click Finish.

7. Select the newly created subscription and click Publish.

wtomation

Catalag Capioyments Design Inbox Administration

Approval Policies Subscriptions

Directories Management >
Advanced Search

Users & Groups >

Property Dictlonary >
Reclamation >
Branding >
Netifications >
Events v
Ewent Logs

Subscriptions

VRO Configuration ¥
Active Directory Policies

Health

Message Board Whitellst

Request History

Fage |1 af i

Remove VM from Protection Job

Procedure

& Hew !Edld}

Cataleg Management > e o Daseriglian
Al Mulbiphe VME _ Day- worklow | Ths com wmwane.cipiais No

Infrastructura Containars

Create and manage workdlkaw subscriptians.

X Coleie

Evant Tagpic 1D Blecking

']

To remove VM from Protection Job when VM is destroyed:

1. Click Administration > Events > Subscriptions.
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2. Click the New icon and select Machine Provisioning in the Event Topic page.

vmware vRealize- Automation
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wra-admin -

Catalog Deployments

Approval Policies
Directories Management
Users & Groups

Catalog Managemant
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3. In the Conditions tab, select the following and click Next.

[e]

o

o

[e]

Run based on conditions = All of the following.

Selected svent topic details;

Machine provisioning
Tapic 12
HMame: FMachine grovisioning
Descripthan:
Publisher:  laas-service
Blackable: ‘oz
Feplyable: Fo
& Schama
B reauesild - Recuest iGISTRNG)
& (@ mackine - Machinsfinfrastructure BB Machineltail

com.wmware.csp s bueprint. service. machine litecy:

Machine lifecyde events that are tiggered during the

] u wirtualMaching AdoCrUpodateFropartios - Propartics of the virtual madhiing to ba adoe:

B vrtuaiMachingEvent - Virtual Maching Event{STRING)

@ (B ifecyciestate - Lifscyce statalinfrastnciuee EBS Lfecychstatelnfo Provision)

B comecnentk - Component IISTRING)

B blueprraiame - Bluepring name(STRING)

B corecnentTyacld - Comperant tyne IKSTRMNG)
B erdpaintid - Endpaint IS STRING)

a warkllcwhiaxtState - Maxt Litacyck Staba[STRING)

c) n wirtualMachineDekieProperiies - Properiies of the virlual machine e be deleted(aray,

Data > Blueprint Name = Cohesity (BluePrint name to the provision VM)

Data > Lifecycle State >Lifecycle State Name = VMPSMasterWorkflow32.UnprovisionMachine
Data > Lifecycle State > State phase = PRE

4. Select the workflow from Orchestrator and select the DAY-1 workflow of Remove VM from All

Protection Jobs in this page.
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5. In the Details tab, enter the new Subscription Name (It will use the Workflow name by default) and

then click Finish.
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6. Select the newly created subscription and click Publish.

vmware vRealize- Automation Q@ vra-admin
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% Mow o Edt L) X Delete
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Froparty Dictionary ¥
Remoye VM from Cohesiy Doy 1 - Rem comoymware copdaas Mo He B Craft
Reclamation >
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Motifications »
Events w
Event Logs

Subscriptions
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After you have completed the above configurations, click the Cohesity Provision VM. Note: Here,
Cohesity Provision VM is given as an example. This name could differ based on the client's

configuration.
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Executing Protection Group Workflows

You can execute the following actions in the Day-2 workflows. These workflows can be executed as a XAAS or
resource actions. To execute the workflow, you need certain privileges. See Workflow Execution Privileges for
details.

In This Section

Topic Description
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Description

Adding a Protection Source (XAAS)

This section describes the details to add a new physical or
hypervisor type protection source.

Adding Physical Server to Protection
Job (XAAS)

This section describes the details to add a physical machine
instance to a protection job

Adding an unprotected VM to
protection group (XAAS)

This section describes the details to add an unprotected VM to a
Protection Group.

Cloning a VM (XAAS)

This section describes the details to clone a Virtual Machine.

Moving a VM to a New Protection
Job (XAAS)

This section describes the details to move a VM to a new
protection job.

Removing a Protection Source (XAAS)

This section describes the details to remove a VMware or a
physical server as a protection source.

Removing Physical Server from
Protection Job (XAAS)

This section describes the details to to remove a physical server
instance from its protection job.

Removing a VM from a Protection Job
(XAAS)

This section describes the details to remove a VM from a
protection job.

Removing VM Tag from Protection
Job

This section describes the details to unprotect the associated
VMware tags.

Deleting a Protection Job (XAAS)

This section describes the details to delete a protection job
object.

Restoring a Virtual Machine (XAAS)

This section describes the details to restore a Virtual Machine.

Restoring a Virtual Disk (XAAS)

This section describes the details to restore a Virtual Disk.

Executing a Protection Job on
Demand (XAAS)

This section describes the details to run a protection job on
demand.

Recovering Files or Folders (XAAS)

This section describes the details to recover a file or a folder.

Upgrading Cohesity Agent (XAAS)

This section describes the details to upgrade a Cohesity Agent.

Generating Reports (XAAS)

This section describes the details to email reports.

Executing a Protection Job on
Demand (Resource Action)

This section describes the details to run a protection job as a
Resource Action in vRA.

Note: The steps to execute a protection job on demand as a XAAS and a resource action has been captured in

this section. All the other workflows can also be similarly executed either as a XAAS or a resource action.
Adding a Protection Source
Procedure (XAAS)

To add a new physical or hypervisor type protection source:
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1. Log in to vRA using valid credentials. The list of Catalog Items are displayed in the Catalog Dashboard.
Ensure that you have the necessary Entitlements to Cohesity Catalog Items. To access Entitlements,
in VRA go to Administration > Catalog Management > Entitlements.

2. Click REQUEST on Add a Protection Source.

3. Specify the initial Cohesity Connection along with the Source Type. The Source Type can be a
Physical Server or Hypervisor.

© Physical Server:
1. On selecting a Physical Server, a new tab called Physical Host Config is displayed.

4. Specify the following details:

Parameter Description
Hostname or IP Enter the hostname or the IP address of the physical machine.
Address Note: Ensure that Cohesity agent is installed on this machine.

05 T Select the appropriate OS type as Host or WindowsCluster. By default, Host
e
yp is selected.

Environment Select the environment as Physical which is selected by default.

) Select the operating system of the host machine as Linux, Windows, AlX, or
Physical Host Solari
olaris.

5. Click Submit.
® Hypervisor:
1. On selecting Hypervisor, a new tab called Hypervisor Config is displayed.

2. Specify the following details:

Parameter Description

Environment  Select the environment to be a VMware or a HyperV.

This option is displayed only if the environment is VMware. The hypervisor source

Hypervisor indi
Source Tyoe type can be selected as VCentre or Standalone host. Standalone host indicates the
yp standalone ESXI host entity in a VMware protection source type.
Hostname
orIP Specify the VCentre hostname or corresponding IP address.
Address
Username Enter the username of the VCentre.
Password Enter the corresponding password of the VCentre.
3. Click Submit.

Adding Physical Server to Protection Job
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Procedure (XAAS)

To add a physical machine instance to a protection job:
1. In the Catalog Dashboard, click REQUEST on Add Physical Server to Protection Job.
2. Select the Cohesity Endpoint from the drop down list. and click Submit.

3. Under Cohesity Parameters tab, select Protection Type to be File Based or Block Based. In case of
File based, specific volumes of drives can be selected for Protection and in case of Block based, the
entire physical machine is protected.

4. Select the corresponding Physical Server Instance from the drop down list. Note: Only the physical
servers that are not protected will be displayed in the drop down.

5. Only in case of File based Protection Type, confirm the drives to be protected in Protection Path. You
can also click Add icon to add other drives to be protected. Note: If the Protection Type is block based,
then the entire physical server is protection and not specific to any drives.

6. To create a new protection job, click Yes. A new tab Protection Job Config is displayed. Provide all the
configuration details and proceed.

7. To select from existing Protection jobs, choose No for Create New Protection Job and select the
corresponding job from the drop down.

8. Click Submit.

Adding an Unprotected VM to Protection Group

Procedure (XAAS)

To add an unprotected VM to a protection job:
1. In the Catalog Dashboard, click REQUEST on Add Unprotected VM to Protection Group.
2. From the Endpoint Config tab, select the Cohesity Endpoint from the drop down list.

3. Click Cohesity Parameters tab, and select the vCenter from the drop down and select the specific
Virtual Machines to be protected by moving the VMs from left to right pane. Note: In the drop down
list for Virtual Machines, only the unprotected VMs are displayed. However, to change this default
behaviour and to allow VMs to be protected by multiple jobs, you can log in to vRealize Orchestrator,
navigate to find the Cohesity library > Protection Job > Add unprotected VM to Protection Group and
edit the workflow. Search for allowDuplicates attribute and set the field to Yes.

4. You can also choose to select the Protect VMware Tags option. On selecting this option, the VMware
tags that are not used by any other protection job are displayed. Note:

© The VMware tags are displayed only if it is assigned to at least one or more VMs. Unassigned VM
tags will not be displayed.

© You can also choose to select only the VMware tags and not select any Virtual Machines from the
list.
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o If you select the Virtual Machines and not select the VMware tags, then only the selected VMs
will be protected and the tags will not be protected.

5. Choose to create a New Protection Job by selecting Yes/No. If you have selected Yes, then a new tab
Protection Job Config is displayed.

6. Configure all the parameters to create a new job, click Advanced Configurations to proceed and
complete all the configurations.

7. To select from existing Protection jobs, choose No for Create New Protection Job and select the
corresponding job from the drop down.

8. Click Submit. You can monitor the progress of the request in the Deployments tab.
Cloning a Virtual Machine
Procedure (XAAS)

You can clone a virtual machine as follows.

1. In the Catalog Dashboard, click REQUEST on Clone Virtual Machine.

2. Select the Cohesity Endpoint and the Virtual Machine from the drop down list.

3. Ensure that the Machine Protected flag in Select Input Parameters screen is set to Yes. If this is not
set to Yes, then the machine cannot be cloned as no restore objects are available in the cluster.

4. Select vCenter, DataCenter, Cluster, Network, Protection Job, Resource Pool, View, Snapshot,
Machine Prefix and Machine Suffix from the corresponding drop down list.

5. Click Submit.

Moving a VM to a New Protection Job

Procedure (XAAS)

You can move a VM to a new protection job as follows.

1. In the Catalog Dashboard, click REQUEST on Move VM to New Protection Job.

2. Select the Cohesity Endpoint from the drop down list.

3. Under the Cohesity Parameters section, choose the vCenter instance, Virtual Machine, the Current
Protection Job, and New Protection Job it must be assigned to. Note: In the drop down list for
Virtual Machines, only the protected VMs are displayed.

4. Click Submit.

Removing a Protection Source

To remove a VMware or a physical server as a protection source:
Procedure (XAAS)

1. In the Catalog Dashboard, click REQUEST on Remove a Protection Source.
2. Select the Cohesity Endpoint, previously configured Source Environment (as Physical or VMware) and
corresponding Source Host/IP from the drop down list.
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3. Click Submit.
Note: If there is already an active Protection Job that is protecting a virtual machine of vCentre, you
cannot remove that virtual machine. If you wish to remove the protection source, then either the
Protection job must be made inactive or the source must be removed from the Protection job.

Removing Physical Server from Protection Job

Procedure (XAAS)

To remove a physical server instance from its protection job:
1. In the Catalog Dashboard, click REQUEST on Remove Physical Server from Protection Job.
2. Select the Cohesity Endpoint from the drop down list.

3. Under Server Config tab, select the Physical Machine and Protection Job from the drop down list.
Note:

o Only those physical machines that are already protected will be displayed in the drop down.

o If there is a protection job which has only 1 physical machine associated, then you cannot
remove that physical machine from the job. A protection job will always be associated or will
always protect at least one Physical machine.

4. Click Submit.

Removing a VM from a Protection Job

Procedure (XAAS)

To remove a VM from a Protection Job:
1. In the Catalog Dashboard, click REQUEST on Remove VM from Protection Job.
2. Select the Cohesity Endpoint from the drop down list.

3. Under the Cohesity Parameters section, choose an appropriate vCenter instance, a Virtual Machine
and the corresponding Protection Job. Note: In the drop down list for Virtual Machines, only the
protected VMs are displayed.

4. Select the Cohesity Parameters such as Virtual Machine and the corresponding Protection Job.

Note: In the drop down list for Virtual Machines, only the protected VMs are displayed. If there is a
Protection job protecting a single VM, then that VM cannot be unprotected.

5. Click Submit.

Removing VM Tag from Protection Job

Procedure (XAAS)

To unprotect the VMware tags:
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1. In the Catalog Dashboard, click REQUEST on Remove VM Tag from Protection Job.

2. Select the Cohesity Endpoint from the drop down list.

3. Under Select Cohesity Parameters, select the vCenter from the drop down list.

4. Choose the specific tags from the Tag Node. On selecting the tag, the protection job that is protecting
the tags will be automatically displayed. Note: Only the tags assigned to VMs will be displayed here.

5. Click Submit.

Deleting a Protection Job
Procedure (XAAS)

To delete a protection job object:

1. In the Catalog Dashboard, click REQUEST on Delete Protection Job.

2. Select the Cohesity Endpoint and the Protection Job that you want to delete from the drop down list.

3. Depending on the requirement, select Yes to Delete All Snapshots or No to retain the snapshots
(selecting No will delete the protection job while the back up taken for that system will be retained).

4. Click Submit.

Restoring a Virtual Machine

Procedure (XAAS)

To restore a VM:

1. In the Catalog Dashboard, click REQUEST on Restore Virtual Machine.

2. Select the Cohesity Endpoint and the Backup Candidates from the drop down list. Note: The Backup
Candidates are the VMs that are already protected in the Cohesity Data Protection.

3. Click Selection Restore Properties tab and enter the protection job you want to perform the restore
from in the Protection Job field. Note: The list populated in the drop down of Protection Job may
contain multiple values if the backup candidate is protected by multiple jobs.

4. Select the Snapshot from which you want to execute the restore.

5. Optionally, you can provide the Machine Prefix and Machine Suffix.

6. By default, the VM is powered OFF after restore. Select as required and click Submit.

Restoring a Virtual Disk
Procedure (XAAS)

To restore a Virtual Disk:

1. In the Catalog Dashboard, click REQUEST on Restore Virtual Disk.

2. Select a cluster from the drop down list.

3. Specify a VM search query to search for the VM where you wish to restore the virtual disk. Note: By
default, it is *, which indicates that it will list all the VMs.

4. Choose a Backup Candidate, that is choose a VM for which you want to recover the disk for. Note: The
Backup Candidates are the VMs that are already protected in the Cohesity Data Protection.

5. Select the Protection Group and the Snapshot.
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6.

7.

Proceed to the Disk Information tab, select the list of all Virtual Disks to be restored. Note: At least
one of the disk must be selected.
By default, the VM is powered OFF after restore. Select as required and click Submit.

Executing a Protection Job on Demand

Procedure (XAAS)

To execute a Protection Job:

1.
2.
3.
4.
5.

In the Catalog Dashboard, click REQUEST on Run Protection Job on Demand.

Select the Cohesity Endpoint from the drop down list.

In the Protection Job field, enter the protection job you want to execute.

In the Run Type field, you can select either Regular (Incremental CBT) or Full (No CBT).
Click Submit.

Recovering Files or Folders

Procedure (XAAS)

To recover a file or folder:

1.
2.
3.
4.

O 00 N OO0 U

10.

In the Catalog Dashboard, click REQUEST on Recover Files or Folders.

Select the Cohesity Endpoint from the drop down list.

Click Backup Candidate Config tab, select the Environment from the drop down list.

In the Search Virtual Machine Name field, enter the virtual machine from which you want to recover a
file or folder. A list of backup candidates is populated based on the selection.

. Select the VM name as Backup Candidates and the Protection Group from the dropdown list.

. Select the OS Type from the drop down list.

. In the User Name field, provide user name for the selected VM.

. In the Password field, provide password for the selected VM.

. Select the Recovery Method as Agent Based or VMware Tools. The VMware Tools option is supported

and effective only from Cohesity cluster version 6.5 or higher. Note: The OS type and recovery method
fields are related. If the OS type is Windows, then the recovery method is populated as Agent Based
which is also the recommended recovery method for Windows. For other OS types, the recommended
recovery method is VMware Tools.

In Recovery File Config tab:

1. In Files or Folders field, select option to search for files, folders or both.

2. In the Search Files or Folders Name field, you can provide the search text to fetch the
appropriate file or folder or both from the selected protection job. The search text can be a prefix
or suffix or mid name of the file or folder name.

3. Search responses such as file or folder path or both is listed in the Files Backup Candidates
field.

4. In the File Snapshots field, recovery points for the selected file or folder path is listed.

5. Select Yes or No for Recover to Original Location parameter. If Yes is selected, file or folder is
recovered to the original location from where it is backed up. If No is selected, Recover To field
appears where you can specify the new path to recover the file or folder.
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6. Select Yes or No for Overwrite Existing File/Folder parameter. If Yes is selected, file or folder is
overwritten, else a new folder is created to recover the file or folder.
7. Select Yes or No for Continue on Error parameter. If Yes is selected, recovery is continued even
when there is any error, else recovery stops when there is an error.
8. Select Yes or No for Preserve Attributes parameter.
9. Select Yes or No for Send Email Notification. If Yes is selected, the Mail Configuration to Send
Notification tab is enabled to choose Email connection and other related parameters.
1. In the Email connection field, select the Email connection which is already configured.
2. In the Recipients field, add one or more Email recipients.
3. In the Email Subject field, subject is auto populated. However, it can be edited.
4. In the Email Content field, model text is auto populated in HTML format and you can edit
it as per the need.
11. Click Submit to start the workflow execution. Note: The VM must be powered on for the workflow
execution to be successful.

Upgrading Cohesity Agent
Procedure (XAAS)

To upgrade a Cohesity Agent:
1. In the Catalog Dashboard, click REQUEST on Upgrade Cohesity Agent.
2. Select the Cohesity Endpoint from the drop down list.
3. Select the Physical Machine.

The physical machines already registered will be displayed in the list. The Status and the Upgradability
of the agent are updated accordingly. The Status reflects the current status of the agent and the
upgradability indicates if the agent can be upgraded to any newer version available.

4. If multiple option is selected, then multiple physical machines can be added. Note: The Status and the
Upgradability fields will not be available when multiple option is selected.
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Upgrade Cohesity Agent Business group CSBusiness

# * Cohesity Endpoint:  |Cluster 1 [ id=Cluster 1] v

# Multiple:

# * Physical Machines: Physical Machine 1[ id=eyJpZCIl&l

-+

b

SUBMIT CAMNCEL

5. Click Submit. Note: Status of the agent upgrade request cannot be monitored through the workflow if
multiple physical sources are selected.

Generating Reports
Procedure (XAAS)

To generate a report that provides an overview of the protection jobs:

1. In the Catalog Dashboard, click REQUEST on Generate Report.

2. Select the Cohesity Connection which is the cluster from where the report must be generated.

3. Under Report Filters, configure the Email Recipients |Ds to which the generated report will be
emailed.

4. Specify the format of the generated report (html, csv). Note: If CSV is specified, then the generated
report will be sent as an attachment in the email.

5. Choose the specific Registered Source. Note: If left blank, all the registered sources in that cluster will
be considered.

6. Choose any specific Protection Job or if left blank, all the protection jobs will be considered.

7. Specify the Report Time Span. Note: If you configure a value of 7, then starting from the current day,
the report will be generated for the time span of the last seven days.

8. Click Submit. On success, the report will be emailed to the specified Email ID.

Executing a Protection Job on Demand as Resource Action

Procedure (Resource Action)
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To execute a Protection Job as a Resource Action in VRA:

1. In the Deployments tab , click on the required provisioned VM.

2. In the Components pane in the bottom left of the screen, click on Actions icon (as highlighted in the
figure).

3. Select Cohesity-Create Snapshot.

Catalog Deployments Design Inbox Administration Infrastructure Containers

< Back

& Cohesity-47321012

Ne description Qwner Admin User Lease duration 1day
Provisioned on May 21, 2019 1:44 PM Expires in 23 hours

Business group CSBusiness Destroy date May 24, 2019 1:44 PM
Catalog item Cohesity
HIDE DETAILS #
Components History
v é Cohesity-47321012 General Storage Network Security Properties Snapshots
4 PS15 & MName; PS515
Component: vSphere__vCenter__Machine_1
Change Lease Status: On
Cohesity - Add to protection ... CPUs: 4
Cohesity - Change Protection .. Memary (MB): 4096
Cohesity - Clone Machine Storage (GB) 16
Cohesity - Create Snapshot Description:
Cohesity - Recover Files/Folde..
Cohesity - Remove From Prote..
Cohesity - Restore Virtual Mac.. Cwmer: vra-admingvsphereloca
Connect to Remote Console B
Camnnta racninirea ECOLehictar

4. Select the Cohesity Endpoint from the drop down list.

5. Ensure that the VM Protected flag is set to Yes. If this is not set to Yes, assign the VM to a protection
job first.

6. In the Protection Job field, enter the protection job you want to execute.

7. In the Run Type field, you can select either Regular (Incremental CBT) or Full (No CBT).

8. Click Submit. To monitor the progress, log in to the Cohesity Dashboard and click Protection tab to
view the progress.

Multi-Tenancy Workflows

In This Section

Topic

Description

[Cohesity- Enable/Disable Multi Tenancy](#cohesity-
enable-or-disable-multi-tenancy)

This section describes the details to enable or
disable multi tenancy feature.

Map vRA Tenant to a new Cohesity Org

This section describes the details to map a vRA
tenant to a new Cohesity org.

Map VRA Tenant to existing Cohesity Org

This section describes the details to map a vRA
tenant to an existing Cohesity org.
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Topic Description

This section describes the details to delete tenant

Delete VRA Tenant Mapping .
mapping.

Cohesity Enable or Disable Multi Tenancy

Make sure to enable Multi Tenancy/Organizations on your Cohesity cluster.
Procedure

To enable Multi-Tenancy:

1. Log in to VMware vRealize Orchestrator. You must know the credentials to log in.

2. Select Run mode from the drop-down list located at the top left of the page and then click the
Workflows tab.

3. Select Library > Cohesity > MT -Configuration > Cohesity- Enable/Disable Multi Tenancy.

4. To start the workflow, click #=.

5. Select Yes to enable the Multi-Tenancy and click Submit. On success, Multi-Tenancy will be enabled for
the Cohesity vRO plugin.

Map VRA Tenant to a new Cohesity Org

Procedure

To map a vRA tenant to a new Cohesity Organization:

1. Log in to VMware vRealize Orchestrator. You must know the credentials to log in.

2. Select Run mode from the drop-down list located at the top left of the page and then click the
Workflows tab.

3. Select Library > Cohesity > MT -Configuration > Map vRA Tenant to a new Cohesity Org.

4. To start the workflow, click #=.

5. In the Tenant Details window, configure the details and select the VRA tenant. Click Next. Note: Only
the unmapped vRA tenants are listed in the dropdown.

6. In the Storage Domain window, enter a domain name which is unique across Cohesity tenants.
Configure other details and click Submit. On success, this will create a new Cohesity organisation and
will bind the vRA tenant to the newly created organization.

Map VvRA Tenant to existing Cohesity Org
Procedure

To map a VRA tenant to an existing Cohesity organization:

1. Log in to VMware vRealize Orchestrator. You must know the credentials to log in.

2. Select Run mode from the drop-down list located at the top left of the page and then click the
Workflows tab.

3. Select Library > Cohesity > MT -Configuration > Map vRA Tenant to existing Cohesity Org.

4. To start the workflow, click #=.
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5. Configure the details, select vRA Tenant and Cohesity Tenant and click Submit. Note: Only unmapped
vRA Tenants and Cohesity Tenants are listed in the dropdown.

Delete vRA Tenant Mapping

Procedure

To delete all tenant mapping in VRO configuration:

1. Log in to VMware vRealize Orchestrator. You must know the credentials to log in.

2. Select Run mode from the drop-down list located at the top left of the page and then click the
Workflows tab.

3. Select Library > Cohesity > MT -Configuration > Delete vRA Tenant Mapping.

4. To start the workflow, click ¥,

5. Select the Cohesity cluster, vRA Host, and vRA tenant from the dropdown list. Note: Only the mapped
VRA tenants are listed in the dropdown. Once a mapping is deleted, tenant users will not be able to

execute CS workflows.

Other Workflows

In This Section

Topic Description
Removing a Cohesity Endpoint This section describes the details to remove an existing Endpoint.
Updating a Cohesity Endpoint This section describes the details to update a Cohesity Endpoint.

) ] ) ) This section describes the details to remove the Email
Removing Email Configuration . .
configuration.

Updating Cohesity Email This section describes the details to update an Email

Configuration configuration.

Removing a Cohesity Endpoint

Procedure

To remove an endpoint:

1. Log in to VMware vRealize Orchestrator. You must know the credentials to log in.

2. Select Run mode from the drop-down list located at the top left of the page and then click the
Workflows tab.

3. Select Library > Cohesity > Configuration > Remove a Cohesity Endpoint.

4. To start the workflow, click #. The Remove a Cohesity Endpoint screen is displayed.

5. In the Cohesity Endpoint field, click the Not set link to select the endpoint you want to remove. The
following screen is displayed.
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Remove Cohesity Endpoint _ ,
# Cohesity Endpoint

Filter

myCluster

Cancel | Submit

6. Select the required endpoint and click Select.
7. Click Submit to remove the selected endpoint.

Updating a Cohesity Endpoint
Procedure

To update an endpoint:

1. Log in to VMware vRealize Orchestrator. You must know the credentials to log in.

2. Select Run mode from the drop-down list located at the top left of the page and then click the
Workflows tab.

3. Select Library > Cohesity > Configuration > Update a Cohesity Endpoint.

4. To start the workflow, click #. The Update a Cohesity Endpoint screen is displayed.

5. In the Cohesity Endpoint field, click the Not set link to select the endpoint you want to update. The

following screen is displayed.
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1 Update a Cohesity Endpoint

Cohesity Endpoint
la Cohesity Endpoint - SLater
1b  MNew Settings Filter |

1 myCluster

Cancel Back Maxt Submit

6. Select the endpoint you want to update, click Select and then click Next.
7. Enter the details you want to update and click Submit.

Removing Email Configuration

Procedure

To remove Email configuration:

1. Log in to VMware vRealize Orchestrator. You must know the credentials to log in.

2. Select Run mode from the drop-down list located at the top left of the page and then click the
Workflows tab.

3. Select Library > Cohesity > Configuration > Remove Email Configuration.

4. To start the workflow, click #. The Remove Email Configuration screen is displayed.

5. In the Email Connection Name field, click the Not set link to select the Email configuration you want
to remove. The following screen is displayed with the available Email Configurations listed.
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Remove Email Connection

# Email Cannection Marme
Filter |
(1 email config

myCluster

l Cancel Submit

6. Select the required Email Configuration and click Select.
7. Click Submit to remove the selected Email configuration.

Updating Cohesity Email Configuration
Procedure

To update an Email configuration:

1. Log in to VMware vRealize Orchestrator. You must know the credentials to log in.

2. Select Run mode from the drop-down list located at the top left of the page and then click the
Workflows tab.

3. Select Library > Cohesity > Configuration > Update Email Configuration.

4. To start the workflow, click #. The Update Email Configuration screen is displayed.

5. In the Email Configuration field, click the Not set link to select the Email configuration you want to
update. The following screen is displayed with the available Email configurations listed.
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1 Update a Cohesity Email ... ) )
- - - # Email Configuration
la Email Configuration

Filter |

[} email config

[} myCluster

( Cancel | Submit

6. Select the Email configuration you want to update, click Select and then click Next.
7. Enter the details you want to update and click Submit.
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