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Executive Summary

Modern enterprises have become boundless data generating machines. They need systems that can store, process, and
archive data for various business purposes including regulations and business continuity. These systems may impact business
outcomes by making data available for development, analyzing it for insights, or providing a service to the end customer.
However, current architectures with siloed approach across storage tiers are creating gross inefficiencies and putting severe
strain in business operations.

This white paper describes the storage architecture that Hewlett Packard Enterprise (HPE) and Cohesity have created to
eliminate silos and put all of an enterprise’s data to use. Whether data resides on primary or secondary storage HPE and
Cohesity can put all data to good use, which maximizes the return on any storage investment. The architecture is based on
HPE’s industry leading HPE 3PAR all-flash arrays and Cohesity’s Hyperconverged Secondary Storage platform running on
qualified HPE servers. The paper talks about how the infinitely scalable nature of this solution can address the needs of even
the largest and most complex data-driven enterprises.

Introduction

Business agility and operational speeds are not only products of innovation, they may also be required for the survival

of most modern companies. The key to achieving these requirements is to create a simplified and easy-to-manage IT
infrastructure. This is commonly attempted through the use of a myriad of tools and “bleeding-edge” architectures. However,
this goal has been greatly stymied by a lack of innovation in secondary storage, where more than 80% of an enterprise’s data
resides. This is especially galling considering how data and hence storage-dependent enterprises are fast becoming.

The Solutions Architects and IT experts have largely focused on implementing “modern” primary storage architectures.
They are employing agile methods of development to extract more value for their businesses. This has led to a mad rush of
storage companies “innovating” faster speeds and feeds for primary storage systems using the latest hardware and flash
technologies. While more and more data is being generated on primary storage environments, methods of data protection
and data management have not seen any major innovation in the last decade to handle this magnitude of data.

This lack of focus is evident when looking at the data protection systems available in the industry today. Data protection
systems are complex, cumbersome, and treated only as an insurance policy, which provides minimal return on investment
(ROD. Being the bellwether in the technology industry, HPE recognized this gap and felt compelled to bring a next
generation solution to its customers. HPE’s customers have trusted and always looked at HPE to innovate and showcase
best of breed technologies. HPE’s partnership with Cohesity intends to bridge this gap by unifying primary and secondary
storage, all flash and hybrid tiers, as well as traditional and hyperconverged architectures into a single data fabric.

Cohesity has created a hyperconverged secondary storage platform that offers a radically efficient solution to fragmented
data siloes by unifying all secondary use cases on a single, infinitely scalable platform. These use cases span tiers 2 through
4 of the generally acknowledged storage tiers that include Backup, Disaster Recovery, Test/Dev, File Shares, Archiving, and
Analytics.

Cohesity is a true Software Defined Storage System (SDSS) that enables policy-based provisioning and management of
data storage independent of the underlying hardware. This approach aims to transform physical storage hardware without
disrupting application access and to provide users a choice in the hardware used to build data center storage services at
lower costs. Cohesity’s overarching goal is to consolidate secondary storage into a single scale-out platform to radically
simplify data protection and put secondary data to work. This is a big paradigm shift in how data protection is traditionally
thought of as just an expensive insurance policy. This new way of protecting data allows the same platform to manage
data using copy data management. Now, data protection systems may extend to other secondary storage use cases such
as test and development, analytics, and file services. This allows enterprises to do more with less and simplify their storage
landscape by eliminating solutions which only address point problems and add management overhead on an already
stretched IT organization.

DevOps allows Engineering to innovate faster and enables it to divide responsibilities with Corporate IT. DevOps has become
an important workflow for agile development. Cohesity enable organizations to protect their data and allows Engineering

to leverage virtual clones of the production dataset to upgrade, develop and build newer and better solutions using the
patented Snaptree technology.

Cohesity’s software can be installed on select HPE servers. The combination of a small footprint, energy efficiency, and
flexible options makes HPE servers an optimal platform for Cohesity’s software-defined secondary storage software.
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The goals of this white paper are twofold:

1. Showcase the HPE hardware + Cohesity software-defined secondary storage integration. The
Cohesity SDSS solution has been qualified on select HPE servers. This integration enables HPE
to adopt Cohesity as the next generation data protection and data management platform and
thereby bring the benefits of simplicity in managing the data sprawl in secondary storage.

2. Show how enterprise customers can face challenges of exponential data growth in their environments
with a solution, which reduces CAPEX and OPEX spending, while delivering simplicity, speed, and ease
of deployment. We intend to highlight the overall value realized by eliminating the need to manage and
maintain multiple copies of data by consolidating secondary storage workflows onto a single platform.

Audience

The target audience for this document includes backup, storage, and virtualization administrators, consulting data center
architects, field engineers, and desktop specialists who want to implement a next generation data center. A working
knowledge of VMware vSphere®, SQL Server, HPE 3PAR StoreServ Storage, backups, networking, and data center design is
assumed, but not a prerequisite to read and understand this document.

Solution overview

System Requirements

For detailed system requirements and setup, please see HPE SPOCK and HPE 3PAR Operating System Implementation
Guides. You can find all of the documents in the link h20272.www2.hpe.com/spock/.

For detailed Cohesity system requirements please visit the link support.cohesity.com.

Topology

The topology that we are using for the primary configuration is FC (Fibre Channel). For more details on how to setup the
topology, please see the HPE 3PAR Operating System Implementation Guides at h17007Zwww]1.hpe.com/us/en/storage/info-
library/index.aspx.

Cohesity

Cohesity is Software Defined Storage that has the mission to simplify secondary storage by eliminating fragmented silos in
enterprise data centers. Cohesity collapses secondary storage workflows like backup, DevOps, and analytics onto a unified,
intelligent data platform. The Cohesity DataPlatform enables organizations to eliminate redundant copies of data while also
giving a way to tap into the untouched “dark data” that previously existed within the data center.

NFS/SMB/VADP
I I
{[ ' COHESITY

EEEas s S Cloud Tier
HPE 3PAR 8450 | |——>
Physical Servers cohe:i;ve::;wiﬂl
VMware VADP
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v
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Tape/Cloud Archival

Figure 1. Overview of the Cohesity Software Defined Secondary Storage Solution
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Cohesity DataPlatform, integrated with HPE 3PAR StoreServ provides the simplicity and value that comes from secondary
storage while providing enterprise-class flash-based storage for performance and reliability. The HPE 3PAR StoreServ is
designed to deliver performance and efficiency to |/O-intensive infrastructure workloads. It is the platform of choice for
enterprise customers who run databases, virtualization, and bare-metal applications requiring the highest performance.

Cohesity complements HPE 3PAR StoreServ with a distributed platform architecture for data protection and data
management designed for high availability. The Cohesity nodes deploy a shared-nothing topology while having no single
point of failure or inherent bottlenecks.

Consequently, both performance and capacity can scale linearly as more physical nodes are added to the cluster. The
distributed file system spans across all nodes in the cluster and natively provides global deduplication, compression, and
encryption.

In addition to the Copy Data Management that is built into Cohesity’s Data Platform, Cohesity allows for zero-space instant
writeable clones from the backups. Therefore, the same Data Platform can be used to provision and orchestrate in test

and development environments. The entire platform is exposed through a single pane of glass that manages all secondary
storage workflows that span multiple clusters, geographical sites, and clouds. The platform is fully programmable using REST
APIs, which can be leveraged by developers for both DevOps and test and development workflows.

By consolidating all the tier 2-4 storage workflows into a single unified scale-out, web-scale platform, Cohesity reduces
overall TCO and improves business agility for enterprise customers. The solution eliminates fragmentation and significantly
improves storage efficiency.

Qualified HPE Servers for Cohesity Software

Cohesity’s software can be installed on select HPE servers. The combination of a small footprint, energy efficiency, and
flexible options makes HPE servers an optimal platform for Cohesity’s software-defined secondary storage software. Refer
to the Cohesity+HPE solution page for supported HPE servers with Cohesity software. For additional information on specific
HPE servers, please refer to HPE server site.

Note: The latest generation of qualified HPE servers for Cohesity software should always be considered when designing a
new solution.

HPE 3PAR StoreServ

IT has never been more important to doing business, which means that IT infrastructure must be simpler, smarter, faster,
more flexible, and more business-aligned than ever. In the idea economy, business success is defined by how quickly you can
turn ideas into value. Is your infrastructure ready?

When it comes to tier-1 storage, HPE 3PAR StoreServ Storage has you covered. The foundation of the HPE Storage portfolio,
HPE 3PAR StoreServ Storage offers a range of models that give you effortless, tier-1 flash with midrange affordability and
help you affordably consolidate all of your applications onto enterprise flash.

HPE 3PAR StoreServ Storage allows you to break down the silos that stand between you and the efficiency and agility re-
quired to succeed in the idea economy. It’s the last primary storage architecture you need—regardless of whether you are a
midsize enterprise experiencing rapid growth in your virtualized environment, a large enterprise looking to support IT as a
Service (ITaaS), or a global service provider building a hybrid or managed private cloud.

HPE 3PAR StoreServ was built to meet the extreme requirements of massively consolidated cloud service providers. Its
remarkable speed—3M+ |[OPS—and proven system architecture has been extended to transform mainstream midrange and
enterprise deployments, with solutions from a few terabytes up to more than 20 PB scale.

The HPE 3PAR StoreServ family of flash-optimized data storage systems modernizes your data center to instantly handle
unpredictable workloads with 99.9999% data availability. Get rapid and automated provisioning, multi-tenant design, hard-
ware-accelerated deduplication and compression, and sub-1 ms latency—all within a single tier-1 storage architecture that
starts small and scales big.

HPE 3PAR StoreServ is the industry’s #1 midrange Fibre Channel storage array and a leading all-flash array. It has helped
thousands of customers eliminate complex storage silos and modernize their storage infrastructure.

From midrange to enterprise to all-flash across unified file and block workloads, you can start with a few terabytes in a single
system and scale to over eighty petabytes in a four-system federation with a common OS, feature set, and management.
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Configuration overview

While Cohesity is not currently integrated directly with the HPE 3PAR array, it can still protect, back up, and restore data
stored on it. We accomplish this by protecting the host’s volumes that are presented from the HPE 3PAR array.

HPE 3PAR StoreServ Storage primary configuration setup:

The primary configuration consists of three physical hosts (CentOS, VMware® ESXi™, and Microsoft® Hyper-V) along with 12
virtual machines running various operating systems. Each physical host is connected to a 16 GB Fibre Channel switch, which
is zoned to the HPE 3PAR StoreServ. Virtual volumes are than presented from the StoreServ array to each physical host.
Cohesity secondary configuration setup:

The secondary configuration consists of a cluster of three HPE servers running Cohesity software. Each server is connected
to a 10 Gb Ethernet switch. The Cohesity software is then configured to protect all data written to the primary storage (HPE
3PAR StoreServ).

|7
i L)

ProLiant DL380p Gen8 Windows 2012 R2

iz
o

L

ProLiant DL380p Gen8 Cent0S 7.3
Arista 7148s 10Gb Ethernet § =
= VM/VDI data
e
_
ProLiant DL380p Gen8 ESXI 6.0 VM/VDI data

Cohesity Cluster |

[ RS

SN6000B

3 Tnla 3 3
HPE ProLiant DL360 Gen9 4LFF
FCO:1:A FC1:1:1

HPE ProLiant DL360 Gen9 4LFF

HPE 3PAR 8450
——— 10 GB Ethernet ~—— 16 GB Fibre Channel
Figure 2. Topology diagram
Cohesity Cluster
VMware VADP

Cohesity Agent Cohesity Agent
ProLiant DLZBOTenS Windows 2012 R2

ProLiant DL380p Gen8 Cent0S 7.3 ProLiant DL380p Gen8 ESXi 6.0

4—>» Physical system

@ Virtual systems
HPE 3PAR 8450

Figure 3. Logical diagram of data flow 5.
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Primary storage configuration
HPE StoreServ Storage
Export LUNs to the host(s):

# showvlun -host dI380pg8-80 Active VLUNSs

Lun VVName HostName -Host_ WWN/iSCSI_Name- Port Type Status ID 20 vv_pg8-80.0 dI380pg8-80
51402ECOOOFOC6EG  0:2:2 host active 1

21 vv_pg8-80.1 dI380pg8-80 51402ECOO0OFOC6EG 0:2:2 host active 1

20 vv_pg8-80.0 dI380pg8-80 51402ECOO0OFOC6E4 1:2:2 host active 1

21 vv_pg8-80.1 dI380pg8-80 51402ECOOOFOC6E4 1:2:2 host active 1

VLUN TemplatesLun VVName HostName -Host_ WWN/iSCSI_Name- Port Type 20 vv_pg8-80.0 dI380pg8-80 ----------
------ --- host

21 vv_pg8-80.1 dI380pg8-80 ------------=--= --- host

Linux® Hosts

Validate that the LUNs are seen on the SCSI and multipath layer (if applicable). LUNs seen in SCSI layer:
# Isscsi

[1:0:0:20] disk 3PARdata VV 3310  /dev/sdb

[1:0:0:21] disk 3PARdata VV 3310 /dev/sdc

[1:0:0:254] enclosu 3PARdata SES 3310 -

[4:0:0:20] disk 3PARdata VV 3310  /dev/sdd
[4:0:0:21] disk 3PARdata VV 3310  /dev/sde
[4:0:0:254] enclosu 3PARdata SES 3310 -

LUNs seen in multipath layer:

# multipath -l

360002ac000000000000000070007e859 dm-0 3PARdata,VV
size=50G features="1 queue_if_no_path’ hwhandler="1 alua’ wp=rw
“-+- policy="round-robin O’ prio=50 status=active

|- 1:0:0:20 sdb 8:16 active ready running

'- 4:0:0:20 sdd 8:48 active ready running

360002ac000000000000000080007e859 dm-1 3PARdata,vVV
size=50G features="1 queue_if_no_path’ hwhandler="1 alua’ wp=rw
"-+- policy="round-robin O’ prio=50 status=active

|- 1:0:0:21 sdc 8:32 active ready running

T- 4:0:0:21 sde 8:64 active ready running

Create two logical volumes and filesystems using the HPE 3PAR StoreServ LUNSs:
# df -h

Filesystem Size Used Avail Use% Mounted on

/dev/mapper/cl-root 50G 49G 46G 10% /
/dev/mapper/cohesity_testl-lv_cohesity testl 49G 9.7G  36G 22% /root/mnt_cohesity_test1
/dev/mapper/cohesity_test2-lv_cohesity_test2 49G 9.7G  36G 22% /root/mnt_cohesity_test2

Populate data into the filesystem:

M mnt_cohesity_test1
MO 1
M CentOS-7-x86_64-Everything-1611.iso
M Fedora-Server-dvd-x86_64-25-1.3.iso
M lost+found

mnt_cohesity_test2
CentOS-7-x86_64-Everything-1611l.iso
Fedora-Server-dvd-x86_64-25-1.3.iso
M lost+found

IZIZHZI%IZHZIZIZ
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Secondary storage configuration

Cohesity Dashboard

Cohesity Data Platform’s policy-based storage management approach makes the system health, capacity, and performance
immediately viewable to the user. Upon supplying credentials to the unified management web console, users are presented
with an overall health dashboard.

This dashboard reflects the overall health and state of the cluster including the number of jobs that have run, any SLA
violations, errors or alerts, as well as a brief data reduction and performance summary. Each of these items can be chosen
to show further details. Storage, backup, and virtualization administrators may utilize the dashboard for cluster status
reviews, however the platform also provides built-in alerting mechanisms as well as SNMP support for notification of certain
conditions.

Complementing the dashboard is the native REST API, where all cluster management tasks can also be driven. Full
monitoring and administration capabilities are available via the REST APl and associated documentation that resides on the
cluster.

Welcome, admin

COHESITY Test & Dev  Analytics Protection Platform Monitoring Admin | Help | Logout

hp
Last 24 Hours Protection Summary
8 745 0 0 3,021 of 3,456 30f 18
Jobs Running Successful Runs SLA Violations Errors. Servers Protected Views Protected
System Alerts (Last 24 Hours) Storage
0 0) auster  9.51%
Nodes with issues Critical Alerts .
3 Total Nodes 0O Critical | O Warnings S43 7R e of £788 TR
All OK No Open Alerts All OK
View System Details View Alerts Details 'View Storage Details
Data Reduction Summary 24 Hour Performance Summary
04 4 41,
o] Soin | AS20 N 59 s6ea. \
T 5 (S VT Y v T U | T ) O [ T

Read

144,750 P |
Write Throughput
0s/03 o/ OS/08  oss  Oslor 0808 15.85% WMWM\AMMWM/WW\A
CPU Utilization

1 | | ! |
12:00pm 4:00pm 8:00pm 0s/09 4:00sm 8:00am

View More Statistics View Detailed Performance

Figure 4. Cohesity Dashboard
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Partition

A Cohesity Partition defines the set of physical nodes assigned to a logical volume. A partition uses the nodes assigned to it

for physical storage. Each Cohesity Partition can map to a logical partition within your organization such as a department or

group. You assign nodes to partitions based on the expected workload. Partitions are configured with a hostname and virtual
IPs (VIPs) for external access using well-known protocols such as NFS and SMB. The VIP based design of the partition allows
the system to be fully resilient and available even when a network or node level failure occurs.

partit'lon] Go to Partitions

Hostname
VIPs
VIP Address
17216.10.109
1723610110
17236101
17216.10.112
Nodes
1D IP Address Disk Count Version Status
2;9705709;25379 ) 1721610101 4 : : ;0_qa~2;71;507:e;ee7:0; ] Active :
:00273923364! 717;5.1;037 4 - 4.0_,115'201;507_%:& Active
220;27!91!9984 1721610107 4 X Jr 4.0:qa-20110;07_59c87:;a = - B Active e )
View Boxes
Name Deduplication
idd1 Post-Processed and Inline
idd_integrity Post-Processed and Inline
tags Post-Processed and Inline
idd_s3 Post-Processed and Inline
I idd_hpe Post-Processed and Inline I

Figure 5. Cohesity Partition configuration

View Boxes

A View Box is a named storage location on a partition. In addition, a View Box defines both the storage policy and when the
deduplication process occurs. When a Protection Job is configured, the user must specify a View Box from which the Cohesi-
ty Cluster can store Snapshots when executed.

idd_hpe cotov s B
Partition partitionl Deduplication P and |n|inel : Inline | F Enabled | Cloud Tier Disabled
120.53 e 25752 = 2187.88x
Total Storage Used Logical Data Managed Data Reduction
Storage in Cluster storage statistics Throughput Performance performance statistics
1907 7
67 66 TB MB/se “* Read -+ Write
.0C 143
Cluster Size MB/se
954
MB/sec
477
M Cluster Storage Av... 6123 T8 MB/se
I Other View Boxes 63278 o
Bytes/sec
M idd_hpe 12053 GE
05/09 4:00am 8:00am 12:00pm 4:00pm 8:00pm 0s/10

Figure 6. Cohesity view Box configuration
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Views
A View represents the mount points into a specific View Box. Views provide NFS or SMB/CIFS protocol access for files,
snapshots, and clones. QoS can be set for each view that can tune performance for the target workload.

Welcome, admin
Test & Dev  Analytics Protection Platform Monitoring Admin | Help | Logout

[

Mount-Netapp_05-04-2017_10-29am Backup Target High 05/04/2017 10:36am ao
Mount-Netapp_05-04-2017_9-53am No Backup Target High 05/04/2017 10:22am o
anirban_test]_recover No o w son o i Backup Target High 05/03/2017 3:39pm a
netapp! No Backup Target High 04/25/2017 110pm a ]
view3_idd1 No SMB NFS Inherited Backup Target High 04/05/2017 3:02pm oo
view2_idd1 ) o - V; ) B ;MB NF; 7Inharit; : Backup Ta;ss; High : 04/074/2017 n:58pm 7@
viewl_idd! Yes ) .;ME NFS Inherited Backup Target High 04/04/2017 1:58pm -]
idd_integrity

Storage Used by View Box 57 TB Deduplication Post-Processed and Inline Partition partitionl

View Name Protected View Type Deduplication QoS Policy Created
iter]_1491516156_0-gen0-1-genl-1 No SMB NFS Inline - Off Backup Target High 04/08/2017 4:09am ao
iter]_1491516156_0-gen0-1-genl-0 No SMB NFS Inline - Off Backup Target High 04/08/2017 4:09am o
iter)_1491516156_0-gen0-0-genl-1 No SMB NFS Inline - Off High 04/ 12:05am <@
iter]_1491516156_0-gen0-0-genl-0 No D SMB NFS Inline - Off TestAndDev High 04/08/2017 12:05am <
iterl_1491516156_0-gen0-1 No SMB NFS Inline - Off Backup Target High 04/07/2017 2:47pm oo
iter]_1491516156_0-gen0-0 No sMmB NF; Inline - Off : TestAndDev High 04/07/2017 2:47pm ao
itai!_!4915|5';6_0 ) : m; SM; NFS Inline - Off Backup Target Highi B 04/06/2;7 3:02pm a
Storage Used by View Box 120.53 GB I Deduplication Post-Processed and Inline I Partition partitionl

View Name Protected View Type Deduplication QoS Policy Created

cdfs No SMB NFS Inherited TestAndDev High 05/03/2017 2:23pm aD
vxdows_cms_m | B ; B ;M ; N:S a Inherited - TestAn;;ev:gh o 05/02/2017 113pm ; |

Figure 7. Cohesity view configuration
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Use cases
Use case 1. Recovering files and VMs in VMware® ESX®
To begin the use case, VMs are registered and fully protected.

eng-vcenterO3.corp.cohesity.COm oo sources LU )
Type vCenter 'URL https://eng- i i on 04/10/2017 1:09pm
Refreshed on 05/09/2017 9:58am

3034 3012 22 432TB 297TB 142 7TB

Total VMs. Protected VMs. Unprotected VMs Total Size Protected Size Unprotected Size

> Objects Q|| showall - || Expandto -

Iv B no-Hpe-3pAR 281 7B | 12VMs I

~ @ host 281TB | 12VMs

v § 1721610141 28178 | 12wMe

v T 172.16.10.141 281TB | 12VMs

@' vmio 260G © @
@ vmos 24068 © @
@° wos 240c8 o a
@ vmos 2408 © a
@ sal-db-vmoz 24068 @ © @
@ vmos 24068 © o
@ o3 24068 = @
& oz 24068 = @
@ sqi-db-vmo1 24068 @ @
@ o1 24068 © ao
@ vmoz 24068 -
@ vmos 26068 = @
Figure 8. VM inventory used
.lVM_Protection_Joleob DEtalls o pomieins ruse
JobRuns | Audit Trail “WI Statistics
Job Summary

This Job is 10 VMs from eng: using tcy Hide VMs

* VMI0 = VM09 * VMOS * VMO6

+ VMO4 + VMO3 - VMO7 + VMO

- VMO2 - VM08

Protection Schedule and Options

Incremental (CBT)

I Take a Snapshot evary hour. Retain for 7 days. I

Job Settings

* Time Zone America/Los_Angeles

‘Elm Snapshots in idd_hpe View Box I

= Priority is Medium with an SLA of an hour for CBT and an SLA of 2 hours for no CBT

Figure 9. VM data protection policy

10.
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VM Recovery
In the following example we’ll demonstrate the simplicity of restoring a VM from Cohesity. We will “accidentally” delete
VMO04 from VMware® vCenter™ and follow a simple recovery procedure to recover the VM instantaneously.

1. Simulate an accidental deletion of a VM.

vmware: vSphere Web Client  fi= O | Adminisirsior@VSPHERELOGAL - | Heig

| Summary Monior Manage Reiated Objects
What s a Host?
Ahost s computer tha uses vriualization Virtuai Machines
soMware, such as ESX and ESX, o run vetual
machines. Hosts provide e CPU and
memory resources that vinual machines se 3's
ard give vitual mactines accass 10 S0 <
A network canneciny,
Host
»
\q I Datacenter
= wcenter serve
sphere Client
Basic Tasks Explore Further
1 Create a new virtual machine Learn more about hosts
Learn how to create virtual
machines.
Smin ter QumeaFor swnTe Comgiaton Tme o
v compieted VSPHERELOGALIL . S0ms  SATIT,3STSSPM.. 57117, 35T:5TPM... engevoenterd3 cor conesitycom
v Completd VSPHERE LOCALIL. .. 17ms SATHT,3STZ2PM.. SH7/7, 3ST:25PM.. eng-voentardd eom conasty com

Figure 10. vCenter showing VM being deleted

2. Select “VYMs” as the recovery option. This will recover VMs back to the source vCenter or even a different vCenter.

Select your Recovery Option

Files or Folders VMs MS SQL Pure Storage Volume

W

Instant Volume Mount NAS (NetApp)
Note: To Recover (create a Clone) a View, go to Test & Dev.

Figure 11. VM Recovery Console

3. Search for the VM to be recovered using regex search function and add it to cart.

Recover VMs

@ 2] & ,%

Select VM(s) Set Recover Options View Summary

Search by Server or Protection Job Name

VMo*

VM_Protection_Job
o g Iomee

Change Filters

an
Show VM list
= sql-db-vm02
8 @ ao
Show VM list
VMO4
v [ @@

©OS Windows | Job Name VM_Protection_Job | Source eng-veenterO3.corpcohesitycom | View Boxidd_bpe | Last Backup 05/17/2017 3:05om | §

. J+ AddwMrocant

N VMOS

a + glealgchM and go to
OSWindows | Job Name VM_Protection_job | Source eng-vcenter03.corp.cohesitycom | View Box idd_hpe | Last Backup 05/17/2017 3:05pm

4 Download VMX file

= = = | for vMO4

VMO1 From 05/17/2017 5:05pm
atest Srapshot)

05 Windows Job Name VM_Protection_Job ~ Source eng-vcenter03.corp.cohesity.com View Box idd_hpe Last Backup 05/17/2017 3:05pm 4

Figure 12. VM Recovery Workflow
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4. Click the snapshot instance to modify the RPO.

Recover VMs

@ @ & &

Select VM(s) Set Recover Options View Summary

* Task Name

Recover-Vims_05-17-2017_3-54pm

Recover Options

Recovering VMs with default settings: Original names back to source with original network

settings.
Change Recover Options
Selected Objects Recover as
VMO4 VMO04 %
0SWindows | View Boxidd_hpe | Job Name VM_Protection_Job Snapshot: 05/17/2017 3:05pm, 240 GB (Latest Snapshot) = Ih

Figure 13. VM Recovery Workflow—Continued
5. Select the RPO from the recover points for the given VM.

164 Recover Points for VM0O4

Recover Point « App-Consistent Type Stored
© 05/17/2017 3:05pm No Regular Backup =y
© 05/17/2017 2:05pm No Regular Backup = ==1

05/17/2017 1:05pm No Regular Backup rcED

© 05/17/2017 12:05pm No Regular Backup ==
@ O05/17/2017 11:05am No Regular Backup cED
© 05/17/2017 10:05am No Regular Backup -
© 05/17/2017 9:05am No Regular Backup =
© 05/17/2017 8:05am No Regular Backup =
© 05/17/2017 7:05am No Regular Backup =
© 05/17/2017 6:05am No Regular Backup EED

=
N
w
3
m

Figure 14. VM Recovery Workflow—Continued

12.

©2018 Cohesity, All Rights Reserved



COHESITY | e

6. Click Finish to start the recovery process.

Recover VMs

o @ © %

Select VM(s) Set Recover Options View Summary

* Task Name

Recover-Vms_05-17-2017_3-54pm

Recover Options

Recovering VMs with default settings: Original names back to source with original network
settings.

Change Recover Options
Selected Obijects Recover as
VMO4 vMO4
J x
OSWindows | ViewBoxidd_hpe | Job Name VM_Protection_Job Snapshot: 05/17/2017 1:05pm, 240 GB = ll#

Save and add more

Figure 15. VM Recovery Workflow—Continued

7. Validate the VM has been restored.

- [F———

M WENTLETED R

FL V Corpumt VERERE £OCALL Sa ST ATEIRUL  BATEL ESRIPE. eyl s oty
B v Corpemt VEERELOCAL Al STLATEIRA ST ST | e e a5
™ ] APRE ROTALL M BINLAMILMA. BT ESRHIPUL | eyt e cotwety e
[y =OEeA ¥ Coopeet VERNERILLOCALY. M STV ATEINFM MITAT &SR vl o oy
FRLTLAN . Sarpnd VEPEREAOGALL WP ATNTLATEURL. BT SRR R S e
N ¥ Compumt VRN LOCALL W WAL ATEI P STAT A TITIPM eyl s oty s

Figure 16. VM Recovery Workflow—Continued

The following tasks are performed for a successful recovery of the VM.
¢ User manually triggers a Cohesity VM Recovery task with the selected snapshot,
target, networking settings, VM name, and target datastore.
¢ Cohesity contacts VMware® endpoint to validate current inventory and chosen recovery task settings.
¢ Cohesity creates an internal view and clones the VM snapshot and mounts the view to the target ESXi host(s).
* A new VM object is created using the original VM configuration file and chosen
recovery settings. Network configuration changes take place at this step.
e VM is (optionally) powered on (Note that the VM is now available for use).
e Storage vMotion is initiated to move the datastore from the Cohesity cluster to the primary datastore.
¢ Storage vMotion completes, VMware non-disruptively migrates datastore access
from the Cohesity cluster snapshot to the primary datastore.
e Cohesity requests the datastore to unmount.
e ESXi host unmounts datastore.
¢ Cohesity releases the view.

13.
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8. VM is powered on and recovers from Cohesity while it’s being relocated back to the
HPE 3PAR primary storage in the background. The application comes online as part
of VM startup and is available all the while during the relocation of the VM.

' Recover-Vms_05-17-2017_4-14pM o to recovery

Recovered Byadmin | Type Recover VMs | Job VM_Protection_Job | FromVMO4 Snapshot 05/17/2017 10Spm

. 05/17/2017
Ad r!lﬂ:ted Total ;Ibncs s..e(?«s Egs nu.:!.mw 45;1?19,.&“

Recovery Options

« Parent Source: eng-vcenter03.corp.cohesity.com

« Target Parent Source: eng-vcenterO3.corp.cohesity.com
« Target Parent Source Tvo ea
«fView Name: cohesity_int_249930

* Power State: On

Object Start Time Duration Status Message

completed

v VMO4 05/17/2017 4:15pm n/a
2m 3is remaining

Start Time Task

05/17/2017 435pm Cresting VM VMO4.
05/17/2017 435pm Created VM VMO4 with [item: type:

05/17/2017 435pm Powering on the VM
05/17/2017 415pm Powered On the VM
05/17/2017 415pm Relocating VM [item: vm-183915, type: VirtuaiMachine] to datastore [item: datastore-180672, type: Datastore]

Figure 17. VM Recovery Workflow—continued
Single file level recovery for VMs

In the following example we’ll see the simplicity of recovering a file using Cohesity.
1. Choose “Files or Folders” as the Recovery Option.

Select your Recovery Option

Files or F&l;ers VMs MS sQL Pure Storage Volume

Instant Volume Mount NAS (NetApp)

Note: To Recover (create a Clone) a View, go to Test & Dev.

Figure 18. File/Folder Recovery Console

2. Perform a Global Search across the entire data set. Next filter down to the VM or physical server to choose the file

Recover Files or Folders
rch for ® Files and Folders O Servers to Browse
h by Filename or Path
Hostauto'| }

HostAuto2.ps!

2|3 =

E’ Path /C/Users/Administrator/Desktop
I Server Name VMO . ‘Server Type Virtuai Machine | Protection Job VM_Protection_Job

- hostautoRAN
Path /C/temp
IM. Namme (HO7 l Server Type Virtual Machine | Protection Job VM_Protection_Job

HostAuto2ps!
Path /C/Users/Administrator/Desktop
Server Name VMO7 | Server Type Virtual Machine | Protection Job VM_Protection_Job

HostAutoZ.ink

&) Path

Server Type Physical Server | Source Name 1721610143 Protaction Job Physical_Windows

i hostautoRAN
Path /C/temp
Server Name sql-db-vmOl | Server Type Virtual Machine | Protection Job sqi-db-vmo1

Figure 19. File/Folder Recovery workflow
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3. Choose the VM where the file resides.
4. Choose the desired RPO and click “Recover to Server.”

| 167 Recover Points for HostAuto2.ps1 |

I Path /C/Users/Administrator/Desktop I

The Recover Point you select here will be applied for all files/folders being recovered in this task.

1“3;17

m

Recover Point » Modified Size Targets
© 05/22/2017 3:41am 05/01/2017 4:52pm 18.9 KB ==
© 05/22/2017 2:41am 05/01/2017 4:52pm 18.9 KB =
© 05/22/2017 1:41am 05/01/2017 4:52pm 18.9 KB o=
© 05/22/2017 12:41am 05/01/2017 4:52pm 18.9 KB )
© 05/21/2017 N1:40pm 05/01/2017 4:52pm 18.9 KB =
© 05/21/2017 10:40pm 05/01/2017 4:52pm 18.9 KB =
® 05/21/2017 9:40pm 05/01/2017 4:52pm 18.9 KB [
© 05/21/2017 8:40pm 05/01/2017 4:52pm 18.9 KB [
© 05/21/2017 7:40pm 05/01/2017 4:52pm 189 KB =
© 05/21/2017 6:40pm 05/01/2017 4:52pm 18.9 KB =

Figure 20. File/Folder Recovery workflow—continued

5. Determine whether to recover to the original location and/or overwrite any existing files.

Recover Files or Folders

Set Recovery Options.

Recover Options

* Select a Recover Point for this file or folder
05/21/2017 9:40pm = &

* Task Namo.

Recover_Files_05-22-2017_2-20pm

* Target Information

VMO Change

* Username

Administrator

* Recover to Original Location

* Overwrite Existing File/Folder

Additional Options
@ Preserve file/folder attributes

View Summary

* Password

@ Continue racovery operation even if one of the objects encounters an error

Files being Recovered

&

HostAuto2.ps1
B pan rc/usersaaminstatormesseon

ServerName VMOI | Server Type Virtual Machine | Size 1BIKE

- i o s m

Figure 21. File/Folder Recovery workflow—continued
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6. Click “Recover Files” and the following steps are performed by Cohesity during the file/folder recovery:
* User manually triggers a file/folder recovery task either by searching for files through
the elastic search database or via browsing the VMs and their volumes.
¢ Cohesity creates an internal view, clones the VM snapshot, and mounts the view to the target ESXi host(s).
¢ Cohesity attaches the cloned VMDK files to the target VM from which the files are being recovered.
¢ Cohesity deploys a helper utility onto the VM and triggers the restore process.
¢ The restore helper utility performs file copy from the attached disks (originally
from the backup) onto the recovery location. The utility additionally preserves
the file attributes and other properties based on the user preferences.
*  Once the file/folder copy completes, the disks are detached from the VM.
¢ Cohesity requests the datastore to unmount.
e ESXi host unmounts the datastore.
¢ Cohesity releases the view.

n Recover_Files_05-22-2017_2-29pM  cotorscovery

Recovered By admin Type Recover Files to Source Job VM_Protection_Job From VMOl Snapshot 05/21/2017 9:40pm

Success 1 1 0 05/22/2017 e

25op! Du
- ration
Status Total Objects Success Errors Cafives

Recovery Options

* Recover to

VMO1

84y Recover to Original Location

* Parent Source: eng-vcenter03.corp.cohesity.com
* Recover to Original Location: Yes

*+ Overwrite Existing File/Folder: Yes

* Preserve File/Folder Attributes: Yes

+ Continue on Error: No

Figure 22. Recovery successful

Use case 2: Microsoft SQL Integration, Protection, and Recovery in VMware ESX
MS SQL Protection

To begin the use case, the SQL Server must be registered. We will then use the policy engine to protect it.

Manage Protection Jobs

24 Hours at a glance

Jobs Running “Total Runs Successful Runs Canceled Runs Errors. SLA Violations
Overview of Last Run Statuses Job Runs Hourly
M Running I Success Warning Wl Error Wl Canceled
35
2 30
Total Jobs
25
&
205
M Running O 58
I Success 2
Warning O L
M Emror O 5
M Canceled © 0
Tem  lpm  3pm  Sem  em  %m  Mem  m 3 Sm  nm  %m
/ 24 hours: 05/07/2017 - 05/08/2017
Job 4 Last Run SLA Status Copy Task Status
sql-db-vmo1
05/08/2017 10:43am Pass oD Success n/a @@
Policy Hpe_SQL_Server
sql-db-vm02
05/08/2017 10:43am Pass oo Success n/a an

Policy Hpe_SQL_Server

Figure 23. Filter to see MS SQL servers being protected
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The following Policy is used to protect the 2 MS SQL database VMs in this example. The SQL Policy dictates the database
servers to be backed up every hour with log capture every 15 mins.

Hpe_SQL_Server Policy Details  sacx o poiicy Manager 2S00

Protection Schedule and Options

SQL Full (CBT) Log
Eke 2 Snapshot every hour. Retain for 7 days. ]Flptum Logs every 15 minutes. Retain for 14 days. ||

2 Protection Jobs created from this Policy

Job Name Last Run
sql-db-vm02 05/08/2017 10:43am
sql-db-vmO1 05/08/2017 10:43am

Figure 24. MS SQL Data Protection Policy

MS SQL Recovery

In the following steps we will walk through the database recovery process.
1. Search for the database to be restored.
2. Validate the database name and associated job name.

Recover SQL

Select.

Set Recovery Options View Summary

°rch for a MS SQL Server or Database name. Results are returned at the Server level only.

EX ]
Change Filters

(HE

MSSQLSERVER/DWConfiguration
Cohesity Cluster hp  Protection Job Server Name Server Type

[MSSQLSERVER/lar dbl
ity Cluster hp. Protection Job sql Server Name sql- Server Type :10pm

MSSQLSERVER/DWDiagnostics.

Cohesity Cluster hp | Protection Job sql-0b-vm02 | Server Name sal-db-vmO2 | Server Type Virtual Machine

Create Date 05/02/2017 6:02pm
MSSQLSERVER/large_db

Cohesity Cluster hp | Protection Job sql-db-vm02 | Server Name sal-do-vmO2 | Server Type Virtual Machine  Create Date 05/02/2017 735pm
MSSQLSERVER/ReportServerfempDB

‘Cohesity Cluster hp Protection Job sal Server Name sq- Server Type 6:01pm
MSSQLSERVER/DWQueue

Cohesity Cluster o Protection Job sql Server Type Vi :02pn

5ql-db-vmO1  show 08s
Cohesity Cluster ho | Protection Job. Server Type

Figure 25. MS SQL Database recovery
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3. Edit the restore point from available backups of the database.

Recover SQL

Select Set Recovery Options View Summary

* Task Name

Recover-Sql_05-09-2017_1-47pm

Restore Options

Selected SGL Database
MSSGLSERVER/large_dbl
Cohesity Cluster hp  Server sql-db-vm01

Restore to Original SQL Server Instance?

[~ @)

Overwrite Original Database?
Restore Time
05/09/2077 12:56pm (Latest Restore Point) I

Additional Options
@ Capture tail logs

e a m

Figure 26. MS SQL Database recovery—continued
4. Choose the required RPO.
5. Select to replay the logs back to the required time.

Select Restore Time

Restore Point Restore to a New Time

©  05/09/2017 12:56pm

05/09/2017 N:56am e
®  05/09/2017 10:56am m

| 05/09,/2017 10:56:34 05/09/2017 14218
| I

©  05/09/2017 9:56am

e

05/09/2017 8:56am

05/09/2017 7:56am

o]

© 05/09/2017 6:56am
©  05/09/2017 S;56am
©  05/09/2017 4:56am

Figure 27. MS SQL Database recovery—continued 18
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While restoring an individual MS SQL Server database, you can restore the database to its original VM and MS SQL Server
instance. You can also restore to a non-original location such as a different VM or a different MS SQL Server instance on the
original VM.

The example above assumes restoring to the database’s original location and that the database failure has already occurred.
The database’s MS SQL Server VM is registered as an MS SQL Server and was backed up by a Cohesity Protection Job that
includes transaction logs.

Restoring an individual MS SQL Server database to its original location and overwriting the existing database consists of the
following actions: The Cohesity user must select the following task options:

* Restore to the original SQL Server VM and instance and overwrite the database

¢ VMware VM Snapshot and individual MS SQL Server database

¢ Point in time (optional)

e Capture tail logs (optional)

¢ The Cohesity Cluster copies the database from the specified Snapshot to the original location
e |f applicable, transaction logs are applied to restore the database to the specified point in time
* The database is now restored to its specified location

Use case 3: Protecting data on Microsoft Windows and Linux Physical Servers

In the following example Windows® Physical servers are protected using Cohesity physical agents. Installing agents and
registering physical servers is covered in the product documentation. Here we are filtering down to the physical servers, and
validating the data protection policy used for these servers.

COHESITY Test & Dev  Analytics Protection Platform  Monitoring

Manage Protection Jobs

24 Hours at a glance

Jobs Running Total Runs Successful Runs Canceled Runs Errors SLA Violations
Overview of Last Run Statuses Job Runs Hourly
N Running B Success Warning Ml Emor [ Canceled
2 35

Total Jobs

M Running O
I Success 2

Warning O
W Eror 0 §

I Canceled ]
Mam  lem  Jom  Som  em  Opm  fpm  Tam Zam  sam 7am  oam

/ 24 hours: 05/07/2017 - 05/08/2017

Job ~ LastRun SLA Status Copy Task Status

Physical_linux

PHY 05/08/2017 9:56am Pass amm  Success n/a ao
Policy Physical Servers

B Fhysical_Windows
PHY 05/08/2017 9:56am Pass mmm  Success n/a ao
Policy Physical Servers

Figure 28. Filter to find Physical Servers being protected
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The following policy shows physical Linux and Windows Server® being protected every hour and data being retained for 30
days.

Physical Servers Policy Details sack to poiicy Manager B4 00

Protection Schedule and Options

Incremental (CBT)

I Take a Snapshot every hour. Retain for 30 days. I

2 Protection Jobs created from this Policy

Job Name Last Run
Physical_linux 05/08/2017 9:56am
Physical_Windows 05/08/2017 9:56am

Figure 29. Physical server data protection policy

Now let’s walk through the process of recovering files/folders from Cohesity using the Instant Volume mount option. Some
benefits of this restore mechanism include granular recovery of Microsoft Exchange, SQL, and SharePoint data. Cohesity’s
simple workflows can instantly mount backup volumes to the Kroll Ontrack® PowerControls™ application, enabling applica-
tion owners to perform granular recovery.

Note: Files and folders can also be restored back to physical servers using the workflow of searching globally for files and
restoring back to physical servers directly. This workflow is the same as file/folder recovery showcased for VMs above.
1. Choose Instant Volume Mount as the recovery option.

Select your Recovery Option

Files or Folders VMs MS SQL Pure Storage Volume

Instant Volume Mount NAS (NetApp)

Nota: To Recover (create a Clone) a View, go to Test & Dev.
Figure 30. Physical server File/Folder recovery using Instant Volume Mount

2. Search for Physical server protected by the job name or server name.

Mount Volume

Select Server Set Options View Summary
Search by Server Name
-
[ P"yslcu’ ]
Change Filters
E 1721610143 —
OS Windows: Type Physical Protection Job Physical_Windows Last Backup Date 05/08/2017 10:56am Size 236 GB.
1721610145
H ao

OSLinux  TypePhysical  Protaction Job Physical_linux  Last Backup Date 05/08/2017 10:56am | Size 98 GB

Continue m

Figure 31. Physical server File/Folder recovery
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3. Select the volumes and the restore point for the recovery operation as shown below.

Mount Volume

Select Server Set Options View Summary

* Task Name

Mount-volumes-Vm_05-08-2017_11-18am

Select Recover Point
Size 236 GB 05/08/2017 10:56am (Latest Recover Point) &

Mount Target

f 21610105 canoesenr

Source Server Mounting
1721610143 Select Volumes to mount
OSWindows | TypePhysical | Protection Job Physical Windows [ Select all Volumes [ E - ]

0 vol_)

©2017 Cohesity  Support  Feedback

Figure 32. Physical server File/Folder recovery—continued

4. As the server was protected every hour according to the policy, we
have the option to select from any recovery point.

Showing 70 of 70 Recover Points for 172.16.10.143
Filter by - n 2|3 7 =
Recover Point Backup Type Stored
) 05/08/2017 10:56am Regular Backup oxm
) 05/08/2017 9:56am / Regular Backup o=
70 05/05/2017 2:30pm Regular Backup xm
) 05/05/2017 1:30pm Regular Backup o=
) 05/05/2017 12:30pm Regular Backup D
) 05/05/2017 1:30am Regular Backup e
-r'j 05/05/2017 10:30am Regular Backup o
) 05/05/2017 9:30am Regular Backup o
f'\ 05/05/2017 8:30am Regular Backup omm
) 05/05/2017 7:30am Regular Backup o i

&')

[}
N
. !
~
m

i m

Figure 33. Physical server File/Folder recovery—continued
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5. Once the target server has been selected, the task can be executed.

Mount Volume

Select Server Set Options View Summary

* Task Name

Mount-volumes-Vm_05-08-2017_11-18am

Select Recover Point

Size 236 GB 05/05/2017 2:30pm #

Mount Target

i 1721610143 Shange Server

Source Server Mounting
1721610343 Select Volumes to mount
OS Windows |~ Type Physical ~ Protection Job Physical Windows () Select all Volumes [ E ] - ]

m

Figure 34. Physical server File/Folder recovery—continued

6. As seen below, the mount point is presented as a directory structure to the physical server and the
administrator now has all the backed up files on the server to perform granular recovery.

Mount-volumes-VYm_05-08-2017_11-19am ot recovgs
Racovered By s Tyma MountVoiame | Job osca Windows. | From 121610143 | [Snapahot SYOR/207 230w

Success 05/08/2017 11:28am 7s
Status Total Objects Start Time Duration
Recovery Options
Parent Source. Physical Saervers
get Server. 1721610143
. TType DhysicaT Carver
+ Disks Online Status: Online
Volume Mapping
Source Volume Target Volume
E Ic\c. i 0515 I
Server Start Time Duration Status Message
v 1721610143 05/08/2017 11:28am 7s Success
Start Time Task
n:28am task to for bei

05/08/2017 1:28am Starting setup disks op
05/08/2017 N28am  Cloning files to destination view cohesity_int_205225
05/08/2017 N28am  Successfully cloned server files
| 05/08/20771:28am  Mounting NAS path \\ha-hp- TY.COM\idd_t /int_205225fs
\idd. ity_int_205225.f5

05/08/2017 1:28am  NAS volume mounted ar 4

® 2 i X ITY! i
05/08/2077 Ti2gam  MUning volume E: disk \\ha-hp-1.OADL ENG CORESITY.COM\idd_! int. & _4696\(CSF
05/08/2017 1:28am Mounted volume successfully E: at C:\CohesityMounts\cohesity-restore-446750515 index O

05/08/201711:28am  Fetching logs from the server
T:28am from the server
n:28am

Figure 35. Physical server File/Folder recovery—continued
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Home  Share  View v @
© -t [.:. » ThisPC » Local Disk (C)f» Cohesi » y 5 l v o] [ Search conesity-restore-a675.. 2 |

wom— Name - Date modified Type Size

B Desktop &) 960017050, WINBLUE_REFRESH.140317-1...  5/1/20171:58PM  DisclmageFile  4435832K8

{8 Downloads Cohesity_Agent 40,00, Win x4 installer  5/1/20173:46PM  Application 4100KB

% Recent places €8 VMware-VMvisor-Installer-6.00.updated..  5/1/20171232PM  Disc Image File 360648 KB

1) Win2012 Server_R2 Licensed_with cygwin. 5/2/2017242PM  OVAFile 25227829

& This PC |64 Windows.2012.02 Server.180.days (1) S/1/20171:35PM  DisclmageFile  4435832K8

& Desktop

k| Documents.

B Downloads

b Music

k! Pictures

@ Videos

&y Local Disk (C)

ca PARW 1 (E)

ca PARW2(F)

G Windows_CIFS_01 (\hq-hp-01.qa01.eng.cohesity.com) (Z:)
€ Network

Figure 36. Physical server File/Folder recovery—continued

7. Once the restore operation has been completed, the mount point which was presented can be removed
from Cohesity. This would gracefully unmount the volume and remove the recovery directory structure.

Tear Down Mount Points created by Recover
Task?

All objects created by the Recover Task Mount-volumes-vm_05-08-2017_11-
19am will be deleted from the Physical Server. The virtual disk files (VHD) will be
detached from the Physical Server. Also, the virtual disk files stored on the
NFS/SMB View will be deleted, The NFS/SMB View will be unmounted from the
Physical Server and the View will be removed from the Cohesity Cluster. This
action cannot be undone.

Figure 37. Physical server File/Folder recovery—continued

Use case 4: Creating a CIFS Share on secondary storage
Map the View (mentioned above in the View section) Windows_CIFS_01 as a mapped CIFS drive for light file services use

cases to Microsoft Windows systems.
1. Click on the Windows_CIFS_01 view and get the path from the Cohesity Ul.

Windows_CIFS_01 Details cotoviews (-3
View Box idd_hpe Created Date 05/02/2017 113pm
Inherited TestAndDev High Yes No
Deduplication QoS Policy Data Protection Replication ‘Access Based Enumeration
NFS Mount Path SMB Mount Path ‘
hpOl-pl ity i . CIFS_O1 l\\hq-ho—{)'l.qao'l eng.cohesity.com\Windows_CIFS_01 I

Figure 38. CIFS View mount to be used as CIFS mapped drive
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2. Choose “Map network drive.”

Computer  View v 0
o [y Thisec » v ¢ [[SeschTnispc 2]
49X Favorites 4 Folders (6)
[ Desktop
{8 Downloads h Desktop E Documents h Downloads
%L Recent places b " ¥
o Music | Pictures Videos
e — R ) B
b g Deskt s : .
4 Devices and drives (4)
P Local Disk (C:) IPARWY 1 (E)
[ I — DVD RW Drive (D)
é 110 GB free of 135 GB P oGatrecot 9368
3PARW 2 (F)

41.3 GB free of 49.8 GB

Figure 39. Map network drive

3. Specify a drive letter and folder.

What network folder would you like to map?

he drive letter for the connection and the folder that you want to connect to:

Py |

Specify

Drive:

01.qa01.eng.cohesity.com\Windows_CIFS_01

Felder:

Example: \\server\share
Reconnect at sign-in

["] Connect using different credentials

nnect to a Web site that you can to store your documents and pictures.

| Finish | | Cancel |

Figure 40. Provide the drive information and the network folder information
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Hewlett Packard
Enterprise

4. Validate that the drive is mapped on the host.

Home.

Drive Tools

Share  View Manage

v @

1 [5# » ThisPC » Windows_CIFS_01 (\hq-hp-01.a01.eng.cohesity.com) Z)

v o‘ [ search Windows_CFs 01 (wh... 2 |

X Favorites
B Desktop
18 Downloads
% Recent places

18 This PC
(e Desitop
£/ Documents
1 Downloads
B Music
E Pictures
B Videos
a Local Disk ()
< PARW 1 (E)
s PARW 2 (F)

Name

£4] 9600.17050. WINBLUE_REFRESH.140317-1...

] Cohesity_Agent_4,0.0.0_ Win_x64_Installer

&) VMware-VMvisor-Installer-6.0.0.updateD...
] Win2012_Server_R2_Licensed with_cygwiu. 5/

&) Windows.2012.r2.Server.180.days (1)

Date modified

Type
Disc Image File
Application
Disc Image File
OVA File

Disc Image File

Size

4435832K8
4,100KB
360,648 KB
25,227,829 ...
2,435,832 KB

Figure 41. Network drive mapped in the Windows host

This mapped drive can now be used for light file services use cases, and the View’s data can be protected with Cohesity
snapshots. This View based data protection is configured by using the data protection policy-based constructs.

Conclusion

We have now demonstrated the seamless integration of Cohesity with HPE 3PAR StoreServ primary storage. This paper

showcased Cohesity’s software defined secondary storage solution and the ease in which today’s modern data center engi-
neer can deploy, manage, recover, and expand from tier-1 into tier-4 workloads.
The following backup and recovery procedures were covered:

¢ Backup and Restore
¢ Backup and Restore

single or multiple VM(s)
single or multiple file(s)

e Backup and Restore single or multiple physical Windows and Linux Server(s)

* Backup and Restore

a SQL database

With this joint integration, HPE and Cohesity deliver the simplicity to manage data at scale without the fragmentation and
inefficiencies of silos and data lakes.

Learn more at hpe.com/us/en/storage/hpe-complete.html.
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