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4. If needed, Cohesity Support can join a three-way call with the partner and the customer.

5. The customer informs Cohesity Support on the progress of the partner’s case.

Documentation

Make sure that you have the current version of the documentation. Each document displays
the date of the last update on page 2. The latest documentation is available on the Cohesity
website.
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Depending on the product, SORT helps you prepare for installations and upgrades, identify
risks in your datacenters, and improve operational efficiency. To see what services and tools
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IT Analytics ServiceNow
App Overview

This chapter includes the following topics:
= Backup Manager Overview

= Prerequisites

Backup Manager Overview

NetBackup IT Analytics Protection Suite captures backup and data protection events
from major backup vendors and provides one unified view of your enterprise data
protection from a centralized portal. Backup operators are alerted about problems
such as unprotected or under-protected clients and backup failures. Intelligent
analytics provide proactive insights about clients at risk for RTO failure.

The IT Analytics ServiceNow App allows NetBackup IT Analytics-detected backup
issues to automatically create incidents in ServiceNow. Users in ServiceNow can
see the key issue details such as client, policy, error number/message, and so on
to quickly resolve the problem. Backup details, incident numbers, and status are
automatically synchronized between the NetBackup IT Analytics and ServiceNow
applications to provide the full audit trail required for compliance.

This installation guide walks you through the steps you need to take within your
ServiceNow application and the NetBackup IT Analytics Portal to deploy and
configure the IT Analytics ServiceNow App to integrate the two systems.

Prerequisites

= Previously installed and operational NetBackup IT Analytics version 11.6 or later
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ServiceNow application (NewYork, Orlando, Paris, or later). See ServiceNow
Configurations section in the NetBackup IT Analytics Certified Configurations

Guide for the most current supported versions.



Install and Configure

This chapter includes the following topics:

= Overview

= Initial Setup on NetBackup IT Analytics Portal

= ServiceNow Configuration - Part One

= MID server installation on NetBackup IT Analytics Portal server

= ServiceNow Configuration - Part Two

Overview

Installation and configuration requires coordination between the ServiceNow
application and your NetBackup IT Analytics environment. Alternate between the
two applications to complete the installation. Certain operations require System
Administrator privileges.

Initial Setup on NetBackup IT Analytics Portal

The IT Analytics ServiceNow App makes REST API calls back to the NetBackup
IT Analytics Portal to update the jobs in the NetBackup IT Analytics system with
the ServiceNow Incident Status and Incident Number. This API call requires a valid
user ID and password within the NetBackup IT Analytics Portal. To set this up:

Create a user account

1. Create a new user account in the NetBackup IT Analytics Portal and note the
username and password. This new user does not require any specific privileges.
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Initial Setup on NetBackup IT Analytics Portal

Users and Privileges

‘ Veritas NetBackup™ IT Analytics £ Inventory | Reports A Alerts

Users and Privileges Filter by Us Rmael
T — Login Active Type
Yes ~ | EndUser v
Doma - Password® Eepeal password®
er Namy
. 2]/l 2]
Domains
1, Iberia | Firstname* Last name* Email*
Chargeback 1| [ 1 [
2,Iberia | Work phone Gell phone
Solutions |
AA 5
Data Collection Home Host aroup’
a, Himans| ]
Reports *The license entillement of the host group's domain will be available to the user.*
abuebied,| Pick a host group from the list below
File List ] Aptare
Accel, Ac
Advanced
Adami, Mz
ADMIN, IT
Admin, RS
Ahlgrim, M
Ahmad, It
Ajala, Afol
Akhand, T¢ oK Cancel Privacy Policy

Help

Al Ahmad, Ibrahim

Al Ahmad, Shaban

AUAL A i

i.alahmad@itsagility.com

s.alahmad@itsagility.com

e

£ Admin

J—

Home Group
IAptarefiberia
/Aptare/Paco
[Aptare
/Aptare
/Aptare
IAptare
IAptare
JAptare/HUAISAIOAE
/Aptare
/Aptare
IAptare
IAptare
IAptare
/Aptare

/Aptare

IArtnen

Log into the NetBackup IT Analytics Portal with this username/password and

accept the EULA.

For details on how to create users, refer to the NetBackup IT Analytics User
Guide and search for Creating Portal User Accounts.
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Authorize APl Access

1

3

Log into NetBackup IT Analytics Portal APl interface as the user created above
and authorize access.

Right-click on the initials of the ServiceNow account user in the upper right,
then select the Create API Key option.

Service Now

ernie.bergan@
b | End User

Switch to "System Administrator”

My Profile

Change Password
Create API| Key

- Edit Navigation Settings
My Scheduled Reports
My Home Pages

Log Qut

Save or note down the API key.

Add advanced parameter

1

Login as NetBackup IT Analytics Portal administrator and go to Admin >
Advanced > System Configuration > Custom Parameters and click Add.

Create a new custom parameter with Custom Parameter Name as
portal.legacy.restapi.allow and Custom Parameter Value as True.

Remember to click Save and Apply.
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ServiceNow Configuration - Part One

The first part of the ServiceNow configuration consists of the following steps:

1.

N o o bk e DN

Step-1: Create MID server. Skip this step if you have an existing MID server.
Step-2: Create a MID server user

Step-3: Set MID server user role

Step-4: Set the base URL

Step-5: Configure the data source

Step-6: Set REST API callback User and Password

Step-7: Set REST message or HTTP method to use MID Server

Step-1: Create MID server

You can skip this step if you already have an existing MID server.

Inside your IT Analytics ServiceNow App:

1

a ~h WODN

Create a new MID Server record using the Filter Navigator to search for MID
Server.

Select MID Server.
Go to MID Server > Servers.
Click New to create a new MID Server record.

Enter the name of the new MID Server. For example: NITAMID.

1
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Figure 2-1 Create MID Server

Version  Lastrefreshed  Started  Stopped outer oggedinuser

MID Server - New Record

Validated  Rekey

Valdated At

Valdated By

Step-2: Create a MID server user
Inside your IT Analytics ServiceNow App:

Use the Filter Navigator to search for System Security.

2 Select Users and Groups under System Security.
3 Select Users.
4 Select New to create new user and save the user ID and password for later

use.

12
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Figure 2-2 Create a MID Server user

Servicenow | Al | Faorites Histo

Y system security] ®

ALL RESULTS

Step-3: Set MID server user role
Inside your IT Analytics ServiceNow App:
1 Select the user that you just created in the previous step.
2 Select Roles and click Edit.

3 Double-click admin to select the role and hen click Save.
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Figure 2-3 Set MID Server user role

SOrVICeNOW Al Favorites  History  Workspaces

= User £ ¥ = | Update || SetPassword || Delete
User D | AptareMidServe Email
First name =2 Language | -~ None !
Last name Calendar integration | Outlook -
Titke Timezone | System [Americales Angeles) v
Department 3 Date format | System [yyyy-MM-dd) -
Password needs reset G Business phone
Locked out Mabile phone
Active Photo Click to i
Web service access onty

Internal Integration User

Update || SetPassword || Delete

ErvlilﬁchuslumTab\cs- Groups | Delegates | Subscriptions
= ¥ [fae o ,-

User = (empty}

Add Filter || Runfilter |@

- choose field -- v | -oper- v - value-
Collection Rales List
Q, null

action_designer
activity_admin
activity_creator
actsub_admin
actsub_user
agent_admin
agent_security_admin
agent_workspace_user
ais_admin
ais_high_security_admin
aisa_admin
analytics_admin
analytics_task_admin
analytics_viewer
announcement_admin

Amthine admin

Cancel m

Name admin

Step-4: Set the base URL
Inside your IT Analytics ServiceNow App:
1 User the Filter Navigator to search for APTARE.
2 Select Configuration Properties.

3 Set the value of BaseURL to the URL of the NetBackup IT Analytics Portal
instance.

For example: https://itanalyticsportal.companydomain.com/
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Figure 2-4 Set base URL

Servicenow | Al Favorites  Hist

T APTARE]| 4

ALL RESULTS

+ APTARE
| APTARE D:
APTARE B

servicenow  ai Configuratian,

ContpratonPrpein o]

Customizable properties for initial configuration

The Base URL for the APTARE application &

hitps:/imystage.storageconsale.com/

Rest Method (2

rest/updateobTicketStatus.ajax

CMDB Cl table name for the APTan )

emdb_ci_server
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Step-5: Configure the data source
Inside your IT Analytics ServiceNow App:
1 Use the Filter Navigator to search for APTARE.

2 Select Data Source.

servicenow

Al Admin i Data Sources 7

a (@ o & o
@ | Actionson selected rows... vm

Updated
aptare_backup_issues_ds JDBC 2023-02-1621:52:03
aptare data protection_ds JIDBC 2021-02-0309:50:12

3 Select aptare_backup_issues_ds and click the link to open the dialog.
4 Configure the connection URL in the data source:

= Click the Additional Actions menu link and select Configure > Form
Layout.

16



servicenow Al

| ¢ | _ DataSource
- | Save
4 MNam Insert
aptare) Insert and Stay
Show File Properties
Import s
mpar | Show Latest Update
backup Configure
* Impc  Export
x_aptr1 View
Create Favorite
Type
Copy URL
JDBC Copy sys_id
Use MIC  Show XML
mystag History
Reload form
Format
-~ MNone -

Database name

Double-click Connection URL to move it under Selected fields.
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Da

Form Design
Form Layout by
Related Lists
All

Table

Security Rules
Business Rules
Client Scripts
Ul Palicies
Data Paolicies
Ul Actions
Notifications
Dictionary

17
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¢ Configuring Data Source form ‘
Available Selected
Delete Recovery->initiating metadata B Password(scp_password) 2
Deleted Application File->Parent sV delimiter
Deleted File Related->Parent Private keyfile
Import Export Map-=Data source Use last run datetime
Import Set->Data source Last run datetime
Indicator->Data source Last run database field ~
OAuth OIDC Entity-=Provision data source: 3 System keystore
OAuth 0IDC Entity-=User Info Datasource Request action v
Robust Transformer < Support pagination
Scheduled Data Import->Data source Limit
Transforms. Offset
Updates |-end_split |
Versions Data Loader
Connection URL Farsing script v
== -
Form view and section Create new field
View name Default view - Name
secton ~ e s -
New.
v Field length small (40) -
Add
Related Links
Show versions

Enter the Password for the Data Source.
By default, this user or default schema is portal and click Update. This is
the main user in the NetBackup IT Analytics Oracle database.

|18
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servicenow A Data Source -... 1
T = e | Update || Delete I
w MName Application
botare backup issucs dd APTARE Backup Manager Solution
Irngort Set tabile labe Lisername
backup_issues portal
¥ lmport set table name Password
¥ _apir]_apiare_bac_backup ssues L1} ety
Type Server
JoeC - L <1521
Ulge MID Server Query
mystagemidserver A All Rows from Table w
Format [ Quiery timeout
None b [}
Database name Connection timeout
0
Database port % Tabshe ndime

apt_job_ticket
Ukse st run diatetime
]
Last run datetime
1676534421
% Last run database field

MODIFIED_EPOCH_TIME

Connection URL

jdbeoraclecthin@y’ :1521/scdb

In the Use MID Server section, select the MID Server that you created
above.

Add connection URL in this format:

jdbc:oracle:thin:@//IP_ADDRESS OF NITA PORTAL SERVER:1521/scdb

Repeat entries of the above fields for aptare_dataprotection_ds.
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Step-6: Set REST API callback User and Password

Inside your IT Analytics ServiceNow App:

1 Use the Filter Navigator to search for REST Messages.

servicenow | ai

¥ REST Messages| ®

i FAVORITES
No Results
ALL RESULTS
v APTARE Ba
Rest Messages
v History

REST Messages

Select AptareBackuplssuesCallback and open the window.

In the Basic auth profile, click the search icon. A new window is displayed.

Basic auth profile | Q

20
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4 Click New. A secondary window is displayed.

5 Enter a Username and Password. This user must be the pre-created user
with the NetBackup IT Analytics system, created in the Initial Setup before.

See “Step-2: Create a MID server user” on page 12.

SErviCeNOW Al Favorites  History REST Message - AptarcBackuplssue...

REST Message _ " "
AptareBackuplssuesCallback ¢ = Update || Delete

# Name | AptareBackuplssuesCallback Assication

+ Endpoint | SlbaseUrljSirestMethod

HTTP Request

rt the folk

1todof3

Step-7: Set REST message or HTTP method to use MID Server

Inside your IT Analytics ServiceNow App:
1 Use the Filter Navigator to search for REST Messages.
2 Select AptareBackuplssuesCallback.

3 Inthe REST Message window, select the Default GET in the HTTP Methods

section.

= HTTPMethods Search fortext v | Search
S REST Message = AptareBackupissuesCallback

] ge = AptareBackuplssuesCallbac|
B 0O =Name = HTTP method

(1: Default GET GET

21
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4 Onthe HTTP Method page, select the HTTP Request tab and enter the name
of the MID Server that was created before.

Authentication  HTTP Request

Use MID Server mystagemidserver

5 Create an Authorization in the HTTP Headers area. Place the REST API key
generated for the user in the Value field

HTTP Headers

= Authorization & = - | Update || Delete
HTTP Method [m J Application APTARE Backup Manager Solution
Name | Authorization Value | 6GKwRWPzaimT_KK5z2WHOtuWW-
15A)gyxKtUWILzqFO3XcXCEfCtOtomPa
p_b4sD8I

Update || Delete

MID server installation on NetBackup IT Analytics
Portal server

After you have completed the steps listed in ServiceNow Configuration - Part One,
complete the following steps. You can skip the first three steps if you already have
an existing MID server.

1. Step-1: Download a ServiceNow MID server

2. Step-2: Install and configure ServiceNow MID server on your NetBackup IT
Analytics Portal server

Step-3: Start the MID server service

4. Step-4: Enable ServiceNow and data protection

Step-1: Download a ServiceNow MID server

System Admin role is required to perform this step. Skip this step if you have an
existing MID server.

22
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Use the Filter Navigator to search for and select MID Server in the IT Analytics
ServiceNow App.

Select Downloads.

servicenow Al Favorites istory  Admin

YV mid

FAVORITES

Mo Results

Select the appropriate download binary to match your NetBackup IT Analytics
Portal server operating system.

serviceno

Download MID Server

Windows Downloads

For Windows docker recipe. please lollow the stepsin Bull MID Ser
Windows (MSD) Windows Dackes Recipe

64bit D& 4bit

Linux Downloads

For i docker recipe. please follow the steps in [uiki MID Server Doskes Imag:

Linex (DEB) Linu: Docker Recipe

23



Install and Configure
MID server installation on NetBackup IT Analytics Portal server

Step-2: Install and configure ServiceNow MID server on your
NetBackup IT Analytics Portal server

Skip this step if you have an existing MID server.

Windows

On Windows, run the installer on your NetBackup IT Analytics Portal server. You
may want to create a new Windows account (for example: SVCNow) as a service
user for the run.

Linux

1 Copy the downloaded MID sever files to the NetBackup IT Analytics Portal
server.

2 Create afolder under temp as mid_server where you will download the agent.

cd /opt/
mkdir mid server

cd mid server/

3 Use the wget command to download the binary link obtained from the procedure
in Step-1.

wget https://install.service-now.com/glide/distribution/

4  Unzip the package after it is downloaded. You can see this folder after unzipping
the package:

[root@ip-172-31-4-71 mid_server]# 11

total 211356

drwxr-xr-x 16 root root 4096 Feb 27 15:52 agent
-rw-r--r-- 1 root root 216422894 Jan 3 18:30

24
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Get inside the folder to view its content.

[root@ip-172-31-4-71 agent]# 11
total 2968
drwxr-xr-x
drwxr-xr-x
- FW- W T
drwxr-xr-x

root root 4096 Jan 3 09:57 bin i i

root root 4096 Dec 13 14:51 conf Update the ServiceNow instance
reot root 7339 Feb 27 15:53 config.xml «—————— URLinthisfileandalsothe
root root 4096 Dec 13 14:51 etc mid_server_user that you created
root root 18509 Dec 13 14:51 EULA.docx during the ServiceNow

root root 4096 Feb 27 15:52

root root 505 Dec 13 14:51 installer.bat

root root 509 Dec 13 14:51 installer.sh

root root 4096 Jan 3 09:57 jetty

root root 4096 Jan 3 09:57 jre

drwxr-xr-x root root 4096 Feb 27 15:53 keystore

drwxr-xr-x root root 20480 Dec 13 14:51 lib

3
2
1
2
-rw-r--r-- 1
2

1

1

2

6

2

4

drwxrwxrwx 2 root root 4096 Feb 28 07:23 —  Logs

2

a4

2

1

5

1

1

1

1

1

7

1

1

drwxrwxrwx
SrWXF-Xr-X
~FPWXF-Xr-x
drwxr-xr-x
drwxr-xr-x

druwxr-xr-x root root 4096 Dec 13 14:51 midinstaller

drwxr-xr-x root root 4096 Feb 27 16:54 package

drwxr-xr-x root root 4096 Jan 3 10:01 properties

“FW-r--r-- root root 19938 Dec 13 14:51 README.docx

drwxr-xr-x root root 4096 Feb 27 15:52 scripts

-rW-r--r-- root root 2786132 Dec 13 14:51 ServiceNow Open Source Disclosure 110217KMSO.pdf
-FWXF-Xr-X root root 17 Dec 13 14:51 start.bat

-rwxr-xr-x 1 root root 16 Dec 13 14:51 start.sh +——
WX -XI-X root root 16 Dec 13 14:51 stop.bat

root root 15 Dec 13 14:51 stop.sh

root root 4096 Feb 28 07:23

root root 26235 Dec 13 14:51 wrapper-development-license-1,1.txt
root root 11952 Dec 13 14:51 wrapper-tsims-addendum-1.1.txt

.fstart.sh to start the agent
.[stop.sh to stop the agent
-rWXF-XF-X
drwxrwxrwx
~IW=-F>~r=~
-rwW-r--r--

Configure the agent using config.xnl file.

nano config.xml

<parameter name="url" value="https://examplel2345.service-now.com/"/>
<!-- If your ServiceNow instance has authentication enabled

(the normal case), set these parameters to define the

username and password the MID server will use to log into

the instance. -->

<parameter name="mid.instance.username" value="demo mid server"/>
<parameter name="mid.instance.password" secure="true" value=

"MyP@sswOrd"/>

In the above agent configuration:

m https://examplel2345.service-now.comn/ is the URL of the ServiceNow
instance.

m mid.instance.username is the MID server user created in Step-2: Create
a MID server user.

= MyP@sswOrd is the password for the user. After entering the password for
the first time, the agent encrypts it like this.

» MyP@sswOrd is the initial true password entered in clear text. This password
is encrypted in the next step below. After the services are started, the value
in the XML is changed to the following:
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<parameter name="mid.instance.password" secure="true" value=
"encrypted:sAM91EPasSwOrdOnly=="/>

Save the file and start the server.

[root@ip-172-31-4-71 agentl# ./start.sh
Starting ServiceNow MID Server...
Waiting for ServiceNow MID Server....
running: PID: 3912

After your agent is correctly installed, go back to the ServiceNow instance and
mark this step as complete.

Configure the MID Server on your NetBackup IT Analytics
Portal server

1

Go to the directory where MID Server is installed, cd to the agent irectory and
edit config.xml.

Change the config.xml to set the user and password for the parameters
mid.instance.username and mid.instance.password. Use the credendials set
under ServiceNow Configuration - Part One.

Change config.xml to set the MID Server name (name="name" value=<MID
server name>) set under ServiceNow Configuration-Part One Step-1: Create
MID server.

Example:

<parameter name="mid.instance.username" value="NITAMidServer"/>
<parameter encrypt="true" name="midinstance.password"
value="encrpted:4x/MFMerZ3Cw2by+3FXCkQ=="/>

<parameter name="name" value="aptmidwow"/>

Step-3: Start the MID server service

Skip this step if you have an existing MID server.

Linux: Run:
$ (base install dir/start.sh

execute $ (base_install dir/agent/bin/mid.sh (as root) to set up service
to start on boot.

Windows: Use services management console to start service.

26
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Step-4: Enable ServiceNow and data protection

1.

Compile user package for ServiceNow data protection:
m CDto /opt/aptare/database/stored procedures
» Back up the user package.sql file.

» Copy user package.sql from ../tools directory and overwrite file in
../stored procedures directory.

= Compile the package using these commands at the sq1p1us prompt.

su —aptare
sglplus portal/portaluserpassword@scdb @/opt/aptare/database/

stored procedures/user package.sql

Set up the ServiceNow alert.

See ServiceNow: Job Finalized Alert Rule section in the NetBackup IT Analytics
User Guide for more information.

ServiceNow Configuration - Part Two

After completing ServiceNow configuration part one, and the steps in the NetBackup
IT Analytics Portal, finish the setup in your IT Analytics ServiceNow App.

1.
2.

Step-1: Validate the MID server
Step-2: Set the schedule for the Import Set

Step-1: Validate the MID server

You must have System Administrator privileges to perform these steps.

1.
2.
3.

Use the Filter Navigator to search for the MID Server.
Select MID Servers under MID Server Configuration.

Open the MID server you created under Step-1: Create MID server of Part
One.

Click the Validate link under Related Links.
Click Restart MID under Related Links.

servicenow Al ravorites Workspaces MID Servers 7

27
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Step-2: Set the schedule for the Import Set

Use the Filter Navigator to search for Scheduled Data Import.

Servicenow | Al Favorites  Hisy

G o

ALL RESULTS
~ APTARE Back
APTARE

Open APTARE Backup Issues Import.

Select the Active checkbox.

Set the Repeat Interval to the run frequency for the Scheduled Data Import.
For example, if you set the frequency to 0 Days and 1 Hour, the NetBackup

IT Analytics Portal will be polled every hour to search for new job failures.

servicenow  a s Hisory 1 Scheduled Data Import - APTARE Ba... 7y
= i‘p%'s‘“ngﬂ:“w',mwﬂ & = = | Update || ExecuteNow || Delete
PV [ PTARE Backup Issues Impor] Application  APTARE BackupManager Solution
Datasource | aptare_backup.issues ds Run | Periodically -
Runas « RepeatInterval |Dwvs|0  |Hows[01 00 |00
Active (B Starting | 2018-03.28 16:51:58
Concurrent Import Conditional

Execute pre-import script

Execute post-import script
Update || ExecuteNow || Delete

Related Links
Run Point Scan

Repeat the above steps for APTARE Data Protection Import.
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Test the IT Analytics
ServiceNow App

This chapter includes the following topics:
= About Testing
= Test the IT Analytics ServiceNow App Configuration

= Testthe IT Analytics ServiceNow App

About Testing
The testing procedures in this section help you to:
= Test the IT Analytics ServiceNow App Configuration
= Testthe IT Analytics ServiceNow App

Test the IT Analytics ServiceNow App
Configuration

Prerequisites
Prior to testing your configuration:
» Populate the table apt job_ticket with test data for easy validation.

= After installation, the test data must appear in ServiceNow as a record under
Backup Issues and Incidents.

= You must have System Administrator privileges to perform the testing.
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Test the IT Analytics ServiceNow App Configuration

Note: After the testing is complete, remember to clean up the test data.

Test the configuration
To test the IT Analytics ServiceNow App configuration:
1 Use the Filter Navigator to search for System Import Sets.

2 Select Load Data and set Import set table as Existing table and in the drop
down list set aptare_backup_issues_ds.

se rVicenOw Al Favorites  Histol

Y system import] &) 2

FAVORITES

All

No Results

ALL RESULTS
m a file for import to t

v System Imj

ransform...
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Set Source of the Import as Data source and from the Data source list,
select aptare_backup_issues_ds.

ServiCenOW Al Favorites History Workspaces i Load Data

| < ‘Load Data

Import set table Create table
e Existing table

Import set table aptare_backup_issues_ds [x_aptr1_aptare_bac_backup_issues] v

Source of the import File
e Datasource

Data source aptare_backup s v

Click Submit. Once the load data completes, the completion page displays a
link to transform the imported data set.

SErVICENOW Al Favorites  History Workspaces ServiceNow 7

Progress
Mame ImportProcessor

State Complete
Completion code

nserts 1, updates 0, errors 0, empty andi

Message
Next steps.

Import sets Gotothe impart sets for this data load

:
: Gotothe newly imported datainside the staging table:x_sptr1_aptare_bac_backup.issues

Wy st
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5 Select Run Transform under System Import Sets.

ServiCenow | Al | Favorites  Hist

Y system import ]

FAVORITES

No Results

ALL RESULTS
Next s v System Import Sets

Impor

Loade;

RunTi

Robust Import Set Transform...
Impor

ETL Definitions

Transform Ma

cheduled Imports

ution Contexts

Specify lmport set and Transform map

*Importsel | |SET0049633 -x_aptr] aptare_bac_backup.issues (2023-03-0... ~

Available maps

Add

Remove

servicenow

Progress
Mame Transforming: ISETO049633
State Complete
Completion code  Success

Message Transformation complete

Next steps...

SETO049433  Goto the import sets for this data load
Transform history  Show the transform history, related errors and log

mportlog  View the import log
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6 Use the Filter Navigator to search for APTARE Backup Issues.

ServiCenOw Al Favorites  Hist

FAVORITES

aptare

APTARE Datz

ALL RESULTS
~ APTARE Backup Man
APTARE Data Prot
APTARE B
E—")

Incidents

Dashboa

» Select APTARE Backup Issues to view the contents of the table. This

ser 4 APTARE Backup Issues

Al
ClentName  ServerName  PolicyName  ScheduleName  ProductName  Vendor JobID
P 0101735 Whetiiup NV BupE, el
S VMware backup NAKIVO Backup B Vihvare backup
etz 10104735 job_periodic Replication job periodic

» Select and open a APTARE Backup Issue.
= Click the Incident tab.

populated table validates dataflow to ServiceNow.

© | rtorson s~ [0

Vendor Status  ErrorCode  Error Message Job Start [
Failed 2 Failed 2023121
Failed 2 Failed 2023121
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Admin }

APTARE Backup Issues - 57218385 ¢

Q Search

APTARE Backup Issues.
57218385

% = | Update || Delete || JobDetails ¥

ClientName 10101735 ServerName 10101735
Policy Name  ViMware backup job.periodic Schedule Name
Product Name  NAKIVO Backup & Replication Vendor Status  Failed
Error Code 2 Configuration Item
Client Name Aliases  10.10.17.35 IP Addresses  10.10.17.35
Error Message  Failed
4
Notes Backup failed. Please restart.
-
Job Details | Incident
Number  INCOD12674 [J} Status New
Update || Delete || JobDetails

= Click the Incident icon to navigate to the incident and verify creation.

JobDetails | Incident
Number INC0O12874 L]
Incident
Update || Delete (| JobDeta
Number INCO012874 Channel  Phone
Caller State Awaiting User Info
Category Inquiry/Help Impact  3-Low
Subcategory Urgeney 3-Low
Business Priority  5- Planning
service

Service offering

Assignment

group

Cenfiguration Assigned to
item
Universal
Request

Route reason

Short
description

Description

Backup failed. Please restart

Enable Additional Fields on the Incident screen. This is applicable only for
APTARE issues. Skip this step for APTARE Data Protection.

By default, additional fields such as Policy Name and Schedule Name may
not be enabled to be viewed on the Incident screen.

To enable these fields:
s Click the Additional Actions icon.

= Go to Configure > Form Layout.
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Test the IT Analytics ServiceNow App Configuration

servicenow

All

Incident
e P
Save
Add to Visual Task Board
) Y po1zera
Copy Incident
Create Prablem
Create Request
Create Child Incident piry/ Help
Create Normal Change one
Create Standard Change
Create Emergency Change
Refresh Impacted Services
Metrics Timeline
Falbows on Live Feed
Configure > Form Design
r
Expost FormL
View Related Lists
Create Favorite Al
Copy URL Table
Copry sys_id Security Rules
Shawe XML Business Rules
History Client Scripts
— .
Mot Reload form | UiPolicies
oles T T T -
Data Policies
" LI At
Watch list whnns
Notifications
Dictionary
Vileurle nevtie L1 S——

Find the Policy Name and Schedule Name fields from the list of fields
under Available and move them to Selected.

L ncident
1
< @mm\mimmmm]

Womber | (IR ]
Caller Q
Category  Inquiry/ Help
subcategory Hone
Business service q
Service offering q
Configuratonitem q

Shortdescription  Backupfalked. Please restort

Description

Related Search Results 3

& N = Follw =  Update Resolveincident  Delete A
Contacttype  Phone
state | New v
Backup JobID | 56398057 [0}
PolicyName  Catalog
Schedule tame  Full
impact | 3-Low
Urgency | 3-Low
Priosty 5~ Planning
Assignment group Q
Assignedto a
?

Click Save.
The Incident screen must di

splay the Policy Name and Schedule Name

fields (as highlighted below) when you reopen the incident.
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Test the IT Analytics ServiceNow App

You can perform a complete end-to-end test from your ServiceNow instance.

Objectives

This test confirms the following:

NetBackup IT Analytics is passing the Failed Backup jobs to ServiceNow.

ServiceNow is opening incidents for the failed jobs passed to it by NetBackup
IT Analytics according to the ServiceNow Alert rules defined (if any) in the
NetBackup IT Analytics Portal.

Any change made to the Incident State by changing the value of State from
New to Active, the change is immediately propagated to NetBackup IT Analytics.

NetBackup IT Analytics Data Protection dashboard displays backup data for
Last Successful Backup by Server and Last Successful Full Backup by Server.

Prerequisites

Verify the following before you proceed with the testing:

NetBackup IT Analytics Portal is installed, working, and accessible from a
supported web browser.

ServiceNow Job Finalized Alert is configured and enabled in the NetBackup IT
Analytics Portal. Alert can be configured with any rules according to your
requirements.

Backup Manager data collection is enabled in NetBackup IT Analytics.

NetBackup IT Analytics user account is created to be used by the REST API
from ServiceNow to NetBackup IT Analytics Portal.

IT Analytics ServiceNow App is downloaded and installed on your ServiceNow
instance.

If your ServiceNow instance does not have a MID server, create a new MID
server. The MID server is used for communication between ServiceNow and
NetBackup IT Analytics Portal.

New MID server user account is created, which is used to authenticate the MID
server.

The "Admin" role is granted to the new MID server user account.
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Test the IT Analytics ServiceNow App
To test the IT Analytics ServiceNow App:
1 Login to your ServiceNow instance.

2 Search for the keyword APTARE.

Servicenow senice Management

( ®)

= * ®©

APTARE Backup Manager

APTARE Data Protection

APTARE Backup Issues

Incidents

Dashboards

Reports

APTARE Support

Data Source

Configuration Properties

Scheduled Data Import

Transform Map

Business Rules

APTARE Database Views

Rest Messages

APTARE Script Includes

3 Find and select Incidents and you can see the Incidents screen.
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Select any incident from the list and click Inquiry/Help value displayed under
the Category column.

SErviCeNOW. senice Management

oo o [F————
= e ® 1§ AlClientNameisnotempty

& [e} = Category = Number v = short description
APTARE Backup Manager
search search search
APTARE Data Protection
v (@  Inquiy/Help INCO01061L Backup filed. Please re
APTARE Backup Issues
@  inquiry/Help INC0010610 Backupfailed. Please
Incidents
D Inquiry /el INCO010609 Backup failed. Pleaser
Dashboards ©  inoury/Help P
(D inauiry el C0010608 Backup faled. Plassa

This opens the Incidents screen that displays the incident details along with
their current state, Backup Job ID, and some other information.

< - @ Y 5 oo Follow |+ Update Resolvelncident  Delete J
Number Contact type Phone v
Caller =} State New
Category Inquiry / Help v Backup Job 1D 56499990 o)
subcategory None - PolicyName  Catalog
Business service Q Schedule Name
senvice offering Q Impact 3-Low ~
Configuration item Q Urgency 3-Low E
Priority 5-Planning
Assignment group Q
Assigned to o
Short description Backup falled. Please restart. Q
Description
Related Search Results 3
Update | Resolveincident  Delete
Related Links
Repair SLAs
= TaskSlAs Search SLAdefinition v | Search B

Change the value of State fromNew to Active by selecting an appropriate
value from the drop down list.

Click Update.
Click Inquiry/Help under the Category field to reopen the incident.

Verify the new value Active in the State column.
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In the Backup Job ID field, click Review this Record, which displays the
APTARE Backup Issues screen, which contains the failed backup job details.

Backup Job ID 56498990 @

|
APTARE Backup Issues

sch Open Record
Client Name R Server R
Name
Policy Name Catalog
Schedule
. Product Veritas NetBackup Name
Assign
Name Vendor Failed
Status
Error Code 2
Configuration
Client Name Item
Aliases T
P I
Addresses
Error None of the requested files were backed up.A backup or archive could not back up
Message any of the files in the file list.
Notes Backup failed. Please restart.

APTARE URL https://mystage.storageconsole.com/portal/portal.login?drillDownld=jobld-

56498990 _productid-1

10 Click the APTARE URL. This should open the NetBackup IT Analytics Portal.
11 Enter valid NetBackup IT Analytics credentials and the portal must display the

Job Details report. The ServiceNow Incident Number and its State are
displayed under the Notes column on the report. You can enable notes using
the menu invoked from the three vertical dots in the upper right corner.

2 Notes:
Email Date Note
aptare May 13, 2021 1:56:50 AM  ServiceNow Incident #: INC0010611 Incident State changed to: Active
aptare May 12, 2021 7:52:09 AM  ServiceNow Incident #: INC0010611 Incident State: New
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12 Select Dashboards and from APTARE Backup Issues > Dashboards list,
select APTARE Data Protection.

R e A ——

APTARE [O)] = BB APTARE Backup Issues ¥
&= * ® @ Thisdashboard 51 [y hboards Group: All > Ecurentapplicaton. o edit thisdashbos
APTARE Backup Manager Backupissues | 106 (' eorch by nome or group
APTARE Data Protection APTARE Backup s
Recent
s00
APTARE Backup Issues
I In "GiRer
Incidents o0

APTARE Backup Issues

Dashboards Other

Reports _ Analytics Usage Overview
other

APTARE Support

Load All Dashboards

Data Source

APTARE Backup Issues Count

Configuration Properties.
Scheduled Data Import

&
Transform Map & K

13 Verify whether the dashboard displays APTARE Last Successful backup by
Server and APTARE Last Successful Full Backup by Server data for your
backup clients that are part of Backup Manager data collection.



Troubleshooting

This chapter includes the following topics:

= About Troubleshooting

= Issue: Backup failures are not creating incidents in ServiceNow
= data protection does not display any record

= MID server registration with IT Analytics ServiceNow App fails

About Troubleshooting

When troubleshooting the IT Analytics ServiceNow App, the first thing to determine
is whether the issue is with the ServiceNow application or the NetBackup IT Analytics
Portal.

Issue: Backup failures are not creating incidents
in ServiceNow

If backup failures are not creating incidents in ServiceNow, first check if those
failures are being populated into the source table (apt_job_ticket) in the database.

= If the source table is not being populated, contact Veritas Support to diagnose
the problem.

= If job records are present, check if:
= There were errors reported with connectivity/credentials for the MID Server.
= The scheduled import is running.

s The transform map had errors.



Troubleshooting | 42
data protection does not display any record

data protection does not display any record

If backup data protection does not show any records, confirm:
= user package is modified and compiled according to the above documentation.

= backup client host entry is present in the ServiceNow cmdb database. (Only the
backup that has a matching entry in the ServiceNow cmdb are displayed with
their last successful backups on the backup data protection ServiceNow screen.)

= ServiceNow cmdb has the entries for the backup client with the same name and
IP address, and they exist in the backup manager.

MID server registration with IT Analytics
ServiceNow App fails

If the MID server registration with IT Analytics ServiceNow App fails, refer to the
logs from /opt/midserver/agent/logs.
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