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AWS SaaS Connector Deployment
Before you deploy your AWS SaaS Connectors, review the deployment options and detailed,
step-by-step procedures below.

Deployment Options 4
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Deployment Options
There are two primary deployment options for the AWS SaaS Connector:

l VPC with Public Subnet

l VPC with Private Subnet and NAT Gateway

Regardless of which deployment option is used, once you have prepared the AWS
configuration the steps to deploy the AWS SaaS Connector are the same. Complete the
instructions for one of the deployment options.

Next > Once you have completed the AWS configuration, you are ready to register an AWS
source and then deploy the AWS SaaS Connector.

VPC with Public Subnet
This section provides the prerequisites and the steps to be followed for deploying the AWS
SaaS connector using VPC with public subnet.

The image below shows an overview of the AWS configuration.
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Prerequisites

l A VPC is deployed with a subnet.

l Configure the security group and network ACL allow traffic to traverse the network
over the required ports. For a list of required ports, see SaaS Connection
Requirements.

Process Overview

l Deployment of an internet gateway (IGW), which requires the provisioning of an
elastic IP address (public IP address).

l Updates to the route table for the public subnet.

l Enabling auto-assign public IPv4 address for the public subnet.

Deploy Internet Gateway

This section provides instructions to deploy an Internet gateway.

To deploy an Internet gateway:
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1. Go to the VPC service in the AWS console.

2. Under the VIRTUAL PRIVATE CLOUDmenu, click Internet Gateways.

3. Click the Create internet gateway button.

4. Enter a Name tag that will allow you to easily identify this resource.

5. Click the Create internet gateway button.
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6. Click the Attach to a VPC button that appears at the top of the console.

7. Select the appropriate VPC from the list of Available VPCs.

8. Click the Attach internet gateway button.

The Internet gateway is now attached to your VPC.

Next > You're ready to update the route table.

Update Route Table

You need to update the routing table for the public subnet to route traffic to the Internet
gateway. For this document, we will route all traffic that is not intended for the VPCs
assigned CIDR block to the Internet. This may vary for customers that are using VPC
peering, AWS Direct Connect, Transit Gateways, and more that may need to include
additional routes in the route table.

To update the route table:
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1. If you are not already there, go to the VPC service in the AWS console.

2. Under the VIRTUAL PRIVATE CLOUDmenu, click Your VPCs.

3. Click theMain route table link for the appropriate VPC. This will take you directly to
the route table for the VPC and select it (checkbox is selected by default for the route
table).

4. With the route table selected, click the Actionsmenu, then click Edit routes.
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5. Click the Add route button.

6. For the Destination column, click the field and select 0.0.0.0/0 from the list.

7. Click the Target field and select Internet Gateway from the list, then select the
Internet gateway that was created earlier in this process.

8. Click the Save changes button.
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The route table for the VPC is now updated. Traffic that is not local (not within the VPC CIDR
block) will now be routed to the Internet gateway.

Next > You're ready to enable auto-assign IPv4 public IP addresses.

Enable Auto-Assign IPv4 Public IP Address

When the AWS SaaS Connector is deployed from Helios it will need a public IP address
(elastic IP address). This is not assigned by the deployment code. It is necessary to enable
the automatic assignment of an IPv4 public IP address by default for the VPC subnet. This is
only necessary for the SaaS Connector deployment period. Once the SaaS Connector is
deployed this option can be disabled. If additional SaaS Connectors are deployed in the
future, or if auto-scaling is enabled, this option must be re-enabled.

To enable auto-assign IPv4 public IP addresses:

1. If you are not already there, go to the VPC service in the AWS console.

2. Under the VIRTUAL PRIVATE CLOUDmenu, click Subnets.

3. Click the checkbox to select the subnet for the appropriate VPC.
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4. With the subnet selected, click the Actionsmenu, then clickModify auto-assign IP
settings.

5. Click the checkbox to select Enable auto-assign public IPv4 address.

6. Click the Save button.

The AWS configuration is now ready for the AWS SaaS Connector deployment.

Next > You're now ready to register an AWS source and deploy the AWS SaaS Connectors.

VPC with Private Subnet and NAT Gateway
This section provides the prerequisites and the steps to be followed for deploying the AWS
SaaS connector using VPC with private subnet.

The image below shows an overview of the AWS configuration
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Prerequisites

l A VPC is deployed with two subnets. One subnet for public and another for private.

l Configure the security group and network ACL allow traffic to traverse the network
over the required ports. For a list of required ports, see SaaS Connection
Requirements.

Process Overview

l Deployment of an internet gateway (IGW), which requires the provisioning of an
elastic IP address (public IP address).

l Allocating an elastic (public) IP address for the NAT gateway (NGW).

l Deployment of a NAT gateway.

l Update the default route table to be the public route table and create a private route
table.

l Enabling DNS resolution and hostnames for the VPC.

l Deployment of endpoints for SSM, SSM messages, and EC2 messages.

Subnet Configuration

If you have an existing VPC with a single subnet it is possible (likely) you have a subnet
configuration with a /24 subnet that consumes all IP addresses within the VPCs assigned
CIDR block. If this is the case, you will need to consider either deploying a new VPC with two
subnets or delete the existing subnet and create two new subnets that split the subnet IP
address assignment.
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For example, a VPC has an assigned CIDR block of 172.31.41.0/24. If you want to split the
available IP addresses evenly between the two subnets you can assign the public subnet the
172.31.41.0/25 range and the private subnet the 172.31.41.128/25 range.

Next > You're ready to deploy an Internet Gateway.

Deploy Internet Gateway

This section provides instructions to deploy an Internet gateway.

To deploy an Internet gateway:

1. Go to the VPC service in the AWS console.

2. Under the VIRTUAL PRIVATE CLOUDmenu, click Internet Gateways.

3. Click the Create internet gateway button.
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4. Enter a Name tag that will allow you to easily identify this resource.

5. Click the Create internet gateway button.

6. Click the Attach to a VPC button that appears at the top of the console.

7. Select the appropriate VPC from the list of Available VPCs.

8. Click the Attach internet gateway button.

The Internet gateway is now attached to your VPC. The Internet gateway will allow traffic in
the public subnet to reach the Internet, which includes the NAT gateway that will be
deployed.
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Next > Your're ready to allocate elastic IP address.

Allocate Elastic IP Address

Before a NAT Gateway can be deployed, we must first provision a public IP address:

1. If you are not already there, go to the VPC service in the AWS console.

2. Under the VIRTUAL PRIVATE CLOUDmenu, click Elastic IPs.

3. Click the Allocate Elastic IP address button.

4. While not required, it is recommended that you add a name tag for the resource. For
the Key field, enter Name. For the Value field, enter an appropriate name for the
elastic IP address.
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5. Click the Allocate button.

The elastic IP address is now allocated and ready to be used for the NAT gateway.

Next > You're ready to deploy NAT Gateway.

Deploy NAT Gateway

This topic provides instructions to deploy a NAT Gateway.

To deploy a NAT gateway:

1. If you are not already there, go to the VPC service in the AWS console.

2. Under the VIRTUAL PRIVATE CLOUDmenu, click NAT Gateways.
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3. Click the Create NAT gateway button.

While not required, it is recommended that you add a name tag for the resource.
Enter an appropriate value in the Name field.

4. For the Subnet field, select the public subnet for the VPC.
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5. Keep the default selection for Connectivity type.

6. For the Elastic IP allocation ID field, select the elastic IP that was allocated earlier
in this process.

7. Click the Create NAT gateway button.

The NAT gateway is now deployed in the public subnet and ready to use. It is critical that the
NAT gateway is deployed in the public subnet as the routing table for the public subnet will
be updated to route traffic from the NAT gateway to the Internet gateway. The private
subnet route table will be updated to route traffic to the NAT gateway.

Next > You're ready to update the public route table.

Update Public Route Table

We’ll now update the routing table for the public subnet to route traffic to the Internet
gateway. Since the NAT gateway is in the public subnet, this means that traffic directed to
the NAT Gateway will be able to access the internet through the Internet gateway.
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We’ll use the default route table by updating the name of the route table and explicitly
associating the route table with the public subnet.

To update the public route table:

1. If you are not already there, go to the VPC service in the AWS console.

2. Under the VIRTUAL PRIVATE CLOUDmenu, click Your VPCs.

3. Click theMain route table link for the appropriate VPC. This will take you directly to
the route table for the VPC and select it (checkbox is selected by default for the route
table).

4. Click the Name field. Enter a name that identifies the subnet as the public subnet,
then click the Save button.
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5. With the route table selected, click the Actionsmenu, then click Edit routes.

6. Click the Add route button.
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7. For the Destination column, click the field and select 0.0.0.0/0 from the list.

8. Click the Target field and select Internet Gateway from the list, then select the
Internet gateway that was created earlier in this process.

9. Click the Save changes button.

10. With the route table selected, click the Actionsmenu, then click Edit subnet
associations

11. Click the checkbox to select the public subnet for the VPC.
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12. Click the Save associations button.

The public route table is now updated, and the route table is explicitly associated to the
public subnet. Traffic that is not local to the public subnet will now be routed to the Internet
gateway.

Next > You're ready to create a private route table.

Create Private Route Table

We’ll now create the private route table and explicitly associate it to the private subnet.

To create the private route table:

1. If you are not already there, go to the VPC service in the AWS console.

2. Under the VIRTUAL PRIVATE CLOUDmenu, click Route Tables.
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3. Click the Create route table button.

4. For the Name field, enter a name that identifies the subnet as the private subnet.

5. For the VPC field, select the appropriate VPC entry from the list.

6. Click the Create route table button.
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7. Click the Actionsmenu, then click Edit routes.

8. Click the Add route button.

9. For the Destination column, click the field and select 0.0.0.0/0 from the list.

10. Click the Target field and select NAT Gateway from the list, then select the NAT
gateway that was created earlier in this process.
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11. Click the Save changes button.

12. Click the Actionsmenu then click Edit subnet associations.

13. Click the checkbox to select the private subnet for the VPC.

14. Click the Save associations button.

The private route table has now been created and explicitly associated to the private
subnet. Traffic that is not local to the private subnet will now be routed to the NAT gateway.

Next > You're ready to enable DNS resolution and hostnames.
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Enable DNS Resolution and Hostnames

To support the deployment of endpoints for the VPC, DNS resolution and DNS hostnames
must be enabled for the VPC.

To enable DNS:

1. If you are not already there, go to the VPC service in the AWS console.

2. Under the VIRTUAL PRIVATE CLOUDmenu, click Your VPCs.

3. Click the checkbox for the appropriate VPC to select it.

4. Click the Actionsmenu, then click Edit DNS resolution.
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5. Click the Enable checkbox to select it for the DNS resolution field.

6. Click the Save changes button.

7. With the VPC selected, click the Actionsmenu, then click Edit DNS hostnames.
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8. Click the Enable checkbox to select it for the DNS hostnames field.

9. Click the Save changes button.

DNS resolution and hostnames is now enabled for the VPC.

Next > You're ready to deploy SSM endpoints.

Deploy SSM Endpoint

SSM is used during the AWS SaaS Connector deployment so connect to the EC2 instance
and complete the VM configuration and claim process.

For information about deploying gateway endpoints for Amazon S3, see Gateway endpoints
for Amazon S3.
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For information about deploying an interface VPC endpoint for Amazon S3, see Access an
AWS service using an interface VPC endpoint.

To deploy an SSM endpoint:

1. If you are not already there, go to the VPC service in the AWS console.

2. Under the VIRTUAL PRIVATE CLOUDmenu, click Endpoints.

3. Click the Create Endpoint button.

4. For the Service Name section, enter SSM into the search field, then click the radio
button for com.amazonaws.<region>.ssm to select it.
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5. For the VPC field, select the appropriate VPC from the list.

6. After selecting the VPC, the associated Availability Zone will automatically be
selected. Verify the private subnet for the VPC is selected for the Subnet ID field.

7. While not required, it is recommended to tag the resource to you to easily identify it.
For the Key field, enter Name. For the Value field, enter a descriptive name for the
resource.

8. Click the Create endpoint button.

9. Click the Close button.
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The SSM endpoint has now be deployed for the private subnet.

Next > You're ready to deploy SSM messages endpoints.

Deploy SSM Messages Endpoint

SSM is used during the AWS SaaS Connector deployment so connect to the EC2 instance
and complete the VM configuration and claim process.

To deploy an SSM messages endpoint:

1. If you are not already there, go to the VPC service in the AWS console.

2. Under the VIRTUAL PRIVATE CLOUDmenu, click Endpoints.

3. Click the Create Endpoint button.
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4. For the Service Name section, enter SSM into the search field, then click the radio
button for com.amazonaws.<region>.ssmmessages to select it.

5. For the VPC field, select the appropriate VPC from the list.

6. After selecting the VPC, the associated Availability Zone will automatically be
selected. Verify the private subnet for the VPC is selected for the Subnet ID field.

7. While not required, it is recommended to tag the resource to you to easily identify it.
For the Key field, enter Name. For the Value field, enter a descriptive name for the
resource.

8. Click the Create endpoint button.
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9. Click the Close button.

The SSM messages endpoint has now be deployed for the private subnet.

Next > You're ready to deploy EC2 messages endpoint.

Deploy EC2 Messages Endpoint

This topic provides instructions to deploy Amazon EC2 messages endpoint.

To deploy an EC2 messages endpoint:

1. If you are not already there, go to the VPC service in the AWS console.

2. Under the VIRTUAL PRIVATE CLOUDmenu, click Endpoints.
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3. Click the Create Endpoint button.

4. For the Service Name section, enter ec2 into the search field, then click the radio
button for com.amazonaws.<region>.ec2messages to select it.

5. For the VPC field, select the appropriate VPC from the list.
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6. After selecting the VPC, the associated Availability Zone will automatically be
selected. Verify the private subnet for the VPC is selected for the Subnet ID field.

7. While not required, it is recommended to tag the resource to you to easily identify it.
For the Key field, enter Name. For the Value field, enter a descriptive name for the
resource.

8. Click the Create endpoint button.

9. Click the Close button.

The EC2 messages endpoint has now be deployed for the private subnet.

Next > You're now ready to register an AWS source and deploy the AWS SaaS Connectors.

Register AWS Source and Deploy AWS SaaS Connector
Once the AWS configuration is prepared you will be ready to deploy the AWS SaaS
Connector. This process will take roughly 15 minutes normally. Deploying the AWS SaaS
Connector is a two-step process.

This topic covers the following:
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Register AWS Source
This section provides instructions to register an AWS source.

To register an AWS source:

1. Log in to Helios and access the DataProtect portal.

2. Click Sources from the left-side menu.
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3. Click the Register Source button, then click AWS.
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4. Enter your AWS account ID number in the AWS Account ID field. Select the
appropriate AWS region for the Destination Region field.

5. The Use this account as a backup source in DataProtect toggle is enabled by
default. Verify the EC2 checkbox is selected. You can optionally deselect the RDS
checkbox or leave it selected (the same can be done with the EC2 checkbox).

The Use this account as a DR target in SiteContinuity toggle is for use with the
Cohesity SiteContinuity service. If you are deploying a SaaS Connector in support of
this service, then you will need to enable this toggle.

6. Click the Next button.

7. Click the Download CloudFormation Template link.
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8. Open a new browser tab and log in to the AWS console.

9. Navigate to the AWS CloudFormation service.

10. Click the Create stack button, then selectWith new resources (standard) from
the list.
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11. Click the Upload a template file radio button to select it.

12. Click the Choose file link.

13. Navigate to the location that contains the downloaded CFT template. Select the aws_
iam_role_creation_template.cft file.

14. Click the Next button.
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15. Enter a descriptive name for the Stack name field.

16. Click the Next button.

17. Keep the default values for this page and click the Next button.

18. Scroll to the bottom of the page. Click the I acknowledge that AWS
CloudFormation might create IAM resources with custom names checkbox to
select it.

19. Click the Create stack button.

20. Wait for the CloudFormation stack deployment to complete successfully. You can click
the refresh buttons in the AWS console to update the status.
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21. After the stack is deployed, return to the Cohesity SaaS portal. Note that the AWS
source registration now shows as Account authenticated to indicate the
CloudFormation template completed the necessary AWS configuration.

22. Click the Register button.

The AWS source registration has been completed. In the current configuration DataProtect
can support the option to protect EC2 instances (and RDS databases if selected during
registration) via native AWS snapshots (EBS or RDS snapshots). This method of protection
does not create Cohesity snapshots or result in egress of data from AWS.

To support Cohesity snapshots of EC2 instances, an AWS SaaS Connector must be
deployed.

Next > You're ready to deploy an AWS SaaS connector.

Deploy AWS SaaS Connector
This topic provides instructions to deploy an AWS SaaS connector.

To deploy an AWS SaaS Connector:

1. From the Cohesity SaaS portal, if you are not already there, go to the Sources page.

2. Hover over the AWS source entry, click the three dots (ellipses) located to the right
of the entry, then clickManage SaaS Connections.
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3. Select the appropriate AWS region for the Region field. A minimum of one connector
must be deployed and is recommended to start. Additional connectors can be
deployed if desired. For the Subnet field, select the private subnet that has been
configured for the VPC. For the Network Security Groups field, select the
appropriate network security group for the VPC.
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Note: It is critical that you select the correct subnet for the VPC. If you are

using the VPC with Private Subnet and NAT Gateway configuration, you

must select the private subnet for the VPC. If you are using the VPC with

Public Subnet configuration, you must select the public subnet for the VPC.

4. While not required, it is recommended that you add a tag for the resource. For the
Tags field, enter Name=<descriptive_name>. This name tag will be used for the
SaaS Connector EC2 instance that will be deployed.

5. Click the Update button.

6. The Configure SaaS Connection for AWS Account window will display the status
Creating Connection. You can monitor the progress of the AWS SaaS Connector
deployment. Please be patient as this can take roughly 10-15 minutes to complete
normally.
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You can close this window if desired. To return to this window and check on the status
simply click the three dots (ellipses) located to the right of the entry, then click
Manage SaaS Connections.

Please be patient as this process normally takes 15-20 minutes to complete. If this
last for longer than 30 minutes, something has gone wrong and you should contact
Cohesity support.

During this time, you can also go to the AWS console EC2 service. Go to Instances and
observe the current state of the AWS SaaS Connector instance as it is deployed. While
this can be helpful, the only information that can be learned from this is if the EC2
instance has been successfully launched by AWS. Any further information can only be
learned in the Cohesity SaaS portal.
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You will need to return to the Cohesity SaaS portal to wait for the process to
complete.

Note: The connection status for the AWS SaaS Connector may temporarily

show Not Connected in red font. This is normal to see when the

deployment process is completing. The status indicates the deployment and

configuration of the SaaS Connector is complete and the SaaS Connector

claim process is in progress.

7. When complete, the status Connected with a green check mark will be displayed.

8. Click the Close button.

The AWS SaaS Connector has been successfully deployed. You can now proceed with
protection of EC2 instances in AWS using the Cohesity snapshot option.

Next > Your new AWS SaaS Connection is now available to use when you protect your AWS
EC2 instances.
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