COHESITY

ABSTRACT

Cohesity streamlines the protection of the petabytes of Dell EMC Isilon NAS data you manage.
Furthermore, it allows you to archive the backups to any public cloud or tape storage for long-term
retention, replication, and recovery to a different location for disaster recovery.
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Introduction to Isilon Data Protection with Cohesity

Modern enterprise data centers contain massive amounts of structured and unstructured data in many
forms, including log directories, home directories, departmental shares, engineering repositories, and
application datasets. This critical data requires a modern data protection and recovery solution that can
efficiently protect the ever-growing applications and unstructured data stored via NAS protocols. The
solution must adhere to the organizational data protection SLAs and, at the same time, provide better
storage efficiency and data reusability.

Cohesity Data Protection Architecture for Isilon

Organizations that rely on Dell EMC Isilon as their primary NAS need a fast, powerful, and simple backup
and recovery solution that scales well to grow with their ever-growing data.

To meet these needs in a reliable and efficient ecosystem, Cohesity provides a solution that eliminates
the complexities and operational inefficiencies of traditional NAS protection solutions by unifying your
data protection and recovery infrastructure—including target storage, backup, recovery, replication,
archiving, and disaster recovery—on a single platform.

With Cohesity DataProtect™, you can protect your primary and secondary Isilon directories. Once you
back up your Isilon directories to Cohesity, you can also:

e Recover your data.

e Archive it to lower-cost cloud/NFSv3/S3 storage for long-term retention and disaster recovery.

e Send it to tape for long-term retention.

e Replicate it to another on-premises or cloud Cohesity cluster.

Figure 1: Protect Dell EMC Isilon Data with Cohesity
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Cohesity CloudArchive Direct Architecture for Isilon

Cohesity has built CloudArchive Direct for NAS, a cost-efficient solution that processes and streams the
data directly from Isilon storage to lower-cost storage on External Targets using object storage in the
public/private cloud or NFS. By eliminating the need to store a copy locally before archiving, the
footprint/capacity requirements of your Cohesity cluster are dramatically reduced. Only the metadata and
indexes, which enable quick search and recovery, are stored on the Cohesity cluster. The entire Isilon
dataset (the data along with metadata and indexes) is stored only on the External Target.

Figure 2: Make lIsilon Data Archival Cost-effective with Cohesity's CloudArchive Direct
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CloudArchive Direct is a policy-driven feature with seamless integration with all major cloud vendors like
AWS, Azure, GCP, Oracle, or any S3-compatible object store. It can also be configured with compression
and encryption to achieve maximum storage efficiency and security.

NOTE:

e See Archive Your Data Directly with Cohesity CloudArchive Direct for details.
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Features and Benefits

As data grows exponentially, the need for a modern approach to data protection and backup solutions
has become critical. Cohesity offers agentless, policy-based data backups, granular file-level restore
capabilities, and replication, archiving, and cloud tiering.

What's more, Cohesity provides:

¢ Snapshot-based Backups. Cohesity leverages its native snapshot capabilities to take snapshots of
storage volumes. Point-in-time (PIT) snapshots are captured and mounted locally for faster backups.
For Isilon backups, Cohesity uses the Isilon Changelist native API to track changes between
snapshots.

¢ Incremental Forever. Taking advantage of native NFS and SMB-based backups, Cohesity offers
true ‘incremental forever’ functionality. Unlike NDMP, it requires performing only one full backup,
followed by incremental backups forever. This reduces the time required for backups and recovery
and simplifies operations.

e Multithreaded File Discovery. Cohesity backups are much faster because they employ high-speed
multithreaded file discovery.

o Distributed and Parallel Ingest. Cohesity’s intelligent data-transfer logic creates an efficient backup
plan and assigns backup streams across all nodes, performing distributed and parallel ingest in the
cluster, ensuring faster backups.

¢ Instant Recovery. Cohesity enables instant NAS volume to be restored to any point-in-time (PIT)
copy. Upon restore, Cohesity creates an instantaneous clone of the snapshot. The NAS volume can
be accessed directly from the clone, with storage running directly from the Cohesity cluster. This
eliminates the need to move data from secondary to primary systems before initiating a restore.

¢ Flexible Restore Targets. As Cohesity backs up data in its native format, it supports data restoration
to different vendor devices, giving you the flexibility to restore data to the original source or a different
target.

o Data Security with Encryption. Cohesity provides built-in, software-based encryption so that you
can securely store and transfer your data. Cohesity keeps your data safe by encrypting data at rest
and in transit with AES 256-bit encryption.

¢ Incremental Indexing. Cohesity indexes only the changed data between the last and most recent
backup, resulting in faster indexing and reduced resource impact.

NAS Backups—Legacy vs Cohesity

Cohesity’s modern platform also offers several advantages over traditional NAS data protection solutions.
Table 1 below compares Cohesity’s data protection solution against legacy solutions for tackling the key
challenges in NAS backup.

Protect Dell EMC Isilon with Cohesity .



Table 1: Legacy vs Cohesity NAS Backup Solutions

Infrastructure Silos

Siloed media servers and
targets lead to complex
infrastructure with fragmented
datasets.

Hyperconverged platform enables
consolidation of infrastructure and
datasets, which leads to a better
return on investment (ROI).

Multiple interfaces to manage
different components are

Unified management for multiple

Management inconvenient and prone to clusters from_a.singlle pane of glass
human errors reduces administrative overhead.
Transparent scale-out with relative ease.
. Requires forklift upgrades to With growing business needs, it can
Scalability sceﬁe up, which ispé;isruptive incorporate additional resources
and time- consuming. (capacity, compute, network) without
tedious forklift upgrades.
_ o Faster, more intelligent backups with
Requires periodic, frequent full distributed and parallel ingest. Full
Performance backups, which is unfeasible with | support for incremental-forever
at Scale large file systems at a petabyte

scale that contain billions of files.
This results in increased RPOs.

backups, reducing data traffic,
shortening the backup window, and
improving RPO.

Storage Efficiency

Does not provide global data
reduction across silos, making
backups inefficient with storage
and costly.

Inline and post-process variable- length
deduplication makes efficient use of
storage and lowers the total cost of
ownership.

Not storage agnostic. For
example, NetApp backups
cannot be restored

Backups are taken using native NFS
and SMB protocols, making data
recovery platform-independent. For

Data Mobility ) . example, an Isilon backup can be
instantaneously to third-party restored to NetApp instantaneously, and
vendor storage. vice-versa.

Indexes need to be read from The file metadata is indexed to allow
a media server. As a result, Google-like search in your backups,
Faster and

Granular Restores

network bottlenecks can
dramatically slow down
indexing, making recovery
times very lengthy.

enabling very fast, granular file-level
recovery to any point in time across
billions of files.

SLA Predictability
for Recovery

Recovery times are not
predictable and can take weeks
at the petabyte scale.

Backup data can be exposed as a
Cohesity View for instant restore on
Cohesity, delivering predictability and
eliminating RTO concerns.

Cloud Integration

Most often, it uses cloud
gateway to tier or archive data
to the cloud.

Natively integrated with major public
cloud providers to enable smooth
archival and tiering to the cloud.
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Explore Cohesity’s Isilon Adapter’s Capabilities

Cohesity’s Isilon adapter provides a wide range of NAS data protection capabilities for your Isilon backup,
including:

¢ Incremental Backup with the Isilon Changelist. You can use the Isilon Changelist to find the
changed files during an incremental backup just by enabling “Use Isilon Changelist” in the Protection
Group’s advanced settings. The Isilon Changelist is an internal OneFS job engine that quickly
identifies the file and folder differences between any two snapshots.

See Incremental Forever Backups with Vendor-native CFT for details.

e Encrypt Backup Traffic Between Isilon and Cohesity. You can encrypt your backup traffic
between Isilon and Cohesity by enabling “Encryption” in the Protection Group’s advanced settings.

o For SMB backups, if encryption is enabled in the Protection Group, then Cohesity starts an
encrypted SMB session with Isilon to access the SMB volume data to back up. The encrypted
SMB session encrypts all the session traffic between Isilon and Cohesity.

NOTE:

e To use this feature, enable encryption at the share level in your Isilon configuration.

e The restore workflow is encrypted.

Table 2: Encryption Behavior Relationship with SMB Encryption Status in Isilon

Backup Fail Pass
Restore Fail Pass
No
6.8.1,7.0,7.0.1, Backup traffic N/A, as the No
7.1,7.1.1and encryption backup failed
7.1.2 i
Backup Pass Fail
Restore Pass Fail
Yes
Backup traffic vy N/A, as backup
) es )
encryption failed

o For NFS backups, if encryption is enabled in a Protection Group’s advanced settings, then
Cohesity reads the NFS volume data over Kerberos to ensure the backup traffic is encrypted
between Cohesity and Isilon.

Protect Dell EMC Isilon with Cohesity .




10

NOTE: Following are the requirements for encrypted NFS backup.

Configure NFS Kerberos on Isilon.
Configure an NFS export policy to allow Kerberos krb5p.
Join your Cohesity cluster to the Active Directory (AD) domain.

For more, see Dell EMC’s Integrating OneFS with Kerberos Environment for Protocols technical white
paper.

Download List of Skipped Files to Local .csv File. You can download the list of all entities (files
and folders) that were skipped during backup, along with the most applicable reason. Log in to
Cohesity to download this list to a .csv file on your local machine.

Filter IPs (Allow\Deny) for backup and recovery communication. Enable this option to filter the IP
addresses of the Isilon cluster. By filtering IP addresses, you can allow or deny the communication of
the Cohesity cluster to specific IP addresses or subnets of the Isilon cluster at the Protection Group
level.

To filter the IP addresses of the Isilon cluster, select one of the following options:

o Allow IPs: Select this option and specify the IP addresses of the Isilon cluster source through
which communication to the Cohesity cluster must happen. You can provide the IP addresses in
a comma-separated list or in a CIDR format.

o Deny IPs: Select this option and specify the IP addresses of the Isilon cluster source through
which communication to the Cohesity cluster must not happen. You can provide the IP addresses
in a comma-separated list or in a CIDR format.

File DataLock to Preserve Access Time of Isilon SmartLock Directories. With Cohesity 6.5.1 and
higher, you can enable File DataLock in the Cohesity Protection Group’s advanced settings for NAS
data protection. If enabled, Cohesity preserves the write once read many (WORM) attributes, along
with backed up data, for the files and folders of the protected WORM directories, which provides the
access time, lock period of the files/folders, and other information. These attributes are applied to the
files and folders when recovered to the Cohesity View, thus making the data immutable in the View.
Cohesity also allows you to:

o  Override the lock period of the files/folders while recovering them to the Cohesity View.
o Set the lock period for the new files/folders that are created in the recovered Cohesity View.
NOTE:

Supports Enterprise or Compliance modes.

Preserves the access times of both hard and symbolic links.
You cannot enable or disable File DatalLock once a Protection Group is created.

You can delete Protection Groups and snapshots that have File DatalLock enabled. However, once
the data is recovered to the Cohesity View, that is, when the preserved WORM properties are
applied, the Cohesity View cannot be deleted until the lock period expires.

See File DatalLock in the online Help for details.

Protect Dell EMC Isilon with Cohesity
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Understand Cohesity’s Isilon Backup Approach

Cohesity DataProtect uses a simple three-step approach to protecting Isilon data. Each step is optimized
with modern techniques like API integration, adaptive data tasking, and distributed parallel data
streaming.

To understand how Cohesity Isilon data protection works, it helps to understand exactly what is going on
in each phase of the process:

&<

1. File Discovery: Discover the files to back up.

2. File Read: Read the discovered files over NAS protocols and divide the files into multiple data
chunks.

3. File Write: Write the data chunks to Cohesity using distributed and parallel streams.

File Discovery

At a high level, for every Isilon backup run, the Cohesity file runner discovers the list of files and folders
that need to be backed up from the user-selected Isilon object in the Cohesity Protection Group. You can
choose to back up the entire /ifs filesystem or a subset of it. You can also use simple exclusion and
inclusion rules to define the objects to be protected.

NOTE:
e To add an inclusion, you must prefix a forward slash (/) or suffix an asterisk (‘*’) to the path of a
particular file within the protected object. For example, ‘/test’ or ‘*. txt’.

e Cohesity does not support regular expressions for inclusions.

o Cohesity supports complex regular expressions for exclusions such as ‘/vVoll Folder2/*.txt’
or‘/voll Folder*/Filel.txt.’ Referto Create a Protection Group for NAS Volumes in the
online Help for more on exclusions and inclusions.

e Cohesity does not support the inclusion or exclusion of paths in Changelist-enabled Isilon
Protection Groups

Cohesity performs slightly different file-discovery processes during full and incremental backups. See
Cohesity Isilon Backup Workflows below for details

Protect Dell EMC Isilon with Cohesity .
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File Read

Cohesity DataProtect uses a parallel and distributed architecture to read the Isilon NAS dataset, using
native SMB/NFS protocols that are identified during the File Discovery phase above. It uses an intelligent
algorithm to divide the identified dataset into multiple tasks (data chunks) based on both the size of the
data and the number of files. This adaptive task chunking enables Cohesity DataProtect to back up data
more efficiently, reducing the backup window and improving backup SLAs.

In the example below, identified datasets in the File Discovery phase have been divided into five tasks
with varying sizes.

Figure 3: File Read
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File Write

File Write is the last phase in the backup process. In this phase, files and folders that were divided into
multiple tasks during the File Read phase above are written over parallel streams to different Cohesity
cluster nodes or, with CloudArchive Direct, streamed directly to an archive storage target in the public
cloud. As all the nodes are involved in writing the data, backup throughput is greatly improved.

In the example below, tasks created in the File Read phase are ingested in a parallel, distributed fashion
to all Cohesity nodes.

Protect Dell EMC Isilon with Cohesity .
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Figure 4: File Write
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Cohesity intelligently selects the node for data placement based on multiple factors such as capacity,
performance, the Quality of Service (QoS) policy, and the system state of the node, which helps improve
RTOs (Recovery Time Objectives) and RPOs (Recovery Point Objectives). The ingest engine also
ensures that data is optimally placed onto the SSD or spinning disk tier that best suits the profile of the
incoming data stream.

Cohesity also provides encryption of the data, both at rest and in flight, with AES 256-bit encryption.

After a Protection Run is complete, all files are indexed by Cohesity to enable global search and rapid
recovery.

Cohesity Isilon Backup Workflows

As you prepare to protect your Isilon data, it helps to understand the various workflows and choices
available in Cohesity’s solution. With our approach of taking a full backup once and following it with
incremental forever backups, each phase involves slightly different operations:

e Full backups: In this case, Cohesity executes high-speed file discovery using a file runner.

¢ Incremental backups: After the full backup, Cohesity employs one of two CFT (Changed File
Tracking) methods:

o Vendor-native CET: The Isilon Changelist.

o Built-in Cohesity CFT: Cohesity streaming diff technology.

Protect Dell EMC Isilon with Cohesity .
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Figure 5: Cohesity’s Approach to Protecting Isilon NAS Data
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Full Backup with High-speed File Discovery
To start the protection, the initial backup is always a full data backup. Cohesity DataProtect leverages the
Isilon OneFS API to create a snapshot for a point-in-time (PIT) backup by performing a high-speed file

discovery using Cohesity’s file runner.

Figure 6: Cohesity’s Initial, Full Isilon Backup Process
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During the initial, full backup, Cohesity DataProtect creates snapshot S1 using the Isilon snapshot API
and performs the following operations in parallel, thereby dramatically reducing backup times:

¢ File Runner: Starts the high-speed file runner on the snapshot (S1) and discovers the files & folders
to back up by accessing the snapshot on all the nodes of the Cohesity cluster.

e Checkpoint File: The file runner stores the metadata in a checkpoint file (C1).

¢ Data Ingest: Creates data-ingest tasks as new files & folders are discovered and distributes them in
parallel across all nodes in the cluster.

Protect Dell EMC Isilon with Cohesity .
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After the first full backup is complete, it is followed by incremental forever backups that send only
changed data. Then:

e If vendor-native CFT is enabled in the Protection Group, Cohesity retains the S1 snapshot.

e If the Protection Group does not enable vendor-native CFT, Cohesity uses its built-in CFT based on
streaming diff technology. In this case, it deletes snapshot S1.

Incremental Forever Backups with Vendor-native CFT

With a full backup in place, Cohesity uses an incremental forever approach for all subsequent backups.
The goal of an incremental backup is to locate and transfer only the data that has changed since the last
backup. If vendor-native CFT is enabled in the Cohesity Protection Group, Cohesity identifies the
changed data by invoking the Isilon Changelist to reduce the time taken to discover the changed files and
folders to back up. The Isilon Changelist is an internal OneFS job engine that quickly identifies the file and
folder differences between any two snapshots. It can only be used for incremental backups.

Figure 7: Incremental Forever Backups with Vendor-native CFT
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When vendor-native CFT is enabled, Cohesity DataProtect:
1. Creates a second snapshot (S2) using the Isilon snapshot APl and accesses the snapshot on all the
nodes of the Cohesity cluster.

NOTE: Snapshot S1 is available on Isilon from the previous (full) backup.

2. Leverages the Isilon OneFS job engine to retrieve the data that has changed between the previous
snapshot (S1) and the current snapshot (S2). Using the Isilon Changelist replaces the need for
separate file discovery and reduces the total backup time.

Protect Dell EMC Isilon with Cohesity .
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3. Once the OneFS job engine returns the changelist, Cohesity DataProtect reads the files from it and
produces the tasks for ingestion.

NOTE: Isilon supports only one changelist request at any given time. If the Protection Group contains
multiple shares to back up, changelists are created serially.

Once the incremental backup completes, the previous snapshot (S1) is deleted, and the new
snapshot (S2) is retained. At any point in time, the most recent snapshot is retained on Isilon and
used to compute the changes for the next backup.

If data ingestion fails (that is, the Protection Run has a status of failure), the new snapshot (S2) is
deleted, and the previous snapshot (S1) is retained for the next backup run.
Enable Isilon Changelist for Faster Incremental Backups

Isilon Changelist allows you to find the changed files during an incremental backup. This has several
benefits and considerations:

Benefits:

With Isilon’s native Changelist, Cohesity DataProtect retrieves the Changelist that is created by Isilon.
It then backs up the file paths in the Changelist instead of scanning the entire file system to identify
the changes.

With Cohesity DataProtect using the Isilon Changelist, incremental backup times are dramatically
reduced.

Considerations:

Cohesity cannot determine the actual size because each share is a subdirectory of the root /ifs
directory.

For Isilon OneFS 9.5.x or earlier versions, the maximum filename length is 256 bytes, and the full
path length is limited to 4096 bytes.

Cohesity recommends a first full and incremental forever backup approach to back up your NAS
sources.

The first (full) backup is always performed using the high-speed file discovery in Cohesity’s file
runner, as the Isilon Changelist cannot be used until after the first incremental backup.

The Changelist requires two snapshots to compute the difference. Hence, to use the Changelist,
Cohesity retains the latest snapshot on the Isilon cluster for each SMB share or NFS export that is
backed up.

Isilon supports only one Changelist request at any given time. If the Protection Group contains
multiple shares to back up, Changelists are created serially.

Once a Changelist is available, multiple ingests can take place in parallel for multiple shares or mount
points.

If there are issues with access to the Isilon Changelist, the Protection Run falls back to identifying the
changed data by performing its own built-in CFT, thereby continuing to execute an incremental
forever backup.

Protect Dell EMC Isilon with Cohesity
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Incremental Forever Backups with Built-in Cohesity CFT

With a full backup in place, Cohesity uses an incremental forever approach for all subsequent backups.
The goal of an incremental backup is to locate and transfer only the data that has changed since the last
backup. If vendor-native CFT is not enabled in the Cohesity Protection Group, Cohesity identifies the
changed data by performing its own built-in CFT using streaming diff technology to discover the changed
files and folders to back up.

Figure 8: Cohesity’s Incremental Isilon Backup Process

y Checkpoint File (C1) from
Previous Cohesity Backup
»| “ Streaming Diff
S2 -
(@) _y _)7 Checkpoint File (C2) on
féﬂﬂﬂ File Runner Cohesity
Invoke Isilon s ]
OneFS API s E
o
a8
o
‘-Lﬂ‘
B Data Ingest Time
Backup Time = File Runner Time

During the incremental backup, Cohesity DataProtect uses the Isilon snapshot API to create a new
snapshot (S2) and performs the following operations in parallel, thereby dramatically reducing backup
times:

e File Runner. Starts the high-speed file runner on the new snapshot (S2) and discovers the files &
folders by accessing the snapshot on all the nodes of the Cohesity cluster.

e Checkpoint File. The file runner stores the metadata in a new checkpoint file (C2).

e Streaming Diff. This operation compares the file runner output with the previous checkpoint file (C1)
and identifies the changed files to protect.

o Data Ingest. Creates data-ingest tasks as changed files are discovered, and distributes them in
parallel across all nodes in the cluster. Cohesity DataProtect creates the tasks as changed files are
identified, and does not wait for the new checkpoint file (C2) to complete.

When a Protection Group contains many objects, using this built-in CFT can be faster than vendor-native
CFT, which is limited to only one Changelist call at a time. With built-in CFT, Cohesity runs all the above
processes in parallel across all objects in the Protection Group.

NOTE: Because this approach relies on built-in CFT (comparing checkpoint files),
the snapshots themselves are deleted after every backup operation is completed.

Protect Dell EMC Isilon with Cohesity .
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Protect Isilon Data with Cohesity DataProtect

Using Cohesity DataProtect, you can back up one or more Dell EMC Isilon NFS mount points or SMB
shares while preserving ACLs and extended attributes on SMB.

To prepare Cohesity DataProtect to back up your Dell EMC Isilon cluster, ensure your Cohesity and Isilon
OneFS meet the prerequisites and then:

1. Configure an Isilon user with the minimum required backup and restore permissions.

Register your Isilon cluster as a source in Cohesity.

Choose a Cohesity Protection Policy.

2
3
4. Create a Cohesity Protection Group.
5

Recover your Isilon NAS data using Cohesity DataProtect.

Figure 9: Protect Isilon NAS with Cohesity DataProtect

Configure Isilon User with
Minimum Backup & Restore
Permissions

T

Dell EMC Isilon NAS

Cohesity
ohe! Data CI A S
Data Center | Edge | Public Cloud
[N

!
5 B © <

Tﬂll

Register Isilon as Choose Configure Backup Recover lsilon
Source Protection Policy with Protection Data
Group

Add Your Isilon Cluster as a Cohesity Source

To back up your Isilon NAS cluster on Cohesity DataProtect, you need to register it as a source in
Cohesity. Cohesity DataProtect then leverages Isilon’s OneFS APIs to connect to Isilon and enumerate
the shares/exports.

Prerequisites

Our solution requires the following to protect an Isilon cluster:
e Cohesity 6.8.x or higher
e lIsilon OneFS Version 8.0, 8.1, 8.2, 9.0.x - 9.5.x.

Protect Dell EMC Isilon with Cohesity .
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NOTE: See the Cohesity Software Version Support Matrix below for the software version
compatibility details.

e Configure the necessary Isilon permissions.

e Ensure that TCP/UDP ports 111, 300, 302, 304, 2049, 445, 8080, and 443 are open in the firewall
between Cohesity and your Isilon device.

NOTE: Refer to Manage Firewall Ports in the online Help for more information.

e Cohesity leverages SnapshotlQ to perform the backup of the Isilon source. Therefore, ensure to
enable the SnapshotlQ license with the following settings on the Isilon cluster:

o Enable Snapshot Service

o Enable global visibility and access

NOTE: When enabling the Snapshot service and Global visibility and access, the settings
under these options namely Auto create snapshot, Auto delete snapshot, NFS setting,
SMB settings and Local settings are also enabled by default. These sub settings are not
required by Cohesity and can be disabled if desired.

Dashboard ~ Cluster Management - File System ~ Data Protection -

SnapshotiQ

Snapshots Snapshot Schedules Settings

Edit File System Snapshot Settings

Service
+| Enable snapshot service

+ | Aute-create snapshots

+ | Auto-delete snapshots

Visibllity and Access Settings

+| Enable global visibility and accoss

NFS Seftings
+| HF5 root directory accessible

| NFS root directory visible

+| HF5 sub-directories accessible
SMB Sattings
| SMB root directory accessible

| SMB root directory visible
+| SMB sub-directories accessible

Lastal Settings

¥ | Local reot directony accessible
¥ | Local root directory visible

+ | Local sub-directories accessible

Protect Dell EMC Isilon with Cohesity .



https://docs.cohesity.com/7_1_2/Web/UserGuide/Content/ReleaseNotes/SupportedVersions.htm#NAS
https://docs.cohesity.com/7_1_2/Web/UserGuide/Content/Setup/OpenPorts.htm#ManageFirewallPorts

20

e Ensure NFS v3 is enabled for NFS export backups.
NOTE:

o Cohesity supports NFS v3 and SMB v2, or v3 for data protection.
o Cohesity will treat NFS v4 exports as NFS v3 and perform backup via NFS v3.

UNIX sharing (N FS) Access zone: System

NFS exports NFS aliases Export settings Global settings Zone settings

Edit NFS global settings

— Settings

NFS export service
Enable NFS export service

NFSv3
Enable NFSv3

NFSv4
Enable NFSv4

Cached export configuration

Reload the cached NFS exports configuration to ensure any DNS or NIS changes take effect immediately.

| Revert changes |

Cohesity Software Version Support Matrix

Cohesity supports Isilon backup via both NAS adapter and Generic NAS. See Cohesity Support Matrix for
version compatibility details.

Configure Isilon User with Backup/Restore Permissions

Cohesity DataProtect does not require administrator privileges on your Isilon cluster. It requires only the
permissions necessary to back up and restore your Isilon data, as listed in Table 3 below.

Protect Dell EMC Isilon with Cohesity .
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Table 3: Required Minimum Permissions on Isilon

Platform AP For access to Isilon’s APls.
Auth To verify users and passwords.
Read-onl
ead-onty Cluster To obtain cluster identity and settings.
Network To obtain the network interfaces.
To read the settings in the SMB server. SMB/NFS
SMB
: To read and write Changelist jobs.
Read/Write Job Engine gelst
To fetch, create, and delete
Snapshot snapshots for shares and exports.
To read and write settings to and
NFS from the NFS server.

To configure permissions on Isilon:
1. Login to Isilon Ul.

2. Navigate to Access > Membership & Roles.

Lomannm:mm'ma

OneFS [must..

Dashboard ~

Chaater Narma: Ruby-1si-Sim-312 (OneF S Version 8.1.2.0) Node 1

Cluster Management « File System « Data Protection ~ Access v Protocols «

Access Zones

Cluster Overview

File Fiter
Authentcation Providers

St 10 . Address  inbis Outtis  Totsl HOOUsed HODSie % S50 Used $3OSke %
© 1 w2awas “ 2MM  23IM 736G IG & - - -
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3. Under the Roles tab, click Create a Role.

Logged in as admin | Log out | Help ‘o

OneFS | st

Cluster Name: Ruby-Isi-Sim-812 (OneFS Version: 8.1.2.0) Node 1

Dashboard ~ Cluster Management « File System » Data Protection « Access v Protocols «
\

Membership & Roles  Access Zone: System

Roles

4. Enter Role Name and Description in the Edit Role Details screen and click Add a member to this
role.

Create Role
Heln
" » Roquired feks d

Setlings
* Role Kame
Cohosity-lsdfon-Role

Description
Robe for NAS Data Protection with Cobesiyl

| - Members

+ Adda n@o this role
1] Name Type Actions

There are no members for this role,

o
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5. Under Search for, select Users and enter a search string for the user account you will use to register
Isilon in Cohesity. Select that user from the list and click Select.

Select a User

Search for: B U () Groups () Well-known SIDs

User Name: \

User Description: |
Provider: | DS LDTaLOON

Active Directory Domain: | LABDCO1.local

|7l 3 3

Domain Credentials: | Use Machine Credentials

—_—  search |
Search Results

User Name Full Name
LADULV L WulauiacLuulni

LABDCO1\krbtgt
LABDCO1\ruby Ruby Garg
LABDCO1\readonlyuser ReadOnly

LABDCO1\isi-coh-sw y uar Isi-Coh-Sve-Usr

Cancel Select

NOTE: Cohesity supports all three providers (Local, File, and ADS).

6. Scroll to the Privileges section, click Add a privilege to this role, and add all the privileges listed in
Table 3 above.

Create Role
PR Select a Privilege ua
Aocwse # read_only Access
Priviieges T read_write Actess
[ 204 2 pervaage 0 e rome | =
Wavrn Conrlipae WA Vareey

A Corligore SUrtnes 30 SSTarEcason Basces
D Dackig % Yom
There are no privileges for this role. Cotficate: Configurs chuster TLS ceriicates
CloutPoct Cortigure Orutioon

Cortgure chumier dertly 80d gorersl sefings

" o P Conoie
Devees W aren feinied W B
CSRS Dowrkinds Acads Sctade e downtondt Trovgh T3RS
vt View 80g madfy vystem everms ‘
Fia Fiterng Configure Fie Fitmceg setSnge
FTP. Configars FTP sorver
Hardoreng Marden chater securty profie
HOFS: Coniigure HOFS server
HITP. Contigurs HTTP sarver
ot [y

- = pm—

|
Nane Deacriptam Access Actane At Corbagurs mad Cagaisbtas ‘
\
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7. Click Create Role.

Create Role Help 0
" = Riquired fakd
Privileges
+ Add a privilege to this role

Narmna Description Access Mctions

Platform AP Log in to Plat... Read-Onby Ramaove

Auth Configure id...  Read-Only Ramove

Cluster Configure clu... Read-Onby Remove

Job Engine Schedule clu...  ReadNVrite Remove

Mabwaork Configure ne...  Read-Cnly Remove

ZMB Configure 5., Read-Only Remove

Snapshot Schedule, ta...  ReadWrite Ramove

Cancel Create Rola

You have created the Isilon role you will use to register the Isilon cluster in Cohesity next.

NOTE: Alternatively to the above, you can also use the PowerShell script to create the user
with required permissions.

Register Your Isilon Cluster as a Source in Cohesity

Once the prerequisites are satisfied, you can register your Isilon in Cohesity. To do so:

1. Log in to Cohesity and navigate to Data Protection > Sources.

COHESITY \
03 Dsshboards Summary v
@ Data Protectior v
I {b Health Storage
Gty Active Alerts - Last 24 Hours Physical Capacity
64 278 s
Sources ® Crivca ® Used
o 0 o 59.1 1s
CloudRetrieve 0 86.9 1s
® info Tots
> Fite Services > ardw 4 Softw o
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2. Click Register on the top-right of the page and then select NAS.

= COHESITY Q search | COH Q2
=
oo Dashboards Sources Register v
@ Data Protection v Virtual Machines
Unprotected Protected Details Agents
Databases »
Protection
0 0 Bytes 0 0 Bytes 0 0 0 0
Objects Data Objects Data Applications Sources Errors Upgradable ~ NAS
Recoveries
Source Type + Organization ~ Maintenance v Q Download ¢ Microsoft 365
Sources
No Sources found. PrysicalSeiver
Policies
Applications »
CloudRetrieve SAN
Runbooks Hadoop

3. Inthe Register NAS form, select Isilon. Enter the NAS registration details (using Table 4 below) and
click Register.

@ Register NAS

Host Details

NAS Source
Isilon

7

Hostname or IP

Credentials
Username 0 Password 0
admin

NAS Configurations

. SMB Volumes Access

{b Enable this if you are using SMB volumes. Note that SMB also requires
a qtree with NTFS permissions or volumes with mixed-mode
permissions, as well as credentials.

Username Password
. Filter IPs
{‘D Specify IP addresses you would like your backup traffic to flow
through.

(@) AllowIPs (O peny1ps
IP Addresses 0

Comma separate multiple IP addresses. CIDR suffix's can be used to
specify IP ranges.

Cancel Registe%

Protect Dell EMC Isilon with Cohesity
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Table 4: Register Isilon with Cohesity

Hostname or IP

Provide the management IP address or host name of the Isilon cluster.

Address
The user account that you configured with the required permissions on
the Isilon cluster.
Username _
NOTE: If you use a domain username, use format:
fully_qualified_domain_name\username. For example, xydc.local\user1
Password Password for the provided username.
If you plan to protect Isilon SMB shares, toggle to enable this option and
provide the local or Active Directory (AD) user credentials that allow at least
read access to the Isilon SMB share.
To do so:
a. On Isilon, Navigate to Protocols > Windows Sharing (SMB).
b. Edit SMB Share to be backed up.
SMB Volumes c. Click Add User or Group.
Access d. Select at least Read permission for the selected member.
e. Click Add member.
E:!:B::: :::m details Help @
ey i e
Autocred | Member information
m::l:"c ‘ds': T | [ setect member
] | © umsreor
00 order @st-F-:‘::-‘p:;:T.lun level
] [] Read-write
[¥] Read
NOTES:

e You can assign the local or AD user to the built-in “BackupAdmin” role to
permit the user to read the SMB data for backup without modifying the
access control lists (ACLs).

e See Appendix C: BackupAdmin Role and Access Zones for details.

Protect Dell EMC Isilon with Cohesity .
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Enable this option to filter the IP addresses of the Isilon cluster. By filtering IP
addresses, you can allow or deny the communication of the Cohesity cluster
to specific IP addresses or subnets of the Isilon cluster.

To filter the IP addresses of the Isilon cluster, select one of the following

Filter IPs options:

o Allow IPs: Select this option and specify the IP addresses of the Isilon
source through which communication to the Cohesity cluster must happen.
You can provide the IP addresses in a comma-separated list or in a CIDR
format.

e Deny IPs: Select this option and specify the IP addresses of the Isilon
source through which communication to the Cohesity cluster must not
happen. You can provide the IP addresses in a comma-separated list or a
CIDR format.

See Reaqister or Edit NAS in the online Help for more.

Configure Smart Connect
If you wish to use Smart Connect you may configure it after registering the Isilon source. Please note that
this needs to be configured on a per Access Zone basis.
To configure Smart Connect:
1. Log in to Cohesity and navigate to Data Protection > Sources.

2. Select the registered Isilon source, click the 3 dots on the right and click Configure.

= COHESITY Q search
o=
B8 e o
@ Data Protection v
Unprotected Protected Detalls Agents
Protection
452 0 Bytes 1 0 Bytes 0 1 0 0 0
Objects Data Objects Data Applications. Sources Errors Upgradable Deployed
Recoveries
\ 715'|°")< Maintenance  Q Download Cohesity Agent = m
Sources
@ isilon (1)
Policies
Source Protected Protected Size Total Size Last Refreshed
CloudRetrieve ~
8 s “isilon2-cluster Yes 0 Bytes N/A 2 hours ago s
Runbooks @
Protect
& Infrastructure Edit
B> smartFiles Configure
Unri ster
& Test&Dev
Refresh
B Marketplace
Maintenance »
D system
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3. On the Configure Isilon Source page, select the access zone on which you intend to configure
Smart Connect.

Configure Isilon Source

Source

e R R TH F

Credentials

Username

admin Password

SMB Volumes Access

Enable this if you are using SMB velumes. Note that SMB also requires a gtree with NTFS permissiens or velumes with mixed-mode permissions, as well as credentials.

Access Zones

Mot Configured
Mot Configured
Not Configured

Not Configured

@ Static Network Pool

Dynamic Network Pool

4. From the Static Network Pool, select the required pre-configured pool.

Static Network Pool
Not Configured {b

NFS

SMB

Protect Dell EMC Isilon with Cohesity .
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5. Enable the “Use Smart Connect” option and click save.

Static Network Pool
NFS

Use Smart Connect (isilon - J.com)

Dynamic Network Pool

Not Configured

Not Configured

Not Configured

Not Configured

Not Configured

Not Configured

@ Cancel

Your Isilon NAS cluster is now a registered source on Cohesity. To protect it, create a Cohesity Protection
Group below.

Choose a Cohesity Protection Policy

In Cohesity, Protection Groups use Protection Policies. Protection Policies reflect business needs, such
as backup and archival frequency, retention requirements for each, as well as Recovery Point Objectives
(RPOs), while a Protection Group defines operational requirements, such as which source objects to
protect, the Protection Policy to use, and operational considerations like indexing, exclusions and
inclusions, alerts, app consistency, and more. This process of combining business needs (Policy) with the
objects to protect (source data) and the operational requirements (Group) provides rich flexibility to
customers.

Cohesity includes three standard policies: Gold, Silver, and Bronze. For their default settings, see
Manage Policies in the online Help. If an existing Policy meets your needs, you can proceed directly to
Create a Cohesity Protection Group next. If the existing Policies do not meet your needs, you can create
a custom Policy.

NOTE: See our recommendations for protecting Isilon NAS data in Best Practices below.

Protect Dell EMC Isilon with Cohesity .
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To create a custom Protection Policy:

1. Log in to Cohesity and navigate to Data Protection > Policies.

= COHESITY [ searen | C@OHA-a
OF Dashboards
=0 Summary v
@ Data Protection v
Health Storage Reduction
Protection Active Alerts - Last 24 Hours Physical Capacity
Data  Storage
Recoveries = 40 16.87 Tie 16.37i8 8.278 2.0x
\ ® Criical Used @ Dataln Written @ Reduction
Sources A
[ ] 10 0, 47.13 18
{ 51 ) Sue 26.36% ¥ 0 —
Policies 4 1 64 TiB
{t? e Info Total
CloUdRetrieve e o0 o
46Datasenvice | 2Software | 2Maintenance
Runbooks

2. Click Create Policy located at the top right of the page.
= COHESITY Q_ search \

o= .
20 Dashboards POllCleS Create Policy
@ Data Protection v {b

Organization = TargetType v Q

Protection

Recoveries Policy #  Organization Protection Groups  Protected Objects  Backup  Replication Archive  CloudSpin  Cloud Vault
Sources No Policies found.

Rl Itemsperpage 50 ~  0of0

CloudRetrieve

Runbooks

3. Inthe Create Protection Policy modal, enter a Policy Name and select the backup interval and
retention times for the Scheduled Backup. Click More Options to configure the advanced settings.

O Create Protection Policy

Policy Name ﬁ

Protect_Isilon_Policy01

Backup every 1 Day A

Primary Copy

Keep on Retain for Lock

Local - 2 Weeks A 2 Weeks A

Cancel More Optinr&
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4. In the Create Protection Policy form, you can edit the Retry Options. If required, from the floating
menu on the right, you can add Periodic Full Backup, Define Quiet Times, and more. When you
do, you can configure the options for each as you add them.

Build Summary
Backup Options
Policy Name o
Protect Isilon_Policy01 @ Datalock ® & Periodic Full Backup
& Continuous Data Protection
Quiet Times
&, Customize Retries
Backup &2 BMR Backup
LG
Log Backup
Backup every 1 Day hd =

F@ Storage Array Snapshot

Primary Copy @
Keep on Retain for Lock

Local - 2 Weeks  ~ 2 Weeks  ~

g Add Replication ¢ Add Archive (3> Add CloudSpin

Create Cancel

5. If required, add Replication or Archive for your backed up Isilon data from the menu on the bottom
and configure the options.

&3 Replication %
Every Retain for Lock
Replicate to A Run - 1 Month - 14 Days ~
< Archive X
Every Retain for Lock
Archive to - Run - 1 Month - 14 Days ~
[ Archive only fully successful runs
g Add Replication ¢ Add Archive 3> Add Cloudspin
Cancel
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6. When you're done, click the Create button.

Build Summary

Protect_Isilon_Policy01 @ DatzLlock @

Backup

Backup every 1 Day hd

Primary Copy

Keep on Retain for Lock

Local - 2 Weeks ~ 2 Weeks v

& Replication

Every Retain for Lock
Replicate to A Run A 1 Month A 14 Days ~
> Archive x
Every Retain for Lock
Archive to - Run - 1 Month - 14 Days ~
[ Archive only fully successful runs
&3 Add Replication & Add Archive &> Add CloudSpin

% Cancel

NOTE: DatalLock in this form is enabled by default which helps prevent protected data from
being modified or deleted until the DataLock expires. For more, see Create or Edit a Standard
Policy in the online Help.

You can also add a Legal Hold, which behaves differently from a DatalLock, to a specific Protection
Run (a snapshot) to preserve it for legal reasons. See Add or Remove a Legal Hold to a Snapshot
in the online Help.

Your custom Protection Policy can now be used in Protection Groups.

For the complete list of Protection Policy parameters, see Create or Edit a Standard Policy in the online
Help.
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Create a Cohesity Protection Group

Protection Groups combine operational requirements—such as which objects to protect, indexing, alerts,
exclusions, inclusions, etc.—with the business requirements that are defined in a Protection Policy.
Multiple Protection Groups can use the same Protection Policy, but each Group can have only one Policy.
To create a Protection Group:

1. Log in to Cohesity and navigate to Data Protection > Protection.

COHESITY
g8 Summary
Y v
g {b Health Storage
K} ,
53 26513
° ® Lo
0 6047
54 on 31% wishind
R 1 86.9 re
o it .

2. Click Protect on the top-right of the page and then select NAS.

Protection Virtual Machines

Databases »
& Succeeded A Warning O railed & Running % Canceled @ Met SLA A Missed SLA NAS

Microsoft 365 4

Group Type ¥ Groups ¥ Policy v SLA ¥ Status ¥ F Q

Physical Server »
O Group Start Time ¢ Duration Success/Error SLA

Applications »
No Protection Groups found.

SAN

3. Inthe New Protection form, under Source, select the Isilon cluster you registered earlier, select the
objects you wish to protect, and then click Continue.

NOTE: If you want to stream your data directly to lower-cost storage on an External Target
without storing a local backup, then enable CloudArchive Direct. See Archive Your Data
Directly with Cohesity CloudArchive Direct for details.
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Add Objects

Registered Source

své-isilon2-cluster -

3

Objects

Selected Objects X Protocol ¥ Q C

v B @ sv4-isilon2-cluster
v B [_? isilon-nas-zone1
Q fifsfisilon-nas-zone1/aman_mixed_...
Q fifsfisilon-nas-zone1/aman_nfs_mi...

Q fifsfisilon-nas-zone1/aman_nfs_mi...

0

Cancel m

4. |If the selected volumes include both NFS exports and SMB shares, select Backup Preference for
Mixed Mode Volumes.

@ New Protection
é@j Add Objects
sv4-isilon2-cluster | Objects: 3

Backup Preference for Mixed Mode Volumes
NFs () smB

@ Protection Group X

Name

Isilon-PG1

O Policy

g Storage Domain

Cancel More Options

NOTE: For Isilon mixed volumes, Cohesity will back up both NFS POSIX ACLs and SMB
access control lists (ACLs).
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5. Enter a Group Name and select the Policy you chose earlier. Click on More Options.

@ New Protection

g Add Objects
své-isilon2-cluster | Objects: 3

Backup Preference for Mixed Mode Volumes

@ nrs () smB

@ Protection Group
“ New Protection Group: Isilon-PG1

(9 Policy

Policy
Protect_Isilon_Policy01

@ Storage Domain

g

6. Select a Storage Domain and click Protect.

@ nNas

Backup Preference for Mixed Mode Volumes

@ nrs (O smB

Protection Group

@ New Group O Existing Group

Name

Isilon-PG1|

Policy

Protect_Isilon_Policy01 v
& Backup

Every day | Retain 1 week

=~ Retry Options
Retry 3 times on error 5 miny

m Cancel

Settings
$torage Domain DefaultStorageDomain
Deduplication: Inline | Compression: Inline
me 7:24pm | Asia/Calcutta
Additional Settings ~

Your new Protection Group is now active and running.

For more details, including the Additional Settings in a Protection Group, see Add a Protection Group to
Protect NAS Volumes in the online Help. For best performance, see Best Practices for Protecting Isilon

Nas below.
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Check the Status of Your Protection Group

To check the status of the Protection Group and progress on its Protection Runs:

1. Navigate to Data Protection > Protection.
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2. Enter a search term to find the Protection Group and click the Status column in that row to see its

status details.

= COHESITY
Protection
13 0 9 1 0 13 5
& succeesed warning i) Falled & Running Canceled & MetsLa Missed SLA
Groups = Policy = SLA = Status = Q isilan 0
[ Group Start Time & Duratiom  Success/Error  SLA  5Status
O @- Esilan-PG1 Apr 6, 2024 4:22pm 3m ds 1/0 objects F_Ia ]
Islion | Polloy: Isllan-ahrs : — {b
[temns per page 50 - 1-10of1
3. Click on the Protection Group name to view the Job runs.
(h: Group Details: Isilon-PG1
Policy: Isilon-6hrs | S%&: svil-isilon2-cluster
Runs Audit Trail Settings Consumption Trend
Past 7 Days X Backup Type = = m
[] StartTime Duration B.?;E:p E:_:g WEiar.:in Success/Error SLA  Status
O %%ﬁjgn im ds Incremental 3 GiB 18 GIiB 1/0 objacts F:a, =]
Items per page 50 - 1-1of1
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4. Select and click on Job Run to view the Backup and Indexing details.

@ Run Details: Isilon-PG1

Apr 6, 2024 4:22pm

Backup Indexing

<% Succeeded [ Met 1 Succeeded (1) O Failed €5 0 Canceled &3 0 Skipped (D 3m4s

Status 5L4Smaus  Objecs Objects Objects Objacs Curation

Status = Q,
Snapshot Changed
[ Mount Path 5.“” E_nd Expiry Druration Data D_ata Entities /  Message
Time Time Time Read Wiritten Total
) . Apr13,

fifsfisilon-nas-z... Apr&, 2024 Apr &, 2024 - 21,334/

O Size: 3 GIE 4:22pm 4:25pm i!];;pm 3 A 3. 5 6a 21,334

Itemns per page 50 - 1-10f1
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Understanding Cohesity’s Isilon Recovery Approach

Isilon data recovery is essentially the rebuilding of Isilon data that is lost due to unfortunate incidents such
as media or storage failure, application failure, data corruption due to power interruption, or data deletion
due to human errors. Cohesity DataProtect offers efficient data recovery options by protecting your data
in backups and allowing you to instantly recover it whenever necessary, with uncompromised data
availability and reduced downtimes.

Cohesity DataProtect recovers Isilon data from snapshots of storage volumes created earlier by a
Protection Group. Restoring data for Isilon using Cohesity DataProtect is simple, fast, and intuitive.
Recovery can be performed at various levels of granularity, including at the Files/Folders and Volume
levels. You can recover NAS volumes and files & folders to their original location or to a newly specified
location, which can be in the original source or a different NAS source. You can also perform an instant
mount of your backup and download files from specific snapshots that were created by a Cohesity
Protection Group.

Cohesity NAS Recovery Internal Workflow

Once a Dell EMC Isilon cluster is backed up with Cohesity DataProtect, you can start a recovery task that
restores specific Isilon volumes or files as per your business requirements. During the recovery task run,
Cohesity DataProtect executes multiple operations in the background to complete the recovery
successfully.

Figure 10: NAS Recovery Internal Workflow

Step 1: Prepare

Create a clone of the backed-up data
(internal view).

Mount target volume on Cohesity nodes.

NAS Data
Step 3: File Restore Restore

Write data using
distributed and parallel *

write mechanisms.

Step 2: File Scan and Read
_ Scans the internal view and
reads the data.
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In Cohesity’s NAS restore internal sequence, Cohesity DataProtect executes:

1. Prepare: Creates a clone of the data (an internal view) that needs to be recovered and mounts the
target volume on the Cohesity nodes.

2. File Scan and File Read: Performs a file scan on the cloned internal view and reads the data.

3. File Restore: Performs writes on the target in batches, using distributed and parallel write
mechanisms.

NOTE: Before the write operation begins, the user account used to register the Isilon NAS device with
Cohesity is checked for permission on the target. If permissions are not in place, the recovery task
fails.

See Appendix A: Restore Write Behavior for more details on recovery operations.
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Recover Isilon Data with Cohesity DataProtect

Cohesity DataProtect offers two levels of recovery granularity for Isilon data:

e Recover Storage Volume

e Recover Files or Folders

In each case, you can search for the specific data you need and choose how and where to recover it.
Figure 11 illustrates the phases and choices you encounter in a typical NAS data restore workflow.

Figure 11: NAS Data Recovery Decision Tree

| NAS Data Restore

A 4 A\ 4

Recover Storage Volume Recover Files or Folders

A 4 A 4

Search Files &
Browse
Folders
v v v v v
Recover to Original Recover to New Recover to New Recover to Original Recover to Download
Location (default) Location Cohesity View Location (default) New Location
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Recover Storage Volume

Cohesity DataProtect’s Recover Storage Volume capability allows IT administrators to select and restore
specific Isilon shares from any previous backup. With this feature, you can instantly mount Isilon shares
as Cohesity Views on any Linux or Windows system with access to Cohesity DataProtect.

NOTE: Before recovering storage volumes, ensure that snapshots of those volumes exist in the Protection
Groups on your Cohesity cluster.

To recover an Isilon storage volume:

1. Log in to Cohesity and navigate to Data Protection > Recoveries.

COHESITY l
0F Dashboards Summary v
@ Yata Protectio v
g {b Health Storage
Recovenes .
43 279 13
o Cri ® Use
0 59.2 vs
43 32% o
ve 0 87.11s
& id s
B0 > 45 Soltware ‘
Q T

2. On the Recoveries page, click the Recover button and select Storage Volume under NAS.

= COHESITY | Q search | COH LA

Recoveries

Files or Folders

0 0 0 0 0 Virtual Machines 4
@& Succeeded Warning O Failed @ Running Canceled
Databases »
Recovered From w Recovery Type v Status Past 7 Days « Q
Files or Folders NAS »
Recovery Task Start Time 4 Status @
Storage Volume Microsoft 365
No Recoveries found. @ Physical Server R
Items per page 50 ~ Applications 4
SAN
Cohesity View »
! Hadoop »

Kubernetes Cluster

Universal Data Adapter
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3. Under Storage Volumes, enter a search query for the volume you want to recover, click the desired
volume in the results, then click Next: Recover Options.

@ Storage Volumes

; {;? Selected (1)

Source = Protection Group = Storage Domain - I Jul 17, 2024 - Jul 23, 2024 ><-':I

B /ifsfisilon-nas-zomels

2 E fifsfisilon-nas-zonels £0) Jul 23, 2024 4:59pm y‘
Isilon CIUSter: svd-Islionz-cl.. | Protectlon Group: Islon-NFs | Last Backup:3 hours age | Size: 629 = From: Local

NOTE: Cohesity DataProtect supports wildcard characters and search filters to simplify the
management and recovery of Isilon volumes.

4. Setthe New Recovery options.

a. Select the Snapshot. By default, the Latest snapshot of the volume is selected. To select a
different recovery point, click the Edit pencil icon on the right and select the required snapshot
from the Recovery Point Timeline or List view.

b. Select the Recover To target. Choose one of three restore destinations:

e Original Location

e New Location
e New Cohesity View

c. If you choose to recover to a new Cohesity View, you can change the default Name of the
recovery View and choose a QoS Policy. (If you choose the Original Location or New Location,
see below.)

d. Under Cluster Interface, select Auto Select or click the field to manually enter the interface
group name.
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e. You can also click the Task Name to replace the automatic recovery task name, if necessary.

@ storage Volumes

fifs/isilon-nas-zon... Latest = Local P
5[D'igé\l’C|UITIES SHBDE"DE Location @
Recover To

O Qriginal Location O Mew Location @ Mew Cohesity View

Recovery-Isilon-1
Cannot be an exlsting View name
QoS Policy *

Backup Target 550 =

W

Recovery Options

Cluster Interface . Auto Selact

Task Mame Recover_Storage Files_Jul_23_2024_7_30_PM §

f.  Finally, click Recover.
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Recover to Original Location (Default)

If your data becomes unavailable or is lost from the source from which it has been backed up but your
original source infrastructure is still functional, you can recover it to your original NAS location (target) with
this option.

NOTE: Data is recovered along with metadata, including ACLs.

To recover an Isilon volume to its original NAS target, select Original Location. Edit the Recovery
Options as necessary and click Recover.

€ storage Volumes

fifs/isilon-nas-zon... Latest = Local 7
Storage Volurmes Snapshot Locatlon

Recover To

@ Original Location (:J Mew Location [:] Mew Cohesity View

verwrite Existing File/Folde Ne
ntinue on Erro Yes
Encryptior Ne

Clucter Interface
Cluster Interface @ -uto select

ask Name Recover_Storage Files_Jul 23 2024 7_30_PM

Recover Cancel

Refer to Recover Storage Volumes to the Original Location in the online Help for details on the Recovery
Options.
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Recover to a New NAS Location

If some of your source data becomes unavailable or you need to migrate it, you can recover it to a new
NAS location. With this option, you can restore your Isilon device’s data easily and quickly to different
NAS locations in the same sources, or in different sources like NetApp, Dell EMC, or any generic NAS.

NOTE: The target NAS must be registered as a source in Cohesity.

To recover an Isilon volume to a new NAS target, select New Location and select a Registered Source
and Volume. Edit the Recovery Options as necessary and click Start Recovery.

€ storage Volumes

fifs/isilon-nas-zon... Latest = Local

7
Storage Volumes Snapshat Locatian

Recover To

.::::. Original Location @ New Location -:::j- New Cohesity View

Registered Saurce *

swd-isilon2-cluster

Valume *

fifsfexample

G G

Recovery Options

Mo
Yes
Mo

Clucter Interfacs -
Cluster Interface . Auto Select

Recover_Storage_Files_Jul 23 2024 7_30_FM

Recover Cancel

Refer to Recover Storage Volumes to a New Location in the online Help for details on the Recovery
Options.
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Recover to a New Cohesity View

This option gives you the flexibility to repurpose the backup data without delay and disruption. You can
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instantly create dev/test environments from a backup on demand, because recovering to a Cohesity View
doesn’t require the data to be written to a location. When recovering to a Cohesity View, Cohesity clones

the selected backup to a new View within the Cohesity cluster and provides you instant access to it.

To recover the Isilon volume to a Cohesity View, select New Cohesity View, edit the automatically
assigned Name for the new View if necessary, and select the most QoS Policy that is most appropriate

for the workload. Edit the Recovery Options as necessary and click Recover.

€ Storage Volumes

fifs/isilon-nas-zon...

Storage Wolumes

Recover To

() Original Location

Mame * é?

Recovery-Isilon-1

(7)) Mew Location

Backup Target 550

Cluster Interface

Cancel

Latest

Snapshat

= Local y

Lecatlon

@ Mew Cohesity View

O

. Auto Selact

Recover_Storage_Files_Jul 23 2024 7 30_PM 0

NOTE:

e Referto QoS Policies in the online Help for more about Quality of Service policy settings and their

use cases.

e Refer to Recover Storage Volumes as a Cohesity View in the online Help for details on the Recovery

Options.

e This workflow is not supported for NAS backups performed using the NFS4.1 protocol.

Once recovery is complete, mount the View to a system of your choice to start using it. To locate the
mount point information, navigate to Data Protection > Recoveries and click the completed recovery

task to view its results page. From there, you can copy the NFS Mount Path for NFS systems and SMB
Mount Path for Windows systems.
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Figure 12: Retrieve NFS & SMB Paths to Recovered View
@ Recover_Nov_4_2020_12_58_AM

Detais

Success 1s 1 1 0 0 0
: s 0
== =
=)
Object Target Type Recovery Point Status Start Time 3 Duration
\':) f a all_r o @

Recover Files or Folders

Cohesity DataProtect's Recover Files or Folders capability allows IT administrators to search and recover
specific files and whole folders from any previous Isilon backup.

This feature also allows you to restore the files or folders to their original location or to a newly specified
location, which can be within the original source or a different one, without losing the original permissions
and attributes. You can also download specific files and folders directly from any snapshot that a Cohesity
Protection Group created.

NOTE: Before you try to recover files or folders, ensure that snapshots of these files and folders
appear on the Cohesity cluster in a Protection Group.

To recover files and folders from Isilon backups:

1. Log in to Cohesity and navigate to Data Protection > Recoveries.

NOTE: For backed-up SMB volumes, the user account must have full control over the target,
as Cohesity DataProtect uses that user account to perform recovery.
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2. On the Recoveries page, click the Recover button and select Files or Folders under NAS.

Recoveries
Files or Folders {'J
0 0 0 D 0 Virtual Machines 3
& Succeeded Warning O Failed @ Running Canceled
Databases 3
Recovered From Recovery Type = Status - Past7 Days Q
Files or Folders NAS 4
Recovery Task Organization Start Time | Status
Storage Volume Microsoft 365 3
No Recoveries found Physical Server N
Itermns per page 50 - Applications ]
SAN

3. Select Files and Folders or Browse and enter the search query for the files and folders you need to
recover.

© Files

2

NOTE: You can also use the wildcard character * or narrow the search results by specifying
filter criteria. For example, you can filter the search results by a specific Protection Group.
Click one or more of the filter types to narrow your search.

The next steps in the procedure depend on the type of search you select.

e To search by file or path name, see Search Files and Folders next.

e To browse or enter the path, see Browse below.
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Search Files and Folders

The Files or Folders search option allows you to search and recover files using file or folder names from
any backup available on Cohesity.

NOTE:

e To use this search option, you need to enable indexing for the Protection Group. This ensures
backup metadata is indexed and allows Google-like search, enabling instant granular file-level
recovery to any point in time across billions of files.

e To enable indexing, see Appendix B: Index for Faster Granular-level Recovery.

To search for files and folders:

1. Enter the full or partial file name or path and select the file from the search results. By default, the
latest snapshot is selected. To recover from a different recovery point, click the Edit pencil icon in the
right pane under Selected and choose the snapshot you need.

@ Files

(3 All files and folders being recovered together need to belong to the same Protection Group and recovery point.

Search for more files to recover or browse fifsfisilon-nas-zone1/:

13 ﬁ Selected (1)
I:: Elastifile +5 X :] [: fifstisilon-nas-zone1/s :I [: Isilon-NFS :I £35) Jul 23, 2024 4:59pm
—_— = From: Local
| DefaultStorageDomain = ) File or Folder = E
13040 bt D 1304000
3 Server Name: flfsfisllon-na... | Server Type: Isllon Mount_ | Protectlon Group: Isilon-MF3
D 1343 et
Server Name: fifsislion-na.. | Server Type: Isllon Mount— | Protectlon Group: Isilon-NFS
D 13670 txt
Server Name: /Ifs/isllon-na.. | Server Type: Isllon Mount.. | Protection Group: Isilon-NFs

Next: Recover Dptions Download Files

NOTE: Deleted snapshots might be displayed as valid recovery points for a brief period after
deletion, until they are removed from the search index by a background process.
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2. Click one of the buttons at the bottom:

a. Next: Recover Options. On the Files page, select Original Location or enter a New Location and
click Recover.

@ Files
1 Jul 23, 2024 4:59pm = Local 7
Flles Snapshat Location

[ifs/isilon-nas-zon...

Server Name

Recover To
(®) Original Location  (J) Mew Location

{':r Recover ta alternate path

r c Auto Select

ask e Recover_Storage._Files_Jul 23 2024 8 14_PM

NOTE:

e Torecover files or folders to an alternate path in the original NAS source, enable Recover to
alternate path toggle switch and enter the alternate path.

e For details about the Recovery Options, refer to Recover NAS Files or Folders in the online
Help.

b. Download Files. If you are recovering a single file, this option downloads the file to your
browser’s download folder.

@ Files

() All files and folders being recovered together nead to belong to the same Protection Group and recovery point.

Search for more files to recover or browse /fifsfisilon-nas-zone1/:

13 g Selected (1)

- - \ e N -
| Elastifile +5 X ] |, fifsfisilon-nas-zonel/: | | Isilon-NFS
- / . S

L

£) Jul 23, 2024 4:59pm
& From: Local

|: DefaultstorageDomain :I File or Folder «

13040 txt 0 13040

g Server HName: /Ifsfisllon-na.. | Serser Type: Isllon Mount Protectlon Group: 1sllon-MNFS

1343 ext

Server Name: /Ifsfislion-na.. | Server Type: lsilon Mount_ | Protectlon Group: 1silan-NFS
D 13670.txt

Server Name: /Ifsfislion-na.. | Server Type: lsilon Mount_ | Protectlon Group: 1silan-NFS

Mext: Recover Options Download File s{b
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For all other selections, this creates a recovery task. When the task is completed, click the task

name.
Recoveries =n
& Succeeded warning @ Falled & Running Canceled
. - o
Recovered From = Recovery Type = Status = | ( Past7Days = | A Q,
Recovery Task Start Time 4 Status Duration

o Download_Files_|ul_23_2024 8 44 PM

Jul 23, 2024 8:44 Succeeded Zs
P u pm @ succe 3

Items per paga 50 - 1-10of1

Click Download Files again to download the generated zip file.

4 Recoveries

@ Download_Files_jul_23_2024_8 24 PM

Details  Options

Show Subtasks

Object Recovered From Recovery Paint
() sifsfisilon-nas-zone1/sadik O Loca Jul 23, 2024 4:59pm
Succeeded 1s 3 3 0 0 0
Status Duranen Total & Finished & InProgress & Esumation NOE Startea
ELEER N TR Files available until jul 30, 2024 8:24pm
File or Folder 4 Status Message
13040.xt
@ source Path:s Finished
Destination Path: /
134300t
@  source Path:s Finished
[estnanon Patn: /
136706t
B source ramh: Finished

Destination Path:

Items per page 50 - 1-30f3

For details on Cohesity DataProtect’s actions in each file recovery use case, see Appendix A: Restore
Write Behavior for more details.
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Browse

The Browse option allows you to search and recover files using the name of the server or Protection
Group from any backup available on Cohesity.

To browse by server or Protection Group name:

1. Inthe Files form, select Browse and enter the full or partial name of the server or Protection Group.
Use the Object Type, Source, Protection Group, and/or Storage Domain filters to further narrow
your results as needed.

@ Files
() Files and Folders  (8) @JSE
isilon §
Object Type = Protection Group - Storage Domain =

g fifsfisilon-nas-zone1/sadik
Isllan CIuster: své-Isilonz-cluster | Protection Group: [SHon-HFS | Last Backup:d hours aga | Sizes 629 Bytes

2. Find the object that contains the files and folders you want to recover and click Browse in that row.

¢ New Recovery

@ Files
O Files and Folders @ Browse
Isilon
Cbject Type - | X ) Protection Group - Storage Domain -
B sfsmbdats Browse
sion Cluster: Rutry-ls G- Mew | Protection Group: 1silon-SMEB-Test Last Backup: 2 s HJ0
o

E fifsfsmidata

El fifs/nfsexport L
sikon

Cluster Bty Sim-Mew | Protection Grouwp: lsilon-NFS-Test | Last Backup: an hour ag
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3. By default, the latest snapshot is selected. To recover from a different recovery point, click the
selected date range at the top and choose the snapshot you need. Select the files and folders you
need and click Next.

8 /ifséisilon-nas-zonel /sadik

E

D e 58ytes 0l 23,2024 458pm

D stes 6Bytes ul 23, 2024 454pm

]DDDDDDDDD@!EH!

™ a7 SBvtes 10l 232024 4580m

NOTE:

o Deleted snapshots might be displayed as valid recovery points for a brief period until they are
removed from the search index by a background process.

e Changing the snapshot when you have already selected items will clear your selections.

e By default, only the files and folders that are indexed are displayed. To display all the available files
and folders, disable Browse on Indexed Data at the top.

4. Click one of the buttons at the bottom:

a. Next: Recover Options. On the Files page, select Original Location or enter a New Location and
click Recover.

@ Files

) Allfiles and folders being recovered together need to belong to the same Protection Group and recovery point.

Search for more files to recover or browse /ifs/isilon-nas-zone1/sadik

Selected (4)

You can search for a partial name. Wildcard * is supported

)  Protection Group £) Jul23,20

0 toztar
[0 10398
0 o
D) oa07.

Next: Rxw‘gomlons Download Files
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@ Files
4 Jul 23, 2024 4:59pm = Local

Flies Snapshat Locatlon

fifs/isilon-nas-zon...

Server Name

Recover To

@ Original Location [:] New Location

@ Recover to alternate path

Mo
Yes
Mo
Auto Select

‘ask Mame Recover_Storage_Files_Jul_23_ 2024 B 36 PM

Recmler‘u Cancel

NOTE:

e To recover files or folders to an alternate path in the original NAS source, enable Recover to
an alternate path toggle switch and enter the alternate path.

e For details about the Recovery Options, see Recover NAS Files or Folders in the online
Help.

b. Download Files. If you are recovering a single file, this option downloads the file to your
browser’s download folder.

@ Files

(i) Al files and folders being recovered together need to belong to the same Protection Group and recavery point.

Search for more files to recover or browse /ifsfisilon-nas-zone1/sadik
hf ot o Willidsard Wik Etnis 4

You can search for a partial name. Wildcard * is supported Selected (4)

(Elastifie +5X)  (fifsfisilon-nas-zonel/sadik ~ ) | Protection Group +

P TR R P N e BT AT

(DefaultStorageDomain ~ ) ' File or Foider ~
O 10101t
[y 10214t
[ 10398.1xt
[ 10407

Next: Recover Options Uav-nlzac Files
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If you download more than one file, this creates a recovery task. When the task is completed,
click the task name.

Recoveries

& Suceeded wiaming @ Falled & Running Canceled
- - ST T——
Recovered From = Recovery Type = Status = [ Past 7Days = ) d Q
Recovery Task Start Time 4 Status Duration

o Download_Files jul_23 2024 8 24 PM

1 Opjects E

Jul 23, 2024 8:24pm Succeeded 1s

Items per page 50 - 1-1of1

Click Download Files again to download the generated zip file.

€ Recoveries
0 Download_Files_jul_23_2024_8 44 PM

Details ~ Options

Show Subtasks

Object Recoverad From Recovery Point
@ fifsfisilon-nas-zone1/sadik & Local Jul 23, 2024 4:59pm
Succeeded 2s 4 4 0 0 0
Status Duration Total & Fnished & InProgress & Esumation Mot Stared
[l LEL L Files available until Jul 30, 2024 &:4dpm
File c,ro T Status Message
10101t
[ sourcerarn:s Finished
Destinzdan Patn: /
10274, txt
B  sourcepa:s Finished

Destination Path: /
10398.txt

|:1 Source Path: / Finished
Destinatian Path: /
10407.txt

B sourceparn:s Finished

Destination Path: f

Iters per page 50 - 1-dofd

See Appendix A: Restore Write Behavior for more details on recovery operations.
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Use CloudArchive for Long-term Retention

The exponential growth of data volumes and the resulting IT management demands have prompted
businesses to seek more cost-effective, reliable data storage and protection solutions. Cohesity
DataProtect provides a policy-based method to archive to public clouds (AWS, Azure, GCP), to any S3-
compatible storage, tape, and/or to any NFS mount point. Cohesity CloudArchive offers a complete, self-
contained copy of your backup, containing backup data, backup metadata, indexing data, and
deduplication fingerprints.

NAS administrators can take advantage of Cohesity CloudArchive to address long-term data retention
requirements. The archived data is efficiently transferred and stored by sending only deduplicated,
compressed, incremental backups, thereby reducing network and storage utilization. For added security
you can also enable Archive Object lock to lock archives on external targets and prevent data from being
modified, deleted, or overwritten. Refer to Archive Object Lock for more details.

CloudArchive is very flexible. It can be used with AWS, Azure, GCP, NAS, and any S3-Compatible cloud
object storage.

Figure 13: Leverage Public Cloud Infrastructure for Long-term Data Retention and Archival

:@ Google Cloud

Azure
Policy-driven Instant I -s Compatible Cloud
Backup Recovery ?D p aws
Coh Data Clou G W ein E .&
Data Center L= manooed | ]
Archive
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Protect Dell EMC Isilon with Cohesity .



https://docs.cohesity.com/7_2/Web/UserGuide/Content/Dashboard/Platform/datalock.htm#ArchiveObjectLock
https://docs.cohesity.com/HomePage/PDFs/Cohesity-Deployment-Guide-Amazon-AWS-CloudArchive-CloudRetrieve.pdf
http://docs.cohesity.com/TechGuides/PDFs/Cohesity-Deployment-Guide-Microsoft-Azure-CloudArchive-CloudRetrieve.pdf
http://docs.cohesity.com/TechGuides/PDFs/Cohesity-Deployment-Guide-Google-GCP-CloudArchive-CloudRetrieve.pdf
http://docs.cohesity.com/TechGuides/PDFs/Cohesity-Deployment-Guide-NAS-CloudArchive-CloudRetrieve.pdf
http://docs.cohesity.com/TechGuides/PDFs/Cohesity-Deployment-Guide-S3-Compatible-CloudArchive-CloudRetrieve.pdf

57

Cohesity DataProtect provides two mechanisms for protecting your backup data from disruptions and
disasters:

e Replication provides a simple way to store and retrieve data in the event of major business
disruptions, such as natural disasters and IT failures.

e CloudRetrieve works with CloudArchive to restore your data to an alternate Cohesity cluster.

Replicate Backups to Other Cohesity Clusters

NAS administrators can take advantage of Cohesity replication for cost-effective disaster recovery (DR).
Cohesity DataProtect provides a policy-based data replication solution from the core to the cloud to the
edge, from one Cohesity cluster to another Cohesity cluster in your DR site.

As part of replication, Cohesity DataProtect always performs source-side deduplication and compression
first and sends only the changed data over the network. If the primary site becomes unavailable,
application and backup admins can fail over to the DR site for backup and recovery of their data.

Figure 14: Replicate Backups to Other Cohesity Clusters
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For more, see About Replication in the online Help.
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Access Your Cloud-stored Data

Once the data is archived, Isilon administrators can also take advantage of the Cloud Recover and
CloudRetrieve features:

¢ Cloud Recover to source Cohesity cluster: Recover all objects in your original Cohesity cluster.

e CloudRetrieve to new Cohesity cluster: Retrieve your previously archived data onto an entirely new
Cohesity cluster as a cost-effective alternative for disaster recovery, geo-redundancy, and business
continuity.

Figure 15: Cloud Recover to Original Source & CloudRetrieve to New Cluster
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To learn more, see the CloudArchive & CloudRetrieve Deployment & Recovery Guide for AWS, Azure
GCP, NAS, and_S3-Compatible cloud object storage.
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Best Practices for Protecting Isilon NAS

Some tips for getting the best performance from our solution for protecting your Isilon NAS data:

1.

To leverage the Isilon Changelist for faster incremental backups if the Protection Group has fewer
objects selected. Enable Use Isilon Changelist option in the Protection Group.

When a Protection Group contains many objects, using this built-in CFT can be faster than vendor-
native CFT, which is limited to only one Changelist call at a time. With built-in CFT, Cohesity runs all
the above processes in parallel with all objects in the Protection Group and Protection Groups.

To be able to recover at granular levels later, enable Indexing when you create a NAS Protection
Group.
To use the Exclude Folder option while creating a Protection Group (for example, to exclude some

custom folders in SMB shares or NFS exports from the backups), you must provide the exact name of
the custom folders, and the folder names are case-sensitive.

Avoid adding the same shares to multiple Protection Groups.

Filter IP to include or exclude the IP addresses for the cluster to make sure backup / recovery does
not fail with connectivity issues.
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Appendix A: Restore Write Behavior

During recovery from your Isilon backups, Cohesity DataProtect performs the restore write operations
differently depending on the type of restore: a NAS volume restore or a Files and Folders restore, and
with or without the “Overwrite Existing File/Folder” option.

Write Operations in NAS Volume Recovery

In Isilon NAS Storage Volume restore operations, the recovery task:

1. Writes the data on the target with temporary file names in the format:

__ch <InternalViewID>_ <SubTaskID>_ <FileName>

NOTE: Folders are written the same as source names.
2. Renames the temporary file names to the original file names.

3. Sets the file/folder’s attributes on the recovered file/folder.

Write Operations in File/Folder Recovery

In Isilon NAS Files or Folders restore operations, the recovery task:

1. If Recover to Original Location is disabled, creates the “/tmp/Recover-Files_<TimeStamp>" directory
structure on the target and performs the recovery under that directory.

2. Writes recovered files in the format:
_ch_<InternalviewlD>_<SubTaskID>_<FileName>

NOTE: Folders are written the same as source names.
3. Renames the temporary file names to the original file names.

4. Sets the file/folder’s attributes on the recovered file/folder.
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Recovery Behavior With and Without “Overwrite Existing
File/Folder”

As you restore files and folders from your Isilon backups, the restore operations behave differently
depending on the restore location, target volume, and the “Overwrite Existing File/Folder” option.

Table 5: Recovery Behavior with and Without “Overwrite Existing File/Folder”

Data is restored to the original location. In the same
path, folders with the same name are merged with
the backed-up folders, and files with the same
Enabled name are overwritten. Unique data on the target
(data that is not present in the recovery point
snapshot) is not touched during the restore task

. run.
Original
Location N/A
Data is restored to the original location. In the same
path, folders with the same name are merged with
Disabled the backed-up folders, and files with the same
name are skipped. Unique data on the target (not
present in the recovery point snapshot) is not
touched during the restore task run.
Enabled Same behavior as "Restore to Original Location."
Same as
source
volume
Disabled Same behavior as "Restore to Original Location."
Data is restored to the alternate location. In the
same path, folders with the same name are merged
New Alternate Enabled with the backed-up folders, and files with the same
Location volume name are overwritten. Unique data on the target

(not present in the recovery point snapshot) is not
touched during the restore task run.

Data is restored to the alternate location. In the
same path, folders with the same name are merged

Disabled with the backed-up folders, and files with the same
name are skipped. Unique data on the target (not
present in the recovery point snapshot) is not
touched during the restore task run.

Protect Dell EMC Isilon with Cohesity .



62

Appendix B: Index for Faster Granular-level Recovery

Cohesity DataProtect allows you to index your backup content, which enables you to search results even
when you are searching for a single file among billions of files.

Indexing scans the backup data with simple, text-based search-and-restore functionality to find files
quickly, thus enabling instantaneous data retrieval from the backed-up snapshots.

Improved Indexing
Cohesity DataProtect’s indexing engine has continued to evolve to deliver better performance and faster
results through incremental indexing:

+ Incremental Indexing. Cohesity indexing engine only scans the data that has changed since the
previous snapshot. This is much less resource-intensive and results in faster indexing.

Enable Indexing

To enable “Files and Folders” search, enable Indexing in the Protection Group.

Once indexing is enabled in the Protection Group, everything in the protected SMB/NFS share is indexed
by default. However, because indexing is resource-intensive, we recommend that you exclude the files
and directories where file-level recovery is not required, such as scratch spaces, binaries, temp files, etc.
You can limit the indexing to a specific set of files and directories by defining them in the Include and
Exclude settings under Indexing in the Protection Group settings.

To enable indexing in a Protection Group:

1. When you Create a Protection Group, click Advanced Settings and the Edit pencil icon in the
Indexing row.

2. Click the Indexing button to enable it. If you wish to, you can also add folders/directories under
Include and Exclude.

3. Edit any other Advanced Options as necessary and click Protect.

Once a Protection Run completes successfully, the Protection Group starts indexing the backup
metadata. You can track the progress of the Indexing Task in the Protection Run Details.
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Figure 16: Click a Completed Protection Run for Indexing Task Progress
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NOTE: During a Protection Run, the indexing engine scans the successfully backed up objects
and skips any objects that failed to back up. The indexing engine runs for all successfully
backed-up objects, even if a Protection Run is completed with warnings.
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Appendix C: “BackupAdmin” Role and Access Zones

The Isilon user account used on Cohesity to back up SMB data needs at least read access on the SMB
share to be able to back up the Isilon data.

Provide Access to System Zone SMB Shares

To provide access to the Isilon SMB shares (/ifs or other shares) on the System Zone, assign the Isilon
user to the built-in BackupAdmin role within Isilon. This will grant access to the default /ifs share (or
other shares on the System Zone) to back up and restore Isilon data.

Provide Access to Non-System Zone SMB Shares

By default, the BackupAdmin role does not exist in the Non-System Zone. To provide access to the
Isilon SMB shares on Non-System Zones, create the BackupAdmin role and assign the
ISI_PRIV_IFS_BACKUP and ISI_PRIV_IFS_RESTORE privileges to the role. Once the role is created,
assign the Isilon user to the newly created BackupAdmin role within Isilon.

Commands to create the BackupAdmin role on Isilon for a non-system zone:

#isi auth roles create BackupAdmin --zone=<zonename>
#isi auth roles modify BackupAdmin --zone=<zonename>
--add-priv=ISI PRIV IFS BACKUP --add-user=<domain\username>
#isi auth roles modify BackupAdmin --zone=<zonename>

--add-priv=ISI PRIV IFS RESTORE --add-user=<domain\username>

Example

isi auth roles create DebBackupAdmin --zone=SpartansZone

isi auth roles modify DebBackupAdmin --zone=SpartansZone --add-
priv=ISI PRIV IFS BACKUP --add-user=debjeet

isi auth roles modify DebBackupAdmin --zone=SpartansZone --add-
priv=ISI PRIV IFS RESTORE

NOTE: If the user is a local user, domain name is not required. ISI_PRIV_IFS_RESTORE
privilege is created in read only mode in the non-system Access zone.

Provide Access at the SMB Share Level

If providing access at the zone level is not desirable, then you can grant access at the SMB share level.
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ABOUT COHESITY

Cohesity is a leader in Al-powered data security and management. Aided by an extensive ecosystem of
partners, Cohesity makes it easier to protect, manage, and get value from data — across the data center,
edge, and cloud. Cohesity helps organizations defend against cybersecurity threats with comprehensive
data security and management capabilities, including immutable backup snapshots, Al-based threat
detection, monitoring for malicious behavior, and rapid recovery at scale. Cohesity solutions are delivered
as a service, self-managed, or provided by a Cohesity-powered partner. Cohesity is headquartered in
San Jose, CA, and is trusted by the world’s largest enterprises, including six of the Fortune 10 and 42 of
the Fortune 100.
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