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Use the Cohesity SQL Database Migration Solution
to Add a Database to a SQL Server Always On
Availability Group (AG)

ABSTRACT

Go beyond data management. Use your Cohesity backups to seed a database for SQL AG. In this
guide, we use Cohesity’s SQL DB Migration feature to prepare a standalone SQL database for its
addition into a SQL AG group.
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Introduction to Cohesity MS SQL Database Migration

SQL Always On Availability Groups (AG) is fast becoming the SQL replication technology of choice.
Leverage your snapshots to introduce a database into an existing SQL AG group. To date, this has often
been tricky, but now, Cohesity DB Migration makes it easy.

Partnering Cohesity with Microsoft SQL Server® has three major phases:

e Discovery

e Deployment Considerations

e Solution Procedures

You are at the Solution Procedures phase of pairing Cohesity with Microsoft SQL Server.

This guide focuses on the process of preparing, seeding, and introducing a SQL database into an existing
SQL AG group, and is aimed at IT and database administrators who manage data protection for Microsoft
SQL Servers.

NOTE: You must contact Cohesity Support to have the Cohesity DB Migration feature enabled before
you can use it.

Think About Other Use Cases

The use case in this guide is to introduce a stand-alone database into an existing SQL AG relationship.

There are other implications for this process. Migrating a database to a second SQL server and then
making them transactionally identical has several use cases. They are:

e Seeding a Database for SQL Database Mirroring.
e Seeding a Database for SQL Log Shipping.

e Moving a large database from one instance to another for load balancing or upgrading a hardware
upgrade.

e Pre-staging databases at a different regional DR site.

e Scaling out the AG relationship by adding a replica.

Know All the Details

There is a lot to know about Microsoft SQL AG technology and how it is applied in the field. Cohesity is
uniquely suited to work with SQL AG.

Find out more by reading these articles:

e Cohesity with MS SOL Server AlwaysOn Availability Group Solution Guide

e Prerequisites, Restrictions, and Recommendations for Always On availability groups

e Protect SQL Server with Cohesity — Deployment Configurations Guide
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e SOL Server Instance Prerequisites and Restrictions

e What is SOL Server AlwaysOn?

What is Microsoft SQL Server AlwaysOn?

The SQL Always On Availability Groups feature is a high-availability and disaster-recovery (DR) solution
that provides an enterprise-level alternative to database mirroring. SQL AG maximizes the availability of a
set of user databases for an enterprise. An availability group supports a failover environment for a
discrete set of user databases, known as availability databases, that failover together. An availability
group supports a set of read-write primary databases and one to four sets of corresponding secondary
databases. For more, read Overview of Always On Availability Groups (SQL Server).

Terminology

There are several concepts and terms that are important to understand as you learn about the Microsoft
SQL Server Backup features in Cohesity.

Table 1: Migration Concepts

TERM DEFINITION

A Cohesity Protection Group is a backup job that runs repeatedly,
based on an associated Policy, to back up data from a source and
Protection Group store it on the Cohesity cluster. A Protection Group can also store
the data on External Targets that can be other clusters, cloud object
storage, or tape.

Microsoft The process of moving an MS SQL Server database from one SQL
DB Migration Server instance to a different SQL Server instance without data
(Technique) loss. This can be performed manually or in some automated form.

The Cohesity implementation of the DB Migration technique.
Specifically, moving an initial copy of the database and then

Cohesity sequentially applying incremental backups.
DB Migration
* You must contact Cohesity Support to have the Cohesity DB

Migration feature enabled before you can use it.

The term "replica” typically refers to availability replicas. For
example, "primary replica" and "secondary replica" always refer to
AG Replica (Replica) availability replicas.* An availability database is sometimes called a
database replica in Transact-SQL, PowerShell, and SQL Server
Management Objects (SMO) names.

1 overview of Always On Availability Groups (SOL Server), Microsoft.

Send Feedback Use Cohesity DB Migration to Add an MS SQL Database to MS SQL AG


mailto:techguides@cohesity.com?subject=mailto:techguides@cohesity.com?subject=Feedback%20on:%20Use%20Cohesity%20DB%20Migration%20to%20Add%20an%20MS%20SQL%20Database%20to%20MS%20SQL%20AG&body=_______________________________________________________________%0D%0A%0D%0ASubtitle:%20Use%20the%20Cohesity%20Database%20Migration%20Solution%20to%20Add%20a%20Database%20to%20a%20SQL%20Server%20Always%20On%20Availability%20Group%20(AG)%0D%0A%0D%0AVersion:%201.3%20%0D%0A%0D%0ADate:%20July%202024%20%0D%0A%0D%0ASection:%20%0D%0A%0D%0ATable%20Number:%20%0D%0A%0D%0AFigure%20Number:%20%0D%0A%0D%0AFeedback:%20%0D%0A%0D%0A%0D%0A_______________________________________________________________%0D%0A
https://docs.microsoft.com/en-us/sql/database-engine/availability-groups/windows/prereqs-restrictions-recommendations-always-on-availability?view=sql-server-2017#ServerInstance
https://www.mssqltips.com/sqlservertip/4717/what-is-sql-server-alwayson/
https://www.mssqltips.com/sqlservertip/4717/what-is-sql-server-alwayson/
https://www.mssqltips.com/sqlservertip/4717/what-is-sql-server-alwayson/
https://docs.microsoft.com/en-us/sql/database-engine/availability-groups/windows/overview-of-always-on-availability-groups-sql-server?view=sql-server-2017
https://docs.microsoft.com/en-us/sql/database-engine/availability-groups/windows/overview-of-always-on-availability-groups-sql-server?view=sql-server-ver15

COHESITY ‘

TERM DEFINITION

The primary replica is assigned the primary role and hosts read-

Primary Replica write databases, which are known as primary databases.

A secondary replica hosts read-only databases, known as
secondary databases.

Every availability replica is assigned an initial role — the primary or
secondary role, which is inherited by the availability databases of
that replica. The role of a given replica determines whether it hosts
read-write databases or read-only databases.?

Secondary Replica

Real-World Example

In our example, the customer is headquartered in Dallas and has a branch in Tokyo.

Both locations have a data center (DC); one in Texas (North America) and the other in Tokyo (Japan).
The customer wants to set up an AG database between Dallas and Tokyo.® Linking the two locations is
an existing SQL AG relationship.

Figure 1: Example — Setting Up a SQL AG Database Between Data Centers
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In order to establish a SQL AG relationship between two SQL databases located in Dallas and Tokyo,
you must have a transactionally identical copy of the database on both the primary (Dallas) and
secondary (Tokyo) servers.

2 .

Ibid.
3 There are several reasons to set up an AG database between Dallas and Tokyo: 1) establish a disaster-
recovery (DR) site, 2) keep business data in Tokyo up-to-date, and 3) offload business reporting to its
Tokyo branch.
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The database administrators (DBAS) in Dallas calculate that it will take three days (72 hours) to back up,
copy, and restore the database to the Tokyo data center.

In the time that it takes the DBAs to perform this task, the primary database in Dallas continues to receive
transactions. Once the copy of the database is restored to Tokyo, how do we make the secondary
database in Tokyo identical to the primary database in Dallas, as required for an AG relationship?

In this case, we will establish a copy of the database in Tokyo using Cohesity’s DB Migration feature.
After that, establishing a SQL AG relationship is easy.

Visualize Database Migration
To continue with our example, the DB Migration feature is used to migrate a copy of the database from
Dallas over to Tokyo. DB Migration accomplishes this in one workflow.

The process is:

1. Initial seeding (copy) of the database files from a snapshot on Cohesity over to the SQL instance in
Tokyo.

2. A series of snapshot synchronizations keep the copy in Tokyo up-to-date with the most recent
incremental snapshot.

3. Finalize the migration
Synchronize any outstanding changes with the target.

Attach the database to the SQL instance.
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Figure 2: Database Migration Workflow
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Once the migration is finalized, the Tokyo copy of the database is almost identical to the one in Dallas.
The last step is to make the database in Tokyo identical to the database in Dallas.

Let’s start with adding a database into a SQL AG relationship, in the next chapter.
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Add a Database into a SQL AG Relationship

In the following sections, we will seed a database (which we’ll call “NewBraunfels”) over to a second SQL
instance using Cohesity’s DB Migration feature, and then introduce it into a SQL AG relationship.

Map the Workflow to Success

Before jumping into the process, it's important to know what all the stages will be.
To add a database into a SQL AG relationship using Cohesity’s DB Migration feature:
1. Jump in with an existing SQOL AG

Check the prerequisites

Migrate the database to a host replica

2

3

4. Make the databases identical
5. Tie the knot with SOL AG

IMPORTANT: Cohesity strongly recommends you thoroughly test this process in a test environment
before applying it in a production environment.

Jump In with an Existing AG Relationship

Chances are you are already working with a set of servers that has an existing AG relationship already
built. Your first step is knowing the lay of the land so that you can properly place the new database and
introduce it into the AG relationship.

We start with an existing SQL AG setup that has three nodes:

e SQL-TEXAS-VMOL1 (Called Texas 1) — currently a secondary replica.
e SQL-TEXAS-VMO02 (Called Texas 2) — currently a primary replica.

e SQL-TEXAS-VMO3 (Called Texas 3) — currently a secondary replica.

In Figure 3 below, we can see the existing AG nodes, including the primary replica (SQL-TEXAS-VMO02)
and the two secondary replicas (SQL-TEXAS-VMO01 and SQL-TEXAS-VMO03). In the primary replica, we
find the NewBraunfels database that we wish to bring into the AG relationship.
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Figure 3: AG Nodes — Primary and Secondary Replicas
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Check the Prerequisites

Because we are starting with an existing SQL AG setup, most of these prerequisites are already
established, but it's always good to check them anyway.

e All the SQL instances and the Cohesity cluster must be joined in an Active Directory Domain.
e All the versions of SQL instances are compatible.
e All the instances are participating in a SQL AG relationship.

e All the SQL instances patrticipating in the SQL AG relationship are registered with your Cohesity
cluster.

e The database you are working with is a qualified database.
e The database must be in a normal and open state on the Primary SQL AG instance.
e The database is not already participating in a SQL AG relationship.*

e The database has a recent file-based incremental snapshot under a Cohesity Protection Group.

4 This is an artificial prerequisite used to maintain simplicity in this guide. There are valid scenarios where
a user might want to add another database replica to an existing AG group.
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Migrate the Database to a Replica Host

The next step is to migrate the database to get an initial copy onto the secondary host.
To migrate the database:

1. Log into Cohesity.

2. Click Dashboards.

COHESITY [ '
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3. Click the Dashboards button and select MS SQL.
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4, Click the Databases tab.
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5. In the Search box, enter the database name, then click the action menu on the right, and select

Migrate.
Hosts Databases
&
ew Q
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4 Clone

o
%) Recover

v\ Migrate

NOTE: Cohesity recommends using the most recent file-based incremental snapshot. Point-in-time
(PIT) migration is part of a future enhancement for this feature. Currently, only incremental backups are

used to migrate a database.
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6. Enter the migration Task Name, select a replica node as the SQL Host (SQL-TEXAS-VMO03 in our
example), and enter the locations for Restore Data Files to and Restore Log Files to.

05 Dashboards Task Name * Migrate-SQLDB-NewBraunfels
@ Data Protection >

k= File Services > 1. Objects Being Recovered

&, Tests Dev & SQLTXSVRC/Austin

B Marketplace > Cohesity Cluster

D system >

1] Reporting ®

2. Sync Options
© suto Sync Databases ") Manually Sync Databases

This will automatically keep both databases in sync until you are ready to manually finalize the database and
bring it online

3. Settings

5QL Host* SQL Instance *

SQL-Texas-VMO3 g SQLTXSVRC E

Restore Data Flles
K:A\SQL-Data 0
Restore Log Files to %
KASQL-LOGS 0
7. In the same form, enter a Database Name, disable Recover Databases, and click Start Migration.

Add Custom Rules

Enter source full path or patteri Enter target path. Missing folders will be automatically © x

(+) Add Another Custom Rule

Remove Alternative Log File Locations and Custom Rules
Database Mame *
NewBraunfels 0

B Recover Databases

@ Do you want to perform an MS SOL Restore WITH RECOVERY?

Start i\‘ﬁration Cancel

CAUTION: Be careful to disable Recover Databases in this form. This is because, for SQL AG, the
database must remain in the “restoring” state.

If the rate of change is high in your database, Cohesity recommends that you synchronize the migrated
database frequently.
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Cohesity’s DB Migration feature uses a robust communication mechanism that ensures that interruptions
in connectivity during the migration process do not necessitate restarting the migration. If something
should happen, the migration will pick up where it left off.
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The first step to making NewBraunfels and its migrated copy transactionally identical is finalizing the
migration. The goal is to have a copy of NewBraunfels on the secondary AG server. The migrated copy of
the database will be as close to the original as possible, although they will not yet be identical.

To finalize the database migration:
1. Take an incremental backup.

From the Cohesity Protection Group, take an incremental backup of the NewBraunfels database. This is
to ensure that the secondary database will now be as similar as a copy to the primary database as
possible.

2. Pause the Protection Group.

Because you do not want a Protection Group to run against the database during the time you are
finalizing the migration and introducing the database into the AG relationship, you must pause the
Cohesity Protection Group that protects the SQL AG servers.

IMPORTANT: During this time, nothing should change the state of the database. Therefore, no
Protection Group or any other action on the database that would change the state of the database
should occur.

Examples of actions that would change the state of the database are:
A database log backup
A database Full backup
Taking the database offline
Changing the RECOVERY Model
Changing the database to READ ONLY

3. Synchronize the snapshot.

Synchronizing the snapshot will copy over any changes captured by the primary database’s snapshot
and apply them to the secondary database.

NOTE: Application transactions might still be occurring on the primary database (NewBraunfels, in our
example). These will be captured and applied to the secondary copy in the next task. If the application
generates a large volume of transactions during this short time, consider briefly pausing the application.
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4. Finish the migration. Navigate to the migration task and click Finalize.

Migrate-SQLDB-NewBraunfels Go to Recovery

Recovered By admin Type Recover MS SQI Snapshot Feb 20, 2020 11:58am
Running NewBraunfels Feb 20, 2020
Status Database Name Start Time

Sync or Finalize task to the latest snapshot: Feb 20, 2020 11:58am
Sync Te Snapshot Tasks Physical Size Logical Size Start Time
> Feb 20, 2020 11:58am Copy Files 80 MiB 80 MiB Feb 20, 2(

This copies the latest changes, applies them to the migrated database, and attaches the database to the
secondary SQL AG Instance.

In your SQL Server Management Studio (SSMS), the migrated database should now appear on the
TEXAS 03 secondary replica, as a database in the “Restoring...” state.

4+ LogBackup_NewBraunfels.sql - SQL-TEXAS-YMO3\SQLTHEVR
File  Edit  “iew  Project  Debug  Teools  Window  Help

L0 By - Rl Brewowey B S R &

IHLA DAX |

| | Execute Debug

Cbject Explorer * O x
Connect= F (R

# @ SOL-TEXAS-WMOTSOLTHSVRA (S0L Server 13.0.1601.5 - PMADOZ\admini:
# @ SOL-TEXAS-WMODSOLTHSVRE (SOL Server 13.0.1601.5 - PMADOZYadmini:
= @ SOL-TEXAS-YMOTSOLTHSVRC (SOL Server 13.0.1601.5 - PMADO\adrmini:

Databases
&_ Systern Databases
Database Snapshots

¥ W Austin (Synchronized)

W Dallas (Synchronized)

W Gruene (Synchronized

+ g MewBraunfels (Restoring...)

+

+

¥ g RoundRock (Syrichronized)
¥ Security
+ Server Objects
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Make the Databases Identical

Finally, because application transactions can still be occurring on the primary database during DB
Migration, we need to capture and apply these newest transactions to the secondary copy to ensure that
the databases are fully identical.

To capture the outstanding transactions:

1. Take a SOL native log backup from the primary database
2. Restore the log backup to the secondary database.

Take Log Backup from Primary Database

Go back to the primary database and use SSMS to take a log backup of that database. This captures the
changes and internal differences between the primary and the migrated database.

For example:

LogBackup_Newsrau..aministrator (7" = >« |

—lUse master
BACKUP LOG NewBraunfels TO disk="\\SCOTT-MGMT-VM@1l\c$\Users\administrator.PMAD82\Downloads\FileDepot\NewBraunfels.Trn'

0% - 4

@i Messages
Processed 158 pages for datsbase 'HewBraunfels', file 'NewBraumfels_logOl' on file 1.
BACKUP LOG successfully processed 158 pages in 0.037 seconds (33.295 MB/fsec).

The T-SQL command used in this example is:

BACKUP LOG NewBraunfels TO disk= '\\SCOTT-MGMT-
VMO1l\FileDepot\NewBraunfels.Trn' WITH COPY ONLY

IMPORTANT: You must specify “COPY_ONLY” on the log backup. If you do not, you will break the log
chain.®

5 For a deeper discussion on the COPY_ONLY option, see Microsoft's Copy-Only Backups, Microsoft.
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Restore Log Backup to Secondary Database

Now use SSMS to restore the SQL native log to the secondary database. Because the database is in the
“Restoring” state, it will accept the changes captured in the transaction log backup. Apply the log file and
leave the database in a restoring state.

For example:

Logesckup Newtrow. dminisrator 02 = < [

—lUse master

—IRESTORE LOG NewBraunfels
from disk="\\SCOTT-MGMT-VM@1\FileDepot\NewBraunfelsA.trn"
WITH NORECOVERY

100% ~ 4

EE Messages
Processed 0 pages for databace ‘'HewBraumfels®, file "HewBraumfels Dara0l' on file 1.
Processed 158 pages for datshase '"NewBraunfels',K file 'NewBraunfels log0l' om file 1.
EESTOBRE LOG successfully processed 158 pages in 0.027 seconds (45 627 MB/sec)._

The T-SQL command used in this example is:

RESTORE LOG NewBraunfels from disk=
"\\SCOTT-MGMT-VMO1\FileDepot\NewBraunfels.trn'
WITH NORECOVERY

Both the primary database and the migrated database are now transactionally identical, and the database
is now ready to be introduced into the SQL AG relationship.

Send Feedback Use Cohesity DB Migration to Add an MS SQL Database to MS SQL AG


mailto:techguides@cohesity.com?subject=mailto:techguides@cohesity.com?subject=Feedback%20on:%20Use%20Cohesity%20DB%20Migration%20to%20Add%20an%20MS%20SQL%20Database%20to%20MS%20SQL%20AG&body=_______________________________________________________________%0D%0A%0D%0ASubtitle:%20Use%20the%20Cohesity%20Database%20Migration%20Solution%20to%20Add%20a%20Database%20to%20a%20SQL%20Server%20Always%20On%20Availability%20Group%20(AG)%0D%0A%0D%0AVersion:%201.3%20%0D%0A%0D%0ADate:%20July%202024%20%0D%0A%0D%0ASection:%20%0D%0A%0D%0ATable%20Number:%20%0D%0A%0D%0AFigure%20Number:%20%0D%0A%0D%0AFeedback:%20%0D%0A%0D%0A%0D%0A_______________________________________________________________%0D%0A

COHESITY &

Tie the Knot with SQL AG

Now that our two databases are identical, we can introduce them into the SQL AG group.

Add Database to Existing AG Group on Primary AG Host

Before we can join the database to AG on the secondary host, we must add it to an AG group on the
primary host.

To add a database to an existing AG group on the primary AG host:

1. Open SSMS and, under the primary AG host (TEXAS 02 in our example), navigate to Always On
High Availability > Availability Groups > <AG_Name> (Primary) > Availability Databases. In our
example, we’ll use the “Austin_Group” AG.

Object Explarer =1

Connect= ¥ i & .

7 @ SOL-TEXAS-YMOTYSOLTXSVRA (SOL Server 13.0.1601.5 - PMADDZ\adrr
o @ SOL-TEXAS-YRMOPSOLTXSYRE (SOL Server 13.0.1601.5 - PMADO adm
Databases

Security

Server Objects

Replication

PolyBase

Alwways On High Levailability
- Aosailability Groups

BE Aystin Group (Primaryd
h Lusailabiliby Replicas

|+++"§

Lusailabiliby Databases

2 Austin

2 RoundRock

i MewBraunfels

Lusailability Group Listeners
+ BN Dallas_Group (Primary)

+ BN Zanfntonio_Group (Primaryd

IMPORTANT: You must start the introduction with the AG group labeled Primary. In the example above,
the primary group resides on SQL instance TEXAS 02. Later, we will introduce the migrated copy into the
AG group on the other end, where it sits on TEXAS 03.
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2. Right-click Availability Databases and select Add Database....

Object Explarer -1
Connect= ¥ *if VI

B S0L-TEXAS-YMOTWSOLTHSVRA (SOL Server 13.0,1601.5 - PMADD \adrr
= @ SOL-TEXAS-YMOMSOLTHSVRE (SOL Server 13.0.1601.5 - PMADOZ\adm

Databases

Security

Server Objects

Replication

PalyBase

=l Abaeays On High &xvailability

=l Aailability Groups
= ¥ Austing Group (Primany)
Sesailability Replicas

HAsailability Natabases

Bailability Group Li Reports 3
P Dallas_Group (Primany)
PE Sanfntonio_Group (Prir

Refresh

3. Select the database and click Next. (Note that in our example, the NewBraunfels database is listed
as Meets prerequisites.)

€ Add Database to Availability Group - Austin_Group [= o e
Ly

Select Databases

Introduction @ Help

Select Databases

Select user databases for the availability group.
Connect to Replicas
User databases on this instance of SQL Server:

Select Data Synchronization

MName Size Status Password
Validation B Austin 16.0MB Already part of this availabilit...
Bexar 16.0MB Alrea art of an availability ...
summary Dallas 160MB  Already part of an availability .
Results Gruene 16.0 MB Already part of an availability ...
Macogdoches 16.0 MB Already part of an availability ...
NewBraunfels 16.0 MB Meets prerequisites
undRock 16.0 MB Already part of this availabilit...
nAntonio 16.0 MB Already part of an availability ...

< Previous | | N@) | Cancel |
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4. Connect to the replica hosts. In this existing SQL AG relationship, we have two replica hosts. Click

Connect All to connect to all secondary SQL AG instances, then click Next.

J 1 Connect to Existing Secondary Replicas

Introduction

Select Databases

T to all the

@ Help

Connect to Replicas
£ Before the wizard can configure existing endpoints to grant them appropriate permissions, you must
Select Data Synchronization connect to all the existing secondary replicas.
Validation Server Instance Connected As
Summary SOL-TEXAS-VMONSOLTXSVRA | PMADON\Administrator Connect...

Results

Sliien] Nt PMADO\Administrator Connect...

| < Previous | N@ = Cancel

21

Send Feedback Use Cohesity DB Migration to Add an MS SQL Database to MS SQL AG


mailto:techguides@cohesity.com?subject=mailto:techguides@cohesity.com?subject=Feedback%20on:%20Use%20Cohesity%20DB%20Migration%20to%20Add%20an%20MS%20SQL%20Database%20to%20MS%20SQL%20AG&body=_______________________________________________________________%0D%0A%0D%0ASubtitle:%20Use%20the%20Cohesity%20Database%20Migration%20Solution%20to%20Add%20a%20Database%20to%20a%20SQL%20Server%20Always%20On%20Availability%20Group%20(AG)%0D%0A%0D%0AVersion:%201.3%20%0D%0A%0D%0ADate:%20July%202024%20%0D%0A%0D%0ASection:%20%0D%0A%0D%0ATable%20Number:%20%0D%0A%0D%0AFigure%20Number:%20%0D%0A%0D%0AFeedback:%20%0D%0A%0D%0A%0D%0A_______________________________________________________________%0D%0A

COHESITY ”

5. See Table 2 below to choose the right data synchronization option for you. Make your selection and
click Next.

Add Database to Availability Group - Austin_Group |;|£-
Select Initial Data Synchronization

Introduction © Help

Select Databases

Select your data synchronization preference.

Connect to Replicas

_ Automatic seeding
hronization . . . .
fonization SOL Server automatically creates databases for every selected secondary replica. Automatic seeding
Walidation requires that the data and log file paths are the same on every SQL Server instance participating in the
availability group.
Summary B
_' Full database and log backup
Results

Starts data synchronization by performing full database and log backups for each selected database.
These databases are restored to each secondary and joined to the availability group. Make sure the file
share is accessible to all replicas and is mounted to the same directory on all Linux replicas.

Specify the file share path in Windows format:

Specify the file share location in Linux format:

) Join only
Starts data synchronization where you have already restored database and log backups to each
secondary server. The selected databases are joined to the availability group on each secondary.

® Skip initial d hronizati
hoose this option if you want to perform your own database and log backups of each primary
atabase.

< Previous NE > Cancel

Table 2: Data Synchronization Options

OPTION DEFINITION

SQL Server automatically creates the secondary replicas for every

Automatic Seeding database in the group.

For each primary database, this option performs several operations
in one workflow: create a full and log backup of the primary
database, create the corresponding secondary databases by
restoring these backups on every server instance that is hosting a
secondary replica, and join each secondary database to availability

group.

Full database and log backup

Select this option only if the new secondary databases already exist
on each server instance that hosts a secondary replica for the
availability group. The wizard will attempt to join each existing
secondary database to the availability group.

Join Only
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OPTION DEFINITION

Skip initial data
synchronization

23

Select this option if you want to perform your own database and log
backups of every primary database, restore them to every server
instance that hosts a secondary replica. After you exit the wizard,
you will then need to join every secondary database on every
secondary replica.

For more, see Microsoft’'s Select Initial Data Synchronization Page (Always On Availability Group

Wizards).

In our example, when the wizard completes successfully, it will show that the NewBraunfels database has
been added to the primary side of the the “Austin_Group” AG.

Object Explorer
Connect~ ¥ ¥ &

Al | ogBackup_MNewBrau..dministrator (92)0% B X

# @ SOL-TEXAS-VMOTSOLTHSVRA (SOL Server 13.0.1601.5 - PMADIZ\adminis

= i@ SOL-TEXAS-WMOBSOLTHEVRE (SOL Server 13.0.1601

0

i F

0

£

Databases
Security
Server Objects
Replication
PalyBase
Blvays On High Availability
Ayailability Groups
= PN Austin_Group (Primarny)
+ Poailability Replicas
= Puailability Databases
B Austin
@ RoundRock
B MewBraunfels
Ausaitability Graup Listeners
+ PN Dallas_Group (Primany)
+ PN Sanfintonio_Group (Primary)
Management
Integration Services Catalogs

# 53 S0L Server Agent
% [%] ¥Event Profiler

= @ SOL-TEXAS-YMORSOLTHSVRC (SOL Server 13.0.1601

Add Database to Availability Group - Austin_Group I;‘i-

Results g
Introduction © Help
Select Databases
Q@ .
Connect ta Replicas @ The wizard completed successfully.
Select Data Synchronization Summary:
Walidation ~ MNarme Result
ﬁ Adding databases to availability group 'Bustin_Group', Success
SUFRITER e Backing up log for 'MewBraunfels', Skipped i

Results

Send Feedback

Use Cohesity DB Migration to Add an MS SQL Database to MS SQL AG


mailto:techguides@cohesity.com?subject=mailto:techguides@cohesity.com?subject=Feedback%20on:%20Use%20Cohesity%20DB%20Migration%20to%20Add%20an%20MS%20SQL%20Database%20to%20MS%20SQL%20AG&body=_______________________________________________________________%0D%0A%0D%0ASubtitle:%20Use%20the%20Cohesity%20Database%20Migration%20Solution%20to%20Add%20a%20Database%20to%20a%20SQL%20Server%20Always%20On%20Availability%20Group%20(AG)%0D%0A%0D%0AVersion:%201.3%20%0D%0A%0D%0ADate:%20July%202024%20%0D%0A%0D%0ASection:%20%0D%0A%0D%0ATable%20Number:%20%0D%0A%0D%0AFigure%20Number:%20%0D%0A%0D%0AFeedback:%20%0D%0A%0D%0A%0D%0A_______________________________________________________________%0D%0A
https://docs.microsoft.com/en-us/sql/database-engine/availability-groups/windows/select-initial-data-synchronization-page-always-on-availability-group-wizards?view=sql-server-ver15
https://docs.microsoft.com/en-us/sql/database-engine/availability-groups/windows/select-initial-data-synchronization-page-always-on-availability-group-wizards?view=sql-server-ver15

COHESITY 2

Join Database to Existing AG Group on Secondary AG Host

After adding the database to an AG group on the primary host, we are now ready to join it to an AG group
on the secondary host.

To join a database to an existing AG group on the secondary AG host:

1. Open SSMS and, under the secondary AG host (TEXAS 03 in our example), navigate to Always On
High Availability > Availability Groups > <AG_Name> (Primary) > Availability Databases. In our
example, we're using the “Austin_Group” AG. Right-click the database name (NewBraunfels) and
when prompted, click OK to join the database.

Object Explorer
Connect~ ¥ ¥ v
# @ SOL-TEXAS-YMOTNSOLTXSYRA (SOL Server 13.0.1601.5 - PMADO\admini
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i@ RoundRock
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= BE Austin_Group (Secondary) Progress Error Optiors
vailability Replicas
Bumilabiliy Databases Feady ® Conlinue exscuting after enor
& Austin ) Stop eweruting alter first eror
¥ Mewfraunfels
&2 Ro \h
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2. Confirm that you have successfully created the AG database in SSMS.

Object Explorer > X

Connect= ' ¢

# @ SOL-TEXAS-VMOTYSOLTHSVRA (SOL Server 13.0.1601.5 - PRMADD N admini
- @ SOL-TEXAS-WMONSOLTHSVRE (SOL Server 13.0.1601.5 - PMADOR\admini
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e Server Objects
+ Replication

e PolyBase

- Alweays On High &vailability
= Suailability Groups
= B Austin_Group (Primany)
3 Soailability Replicas
- Availability Databases
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@ RoundRock
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+ BN Dallas_Group (Primary)
+ P Sanfntonio_Group (Primany)
- B SOL-TEXAS-WMOPSOLTHSVRC (3OL Server 13.0.1601.5 - PMADOZvadmini

e Databases

+ Security

e Server Objects
+ Replication
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- Alweays On High &vailability
= Suailability Groups
= B Austin_Group (Secondarny)
3 Soailability Replicas
- Availability Databases
B Austin

i1 d=———— Healthy secondary

3 Avsailability Group Listeners
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IMPORTANT: You should go back and enable the Protection Group that protects these servers. Check
the Protection Group and confirm that the NewBraunfels database is protected.
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Your Feedback
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