COHESITY

Version 2.1

July 2024

Store Your Protected Data in the Cloud for Long-
Term Retention and Disaster Recovery

ABSTRACT

Long-term data and application retention is critical to organizations that seek to prevent data loss and
meet security, legal, and compliance requirements. Cohesity Data Cloud offers robust on-premises
solutions for enterprise data protection and storage. Cohesity’s CloudArchive ™ and CloudRetrieve ™
bring data protection and recovery together with cloud storage.
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CloudArchive Connects Cloud Storage to Cohesity
Data Cloud

Long-term data and application retention is critical to organizations that seek to prevent data loss and
meet security, legal, and compliance requirements. Cohesity Data Cloud (previously known as “Cohesity
Platform” and hereafter referred to as “Data Cloud”) offers robust on-premises solutions for enterprise
data protection and storage. Cohesity’s CloudArchive and CloudRetrieve bring data protection and
recovery together in a single coherent solution, both on-premises and in the cloud.

Figure 1: CloudArchive Connects Cloud Storage to Data Cloud
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With Data Cloud, IT organizations save time by quickly archiving data to multiple targets — public clouds,
private clouds, any S3-compatible device, as well as NAS-NFSv3 from storage vendors, and QStar
managed tape libraries. Cohesity CloudArchive’s cloud-native integrations with AWS, Azure, and GCP
eliminate the need for cloud gateways and point solutions to connect to the cloud, while increasing
operational efficiency and lowering total cost of ownership (TCO).

NOTE: This document covers only Data Cloud operations for archiving to the cloud and not tape or NFS
targets. For archiving to tape, see Long Term Retention to Tape with Cohesity DataProtect solution
guide.

CloudArchive Versions

Cohesity CloudArchive has two versions:
e  CloudArchive Incremental with periodic full
e CloudArchive Incremental forever — available from 6.6.0a onwards

Before you configure CloudArchive; Review the differences between the versions and the supported
sources.
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CloudArchive Features and Benefits

CloudArchive supports all of the leading object storage from cloud providers, any S3-compatible device,
as well as NAS from storage vendors. The following key features are supported among others:

Table 1: CloudArchive Features and Benefits

FEATURES BENEFITS

o Easy to use.

¢ Archive unique data differently by mapping Protection Policies to the
required SLA.

¢ Reduce bandwidth and storage costs.

Policy-based cloud archival

¢ Geo-redundancy

Off-site copies .
» Disaster recovery

Deduplication and

) Efficient data transfer and storage
compression

« Instantly locate VMs, files, and folders.

Granular recove :
Y e Recover just what you need.

Encryption Data is secure both in flight and at rest.

Data movement Tier data from hot to cold storage with intelligent life cycle management
to reduce long-term archival costs.

WORM/Object Lock End-to-end WORM capability through DatalLock at Cohesity end, and
WORM support at storage target end.

Classes of Supported Storage for CloudArchive

CloudArchive supports all the leading object storage from cloud providers, any S3-compatible device, as
well as NAS from storage vendors. Review the support matrix to understand the supported storage
classes for CloudArchive: External target support matrix.
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CloudArchive Terminology

It is important to understand the following terms as you learn about how CloudArchive works.

Table 2: CloudArchive Terminology

TERM DEFINITION NOTES

Cohesity Data
Cloud

Archive

Archive Chain

CloudRetrieve

Cluster

Deduplication
Chain

External
Target

Cohesity Data Cloud consolidates secondary
data and applications, including backups,
files, objects, test/ dev, and analytics on a
single, software-defined platform. Inspired by
web-scale architecture. Data Cloud is a
scale-out solution based on a unique
distributed file system, SpanFS®.

Completely self-contained copy of the
backup (data and metadata) that is stored
outside the Cohesity cluster.

The set of a Full Archive and the Incremental
Archives that depend on it and the preceding
Incrementals.

The process of retrieving an archived
Protection Group and its Job Run details
from an External Target to a different cluster.
Used for geo-redundancy and disaster
recovery.

An instance of Data Cloud.

The set of a Reference Archive and all the
archive chains that depend on it for
deduplication. This includes the Scheduled
Full and Incremental Archives for each
archive chain in the deduplication chain.

Any storage to which data is sent outside the
source Cohesity cluster.

If the Full Archive is lost for any
reason, the entire archive chain
becomes unusable. If an Incremental
Archive is lost, the restore points that
follow it are lost as well.

CloudRetrieve cannot be performed
on the same cluster that performed
the archive.

These dependencies determine when
Data Cloud can retire and eventually
delete Reference Archives.

Archive to Cloud, Tape, NFS, and
replication targets are all External
Targets in Data Cloud.
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TERM DEFINITION NOTES

Full Archive

Incremental
Archive

Protection
Group

Protection
Policy

Scheduled Full

Archive

Source-Side
Deduplication

A full copy of the Protection Group that is
archived.

An archive that records just the changed
data since the most recent archive.

Defines operational requirements, such as
which source objects to protect, the
Protection Policy to use, and operational
considerations like indexing, exclusions and
inclusions, alerts, app consistency, and
more.

Reflects business needs of Recovery Point
Objectives (RPOs) and Recovery Time
Objectives (RTOs) by defining the frequency
and retention requirements of backup,
archival, and replication.

A Full Archive that runs at regular intervals
(configurable, 90 days by default).

The process of eliminating redundant copies
of data to reduce storage use before sending
over the network. Redundant data blocks are
replaced with a pointer to the unique data
copy, which ensures that only unique

Each Protection Group has a
schedule of Job Runs, and each
archive is a collection of those Job
Runs.

The Scheduled Full Archive does not
send the same amount of data, as it
is deduplicated against the Active
Reference Archive. In those cases
when there is no Active Reference
Archive, the data sent for the
Scheduled Full is deduplicated only
with itself and not against any other
archive.

For example, if the Active Reference
Archive size is 100GB and the
Scheduled Full deduplication usage is
60%, then only 40GB is sent. If there
is no Active Reference Archive, then
the size of the Scheduled Full is
100GB.

Reduces storage as well as network
bandwidth requirements and, in doing
so, saves time and money.
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TERM DEFINITION NOTES

Recover

Reference
Archive

Retired
Archive

instances of data are transferred over the
network and retained on storage media.

Retrieve an entire data object, such as a VM

or database, or granularly recover files and
folders from an External Target onto the
original cluster.

The Full Archive against which all
subsequent Incremental Archives (in the
archive chain) and Scheduled Full Archives
as well as their Incrementals are
deduplicated.

A Reference Archive that is no longer used
for deduplication.

CloudArchive High-Level Workflow

At the highest level, leveraging CloudArchive involves several sequential tasks:

All Reference Archives are full
archives.

A new Reference Archive is created
when Data Cloud detects that
deduplication with it is below 50%.

NOTE: 50% is the default threshold.
This is internally configurable, but
changing this value only delays when
(and not whether) the full data set is
sent.

1. Create cloud object storage with the cloud provider of your choice.

a) Create a user and assign the necessary permissions to the object storage for Data Cloud to
access it. If you are using Cloud Edition, then you can also utilize the IAM Role.

2. Register your cloud object storage to Data Cloud as an External Target.

3. Archive your data to the cloud.

a) Create a Cohesity Protection Policy with a CloudArchive configuration.

b) Create a Cohesity Protection Group.

4. Recover your data from the cloud.
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Figure 2: Leverage Cloud Storage with Data Cloud
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Create Your Cloud Object Storage

The first thing you’ll do in the recovery step is to create a bucket or blob with your cloud storage vendor.
Though the process slightly varies for each vendor, it always involves creating cloud object storage and a
user account or IAM Role (only for Cloud Edition) that has access to it. Finally, you'll need to capture the
access key that gives that account access.

Figure 3: Create Your Cloud Object Storage
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Connect Your Cloud Object Storage

Next, you need to connect that new cloud object storage to Data Cloud by registering it as an External
Target in Data Cloud. For this, you'll need the container name, access key, and geographic region.

Figure 4: Register Cloud Object Storage with Data Cloud
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Archive Your Data to the Cloud

With your cloud storage now registered with Data Cloud, the next step is to archive your data by creating
a Protection Policy (which reflects your business needs, like frequency and archival retention
requirements) and running a Protection Group (where you define operational requirements, such as
which data objects to protect, the Protection Policy to use, indexing, alerts, and SLA requirements).

Figure 5: Archive Data to Cloud Object Storage
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Archive

Recover Your Data from the Cloud

In most organizations, customers use on-premise storage for data that has a short retention period and
the cloud to store data with long-term retention requirements. When you need some or all of that cloud-
stored data, the challenge is to locate, identify, and recover it quickly and reliably.

Data Cloud includes an indexing engine that enables rapid search and recovery of files and virtual
machines from archives that are stored both on-premises and in the cloud. As virtual machines and
physical servers are backed up, Data Cloud’s indexing engine opens the underlying files and indexes the
metadata. This enables extremely fast, wild-card search results that are then used for granular recovery.

Send Feedback CloudArchive & CloudRetrieve Deployment & Recovery Guide for AWS


mailto:techguides@cohesity.com?subject=Feedback%20on%20Cohesity%20CloudArchive%20%26%20CloudRetrieve%20Deployment%20%26%20Recovery%20Guide%20for%20AWS&body=_______________________________________________________________%0D%0A%0D%0ASubtitle:%20Store%20Your%20Protected%20Data%20in%20the%20Cloud%20for%20Long-Term%20Retention%20and%20Disaster%20Recovery%0D%0A%0D%0AVersion:%202.1%20%0D%0A%0D%0ADate:%20July%202024%20%0D%0A%0D%0ASection:%20%0D%0A%0D%0ATable%20Number:%20%0D%0A%0D%0AFigure%20Number:%20%0D%0A%0D%0AFeedback:%20%0D%0A%0D%0A%0D%0A_______________________________________________________________%0D%0A

COHESITY

Once your data is archived with CloudArchive, when you need to access it again, you'll be able to get it

back using Cloud Recover (to your original cluster) or CloudRetrieve (to a new cluster).

files and folders, to your original cluster.

for disaster recovery and geo-redundancy.

Figure 6: Recover Data from the Cloud — Cloud Recover and CloudRetrieve
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In the next chapter, we cover the individual steps that are involved in each of these tasks. Following that,

we walk through the specific procedures for connecting your cloud storage vendor to Data Cloud,

archiving your data to your cloud object storage, recovering, and restoring your data from your cloud

object storage.

CloudRetrieve to new cluster: Retrieve your previously archived data onto an entirely new cluster,

Send Feedback CloudArchive & CloudRetrieve Deployment & Recovery Guide for AWS

12

Cloud Recover to source cluster: Recover entire objects (VMs, databases, NAS, etc.), or individual


mailto:techguides@cohesity.com?subject=Feedback%20on%20Cohesity%20CloudArchive%20%26%20CloudRetrieve%20Deployment%20%26%20Recovery%20Guide%20for%20AWS&body=_______________________________________________________________%0D%0A%0D%0ASubtitle:%20Store%20Your%20Protected%20Data%20in%20the%20Cloud%20for%20Long-Term%20Retention%20and%20Disaster%20Recovery%0D%0A%0D%0AVersion:%202.1%20%0D%0A%0D%0ADate:%20July%202024%20%0D%0A%0D%0ASection:%20%0D%0A%0D%0ATable%20Number:%20%0D%0A%0D%0AFigure%20Number:%20%0D%0A%0D%0AFeedback:%20%0D%0A%0D%0A%0D%0A_______________________________________________________________%0D%0A

COHESITY S

Leverage Your Cloud Storage with Data Cloud

The following sections provide a quick overview of the sequence of actions to set up your cloud storage
as an External Target in Data Cloud before diving into the step-by-step instructions for your cloud storage
vendor in the next chapter.

Create and Register Cloud Object Storage

Start by setting up your cloud object storage. Note that the same cloud object storage can be registered
multiple times in the same cluster as different External Targets, as well as in multiple clusters.

1. Create a storage container on your cloud platform, and an account that can access it.
2. Get the container name and access key from your cloud platform.

3. Using the cloud object storage information and access key, register the cloud object storage as an
External Target in Data Cloud.

IMPORTANT: Customers should never manually edit, change, or delete Data Cloud archives directly
in cloud object storage.

When you register your External Target in Data Cloud, you will be able to enable or disable:

Table 3: External Target Options

FEATURE DESCRIPTION

By default, Data Cloud writes the data into External Targets in encrypted format in
real time. You can disable it, but Cohesity recommends you leave it enabled in
almost all cases, except when the data is already encrypted.

Encryption You can choose to keep your encryption key in the cloud with your archive, or, for
additional security, to manage it manually.

NOTE: If you choose the manual option, you will need to download the key after
registering the External Target and store it outside the Cohesity cluster.

Compression Reduces the impact on data transfers and data storage. Useful except when the
data format doesn’t compress well, such as with databases and large image files.

The process of eliminating redundant copies of data to reduce storage use.
Redundant data blocks are replaced with a pointer to the unique data copy, which
ensures that only unique instances of data are sent across the network and retained
on storage media, and dramatically reduces the impact on bandwidth and storage
utilization. Cohesity strongly recommends it in all cases.

Source-Side
Deduplication

Incremental An archive that records just the changed data since the most recent archive. This
Archival allows you to return to any restore point without having to create, transfer, and keep
a backup copy of your whole dataset each time. Cohesity strongly recommends this
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FEATURE DESCRIPTION

setting in all cases. If this option is not enabled, it will send a full archive on every
archive run.

If needed, you can throttle the upload and download bandwidth that is consumed by

network traffic between Data Cloud and an External Target. You can also limit
Bandwidth bandvyiqth throttling to a specific time range, if there are particular days and times
Throttling when it is needeq. I : . . .

NOTE: If an archive is still running when bandwidth throttling switches to 0
throughput (that is, a blackout), the run is paused until the throughput value is
greater than 0. When it resumes, it does so from the point where it paused.

NOTE: The same cloud object storage can be registered multiple times in the same cluster as different
External Targets, as well as in multiple clusters.

Required Cloud Vendor Fields

To register your cloud object storage as an External Target, Data Cloud requires the following fields:

e Container Name

¢ Region

e Storage Account Name
e Storage Access Key ID

e Secret Access Key

Each cloud provider has slightly different terminology for these fields:

Table 4: Required Cloud Vendor Fields

STORAGE
CLOUD CONTAINER ACCOUNT | ACCESS SECRET
PROVIDER NAME REGION ACCESS KEY
AWS Bucket Region IAM User Access Secret access
Vault key ID key
. Storage Access
Azure Blob Location Account key n/a
Service
Account Client
GCP Bucket Location (Client private n/a
Email key
Address)
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Configure Your Policy-based Archive

Once Data Cloud registers your cloud object storage as an External Target, you will create a Protection
Policy to define your business needs. The Protection Policy allows you to incorporate the cloud storage
External Target that you created earlier as an archive target with a specific retention period.

In the Policy, you configure how virtual and physical servers, databases, and unstructured data are
protected:

Backup frequency and retention period.

Whether to have your backups archived, how often, and how long to retain.

NOTE: You can add more than one archival schedule to the same Policy, and you can use the
same or a different External Target, with the same or different frequency and retention.

Which External Target to use (in this case, your newly registered cloud object storage).

Protect Your Data

Protection Groups combine operational requirements with the business requirements that are defined in a
Protection Policy.

In the Job, you select the source, which data objects from that source to store, the Protection Policy and
the storage domain (the named storage location) to use, and operational details such as Start Time, End
Date, QoS Policy, Pre & Post Scripts, and more. See the all the advanced Protection Group settings in

the Appendix.

Once you save a Protection Group, it will run on the schedule you define.

NOTE: Multiple Protection Groups can use the same Protection Policy, but each Job can have only one
Policy.

Recover Data from Your Archive

When the time comes to recover your archived data, Data Cloud gives you three options:
Restore entire data objects (VMs, databases, NAS, etc.).
Recover individual files and folders.
Retrieve your data onto an entirely new Cohesity cluster (for disaster recovery, etc.).

For instructions, see Recover Data from CloudArchive below.

Manage Your Cloud Storage Access Keys

Most organizations have a corporate policy for changing passwords and access keys at regular intervals.
You must update the access key to your cloud storage and then update your Cohesity External Target
with the new key. See instructions on rotating AWS access keys at the end of the next chapter.

Send Feedback CloudArchive & CloudRetrieve Deployment & Recovery Guide for AWS


mailto:techguides@cohesity.com?subject=Feedback%20on%20Cohesity%20CloudArchive%20%26%20CloudRetrieve%20Deployment%20%26%20Recovery%20Guide%20for%20AWS&body=_______________________________________________________________%0D%0A%0D%0ASubtitle:%20Store%20Your%20Protected%20Data%20in%20the%20Cloud%20for%20Long-Term%20Retention%20and%20Disaster%20Recovery%0D%0A%0D%0AVersion:%202.1%20%0D%0A%0D%0ADate:%20July%202024%20%0D%0A%0D%0ASection:%20%0D%0A%0D%0ATable%20Number:%20%0D%0A%0D%0AFigure%20Number:%20%0D%0A%0D%0AFeedback:%20%0D%0A%0D%0A%0D%0A_______________________________________________________________%0D%0A

COHESITY e

Connect AWS to Data Cloud

Cohesity’s CloudArchive enables customers to connect seamlessly to various classes of AWS storage,
such as S3™, S3-IA™ and Glacier™, as an extension of the data center infrastructure. Customers are
using CloudArchive to reduce their reliance on tape for cost-effective long-term data retention, as well as
a low-cost disaster-recovery solution.

Figure 7: Cohesity CloudArchive with AWS S3 and AWS Glacier

SE|

o=t
Physical Virtual Apps Storage &
Servers Machines & DBs NAS

| ' aws

Policy-driven Backup

Instant Recovery 288
Y =
v ;M!ny Dmal (]ou, N ;?J
Data Center | Edge | Public Cloud Archive

Let’s get started!

Create Your AWS Storage for CloudArchive

Cohesity supports AWS S3, S3-1A, and AWS Glacier, and works seamlessly with AWS object lifecycle
policies, as well. Choose one or more for storing your data and follow the corresponding steps below.

Create an AWS S3 Bucket

To create an S3 bucket:

1. Signinto AWS S3 at: https://console.aws.amazon.com/s3/.

2. Click Create bucket.
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3. Complete the form.

Amazon 53 > Buckets » Create bucket

Create bucket .«

Buckets are contalners for data stored In 53. Learn more [}

a)

b)

General configuration

Bucket name

Bucket name must be globally unique and must not contain spaces or uppercase letters. See rules for bucket naming [A

AWS Reglion

US East (N. Virginia) us-east-1 v

Bucket name: Enter a unique, DNS-compliant name for your new bucket.

NOTE: The name must be unique from all existing bucket names in S3, and cannot be changed
once you create the bucket.

TIP: The bucket name is visible in the URLSs that link to objects in your bucket, so choose a
descriptive name. For example, ‘cohesity-uswest-bucket’.

Region: Select the geographic region where the bucket will reside.

IMPORTANT: Make note of the region you select and look up its programmatic name in the AWS
Regions and Availability Zones table, as you will need to enter the programmatic region name
when reqistering your AWS target with Cohesity Data Cloud. For example, if your AWS region is
‘US West (N. California),’ you will need to enter ‘us-west-1’ as the Cohesity target region.

4. Enable Bucket Versioning only if you are planning to use WORM/Object Lock feature in
CloudArchive.

Bucket Versioning

Versioning is a means of keeping multiple variants of an object in the same bucket. You can use versioning to preserve, retrieve, and restore
every version of every object stored in}'our Amazon 53 bucket. With versioning, you can easily recover from both unintended user actions
and application failures. Learn more r_.

Bucket Versioning
© Disable

Enable
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5. In the Default encryption section, select the supported Encryption key type and Bucket Key.

Default encryption info

Server-side encryption is automatically applied to new objects stored in this bucket.

Encryption key type Info

© Amazon S3-managed keys (SSE-S3)
AWS Key Management Service key (SSE-KMS)

Bucket Key
When KMS encryption is used to encrypt new objects in this bucket, the bucket key reduces encryption costs by lowering calls to AWS KMS.
Learn mare

Disable
© Enable

6. In the Advanced settings, enable Object Lock only if you are planning to use WORM /Object Lock
feature in CloudArchive.

NOTE: The WORM/Object Lock feature can be utilized starting from Cohesity version 6.8.1 and is
currently supported exclusively with CloudArchive Incremental with Periodic Full.

v Advanced settings

Object Lock
Store objects using a write-once-read-many (WORM) model to help you prevent objects from being deleted or overwritten for a fixed
amount of time or indefinitely. Learn more

© Disable

Enable

Permanently allows objects in this bucket to be locked. Additional Object Lock configuration is
required in bucket details after bucket creation to protect objects in this bucket from being deleted
or averwritten.

(i) Object Lock works only in versioned buckets. Enabling Object Lock automatically enables Bucket Versioning.

7. Review your bucket settings, then click Create bucket.
Your new bucket appears in the list. If you do not plan to use AWS Glacier as well, skip to Create IAM

User and Capture Access Keys now.
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Create an AWS Glacier Vault

To create a Glacier vault:

1. Signinto AWS Glacier at: https://console.aws.amazon.com/glacier/.
2. Click Create Vault.

3. Enter a unique Vault Name:

- Ohio ~ Support -

Create Vault Welcome to Amazon Glacier
Data is stored in Amazon Glacier in “archives.” An archive can be any data such as a phote, video, or document. You can
Step 1: Vault Name upload a single file as an archive or aggregate multiple files into a TAR or ZIP file and upload as one archive.
Step 2: Event Notifications A single archive can be as large as 40 terabytes. You can store an unlimited number of archives and an unlimited amount of
data in Amazon Glacier. Each archive is assigned a unique archive |D at the time of creation, and the content of the archive is
Step 3: Event Notification Details immutable, meaning that after an archive is created it cannot be updated.
Step 4: Review Vaults allow you to organize your archives and set access policies and notification policies. Get started by giving your vault a

name. You can then create your vault now or click Next Step to set up your vault's properties.

Region | us-east-2 |9

Vault Name* [ | 57\ ]

Cancel Next Step

NOTE: If this is your first time in Glacier, click Get started. Otherwise, click Next Step.

Set notifications as you require, then click Next Step.

Review your choices and click Submit.

Your new vault appears in the list. If you plan to use AWS S3 as well and haven't yet created an S3
bucket, go back and Create an AWS S3 Bucket now.

Get Access to Your AWS Storage

Next, you need to add an AWS access policy, create an IAM (Identity and Access Management) user
account that will use that policy, and capture the Access Keys for use in Cohesity.

Create AWS Access Policy

To create a new access policy in AWS:
1. Log into your AWS account.

2. Select Services > Security, Identity, & Compliance > IAM.
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3. Click Policies in the left menu, then click Create policy.

Create policy Policy actions
.

Dashboard Filter policies Q Search
Groups
Policy name ~ Type Used as
Users
Fiol » AdministratorAccess Job function Permissions policy (2)
oles
I Policies » Customer managed
id providers » Customer managed
Account settings 4 AlexaForBusinessDeviceSetup ~ AWS managed
Credential report » AlexaForBusinessFullAccess AWS managed

4. On the Create policy screen, click the JSON tab and paste in the appropriate JSON script for your
AWS S3 bucket or Glacier vault.

a. AWS S3: Enter the following text, where <archival_bucket_name> is the name of the S3 bucket
you created earlier.

{
"Version": "2012-10-17",

"Statement": [
{
"Effect": "Allow",
"Action": "s3:%*",
"Resource":"arn:aws:s3:::<archival bucket name>*"

}
]
}

b. AWS Glacier: Enter the following text, where <AWS_region> specifies the region in AWS (such
as us-west-1), <AWS_account_number> is the IAM user account number, and <vault_name>
is the name of the Glacier vault you created eatrlier.

TIP: You can get the <AWS_ region> and <AWS_account_number> from the Vault ARN in
your list of Glacier vaults in AWS.
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"Version": "2012-10-17",
"Statement": [
{
"Action": "glacier:*",
"Effect": "Allow",
"Resource":
"arn:aws:glacier:<AWS_region>:<AWS_account number>:vaults/<vault name>

5. Click Review policy.

Create policy o )
A policy defines the AWS permissions that you can assign to a user, group, or role. You can create and edit a policy in the visual editor and using JSON. Learn more
Visual editor JSON Import managed policy
-

"Version": "2012-18-17",
- "Statement": [
"Effect": "Allow",
"Action": "s3:*",
"Resource":"arn:aws:s3: : :cohesity-uswest-bucket*"
}
]
}

Cancel
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6. Enter a Name for your policy, then click Create policy.

~  Global ~

Create policy : o

Review policy

/N
Name* Cohes iry~AWSSS~accsssV

Use alphanumeric and '+=,.@-_' characters. Maximum 128 characters.

Description

Maximum 1000 characters. Use alphanumeric and “+=,.@-_' characters.

Summary
This policy defines some actions, resources, or conditions that do not provide permissions. To grant access, policies must have an action that has an
applicable resource or condition. For details, choose Show remaining. Learn more
Q Filter
Service ~ Access level Resource Request condition

Allow (1 of 165 services) Show remaining 164

s3 Full: Write Limited: List, Read, BucketName | string like | cohesity- None
Permissions management uswest-bucket”

* Required Cancel Previous Create volicy

AWS returns to the Policies screen and shows your new policy in the list.

Create IAM User and Capture Access Keys

Next, you need to create an IAM (Identity and Access Management) user account that will access your
AWS storage from Cohesity.

1. Log into your AWS account.
2. Select Services > Security, ldentity, & Compliance > |IAM.

3. Click Users in the left menu, then click Add user.

Add user
Search IAM 4 \b

Dashboard Q Find users by username or access key
Groups

User name ~ Groups Access key age Passw

I JINBIRE | s oo o b S S

H ec2-s3-CF and 1AMaccessc ® 28 days 22 day:
Policies None @ 20days 20 day:
Identity providers None ® 26 days 26 day:
Account settings None @ Today None
Credential report None ® Today None
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4. Enter a User name and for Access type, choose Programmatic access, then click Next:
Permissions.

Add user o 2 3 4 5

Set user details

You can add multiple users at once with the same access type and permissions. Learn more

User name* Cohesity-CIoudStor’s§

© Add another user

Select AWS access type

Select how these users will access AWS. Access keys and autogenerated passwords are provided in the last step. Learn more

Enables an access key ID and secret access key for the AWS API, CLI, SDK, and

Access type* % Programmatic access
other development tools.

AWS Management Console access
Enables a password that allows users to sign-in to the AWS Management Console.

* Required Cancel Next: Permissions

5. On the next screen, Attach existing policies directly, search for your policy, select it, and click
Next: Tags.

Add user : o 3 4 s

+ Set permissions

Copy permissions from Attach existing policies
Ml existing user directly

{r
J &

[ )
..I 5 Add user to group

Create policy

Filter policies ~ Q Coheswty{b Showing 3 results
Policy name ~ Type Used as Description
» cohesity_bnagaraj_...  Customer managed None
% 3 Cohesity-AWSS3-a...  Customer managed None
» CohesityCloudForm...  Customer managed Permissions policy (1)

» Set permissions boundary

Cancel Previous Naxt@w

6. On the next screen, add tags if you choose, then click Next: Review.
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7. Next, review your choices. If you need to change any, click Previous. If they are correct, click Create

user.

i\'ls, Services ~  Resource Groups ~ * ja\ =
Add user D) (2) (2 o 5
Review

Review your choices. After you create the user, you can view and download the autogenerated password and access key.
User details

User name Cohesity-CloudStore
AWS access type Programmatic access - with an access key

Permissions boundary Permissions boundary is not set

Permissions summary

The following policies will be attached to the user shown above.

Type Name
Managed policy Cohesity-AWSS3-access
Tags

No tags were added.

Cancel Previous Create user
8. Capture the new user’s keys.
E__WS, Services v  Resource Groups ~ * Jal -

Add user 1 2 3 4 o

®@ Success
You successfully created the users shown below. You can view and download user security credentials. You can also email users
instructions for signing in to the AWS Management Console. This is the last time these credentials will be available to download. However,
you can create new credentials at any time.

Users with AWS Management Console access can sign-in at: https://i signin.aws.amazon.com/console

& Download .csv

User Access key ID Secret access key

» & Cohesity-CloudStore 0 B %

Close

IMPORTANT: You will need these keys to register your AWS bucket or vault as an External Target in
Data Cloud. This is the only time you can download these keys, but you can create new credentials
and capture them later if necessary.
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COHESITY &

9. Click Close. Your new user appears in the Users list.

Register AWS Storage with Data Cloud

Now that you have the bucket and/or vault that you need, you’re ready to connect them to Data Cloud
(whether your cluster is on-premises, Cloud Edition, or Virtual Edition).

To register an External Target with your cluster:

1. Log into Data Cloud.
2. Click Infrastructure > External Target.

COHESITY [Q searcn |
02 pashboards External Targets

& DataProtection > Targets  Settings

lﬁl Infrastructure h Purpose Storage Type Q
Remote Clusters
Name Purpose
External Targets
Vaultaws Archival
[= smartFiles >
Azure ET Archival

@ Security Tools >

b}

3. Click Add External Target.

|TY ‘ Q, search

08 Dashboards EXterna|Targets I Add External Target I

© DataProtection > Targets  Settings
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4. Select the purpose as Archival and Storage Type as AWS.

Register External Target

D .. £
Storage Type

In the form that opens:

Storage Class: S3

Cloud type: Standard

Bucket Name: Enter the name of the bucket.

Region: Select the region where the bucket is created.

Access Key ID: Enter the Access Key.

-~ 0 o0 T o

Secret Access Key: Enter the Secret Key.
External Target Name: Provide a name for the target.

= @

Archival Format: Select Incremental Forever.

Archival Format: Incremental Forever

Register External Target

Purpose

@ Archival O Tiering

Storage Type Storage Class

AWS > S3 -
Cloud type

@ Standard O Gov O Cc2s

Bucket Name Region

saran-ca-target US West (N. California)

Access Key ID Secret Access Key

External Target Name

saran-ca-target

Archival Format

Incremental Forever -
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COHESITY o

5. Once you change the Archival Format to Incremental Forever, download the Cloud Formation
Template from the admonition link shown below.

External Target Name

saran-ca-target

Archival Format

Incremental Forever -

@ Download the|Cloud Formation Template and use it to

create the regured oL account. This
will create a Lamnda Function and an IAM Role that will
be associated to the lambda function. Ensure that IAM
User has the minimum permissions required for the
"Incremental Forever Archival™.

Mote: Once selected, this option cannot be changed later.

NOTE: Review the minimum permission requirements under Cloud Formation Template section in
the documentation. Additionally, make sure to grant the minimum permissions required for
CloudArchive and CloudRetrieve.

6. Log into AWS Console.
7. Navigate to Services > CloudFormation > Create Stack.

CloudFormation Stacks Create stack

step 1 Create stack

Specify template

Step 2
Specify stack details

Prer

quisite - Prepare pl

Step 3 Prepare template
Configure stack options or YAML file that contains configuratior

fon about the AWS resources you want to include in the stack.

O Template is ready Use a sample template Create template in Designer
Step 4
Review
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COHESITY

8. Under Specify template, select Upload a template file, select the downloaded CFT file, and then

click Next.

Create stack

Prerequisite - Prepare template

Prepare template
Every stack is based on a template. A template is a JSON or YAML file that contains configuration information about the AWS resources you want teo include in the stack.

© Template is ready Use a sample template Create template in Designer

Specify template

A template is a JSON or YAML file that describes your stack’s resources and properties.

Template source
Selecting a template generates an Amazon S3 URL where it will be stored

Amazon 53 URL © Upload a template file I

Upload a template file

Choose file [f] | cft%20%283%29.json

JSON or YAML formatted file

S3 URL: https://s3-external-1.amazonaws.com/cf-templates-n9ap05q0ddec-us-east-1/20222588]V-cft%20%283%29.json View in Designer
cancel

9. Inthe BucketName field, enter a Stack hame and also enter the name of the existing target.

10. In Configure stack options, click Next, select the checkbox to acknowledge the creation of IAM
resources, and then click Create Stack.

» Quick-create link

Capabilities

() The following resource(s) require capabilities: [AWS::|AM::Role]

This template contains Identity and Access Management {IAM) resources. Check that you want to create each of these resources and that they have
the minimum required permissions. In addition, they have custom names. Check that the custom names are unique within your AWS account. Learn
moare [4

I | acknowledge that AWS CloudFormation might create IAM resources with custom names. I

The template has changed
CloudFormation has detected changes between the template uploaded and the one being used for this operation. Verify that the changes are

intentional.
Cancel Previous || Create change set I Create stack |

28
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COHESITY &

11. Once the stack creation is completed, go back to the Add external target Ul, check your default
settings. By default, Encryption and Compression are enabled, while Additional security by
managing key manually and Bandwidth Throttling are disabled.

Register External Target

@ Download the Cloud Formation Template and use it to
create the required resources in the AWS account. This
will create a Lambda Function and an LAM Role that will
be associated to the lambda function. Ensure that IAM
User has the minimum permissions required for the
"Incremental Forever Archival".

Mote: Once selected, this option cannot be changed later.

. Encryption

Key Management Service (KM5) Type
Internal KMS -

(i)  Once set, Key Management Service (KMS)
Type cannot be changed.

» Additional security by managing key manudly

. Compression

B Bandwidth Throttling
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COHESITY 8

a. If you want to enable manual key management for extra security, turn on Additional security by
managing key manually. A pop-up window appears to confirm the change.

Key Management Service (KMS) Type

Are you sure you want additional security by managing the key
manually? The key file can be downloaded only once. Store it in a secure
location outside of the Cohesity Cluster.

IMPORTANT: With this option on, a cluster must have the key to access data from the archive.
You can download the key file (only once) after you register your bucket. This key is required
when you use CloudRetrieve. If you do not have it, you will still be able to recover data to its
original cluster, but you will not be able to retrieve it onto a new cluster (in a disaster-recovery
scenario, for example).

b. Enable Bandwidth Throttling if needed. You can throttle upload and download speeds
separately and apply throttling all the time or only specific days and times.

- Bandwidth Throttling

Traffic On

Upload - s Mm@ w T (F s
Start Time End Time

09:00 AM @ 05:00 PM

Throttle to

800 Mbps ()

12. Click Register.

Your cloud object storage is now an External Target in Cohesity, and is available to select when you
create a Cohesity Protection Policy for use in Protection Groups.
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COHESITY &

Rotate AWS Access Keys (Optional)

For security, it is important to rotate the access keys to your External Target in AWS. Depending on your
corporate policy for changing keys and passwords, when the time comes, you will have to rotate your
AWS target’s access keys and update your Cohesity External Target with the new keys.

To rotate the access keys:

1. Signintothe AWS IAM console at: https://console.aws.amazon.com/iam/.

2. Click Users in the left menu, then click the 1AM user you created earlier.

| Acavser [RBURSISS
Search |AM 4

Dashboard Q, Find users by username or access key
Groups
User name « Groups
I u?”‘ clouagiesung darminisuranars
a cohesity_archive_man... Mone
Policies
cohesity-iam-test Mone

Identity providers

CohesityzStorage administrators
Account settings
Cohesit MNone

Credential report

CohesityCEBackup Mone
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COHESITY &

3. Click the Security credentials tab for that user.

- Global ~ Support ~

Users > Cohesity-Storage

Search IAM 4
Dashboard SU mmary Delete user (2]
Groups
User ARN  arn:aws:iam:: :user/Cohesity-Storage (7]
Users
Path /
Roles
Creation time 2018-10-19 15:57 PDT
Policies
Identity providers Permissions Groups (1) Security credentials Access Advisor

Account settings . . -
q Sign-in credentials

Credential report
Summary -+ User does not have console management access
Encryption keys Console password Disabled | Manage
Assigned MFA device Not assigned | Manage

Signing certificates ~ None

Access keys

Use access keys to make secure REST or HTTP Query protocol requests to AWS service APIs. For your protection, you should never share your secret keys with
anyene. As a best practice, we recommend frequent key rotation. Learn more

Create access key

Access key ID Created Last used Status
2018-10-22 16:34 PDT N/A Active Make inactive x
2018-10-23 12:48 PDT 2018-10-23 13:55 PDT with s3 in us-west-1 Active Make inactive x

On this tab, you can see the Access key IDs, and the dates they were Created and Last used, and
their current Status (Active or Inactive). Review the Last used date for the oldest key in the list to
determine whether it is still in use.

TIP: One approach is to wait several days and then check the old access key for any use before
deleting it.

4. If you already have the maximum number of keys allowed by AWS, you will have to delete one before
you can create the new one. Click x next to the oldest key to delete it.

Access keys

Use access keys to make secure REST or HTTP Query protocol requests to AWS service APls. For your protection, you should never share your secret keys with
anyone. As a best practice, we recommend frequent key rotation. Learn more

Create access key

Access key ID Created Last used Status
2018-10-22 16:34 PDT N/A Active Make inactive X
2018-10-23 12:48 PDT 2018-10-23 13:55 PDT with s3 in us-west-1 Active Make inactive
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COHESITY »

5. Once you have verified that your key is not in use, you’re ready to replace it. First, we’ll create the
new key. Click Create access key.

es v  Resource Groups v * Jay v  Global * Support v

Users » Cohesity-Storage

Summary Delete user (7]

User ARN arn:aws:iam:: ".user/Cohesity-Storage (#
Path /

Creation time 2018-10-19 15:57 PDT

Permissions Groups (1) Security credentials Access Advisor

Sign-in credentials

Summary « User does not have console management access

Console password Disabled | Manage
Assigned MFA device Not assigned | Manage

Signing certificates None 4

Access Keys

Use access keys to make secure REST or HTTP Query protocol requests to AWS service APls. For your protection, you should never share your secret keys with
anyone. As a best practice, we recommend frequent key rotation. Learn more

Create access key

Access D Created Last used Status

2018-10-23 12:48 POT 2018-10-23 13:55 PDT with s3 in us-west-1 Active Make inactive x

6. Capture the new Access key ID and Secret access key.

Create access key x

® Success

This is the only time that the secret access Keys can be viewed or downloaded. You cannot recover them
later. However, you can create new access keys at any time.

& Download .csv file

Access key ID Secret access key

———— - - j ialiiitiaii’ ifw

Close

IMPORTANT: This is the last time you can download these keys, but you can create new
credentials and capture them later if necessary.
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COHESITY 8

7. Now you need to update the External Target on Cohesity with the new access keys. Log in to
Cohesity and select Infrastructure > External Target.

COHESITY | Q searcn

D8 Dashboards External Targets
@ DataProtection > Targets  Settings
lﬁ:—‘l infresiructura ¥ Purpose « Storage Type ~ Q,

Remote Clusters

Mame Purpose

Vaultaws Archival
[= SmartFiles >

Azure ET Archival
@ Security Tools >

8. Find your External Target in the list and click Edit on the right.

External Targets

Targets  Settings

Purpose v Storage Type v = Q

Name 4 Purpose Storage Type Storage Class Status

Vaultaws Archival AWS s3 Registered [n)
4

Azure ET Archival Azure Hot Blob Registered 2]

Items per page 50 1-20f2
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9. Enter the new Access Key ID and Secret Access Key, then click Save.

Register External Target

Purpose
Archival Tiering
Storage Type Storage Class
AWS * 53 v
Cloud type
Standard Gov C25
Bucket Name Region
sarancavltocav2target US East (N. Virginia)

Access Key ID Secret Access Key
AKIAXH75V3UCROMCOKSS

External Target Name

Vaultaws

Archival Format

Incremental Forever -

@ Download the Cloud Formation Template and use it to
create the required resources in the AWS account. This
will create a Lambda Function and an IAM Role that will
be associated to the lambda function. Ensure that IAM
User has the minimum permissions required for the
"Incremental Forever Archival".

MNote: Once selected, this option cannot be changed later.

10. Now you're ready to retire the key you just replaced. Return to your AWS IAM console at:
https://console.aws.amazon.com/iam/.

11. Click Users.

12. Click the IAM user’s name and then open the Security Credentials tab.
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COHESITY 3

13. Under Access keys, find the key you've just replaced and click Make inactive.

es v Resource Groups v % Al ~ Global ~  Support ~

Users > Cohesity-Storage

Summary Delete user 2]
User ARN arn:aws:iam:: "/Cohesity-Storage (F]
Path /

Creation time 2018-10-19 15:57 POT

Permissions Groups (1) Security credentials Access Advisor

Sign-in credentials

Summary = User does not have console management access

Console password Disabled | Manage
Assigned MFA device Not assigned | Manage

Signing certificates None 4

Access keys

Use access keys to make secure REST or HTTP Query protocol requests to AWS service APls. For your protection, you should never share your secret
keys with anyone. As a best practice, we recommend frequent key rotation. Learn more

Create access key

Access key ID Created Last used Status
2018-10-23 12:48 PDT 2018-10-23 13:55 PDT with s3 in us-west-1 Active Make inactive x
2018-10-23 15:55 PDT N/A Active Make' tive x

NOTE: Even if the Last used column value indicates that the old key has never been used,
Cohesity strongly recommends you not delete the old access key yet. Instead, choose Make
inactive so that you can reactivate it if necessary.

You have rotated your AWS keys!
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COHESITY 7

Create a Protection Policy

In Data Cloud, Protection Groups use Protection Policies. Protection Policies reflect business needs,
such as backup and archival frequency, retention requirements for each, as well as Recovery Point
Objectives (RPOs) and Recovery Time Objectives (RTOs), while a Protection Group defines operational
requirements, such as which source objects to protect, the Protection Policy to use, and operational
considerations like indexing, exclusions and inclusions, alerts, app consistency, and more. This process
of combining business needs (Policy) with the objects to protect (source data) and the operational
requirements (Job) provides rich flexibility to customers.

A Protection Policy defines:

e How source data (like virtual and physical servers, databases, unstructured data, etc.) will be backed
up and then archived.

¢« Where and how frequently they will be archived.
¢ How long the archives will be retained.

This list addresses parameters that affect CloudArchive operations. For the complete list of Protection
Policy parameters, see Create or Edit a Policy in the online Help.

In the Protection Policy, you can select the cloud-based External Target you just created and registered
as an External Target.

To create a Protection Policy:
1. Log in to Data Cloud.

2. Click Data Protection > Policies.

COHESITY [ Q search

O Dashboards Policies
@ Data Protection W —_—
Organization Target Type « O\
Protection
Policy 1
Recoveries
Bronze

Backup 1d | Retain 30d
Sources

CloudRetrieve

DEMOORG_POLICY
Backup 1d | Retain 2w

DL_Policy @
Backup 6h | Retain 2d | Datalock 1d

Gold
Backup 4h | Retain 1w

e O O Q

Runbooks
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3. Click Create Policy.

I Create Policy I

CloudSpin Cloud Vault

10

4. In the form that opens, enter a Policy Name.

Build Summary

olicy Name
CA-AWS Policy @@ Datalock @
Backup
Backup every 1 Day -
Primary Copy
Keep on Retain for Lock
Local - 2 Weeks 2~ Weeks -

g Add Replication ¢ Add Archive (3> Add Cloudspin

Create Cancel
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Add a DatalLock for compliance and regulatory requirements, to ensure that your protected data,
including local backups, archives, and replication, cannot be modified until the DataLock expiration.

Once applied, a DataLocked Snapshot will be deleted only after its retention period expires. A
Datalock prevents all users, including those who have the Data Security role in Data Cloud, from
modifying or deleting any Snapshots that were generated by the Protection Groups that use this
policy. Only users with the Data Security role can add, modify, or remove a DatalLock from a Policy.

See online Help for more information.

NOTE: You can also add a legal hold to a specific Protection Group run (a Snapshot) to preserve it
for legal reasons. See Apply Legal Hold to Completed Job Run below.

5. Under Backup, set the Backup interval (every day, by default). Select Primary Copy as Local and
specify retention period and lock period (if you want to apply data lock).

Build Summary

Policy Name

CA-AWS Policy @ Datalock ©
Backup
Backup every 1 Day -
Primary Copy
Keep on Retain for Lock
Local - 2 Weeks 2~ Weeks -
g Add Replication ¢ Add Archive ¢ Add Cloudspin
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6. Click Add Archive, and for Archive to, select the External Target you just created. Set the Archival
interval (every day, by default) and Retain for period. If the selected bucket enabled with versioning
and object lock, then the Ul will provide another option to specify the lock period for the archived data.
You can also enable Archive only fully successful Runs in the checkbox on the right.

Click Add Archive again if you need additional archival schedules.

& Archive

Archive to EVE"y Retain for Lock
Vaultaws - Run - 1 Month ~ 14 Days

[ Archive only fully successful runs

g Add Replication ™y Add Archive ¢3» Add Cloudspin

NOTE: You can add multiple archival schedules that use the same or different External Targets,
as well as the same or different intervals and retention periods, to a given Protection Policy. When
you add more schedules and send them to the same External Target with different retention and
schedule times, the schedules rationalize among themselves and only the necessary archive is
sent, with the longest retention. For example, if you add these three archival schedules to the
same External Target:

e Once a day, retain for 90 days

e Once every 7 days, retain for 180 days
e Once every 30 days, retain for 365 days
Then:

e On Day 7, only one archive is sent, meeting both Schedule 1 and Schedule 2 (and retained for
180 days, per Schedule 2, as it is the longer of the two).

e On Day 30, only one archive is sent, meeting both Schedule 1 and Schedule 3, but is retained
for 365 days, to meet the Schedule 3 retention requirement.

By contrast, if you send the archives to different External Targets, then:

e On Day 7, per Schedule 1, the archive is sent to the first External Target and retained for 90
days. Per Schedule 2, the archive is also sent to the second External Target and retained for
180 days.

e On Day 30, per Schedule 1, the archive is sent to the first External Target and retained for 90
days. Per Schedule 3, the archive is also sent to the third External Target and retained for 365
days.

e When you use multiple schedules with different External Targets, the schedules don’t
rationalize, and you accrue network and storage usage for each scheduled run.

Send Feedback CloudArchive & CloudRetrieve Deployment & Recovery Guide for AWS


mailto:techguides@cohesity.com?subject=Feedback%20on%20Cohesity%20CloudArchive%20%26%20CloudRetrieve%20Deployment%20%26%20Recovery%20Guide%20for%20AWS&body=_______________________________________________________________%0D%0A%0D%0ASubtitle:%20Store%20Your%20Protected%20Data%20in%20the%20Cloud%20for%20Long-Term%20Retention%20and%20Disaster%20Recovery%0D%0A%0D%0AVersion:%202.1%20%0D%0A%0D%0ADate:%20July%202024%20%0D%0A%0D%0ASection:%20%0D%0A%0D%0ATable%20Number:%20%0D%0A%0D%0AFigure%20Number:%20%0D%0A%0D%0AFeedback:%20%0D%0A%0D%0A%0D%0A_______________________________________________________________%0D%0A

COHESITY “

7. Click Data Movement if you want to tier the archived data to colder storage tiers.

< Archive X

Archive to Every Retain for Lock
Vaultaws - Run - 1 Month ~14 Days -

[ Archive only fully successful runs

& Data Mavemer
Move Data to After
S3-Glacier h 1 Week - ®

8. Click Create.

Your new Policy can now be used in Protection Groups. For the complete list of Protection Policy
parameters, see online Help.

Create a Protection Group

Protection Groups combine operational requirements with the business requirements that are defined in a
Protection Policy. Multiple Protection Groups can use the same Protection Policy, but each group can
have only one policy. Protection Groups protect specific source objects, such as virtual servers, physical
servers, Views, SQL servers, Oracle databases, Remote adapters, Pure Storage Volumes, or network-
attached storage (NAS).

For this example, we’ll look at the steps to create a Protection Group for NAS data. The steps to protect
other source objects are similar.

To create a Protection Group:

1. Log into Data Cloud.
2. Click Data Protection > Protection.

COHESITY [ Q searcn
OF Dashboards Protection

@ Data Protection

1 0

a SU CCEEdEd . wa rnlng

Recoveries Group Type ~ Groups

Sources
O Group
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3. Click Protect and choose the type of data to protect.

s’ve C @ H a &

Virtual Machines

Databases b

NAS

Microsoft 365 »
| Physical Server »

Applications »

SAN

Cohesity View

Hadoop b

Remote Adapter

E_@_I Kubernetes Cluster

=) Universal Data Adapter
> ’

4. Click Add Objects to select a source to protect.

@® New Protection

@ Add Objects Va

@ Protection Group

O Policy

B storage Domain

Cancel More Options m
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5. Select the specific objects you wish to protect and click Continue.

Add Objects

Registered Source

svd-isilon2-cluster

1

QObjects

Protection Status «

Protocol v Q

v B [P svaisilonz-cluster

I — | El System

<]

fifs

0O 0O 0 0o o o
M @M @ @ 0| mym

6. Name the Protect

fifs/100million
fifs/jpmc

fifs/example
fifs/hardlinks
fifs/Vlan561Zone/home

fifs/nas_scale1

Cancel

ion Group.

@ New Protection

g Add Objects

svi-isilon2-cluster | Objects: 1

Backup Preference for Mixed Mode Volumes

@ nrs O smB

@ Protection Group

Name
CA-AWS-NAS-PG

O Policy

E Storage Domain

—_—
——

Cancel More Options
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7. Selecta Policy.

@ New Protection

=

Add Objects
svd-isilon2-cluster | Objects: 1

Backup Preference for Mixed Mode Volumes

@ nrs (O sms

Protection Group
New Protection Group: CA-AWS-NAS-PG

Policy

Policy

CA-AWS Policy @ v

Storage Domain

Cancel More Options
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8. On the same screen, select a Storage Domain. Click More Options If you need to change any of the
Advanced settings. When you're done, click Protect.

&

&

@ New Protection

Add Objects
svd-isilon2-cluster | Objects: 1

Backup Preference for Mixed Mode Volumes

@® nrs (O swme

Protection Group
New Protection Group: CA-AWS-NAS-PG

Policy
CA-AWS Policy | Backup 1d | Retain 2w | Datalock 2w | Archive

Storage Domain

Starage Domain

DefaultStorageDomain
Deduplication: Inline | Compression: Inline

NOTE: See the complete list of Advanced settings and the Job types that contain them in the

Appendix.

Cancel More Options
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9. Select Data Protection > Protection to verify that your new group is on the list.

Protection
1 0 2 1 0 1 2
& Succeeded Warning © Failed ® Running Canceled & MetSLA Missed SLA
Group Type ~ Groups v Policy + SLA v staws v Q
D Group Organization Start Time 4 Duration Success/Error SLA Status
o @ ‘S/‘ZE;\/Da(a_Pru(e([ion Fallover Ready B : =
o o IVJ‘:LHO,REMOTE,DR Failover Ready - - =
0e ‘S/‘ZE:NMLZa(h Fallover Ready demoSF - : =
O @ Surormr allover Ready demosF - : =
[m] I@ ;ﬁ;’:\"vi;':f;iws rolicy Feb 21, 2023 11:48am s2s 01 objects 2 ) I
o® i‘;js’;;:i::";:ﬁgw Feb 21, 2023 10:15am 15m28s  0/1 objects B <®

Your new Protection Group is now active and running. To manage Protection Groups, see online
Help.

Apply Legal Hold to Completed Job Run

Only users who are assigned the Data Security role can put a legal hold on existing Snapshots
(Protection Group runs), to preserve them for legal purposes. Once a legal hold is applied, the retention
period is ignored and the Snapshot is preserved until the legal hold is removed. Legal hold Snapshots
can only be deleted by a user with the Data Security role.

NOTE: A legal hold can be added to both regular and Datal ocked Snapshots.

You can add a legal hold to a Protection Group run or to individual objects in a Job run:

e If you add a legal hold to a Job Run, it applies to all the Snapshot objects that were backed up by that
Job Run, and the legal hold is propagated to replicated and archived objects.

e If you add a legal hold only to selected objects in a Job Run, the legal hold is propagated to archived
objects, but not to replicated objects. You must manage the legal hold status on the remote
replication cluster manually.

NOTE: A legal hold prevents Snapshots from being deleted until the legal hold is removed. Using a
legal hold for long periods of time can result in the cluster running out of space.

To add or remove a legal hold from a Protection Group Run, see Adding a Legal Hold to a Snapshot in
the online Help.

The Difference Between Legal Hold and DatalLock

While both a legal hold and DataLock are features that empower the Data Security role in Data Cloud to
prevent backed up and archived data from being deleted, they differ in purpose and function.
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Table 5: The Difference Between Legal Hold and Datal.ock

PURPOSE LEGAL HOLD DATALOCK

Business Reactive: Set on a specific Snapshot Planned: Set on all Job Runs that use a

need (i.e., Job Run), usually prompted by legal Protection Policy with DataLock, usually
requirements. for compliance.

Expiration irati

P No expiration. Removal managed by the Defined in the Protection Policy

period user.

Granularity Set on individual Job Runs and at the Applies to all Job Runs of any Protection
Object Level. Groups that use a Policy with DatalLock.
Can be deleted to recover storage space, Cannot be deleted before the Datal.ock

Deletion but only by a user with the Data Security ~ expiration date, even by a user with the

role. Data Security role.
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Recover Data from CloudArchive

Data Cloud provides two ways to get your data back from cloud storage: Cloud Recover and
CloudRetrieve.

Figure 8: Cohesity Protection, CloudArchive, Cloud Recover, and CloudRetrieve
Source Data

(IR ....

M| VM| [vm] [vm
(IS . . . .
B}  Hypervisor

Policy-based backup
» To Cohesity Data Cloud

CloudRetrieve
* Recover or Clone

Cloud Recover
* Restore

T conestty pata uw N\ .
DataCenter | Edge | PublicCloud objects

CloudRetrieve
* Register External
Target

Cloud Recover

. i al
Restore files, folders ?ta mmf_ﬁm

Original Cluster
New Cluster

Request to
recover

a

A\ Azure

CloudRetrieve
* Search
+ Download

CloudArchive

* To cloud object
Cloud Object Storage

storage
Request/Control
Data (Original Cluster) ———————————p
Data (New Cluster) —

e Cloud Recover: Recover entire objects (such as VMs, databases, NAS, etc.) or individual files and

folders back onto the Data Cloud that archived them.

47

NOTE: When you recover a complete object (such as a VM or database), it is restored to its original

location once it is downloaded to the Data Cloud from the cloud, and restored via the Instant
Volume Mounting capability in Data Cloud.

¢ CloudRetrieve: CloudRetrieve allows you to extract your Protection Group and its metadata,

including Job Run details, from the archive in the cloud, so you can search it and recover the data

you need onto a new or different cluster. This approach involves several steps:

a. Regqister the External Target containing your archived data.

b. Search the archive in the cloud.

c. Select and download metadata for the archived Protection Groups.

d. Recover objects from the downloaded Protection Group

But first, let’s start with recovering data onto your original Data Cloud cluster.
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Recover Your Data to Original Cluster

To locate and recover a file, a folder, or an entire virtual machine to the original cluster:

1. Log into Data Cloud.

2. Select Data Protection > Recoveries.

COHE |TY ‘ Q, search

@ Data Protection w

0

. Succeeded
Protection ﬂ'

Sources

CloudRetrieve

Runbooks

0§ Dashboards Recoveries

Recoveries Recovered From -

Recovery Task

Policies Mo Recoveries found.

0

4 Warning

Recovery Type «
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0

O Failed

Status -
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3. Click Recover and select the type of object you seek—a file or folder, VMs, physical server, and

more.

Files or Folders

Virtual Machines

Databases

MAS

Microsoft 365
Physical Server
Applications

SAN

Cohesity View (Clone)
Hadoop

Kubernetes Cluster

Universal Data Adapter

4. To retrieve a list of virtual machines, for example, select VMs and enter part or all of the VM names:

@ virtual Machines

kb

Source - Protection Group - Storage Domain ~ ( Feb 15, 2023 - Feb 21, 2023 x)

O @ CA-Apple-CAv1-CAv2 o
vCenter: sac01-pm-vc70-02.pm.... | Protection Group: CA-Apple-CAv1-CAv2 | Last Backup: a day ago

O el kb-AppleRHEL7.9 o
* vCenter: sac01-pm-vc70-02.pm.... | Protection Group: CA-Apple-CAv1-CAv2 | Last Backup: a day ago
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5. Select the VMs you need or select an entire Protection Group to recover all the VMs it has archived,
and then click Edit to select a recovery point. Next: Recover Options.

@ virtual Machines

kb Selected (1)

(sac01Apm-vc70-02.pm.mhesity.(om x) Protection Group - DefaultStorageDomain

(Feb 15, 2023 - Feb 21, 2023 x))

[vm] kb-AppleRHEL7.9 X

£9) Feb 20, 2023 1:54pm
= From: Local

N

O @ CA-Apple-CAv1-CAv2 o
vCenter: sac01-pm-vc70-02.pm.... | Protection Group: CA-Apple-CAv1-CAv2 | Last Backup: a day ago

fum] kb-AppleRHEL7.9 o
- wCenter: sac01-pm-vc70-02.pm.... | Protection Group: CA-Apple-CAv1-CAv2 | Last Backup: a day ago

6. Choose a date. To recover data from the external target, change the location from local to cloud.
Click Select Recovery Point.

Edit recovery point for kb-AppleRHEL7.9

Timeline List

Choose a date

Feb 20, 2023

12 AM 6 AM 12PM 6 PM 12 AM

lime

01:54:01 PM Cohesity Incremental

Location: & E

Cancel I Select Recovery Point |
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7. Click Next: Recover Options

@ virtual Machines

kb Selected (1)

(sac01Apm-vc70-02.pm.coheswy.com x) Pratection Group ~ DefaultStorageDomain x

(Feb 15,2023 - Feb 21, 2023 x)

[vm] kb-AppleRHEL7.9

£0) Feb 20, 2023 1:54pm

From: CAvitoCAv2Archive
CA-Apple-CAv1-CAv2 o =
o®

vCenter: sac01-pm-vc70-02.pm... | Protection Group: CA-Apple-CAv1-CAv2 | Last Backup: a day ago

fuml kb-AppleRHEL7.9 o
* vCenter: sac01-pm-vc70-02.pm.... | Protection Group: CA-Apple-CAv1-CAvZ | Last Backup: a day ago

Next: Recover Opti ons

8. Choose a Recovery Location and Recovery Method and specify how to handle the existing VM.

@ Virtual Machines

kb-AppleRHEL7.9 Latest
Virtual Machines Snapshot
Recover To

@ Original Location O New Location

Recovery Method

@ 1instantRecovery () Copy Recovery

@ The VM(s) will be usable instantly in the target environment and will be moved to target storage later.

Existing VM Handling
@ None (®
O Overwrite Existing VM

O Keep Existing VM
This will power off and rename the existing VM.
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9. Inthe Recovery Options, attach Network, Rename Recovered VMs with appropriate Prefix and
Suffix. Select the Power State of the VM and enter a Task Name. Click Recover to start the
recovery process.

Recovery Options
T ——————

Network B Attach
Rename Prefix: copy-
Power State On
Continue on Error B Continue recovery even if errors occur when recovering VMs
Cluster Interface Auto Select
Task Name Task Name
Recover VM_Feb_21_2023_12_26_PM

Table 6: Recover Task Options

‘ RECOVERY OPTIONS ‘ DETAILS

Specify this option to recover the VM files (such as the VMDK files) to their
Recover to an Original original data stores and create new instances of the VMs in the original
location location in the original source. For more, see Recover to Original Location
in the online Help.

Recover the VM files (such as the VMDK files) to an alternate datastore
and create new instances of the VMs in an alternate Resource Pool of a
registered Source.For more, see Recover to Original Location in the online
Help.

Recover to New Location

Instant Recovery: The VM(s) will be usable instantly in the target

Recovery Method ! .
Y environment and will be moved to target storage later.
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RECOVERY OPTIONS ‘ DETAILS

Copy Recovery: Recovered VMs will be usable in the target environment

Detach network only after all the data has been copied over from Cohesity to the target
storage.
Existing VM Handling Specify how to handle the existing VM.

For each recovered VM, connect to the original or new network when the
VM reboots.

Network IMPORTANT: If this option is not selected, the VMs are not connected to
any network on reboot.

Rename Rename recovered VMs with appropriate Prefix and Suffix.

Power State The recovered VMs remain powered on after they are created.

With this option, if one of the VMs cannot be created, Data Cloud will still

Continue on Error attempt to create the other VMs.

Task Name Specify a task name

NOTE: This example is for recovering a VM. The recovery options vary by Protection Group type.

For more on the many capabilities and choices in our recovery process, see Recovery in the online
Help.
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CloudRetrieve Your Data to New Cluster

CloudRetrieve provides the ability to download data that was archived from a cluster to an alternate (non-
original) cluster. In other words, you have Cluster A, which archives data to an External Target, but you
need to download that archived data to Cluster B, for geo-redundancy or disaster recovery.

Complete the following steps to recover data from cloud storage to a different Cohesity cluster:

Figure 9: CloudRetrieve Workflow

CloudRetrieve
On New Cluster:

Data Center | Edge | Public Cloud

Search Archive

Register External Target in Cloud Select & Download Metadata

i i Recover Data
Containing Archived Data for Archived Protection Jobs Object(s)
£ =0 )

Cohesity Data Cloud

The sections below describe the steps to:

1.
2.

Reqister the External Target containing your archived data to the new cluster.

Enter the retrieve parameters (cluster name, date range, Protection Group name) to search the

archive in the cloud. (The search can take from minutes to several hours, depending the data-
retrieval SLA for the class of storage you are using from your cloud provider. For example, some
storage classes have a standard retrieval SLA of up to several hours.)

NOTE: If your External Target is protected by a manually managed key before you can search it, you
will need to upload the Extemal Target’'s access key.

From your search results, select and download the metadata (the Job Run details) for the archived
Protection Groups onto the new cluster, so that you can review Job Run details and choose just the
specific you need to recover or clone.

NOTE: In this step, you are prompted to select a date range, and if you know exactly which Job Run
(Snapshot) you need, you can also choose to download it along with the metadata, to be able to
recover your data objects as soon as it completes.

After the metadata download completes, select the necessary Job Run from the archived Protection
Group to recover or clone your objects.
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Register External Target Containing Archived Data

To register your cloud object storage as an External Target on the new cluster:

1. Log into a cluster other than the cluster that archived your data, or stand up a new cluster.

2. Log into Data Cloud on your new cluster.

3. Follow the steps in Register AWS Storage with Data Cloud to register your archived cloud storage to
the new cluster.

Search Archived Data in the Cloud

To submit a search request for a list of archived clusters and Protection Groups:

1. Log in to Data Cloud on the new cluster.

2. Select Data Protection > CloudRetrieve.

COHESITY

OF Dashboards

) Data Protection v
Protection
Recoveries

Sources

Policies

CloudRetrieve

Runbooks
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3. If this is your first use of CloudRetrieve, the CloudRetrieve summary screen appears. Click Start

Search.

COHESITY

Dashboard Monitoring Platform Admin More

Protection

CloudRetrieve

CloudRetrieve downloads Job data archived to an External Target by another Cohesity Cluster.

1. Search

Search for Clusters and Protection Jobs
archived to the Target

......................... b

:: The search may take a few =
hours

i

3 Download may take afew =
hours

2. Download 3. Recover

Recover the Protection Jobs using the
Recovery flow

Download Job meta-data and Snapshots
of selected Protection Jobs

a) If this is not your first visit, the list of downloaded Jobs appears. In that case, click New Search.

CloudRetrieve

searches

Task ~

Cloud-search_Feb_21_2023_1-11pm

C@®Haa

‘ sacO1-pm-haswell6-p1 =

Target Search Results Start Time Duration Status

CADV2ET Feb 21,2023 1:13pm <1s Success
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4, Select your External Target from the drop-down list.

Search

57

Submit a search request for a list of Clusters and Protection Groups archived to the selected Target. The search may take a few hours.

External Target™

ExternalTarget
* 53 Compatible

QStar External Target

Q5tar Tape

Demo-CAD
AWS 53

@ Register External Target

NOTE: If you had skipped the first step and have not yet registered your External Target, you can
register it here. To do so, click Register External Target from the drop-down menu and follow the
steps in Reqister AWS Storage with Data Cloud.

5. In the form that opens, enter:

Table 7: CloudRetrieve Search Options

FIELD DESCRIPTION
Date Range Select a Date Range (past year by default) to limit
(required) the scope of your search.
To narrow your search to a specific cluster, enter a Caap
) cluster name. This is especially helpful if the same L’ﬁ:gg;g'\(lﬂker!?g?;dN oT
Cohesity cloud storage is used with more than one cluster. od !
Cluster Name supported.
. To broaden your search to match more than one
(optional) - . , If you enter search terms
cluster, use a partial name (for example, ‘Acme
) . o for both Cluster Name and
instead of ‘Acme_Raleigh’). .
Protection Group Name,
your search must find
To narrow your search to a specific Protection gﬁﬁhev?,i{ﬁirnti?uEtfrf(t:rt:g{]
Group, enter a Job name. This is especially helpful matcﬁ
Protection if the same cloud storage is used for more than one '
Group Name Protection Group. If your search is too narrow,
(optional) To broaden your search to match more than one try entering a search term

Protection Group, use a partial name (for example,
‘NAS’ instead of ‘NAS-Bronze’).

for just Cluster Name or
Protection Group Name,
or leave one or both empty.
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DESCRIPTION

Upload key file | If your External Target is protected by a manually
(optional) managed key, click Attach.

By default, Data Cloud uses the current timestamp
to name the task automatically (for example,
‘Cloud_search_<CurrentTime>’).

Task Name Cohesityrecommends you replace the automatic
(required) Task Name with terms that will make it easy to
identify (for example,
‘<ExternalTarget>_From_<SourceCluster>_<Pur
pose>’).

Search

Submit a search request for a list of Clusters and Protection Groups archived to the selected Target. The search may take a few hours.

External Target*

sarancavitocav2

Date Range*
Custom range Feb 21, 2022 - Feb 21, 2023

A longer date range results In a longer search time

Cohesity Cluster Name
Protection Group Name

Upload key file if the External Target is protected by a manually managed key @

Attach Clear

Task Mame*

Cloud-search_Feb_21_2023_1-16pm

6. Click Search.
7. Wait while the search runs.
NOTE: The search can take from minutes to several hours, depending on the data-retrieval SLA for

the class of storage you are using from your cloud provider. For example, some storage classes
have a standard retrieval SLA of up to several hours.
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The success of a CloudRetrieve search does not guarantee that the search found any matches. It means
only that the search operation completed successfully. If your search results came up empty, broaden
your search with partial names for the cluster and/or Job, leave them blank, and/or extend the date range.

Select and Download Metadata for the Archived Protection Groups

Once you have your search results, choose the Protection Groups to download to your new cluster. After
the download, you can recover your data from the downloaded archive. See Figure 8 above.

When your search completes:

1. Select the Protection Group(s) you wish to recover from the search results and click Edit.

Cloud-search_Feb_21_2023_1-16pm Go to CloudRetrieve

Status Success | Start Time Feb 21,2023 1:18pm | Duration 18s

sarancavlitocav2 Feb 21,2022 to Feb 21, 2023 -

External Target Date Range Cluster  Protection Group

Search Results

Edit

O Protection Group Protection Group Meta-Data @ Snapshot @ Selected
Edit
=
L (EZIEA Jan 10, 2023 to Feb 20, 2023 Feb 20, 2023 1:28pm @
Cluster RG-70-Robo

Total Selected VMware

2. In the form that opens, you can choose to Download Job Meta-Data (that is, the details of each Job
Run in the archived Protection Group), Download Snapshot (a specific Job Run), or both. Select a
snapshot date range.

Set Download Options for PGCAv1toV2

Download Protection Group Meta-Data
Ferch and Index Protection Group meta-data for Snapshots taken within this date range.

Iwant to see: Starting on: Ending on:

O 24 hours

O 7days < January 2023 > < February 2023 >
© 30days s M T W T F S S M T W T F S
QO 13 weeks

@® Custom range 01 02 03 04 05 06 07 29 30 31 01 02 03 04

/\ The currently applied 08 09n1‘l 12 | 13 14 05 06 07 08 09 10 M

range does not include
today. 15 16 17 18 19 20 21 12 13 14 15 16 17 18

22 23 24 25 26 27 28 1921

29 30 31 01 02 03 04

05 06 07 08 0 1
Tuesday Monday
January 10, 2023 February 20, 2023
Download Snapshot
Snapshot’'s data to download. You can select enly one Snapshot here. You can retrieve other Snapshots using the recevery werkflow.
1-100f42 > =

42 Snapshots in the selected date range

®Feb 20, 2023 1:28pm

(OFeb 19, 2023 1:28pm
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NOTE: If you are not certain which Snapshot contains the objects you need to restore, Cohesity
recommends you deselect Download Snapshot. Once you have the Job metadata, you will be able
to review the details of each Snapshot in the Protection Group, to help you narrow the download to
just the specific data you need.

3. Set your download options and click Save.

Set Download Options for PGCAv1toV2

Download Protection Group Meta-Data
Fetch and Index Protection Group meta-data for Snapshots taken within this date range. *

Iwant to see: Starting on: Ending on:
O 24 hours
O 7 days < January 2023 > < February 2023 >
O 20 days S M T W T F S S M T W T F S
O 13 weeks
@ Custom range 01 02 03 04 05 06 07 01 02 03 04
A\ The currenty applied 08 09 11 12 13 14 05 06 07 08 09 10 11
range does not include
today. 15 16 17 18 19 20 21 12 13 14 15 16 17 18

22 23 24 25 26 27 28 1921

28 30 31

Tuesday Monday
January 10, 2023 February 20, 2023

[0 Download Snapshot

Snapshot's data to download. You can select only one Snapshot here. You can retrleve other Snapshots using the recovery workflow.

Save Cancel
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4. Select the Storage Domain and click Download.

Cloud-search_Feb_21_2023_1-16pm Go to CloudRetrieve

Status Success Start Time Feb 21, 2023 1:18pm Duration 18s

sarancavitocav2 Feb 21, 2022 to Feb 21, 2023 - -

External Target Date Range Cluster Protection Group

Search Results

O Protection Group Protection Group Meta-Data @

< PGCAvVItov2

@ @ Jan 10, 2023 to Feb 20, 2023
Cluster RG-70-Robo

‘ . ! 1 1
DefaultStorageDomain Total Selected  VMware

5. The downloaded Protection Group(s) will be accessible as Failover Ready under Protection Groups.

Download Protection Groups

The downloaded Protection Groups will be accessible as 'Failover Ready’ Protection
Groups on Protection Groups page. Recovery or Clone can then be performed.
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Wait for the download to complete. The download Protection Group is now listed on the
CloudRetrieve page.

CloudRetrieve

Downloaded Protection Groups ~ Searches

All Protection Groups Tasks

Protection Group Start Time Duration Protection Group Meta-Data

FecAvitow: Feb 21,2023 1:26 30 @ 10,2023 to Feb 20, 2023
RG-70-Robo eb2t. :26pm S suceess 210 o Feb 20,

The Protection Group is now available on your new Cohesity cluster and can be used to recover your
archived data.

NOTE: CloudRetrieved Snapshots are not made to expire automatically by the new cluster. Once
you have recovered the data you need, if you need to reduce your cloud storage expenses, you
can delete the archived data from your cloud object storage manually. Do NOT do this if the
original cluster is still intact.

Recover Source Objects from Retrieved Archive on New Cluster

Now that you have downloaded the archived Job Runs metadata onto the new cluster, you can recover
whole objects or individual files from the downloaded archive.

To recover an entire data object from a CloudRetrieved archive:

1. Log into Data Cloud on the new cluster.

2. Select Data Protection > CloudRetrieve.

COHESITY

O3 Dashboards

@ Data Protection v
Protection
Recoveries
Sources
Policies

CloudRetrieve

Runbooks
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3. Onthe Downloaded Protection Groups. tab, find the Protection Group you retrieved, and click on it.

CloudRetrieve

Downloaded Protection Groups Searches

All Protection Groups Tasks

Protection Groups Running @ Success Errors

Protection Group Start Time Duration Protection Group Meta-Data

@ PGCAVTIOVZ Feb 21, 2023 1:26 30 © 10, 2023 to Feb 20, 2023
RG-70-Robo o2l -zbpm o Success Jan10, 0Feh <0,

4. When the list of Job Runs in the retrieved archive appears, inspect the details for each Run (SLA,
Schedule Type, Logical and Data Read, Success/Error, and Run Status) and click the most
appropriate Job Run.

& Protection

@ Group Details: PGCAv1toV2

Source: sac01-pm-infra-vc70-02.pm.cohesity.com

Runs Audit Trail Settings Consumption Trend

Backup Type ~ =
O startTime Duration Backup Type Data Read Success/Error SLA  Status

O Feb 20,2023 1:28pm G 23s Incremental 0 Bytes 1/0 objects g ] 2

O Feb 19,2023 1:28pm G 25s Incremental 0 Bytes 1/0 objects g (=] %

[0 Feb 18,2023 1:28pm G 24s Incremental 0 Bytes 1/0 objects g =] %

O Feb17,2023 1:28pm B 24s Incremental 0 Bytes 1/0 objects g ] %

O Feb 16,2023 1:28pm G 24s Incremental 0 Bytes 1/0 objects g ] %

O Feb 15,2023 1:28pm G 24s Incremental 0 Bytes 1/0 objects r:j =} %
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5. In the list of data objects included in that Job Run, find the object you need to recover (for example, a
particular VM), hover over the Action menu on the right, and select Recover VM or Clone VM.

€ Runs for PGCAv1toV2

@ Run Details: PGCAv1toV2

Feb 20, 2023 1:28pm

Backup Cloud Archive Indexing

<9 succeeded 5 Met @ 1 Succeeded @ orailed
Status SLA Status Objects Objects
Status v Q
N Snapshot Expiry
O vMName Start Time End Time Time
0o @ ;‘fz’:,”z"’ﬁ"“s'ts‘ Feb 20, 2023 1:28pm Feb 20, 2023 1:28pm

& 0 Canceled © 235 Delete All Snapshots
Objects Duration

Duration Data Read Message

22s 0 Bytes

Recover VM
Items per page 50 ¥ 1-10f1

Clone VM

6. Follow the rest of the standard procedure for recovery above to complete your recovery task. See

About CloudRetrieve in the online Help for more.
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Appendix: Protection Group Additional Settings

Protection Groups combine operational requirements with the business requirements that are defined in a

Protection Policy. See all the advanced Protection Group settings, and the Job types that include them, in

Table 8.

Table 8: Protection Group Advanced Settings

DESCRIPTION

APPLICABLE JOB

TYPE

Pause Future

RUNS Once enabled, no runs will be scheduled All job types
Toggle on End Date and select the date on which the
Protection Group stops capturing Snapshots. A Job Run .
End Date that starts prior to this date will run until completion even if it Alljob types
completes after the end date.
Select HDD or SSD.
Backup HDD: The Cohesity Cluster writes the data directly
to an HDD drive for this Protection Group.
QoS Policy Backup SSD: The Cohesity Cluster writes the data directly | All job types
to an SSD drive for this Protection Group. Only specify this
policy if you need fast ingest speed for a small number of
Protection Groups.
Cohesity recommends HDD (the default).
Edit this option to run scripts on the protected server before Phvsical Server. MS
Pre & Post and/or after a Protection Group runs. If configured, the Y !
. . ) A SQL, Oracle Database,
Scripts scripts are run every time an object is backed up by a Job NAS
Run.
. . NAS
Toggled on by default. The Protection Group continues to
o run even if it encounters errors on files, such as permissions | NOTE: This setting is
Skip Files on | errors. If files are skipped, the job run details page indicates = always enabled
Errors a warning status and provides additional information. If automatically for file-
toggled off, the Protection Group stops when it encounters based Physical Server
an error. backups.
Use lIsilon Leverages the Isilon Changelist API to directly discover )
Change List | changed files/directories for faster incremental backup. Isilon

Cohesity needs to keep one extra snapshot on Isilon after
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APPLICABLE JOB
TYPE

each backup, which will be deleted by the next successful
backup.

File DataLock

Enable DataLock in Compliance or Enterprise mode.

Exclusions
and
Inclusions

Indexing

Everything is included by default. Toggle on Exclusions and
Inclusions if you want to exclude or include locations. By
creating exclusion and inclusion rules, you can limit the
Protection Group to a specific set of files and directories and
therefore minimize the disk space used to store the data.

Cohesity automatically excludes the following NetApp
system files:

.vtoc_internal and .bplusvtoc_internal files

.copy-offload directory and .tokens file

WARNING: Always specify forward slashes (/) even for
Windows systems. For Windows, do not specify the drive
letter and colon in front of the directory path.

Indexing is required for file recovery. The Cohesity Cluster
will scan all the files in the Protection Group and create an
internal index that can be used later by a Recover task to
locate files by name. When creating a volume-based SQL
job, indexing is not turned on automatically. Cohesity
recommends turning the indexing on because indexing is
required to restore .mdf, .Idf, and .ndf files from the cloud.

Virtual Server, NAS,
Microsft365

Virtual Server, Physical
Server, MS SQL,
MicrostfOffice 365, NAS

Cancel Runs

Cancel in-progress Protection Runs at the start of quiet

at Quiet Time | ; . . . ; . j

St:?rt times (as defined in the associated Protection Policy). Alljob types
Select one or more of the following settings if you want
Alerts to be created for the following triggers:
Success: Create an Informational Alert when a Protection

Alerts Group completes successfully. Emails are not sent when :

: ; All job types
(optional) Informational Alerts are created.

Failure: Create a Critical Alert if the Protection Group fails
to complete. Emails are sent when Critical Alerts are
created.
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DESCRIPTION APPLICABLE JOB

TYPE

SLA Violation: Create a Warning Alert if the Protection
Group takes longer than the time specified in the SLA field.
Emails are sent when Warning Alerts are created.

Select a priority for the Protection Group execution.
Cohesity supports concurrent backups, but if the number of
Jobs exceeds the ability to process Jobs, they are executed
in priority order: High first, then Medium, and then Low.

Priority All job types

The Service-Level Agreement (SLA) defines how long the
administrator expects a Job Run to take.

Incremental: Enter the number of minutes you expect an
incremental backup job run to complete. An incremental

SLA backup captures only the differences (changed blocks) All job types
since the last job run.

Full: Enter the number of minutes you expect a full backup
job run to complete. A full backup captures the entire object

(all blocks).
Description Specify a description for the Protection Group All job types
Pause Future

Once enabled, no runs will be scheduled All job types

Runs

Toggle on End Date and select the date on which the

End Date Protection Group stops capturing Snapshots. A Job Run
that starts prior to this date will run until completion even if it
completes after the end date.

All job types

Select HDD or SSD.

Backup HDD: The Cohesity Cluster writes the data directly
to an HDD drive for this Protection Group.

QoS Policy Backup SSD: The Cohesity Cluster writes the data directly | All job types
to an SSD drive for this Protection Group. Only specify this
policy if you need fast ingest speed for a small number of
Protection Groups.

Cohesity recommends HDD (the default).
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APPLICABLE JOB
TYPE

Edit this option to run scripts on the protected server before

Physical Server, MS

Pre & Post and/or after a Protection Group runs. If configured, the S
. : . Lo QL, Oracle Database,
Scripts scripts are run every time an object is backed up by a Job NAS
Run.
. . NAS
Toggled on by default. The Protection Group continues to
run even if it encounters errors on files, such as permissions | NOTE: This setting is
Skip Files on | errors. If files are skipped, the job run details page indicates | always enabled
Errors a warning status and provides additional information. If automatically for file-
toggled off, the Protection Group stops when it encounters based Physical Server
an error. backups.
Leverages the Isilon Changelist API to directly discover
Use Isilon changed files/directories for faster incremental ba_ckup. _
Change List Cohesity needs to keep one extra snapshot on Isilon after Isilon

File DataLock

each backup, which will be deleted by the next successful
backup.

Enable DataLock in Compliance or Enterprise mode.

Exclusions
and
Inclusions

Everything is included by default. Toggle on Exclusions and
Inclusions if you want to exclude or include locations. By
creating exclusion and inclusion rules, you can limit the
Protection Group to a specific set of files and directories and
therefore minimize the disk space used to store the data.

Cohesity automatically excludes the following NetApp
system files:
.vtoc_internal and .bplusvtoc_internal files

.copy-offload directory and .tokens file

WARNING: Always specify forward slashes (/) even for
Windows systems. For Windows, do not specify the drive
letter and colon in front of the directory path.

Virtual Server, NAS,
Microsft365

Use these settings when you are setting up your Protection Group.
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ABOUT COHESITY

Cohesity is a leader in Al-powered data security and management. Aided by an extensive ecosystem of
partners, Cohesity makes it easier to protect, manage, and get value from data — across the data center,
edge, and cloud. Cohesity helps organizations defend against cybersecurity threats with comprehensive
data security and management capabilities, including immutable backup snapshots, Al-based threat
detection, monitoring for malicious behavior, and rapid recovery at scale. Cohesity solutions are delivered
as a service, self-managed, or provided by a Cohesity-powered partner. Cohesity is headquartered in
San Jose, CA, and is trusted by the world’s largest enterprises, including six of the Fortune 10 and 44 of
the Fortune 100.

Visit our website and blog, follow us on Twitter and LinkedIn and like us on Facebook.
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