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Manage Cohesity Platform KEKs with Vormetric
Data Security Manager

ABSTRACT

To ensure the security of your data, both in flight and at rest, Cohesity supports AES-256 software
encryption using an internal Key Management Service (KMS) that automatically generates keys and
stores them internally. However, if you manage your encryption keys in a centrally managed external
KMS like Vormetric DSM, you can configure Cohesity Platform to use that instead. Use this guide to
set up Vormetric DSM as your external KMS in Cohesity.
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As organizations work to address a stream of security threats to the data they manage and store,
encryption becomes more critical to every aspect of their cyber defense strategies. Among its many
security features, Cohesity supports the use of an external Key Management System (KMS). This guide
gives you the information and procedures you need to configure and integrate Cohesity Platform ™ and
Vormetric® Data Security Manager (DSM), the KMS from Thales.

When used with an external key manager like Vormetric DSM, the Cohesity cluster requests that the key
manager creates a Key Encryption Key (KEK) for each Storage Domain in the cluster. These KEKs are
used to encrypt and decrypt the Data Encryption Keys (DEKS) that are created and stored locally in the
cluster. As the name implies, the DEKs are used to encrypt and decrypt the data itself.

The Cohesity cluster reaches out to Vormetric DSM to retrieve the KEKs after the system reboots or the
keychain service restarts. If Vormetric DSM is unavailable, the data in the Storage Domains remains
encrypted and inaccessible.

KMIP and Certificate Requirements

The Key Management Interoperability Protocol (KMIP) is used to facilitate communication between the
Cohesity cluster and the key server on Vormetric DSM. As KMIP requires the use of Transport Layer
Security (TLS) to provide a secure connection. X.509 certificates must exist for both the key server and
the Cohesity cluster. When you install Vormetric DSM, the key server certificate is automatically
generated and signed by the internal Certificate Authority (CA). You will need to create a client certificate
for Cohesity using a tool like OpenSSL. This certificate may be self-signed or externally signed, but this
characteristic must be a system-wide characteristic within the Vormetric DSM environment. In other
words, all KMIP clients connecting to Vormetric DSM must either use self-signed certificates or externally-
signed certificates—they cannot use a mixture of both.

Prerequisites

The procedures in this guide assume a basic knowledge of Vormetric DSM concepts and licensing
requirements for KMIP functionality, as well as:

Cohesity version 6.3.1 or later is installed and operational, and the cluster is configured to use
encryption. You can only enable encryption at cluster level when you create the Cohesity cluster. See
Setup Guide for your specific cluster model in the online Help.

NOTE: When encryption is enabled at the cluster level in Cohesity Platform, it cannot be disabled
later.

Vormetric DSM version 6.3.0.

Vormetric DSM is installed and operational and is accessible by the Cohesity cluster on port 5696.
For releases before Cohesity version 6.5, use the linux ‘firewall command’ to enable firewall ports on
each node. For 6.5 and later, see Manage Application-Based Firewall Rules in the online Help.

You know your organization's security policies governing data-at-rest encryption.
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e You have access to OpenSSL or some other mechanism for generating a client certificate and private
key in the Privacy Enhanced Mail (PEM) format on a Linux machine.

Encryption and Configuration Considerations

The following are some key points to understand regarding this integration:
e Once you enable encryption on a Cohesity cluster, you cannot disable it.

e Once you configure a Cohesity cluster to use an external KMS, you cannot return to using the internal
KMS.

e With encryption enabled at the cluster level, all Storage Domains in the cluster are encrypted, by rule.

e The Cohesity cluster supports the configuration of one external KMS, and the IP address of the KMS
cannot be altered once configured.

¢ Once it establishes a TLS connection with Vormetric DSM, a Cohesity cluster never tears down that
connection. This results in persistent TLS connections.

Set Up Cohesity-Vormetric Integration

There are several tasks involved to deploy the Cohesity integration with Vormetric DSM:

e Use OpenSSL to create a private key and client certificate for the Cohesity cluster.

e Use OpenSSL to extract the internal root CA certificate from Vormetric DSM.

e Configure Vormetric DSM to support the integration, including the creation of a host for the Cohesity
cluster. The client certificate will be imported into the host.

e Configure the Cohesity cluster to use Vormetric DSM as its external Key Management System
(KMS).
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The first step is to create a client certificate and private key for Cohesity that you will use when you
configure Vormetric DSM with the Cohesity cluster. You can use OpenSSL or any similar tool to create

them, as long as the certificate and key files are in the PEM format, and they are created on a Linux
machine.

There are two different types of client certificates:

Self-signed certificates. If your security policy allows for it, you can generate and sign your client
certificate yourself.

Externally-signed certificates. If your security policy calls for an external Certificate Authority (CA),
use this option. To use it, you must have:

Vormetric DSM configured to support system-wide use of externally signed certificates.
Established the external CA as trusted by importing the necessary CA certificates.

An external, trusted CA that is available to sign the Client Signing Request (CSR).

NOTE: The certificate files need to be available to the machine where you plan to log in to Cohesity
Platform to configure the KMS settings.

Generate a Self-Signed Certificate and Private Key

To generate a self-signed certificate and private key for Cohesity:

1.
2.

Log in to the Cohesity Command Line Interface (CLI).

Use the genrsa command to generate the private key that will be written to the key filename and
length you specify.

$ openssl genrsa -out <key file name> <key length>

NOTE: Key lengths less than 2048 bits are not secure.

Enter the following OpenSSL command to create the self-signed certificate per your security policy.

$ openssl req -new —-x509 -key <key file name> -out <cert file name> -days
<validity period>

Enter the requested information when prompted by OpenSSL.:
Country Name. Your two-letter country code.
State or Province Name. The full name of your state.
City. The full name of your city.
Organization. The name of your organization.

Organizational Unit. The name of your department.
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Common Name. The name that must match the name of the host created on Vormetric DSM.
Email. (Optional) Your email address.

Challenge password. (Optional) Leave this blank; click Enter.

Company name. (Optional) Leave this blank; click Enter.

5. When the process completes, you can find the generated file in the current directory.

[cohesity@virtual-robo-esx ~]$ openssl req -new -x509 -key client key.key -
out client cert.crt -days 365

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.’, the field will be left blank.

Country Name (2 letter code) [XX]:US

State or Province Name (full name) []: California

Locality Name (eg, city) [Default City]:San Jose

Organization Name (eg, company) [Default Company Ltd]:Cohesity

Organizational Unit Name (eg, section) []:Engineering

Common Name (eg, your name or your server's hostname) []:dsm.cohesity.com
Email Address []:

[cohesity@virtual-robo-esx ~]$

6. You must generate the file on a Linux machine, and if you’re creating it manually, be careful that the
file doesn't contain any extraneous characters.

[cohesity@virtual-robo-esx ~]$ cat client cert.crt

————— BEGIN CERTIFICATE----- N
MIIDxTCCAQ2gAwIBAgIJAOSuUrkIpu6d4MAOGCSgGSIb3DQEBCWUAMHkxCZzAJBgNVBAY TATIVTMRMwW
EQYDVQQIDAPpDYWxpZmIybmIhMREwWDwWYDVQQHDAhTYW4gSm9zZTERMASGAIUECgWIQ2 90ZXNpdHkx
FDASBgNVBAsSMCOVUZ2IuzZWVyaWSnMRkwFwYDVQQODDBBkc20uY290ZXNpdHkuY2 9tMB4XDT IwMDQx
NzE3MDcwNVoXDTIxMDQOxNzE3MDcwNVowe TELMAKGA1UEBhMCVVMXEZzARBgNVBAgGMCKkNhbGImb3Ju
aWEXETAPBgNVBACMCEFNhbiBKb3NIMREwDwYDVQQKDAhDDb2hIc2I0eTEUMBIGALUECWWLRWSOnawsI
ZXJIpbmcxGTAXBgNVBAMMEGRzbS57b2h!c2I0eS5jb20wggEiMAOGCSgGSIb3DQEBAQUAAL IBDWAW
ggEKAOIBAQDMwWMg7EW+1kiKZTyhvR0G2+/1JTy0HrI6bzyo3PRDXC+Mb 67yX3sCZDuhodY5bblXi
yRoZrxFjwHi6xu0+mYedPhMFHSdo9CPQF2gx2GfWZtEBFHOqZFZpXug3evgz2I0OKBj8SLtFto4uK
xSE9EfkMM/IezcP8JVsW7cERohugc38VBULU7LH52vKH+0Y0P5vOvpp8IPMJ2zB5vVShO7INTiF/Y
04sWBxeLBQfGmQjxLgkpzSKGt7T3cle5d4AgPgITzLs61ia+XGQHvoZyIuYnD797hgoJfJZ2R82b8
zJRms7IGet8TXn!cic6+067It2z8fSveyBfRnDyphyWvKhpnAgMBAAG])UDBOMBOGALUJADgQWBRBS7
4xB8ZVcniPRZgEr1x601k09+8JAfBgNVHSMEGDAWGBS74xB82ZVeniPRZGEr1x601k09+85 AMBGNV
HRMEBTADAQH/MAOGCSGSIb3DQEBCWUAAAIBAQBYOZndS7Y8tG2a2HAZPZB6p9DBDVPNGLET+kpXS
Jh5uocU4PdB2//k3zGrOUIESTYBFOL1ITv ! tMn 908EVcmlbSYjnK+4k9LWOdOPWsLn4a9mFiTvIiba
tQ3CkjYZAv8jg2y6GI0lsbwCxvilun70jkTxj£2S4bT0i0I+)Pp/p0d9oafa+AWAcCIMieEmM2Gh7n7
5dZRWQ6Ne 7XIxKk61kASKBiurnzRSvgaCBTTcfTGOfVhZWE7FFAfO0C2vAMEFgiI8H65Lgwof41lmo
dngrIrD3J0ms93QymIeyoF+wwrDslO0nOxONrgJ3o0AEH+VAW37YSCR3WeTq4 6FW2e5wBVASTIIr9z
————— END CERTIFICATE-----

[cohesity@virtual-robo-esx ~]$
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Generate an Externally Signed Certificate and Private Key

If you choose to use an externally signed certificate instead of the self-signed certificate, you need to do
so with an external and trusted Certificate Authority.

To generate an externally signed certificate and private key:

1. Log into the Cohesity Command Line interface (CLI).

2. Use the genrsa command to generate the private key that will be written to the key filename and
length you specify. Create the key per your organization’s security policy.

$ openssl genrsa -out <key file name> <key length>

For example:

[cohesity@virtual-robo-esx ~]$ openssl genrsa -out client_key.key 2048
Generating RSA private key, 2048 bit long modulus

e is 65537 (0x10001)
[cohesity@virtual-robo-esx ~]$% l

3. Enter the following OpenSSL command to initiate the CSR file generation process.

$ openssl req -new -key <key file-name> -out <csr_ file name>

4. Enter the requested information as prompted by OpenSSL:

Country Name. Your two-letter country code.

State or Province Name. The full name of your state.

City. The full name of your city.

Organization. The name of your organization.

Organizational Unit. Name of your department

Common Name. The name that must match the name of the host created on Vormetric DSM.
Email. (Optional) Your email address.

Challenge password. (Optional) Leave this blank; click Enter.

Company name. (Optional) Leave this blank; click Enter.
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5. When the process completes, you can find the generated CSR file in the current directory.

[cohesity@virtual-robo-esx ~]$ openssl req -new -key cohesity241l.key -out
cohesity24l.csr

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a
DN.

There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter ‘.’, the field will be left blank.

Country Name (2 letter code) [XX]:US

State or Province Name (full name) []: California

Locality Name (eg, city) [Default City]:San Jose

Organization Name (eg, company) [Default Company Ltd]:Cohesity

Organizational Unit Name (eg, section) []:Engineering

Common Name (eg, your name or your server's hostname) []:dsm.cohesity.com
Email Address []:

[cohesity@virtual-robo-esx ~]$

6. Have a trusted CA sign the CSR and download or create a file that contains the certificate.

[cohesity@virtual-robo-esx -]$ vi DSM root.crt

[cohesity@virtual-robo-esx -]$ cat DSM root.crt

————— BEGIN CERTIFICATE-----
MITENJCCAx6gAWIBAgIGALOMLILOMAOGCSgGSIb3DQEBDAUAMIGIMSQwIgYDVQQDEXxtDRyBDQ
SBTIGO9uIGRzbS57b2h1c210eS5jb20xETAPBgNVBASTCGNvaGVzaXR5MREwDwYDVQQKEwWhjb2
h1c210eTEQMA4GAIUEBxMHU2FuSm9zZTELMAKGAIUECBMCQOExXKTANBgkghkiG9w0OBCQEWGMZ
lcWlhbmcuemhhbmdAY290ZXNpdHkuY29tMOswCQYDVQQOGEwWJVUzAeFw0yMDAOMTUyMzQ5MTha
Fw0zMDAOMTcyMzQ5MThaMIGjMSQwIgYDVQQODExtDRYBDQOSBTIGOuIGRzbS5jb2h1c210eS57b
20xETAPBgNVBAsSTCGNvaGVzaXRSMREwDwWYDVQQOKEwWhjb2hl1c210eTEQMA4GA1UEBXMHU2 FuSm
9zZTELMAkKGA1UECBMCQOEXKTANBgkghkiGOwOBCQEWGMZ lcWlhbmcuemhhbmdAY2 90ZXNpdHk
uY29tMQswCQYDVQOGEwWJIVUzCCASIwDQYJKOZIhvcNAQEBBOQADggEPADCCAQOoCggEBALSBAXVN
dW/VoHfpMQPFaqwInzvxddT3yfypbl07TZ0eby7C2XHhulneUzPPr7m/vC8cTS0eq]j75¢c]0SVw
VkMzKiU2nHXxX3gAztnkHhlo5uryWsQk2K1s0fB3GecvjU250D09N0OJIgDoU29wKhjgZMAMV/ S
PIHYulIfWTOCV5FfjtsdsDYINHiLAUXZIQJF42r0aPQTO0weiTGOVObJ]/11A2hCUTyVVwXcide
rEsDbeT9Sc7kKJI3QEGCBMcVtit5zMAKSHhMg8T+0S9dhIyWBZpiAVp/rYE2ZfIU2FeplHItE6
0zCpIgHr7N121gviTbsKsvhyLt20teadRitSR1XGweMCAWEAAaNUMGwWwEgYDVROTAQH/BAgGWB
gEB/wIBADAOBgNVHQ8BAf8EBAMCAQYWHQYDVROOBBYEFKgZMHRIBVIMRL1+xHdpOvrjsQSwMC
cGAlUdIwWQgMB6AFKgZMHRIBVIMRL1+xHdp0vrjsQSwggYAs6YsgvOwDQYJKoZIhvcNAQEMBQA
DggEBAESQ29HfaHpHUFBj4Tn74XW0b 9w 9Pmk2u5AM1 3d9CU/oLYcMIn0LtfavpnMgKPuDwQ/ 3
ggqgFDXig40dqg73fD+38A2wlcB/xZ2umQ6nGGuYGk2p2VVy6CrJ1VDOpL4iwidQXMYJ7xDmL+Tw
HM8clwPiwxgI3HRNRQokqwl489VeptNMteInl1lMIY28TZ0On/T890xUDxogxI1XEU672gZg7kG
/YpeeGG+0uwH8QZnxjogalQPulTxJs5tzcsFM7/nRIJE63Z214GUIsQE1pXikSu9G81 jpGBmkfcd
daVIHSeRTB7NV5ZI732NvAUXmM/RFvTxh901R5yTkdPUDEDGFAJWVAGFw=

————— END CERTIFICATE-—-—---

[cohesity@virtual-robo-esx -]$
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Once you have generated the client certificate and private key, you need to extract the Vormetric DSM
internal root CA certificate for import into the Cohesity cluster. You can extract it via web browser on a
Linux machine or by using OpenSSL, as below.

To extract the Vormetric DSM internal root CA cettificate:
1. Log into the Cohesity CLI.

2. Enter the following OpenSSL command to display the certificates in Vormetric DSM. The first
certificate is the server certificate and the second is the root certificate.

$ openssl s client -connect <DSM _address>:8443 -showcerts

For example:

Vormetric DSM
Root CA

3. Carefully copy the second certificate in the command output (that is, the self-signed root CA
certificate).
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4. Using vi or another Linux utility, create a file and paste the certificate into it. Be careful not to include
any extraneous characters.

[cohesity@virtual-robo-esx -]$ vi DSM root.crt

[cohesity@virtual-robo-esx -]$ cat DSM root.crt

————— BEGIN CERTIFICATE----- B
MITIENJCCAX6gAWIBAgIGALOMLILOMAOGCSgGSIb3DQEBDAUAMIGIMSQwIgYDVQQODEXtDRYBDQS
BTIG9uIGRzbS5jb2h1c210eS5)b20xETAPBgNVBASTCGNvaGVzaXRoMREwDwYDVQQOKEwWhjb2hl
c210eTEQMA4GALUEBxXMHU2FuSm9zZTELMAKGAIUECBMCQOEXKTANBgkghki GOwOBCQEWGMZ 1 cW
lhbmcuemhhbmdAY290ZXNpdHkuY29tMQOswCQYDVQQGEWJIVUZzAeFw0yMDAOMTUyMzQ5MThaFw0z
MDAOMTcyMzQ5MThaMIGiMSQwIgYDVQQODExtDRYBDQSBTIGIUIGRzbS5jb2h1c210eS5)jb20xET
APBgNVBAsSTCGNvaGVzaXR5MREwDWYDVQQOKEwhjb2hlc210eTEQMA4GAIUEBxMHUZ2 FuSm9z ZTEL
MAkKGA1UECBMCQOExKTANBgkghkiGOwOBCQEWGMZ 1lcWlhbmcuemhhbmdAY290ZXNpdHkuY29tMQ
swCQYDVQQGEwJVUzCCASIwWDQYJKoZ IThvcNAQEBBQADggEPADCCAQoCggEBALSBAXvNdW/VoHfp
MOPFawOnzvxddT3yfypbl07TZ0eby7C2XHhuIneUzPPr7m/vC8cTS0eq]j75¢cj0SVwVkMzKiU2n
HXxX3gAztnkHhlo5uryWsQk2K1s0fB3GecvjU250D09N0OIgDoU2 SwKhjgZMAMy / SPITHYUlIfWT
0CV5FfjtsdsDYINHiLAUxZIQJF42r0aPQTO0weiTGOVObJ]/11A2hCUTyVVwXcderEsDbeT9Sc7
kKJ3QEGCBMcVtit5zMAK5HhMg8T+0S9dhIyWBZpiAVp/ rYE2ZfIU2FeplHIt£60zCpIgHr IN12
1gviTbsKsvhyLt20teadRitSR1XGweMCAWEARAaNUMGWWEgYDVROTAQH/BAgwBGEB/wIBADAORY
NVHQ8BAf8EBAMCAQYWHQYDVROOBBYEFKgZMHRIBVIMRL1 +xHdpOvrjsQSwMCcGAL1UdIwWQgMB6OA
FKgZMHRJBV1IMRL1+xHdpOvrjsQSwggYAs6YsgvOwDQYJKoZ IThvecNAQEMBOADggEBAESQ2 9HfaH
PHUFBJ4Tn74XW0b 9w 9Pmk2u5AM13d9CU/0LYcMIn0Lt favpnMgKPuDwQ/3ggqgFDXigq40dg73£D
+38A2w1cB/xZumQ6nGGuYGk2p2VVy6CrJ1VDOpL4iwidQXMYJ7xDmL+TwHM8clwPiwxgI 3HRNR
Qokaqwl489VeptNMteInl1lMIY28TZOn/T890xUDx0ogxI1XEUu6729297kG/YpeeGG+0uwH8QZnx ]
0galQPulTxJs5tzcsFMTnRjE63Z14GUIsQE1pXikSu9G8ljpGBmkfcJdaVIHSeRTB7NVS5ZIF2N
VAUXm/RFv3Txh9b1R5yTkdPUDEDGFAJWVA6Fw=

————— END CERTIFICATE-----

[cohesity@virtual -robo-esx -]$

As necessary, transfer the CA certificate file, the client private key file, and the client certificate file to the
machine that will be used to authenticate Cohesity Platform and Vormetric DSM to perform the
configuration steps.
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Configure Vormetric DSM Settings

Equipped with your client certificate, private key, and the Vormetric DSM internal CA certificate, you are

11

ready to configure the Vormetric DSM settings to support Cohesity for a Key Management Interoperability

Protocol integration.

To configure Vormetric DSM:

1. Log in to your account on Vormetric.

2. If you are using externally-signed client certificates for KMIP clients, navigate to System > KMIP
Trusted CA Certificates to import the CA certificate(s) into Vormetric DSM.

THALES

Vormetric Data Security Manager

Dashboard Domains - Administrators . High Availability Reports Log - System

Dashboard

Management Summary
Server name

Server time

Your last login

Number of other administrators in this domain
logged in

High availability

Host assignment

Server security mode

RSA CA fingerprint

EC CA fingerprint

IP Address

Default Route

DNS Server(s)

AITD Cnmonnf~)

Ge"\“ Preferences

dsm.cohesity.com
2020-04-17 10:50:33.805 [n

0

No High Availability Setup
All Hosts are Assigned

Compatible mode
E7:B0:00:AC:B9:91:B9:B9

search eng.cohesity.com o =y =R

Ctatiim: AFE

Log Out
Logged in as: admin

3. Create a “Domain and Security administrator” or “All” if it does not already exist. To do so, navigate to

Administrators >All and click Add.

Dashboard Domains -~ | Adminr

tratc High Availability Reports Log - System -

= I
£  Administratord® ww

@ Select All

view TS

‘Add- -Import| ‘Delete‘

Selected Login

User Type
Systern Administrator

All

Description
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4. Enter the Login name, Password (twice), and select User Type ‘Domain and Security Administrator’
or ‘All’

Dashboard Domains - Administrators - High Availability Reports Log . System .

¢ Add Administrator

(7
* Login -~
Description
RSA User ID
* Password cesscccces
* Confirm Password ssisevs e s\
User Type v System Administrator l
Domain Administrator
Read-Only User Security Administrator
| main and Security Administrator

5. If you already have a Cohesity domain in Vormetric DSM, you can use that. If not, you can add a new
domain for Cohesity via the Domains > Manage Domains.

Administrators - High Availability Reports Log - System .

: D —
;T‘: Maly;ie 1SS

Domain Name Contains

6. Provide Name and Organization. Check Enable KMIP and click OK.

Log Out
THALES Vormetric Data Security Manager Logged in as: admin

Dashboard Domains - Administrators - High Availa

[ General H Assign Admin || License |
*Name cohesity g
Organization Engineering 0
Description
Help Desk Information

Enable KMIP &

e o] [

S
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7. Click the domain that you just created.

'1, Manage Domains ?

Hide Search

‘

Domain Name Contains |

B

® Select All view [T Total Domains: 1
Add | | Delete | [*page 1 of 1 (1] [=] [2] ]
Selected Name or Domain A KMIP Supported Description

—_— Assigned i
Delete | {7 [#fpage 1 0f 1 [ia] [<] [»] 1]

8. Click the Assign Admin tab. Click the radio button next to the domain to assign a ‘Domain and
Security Administrator’ user type. Click Apply and then Ok.

"T;. Edit Domain - Test ?

| General |I Assign Admin I| License |

view [T Total: 1

[#page 1 of 1 [ra[a [
Name Status
User not assigned te domain

&

lE‘Page lofl EEE,E
Disable Administrators E‘E p Cancel |

9. Click the License tab to make license assignments for KMIP.

[ General |[ Assign Admin | | License |
FS Agent
Agents (Term) (Available: 20; Total License: 20)
Expiration Date (Term) = (License Expiration Date:Sat May 30 00:00:00 PDT 2020)
Key Agent
Agents (Term) (Available: 20; Total License: 20)
Expiration Date (Term) = (License Expiration Date:Sat May 30 00:00:00 PDT 2020)
KMIP Agent
Agents (Term) (Available: 18; Total License: 20)
Expiration Date (Term) | (License Expiration Date:Sat May 30 00:00:00 PDT 2020)

@Wﬁl
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10. Switch into the domain that is to contain the Cohesity cluster.

Administrators - High Availability Reports Log - System -

Manage Domains
Boswi

ch
View \“
Selected Domain
(-] o e -

Switch to domain

11. Add a host in the selected domain using the Common Name of the Cohesity cluster that will be put in
the client certificate.

Log Out

Vormetric Data Security Manager Logged in as: cohesityadmin
Domain: cohesity

Certificates Signatures Policies -

*Host Name
Password Creation Method Generate

Automatically Assign to a Server

Description
License Type TERM
FS
Key
@KMIP
Communication Enabled &

gt e
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12. After adding the host, click Import KMIP Cert to import the client certificate you created for the
Cohesity cluster.

Log Out
Logged in as: cohesityadmin
Domain: cohesity

Policies - Reports

\gentLog |[ Member |

Description

System Locked
FS Agent One Way Communication
Regenerate Password

Live Data Transformation

Supported Encryption Mode Offline

Registration Allowed Communication Enabled

—— P | Import ﬁMIP Cert [Ap—ply} Cancel
\J/

13. Vormetric DSM is now configured to support KMIP communication with the Cohesity cluster. You are
ready to configure the KMS settings in Cohesity Platform.
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Configure Cohesity Key Management Settings

The final step is to configure the KMS settings on the Cohesity cluster. Once the configuration has been
saved, the cluster immediately establishes a TLS session with Vormetric DSM. After a few minutes of
internal processing, it then requests that keys be created for internal use and for the existing Default
Storage Domain.

NOTE: The Vormetric DSM IP address cannot be changed once it is configured.

You can configure Vormetric DSM in the Cohesity Platform browser Ul or in the Cohesity Command Line

Interface (CLI).
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Configure Vormetric DSM in Cohesity Platform Ul

To configure Vormetric DSM in the Cohesity Ul:

1.

2.

3.

Log in to Cohesity Platform.

Navigate to Platform > Cluster.

COHESITY Dashboard Protection Monitoring Platform  Admin  More

Cluster

Summary Storage Domains Nodes Key Management System Antivirus

In the Cluster Summary page, click the Key Management System tab.

COHESITY Dashboard Protection Monitoring

Cluster

Summary Storage Domains Nodes Key Manag@ent System Antivirus

Send Feedback Use Vormetric DSM to Manage Cohesity Encryption Keys


mailto:techguides@cohesity.com?subject=mailto:techguides@cohesity.com?subject=Feedback%20on:%20Use%20Vormetric%20DSM%20to%20Manage%20Cohesity%20Encryption%20Keys&body=_______________________________________________________________%0D%0A%0D%0ASubtitle:%20Manage%20Cohesity%20KEKs%20with%20Vormetric%20Data%20Security%20Manager%0A%0AVersion:%201.1%0D%0A%0D%0ADate:%20July%202024%20%0D%0A%0D%0ASection:%20%0D%0A%0D%0ATable%20Number:%20%0D%0A%0D%0AFigure%20Number:%20%0D%0A%0D%0AFeedback:%20%0D%0A%0D%0A%0D%0A_______________________________________________________________

COHESITY e

4. Inthe Key Management System form, select or provide:

Server Type. This setting cannot be modified and is OK as set.
Server Name. A name of your choosing for identifying Vormetric DSM.

o Protocol Version. The version of KMIP to be used.

NOTE: Acceptable options are: KMIP1_1, KMIP1_2, or KMIP1_3. In our testing, Cohesity used
KMIP1 2.

Server IP. Vormetric DSM's IP address.

o Client Certificate. Select the client certificate file that you created above.

Client Key. Select the private key file that you created.

CA Certificate. Select the CA certificate file that you extracted.

COHESITY Dashboard Protection Monitoring Platform

Key Management System  co to Cluster

Server Type
SafeNet

Server Namﬁ
Protocol Ve;ﬁn *
KMIP1_2

E.g. KMIPL_1, KMIFL_2

Server |P* 0 Port *
5656

Client Certificate *

Select File
Certificat s to be in PEM format.

Client Key *

Select File

Cert ﬁc:@us to be in PEM format.

CA Certificate *

Select File
Cert ﬁc:&us to be in PEM format.
% Cancel
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Click Save.

The Cohesity cluster immediately attempts to establish a TLS session with Vormetric DSM and

initiate KMIP communication. If you get a KMS Validation Error at this point, see Troubleshooting
below.

Configure Vormetric DSM in Cohesity Platform CLI

You can also configure Vormetric DSM in the Cohesity Command Line Interface. See Using the Cohesity
Platform CLI in the online Help for the full list of commands.

To configure Vormetric DSM in the Cohesity Platform CLI:

1. SSH to the cluster using following command:

2.

ssh cohesityl<ip address of node>

In the CLI, use the kms create command.

admin@x.x.x.x> kms create help
DESCRIPTION
To create a new KMS.

Example: kms create ca-certificate="<absolute path to CA certificate>"
client-certificate="<absolute path to client certificate>" dien
t-key="<absolute path to client-key>" kmip-protocol-version="KMIP1l 2"
kms-name="KmipServerl" kms-port=5696 kms-ip="IP address of KMS"

PARAMS

ca-certificate [string] required File path to ca-
certificate.

client-certificate [string] required File path to client-
certificate.

client-key [string] required File path to client-key.

kmip-protocol-version [string] required kmip-protocol-
version

kms-ip [string] required IP address of the KMS.

kms-name [string] required Name of the KMS.

kms-port [int] required KMS Port. Default

KMIP port is 5696.

admin@x.x.x.x>
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3. After successfully connecting with Vormetric DSM, Cohesity automatically creates one key for a
default Storage Domain and other keys for internal use. Allow a couple of minutes for processing, and
then check the Keys > KMIP Objects page in Vormetric DSM to find signs of keys having just been
created to validate the integration.

THALES Vormetric Data Security Manager

Dashboard Domains - Administrators - Hosts . Keys -
Agenclyys

Agent Keys
» g y e

Templates
Search AL

1IP Object:

Name Contains Agent«:
Identities

Source

If you see the below keys, it means that the KEKs have migrated from your Cohesity cluster to
Vormetric DSM. This completes the integration of Vormetric DSM with the Cohesity cluster.

Log Ouf
THALES Vormetric Data Security Manager Logged in as: KMIPAdmi

Domain: KMIPDomai

#  KmIP Objects ?
Hide Search
KMIP Objects
uuID
Creation Date (From) 2 Type B
Creation Date (To) 2 State B
Go
view [ Total: 8
Md| Deletel ’:mgelofl 1] ][] [a]
Select Name Unique Identifier State Object Type Creation Time
74ab3aba-dale-432d-a7b6-94a3beffld4b Active SymmetricKey Tue Apr 21 01:39:00 PDT 2020
7ec198ea-79f8-471b-bd74-0a9e697d152¢ Active SymmetricKey Tue Apr 21 01:3%:00 POT 2020
3f22d1cB-cf53-4068-ac21-da3eeb482b5f Active SymmetricKey Tue Apr 21 01:39:00 PDT 2020
6c605072-4552-4623-8c3a-466a414e04a9 Active SymmetricKey TUepr.21 01:39:00 POT.A020
53ca468d-235a-4a32-976e-28a7495f31fa Active SymmetricKey Tue Apr 21 01:37:03 PDT 2020
OeefBaca-8333-4919-a0ef-4614da59b0e3 Active SymmetricKey Tue Apr 21 01:37:03 PDT 2020
77bdde69-27ce-46ff-8870-6ce416f0bb56 Active SymmetricKey Tue Apr 21 01:37:03 PDT 2020
d0377083-b77b-4b9c-92fb-e35cche61e98 Active Symmetrickey Tue Apr 21 01:37:02 PDT 2020
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Update Cohesity Key Management Configuration

If your KMS configuration has changed because of expired certificates or a change in KMIP protocol
version, you can update the Key Management System settings in Cohesity Platform. As with the initial
Cohesity KMS configuration, you can update these in the Cohesity Platform browser Ul or in the Cohesity
Platform CLI.

Update Cohesity KMS in Cohesity Platform Ul
To update the Cohesity KMS settings using the browser Ul:
1. Navigate to Platform > Cluster and click the Key Management System tab.

2. In the Key Management System page, you can edit the configured KMS details like Server Name,
Protocol Version, Server IP, and the associated certificates . When you’re done, click Save.

COHESITY Dashboard Protection Monitoring Platform

Key Management System  co o custer

Server Type
SafeNet

Server Name *g

Protocol Version *

E.g.: KMIPL_1, KMIP1_2
Server |P* Port *

0 5696
Client Certificate *

Select File

Certificate needs to be in PEM format.

Client Key *

@ Cancel

Send Feedback Use Vormetric DSM to Manage Cohesity Encryption Keys


mailto:techguides@cohesity.com?subject=mailto:techguides@cohesity.com?subject=Feedback%20on:%20Use%20Vormetric%20DSM%20to%20Manage%20Cohesity%20Encryption%20Keys&body=_______________________________________________________________%0D%0A%0D%0ASubtitle:%20Manage%20Cohesity%20KEKs%20with%20Vormetric%20Data%20Security%20Manager%0A%0AVersion:%201.1%0D%0A%0D%0ADate:%20July%202024%20%0D%0A%0D%0ASection:%20%0D%0A%0D%0ATable%20Number:%20%0D%0A%0D%0AFigure%20Number:%20%0D%0A%0D%0AFeedback:%20%0D%0A%0D%0A%0D%0A_______________________________________________________________

COHESITY

Update Cohesity KMS in Cohesity Platform CLI

You can also update the Cohesity KMS settings in the Cohesity Platform CLI. See Using the Cohesity
Platform CLI in the online Help for the full list of commands.

To update the Cohesity KMS settings using the Cohesity Platform CLI:

1. SSH to the cluster using following command:

ssh cohesityl@<ip address of node>

2. Inthe CLI, use the kms update command.

admin@x.x.x.x> kms update help

DESCRIPTION
To update an existing KMS.

PARAMS
ca-certificate [string] optional File path to ca-
certificate.
client-certificate [string] optional File path to client-
certificate.
client-key [string] optional File path to client-key.
kmip-protocol-version [string] optional kmip-protocol-version
kms-ip [string] required IP address of the KMS.
kms-name [string] optional Name of the KMS.
kms-port [int] optional KMS Port. Default KMIP

port is 5696.

admin@x.x.x.x>

NOTES:
If at any point after initial configuration you modify the Key Management System settings on the

Cohesity cluster, you must manually restart the keychain service. See Keychain Service below.
The KMS IP address cannot be modified once configured.
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Troubleshooting

You might encounter errors while configuring KMS or Storage Domain settings in Cohesity Platform. The
error might be caused by invalid input parameters or communications errors.

The most common errors are:

e A KMS validation error while configuring the KMS.

e A KMS unreachable error while creating a Storage Domain.

KMS Validation Error with KMS Configuration

If the Cohesity cluster cannot communicate with Vormetric DSM when configuring the Key Management
settings, the following generic KMS validation error appears:

0 Error

KMS validation error.

If it does, take the following steps:

e Verify correct addressing and basic network connectivity between Vormetric DSM and the Cohesity
cluster.

e Verify port 5696 is configured on the Cohesity Platform KMS settings page and that firewalls are open
for that port.

e If any of the uploaded certificate files or private key file on the Cohesity Platform KMS settings page
were created on a Windows system, recreate them on a Linux system.

IMPORTANT: The Cohesity KMS client only accepts an SSL certificate that contains a Unix-style
newline character, which is ‘\n’. Format your certificates accordingly — in Windows, replace \r\n’
with ‘\n’ and on Mac OS, replace ‘\r' with \n’ — and then load the certificates.

e Verify that the CA certificate uploaded on the Cohesity Platform KMS settings page is the internal root
CA certificate from Vormetric DSM. It should not be Vormetric DSM's server certificate. The Cohesity
cluster needs the root CA certificate to validate the server certificate that is delivered to it while
establishing a TLS session.

e If you are using an externally signed client certificate, make sure all certificates in the CA chain have
been imported into Vormetric DSM via the System > KMIP Trusted CA Certificates page.

e If you are using a self-signed client, make sure there are no KMIP Trusted CA Certificates that have
been imported into Vormetric DSM. If there are, you'll have to create an externally-signed client
certificate that has been signed by one of those trusted CAs.

e Verify the host configuration on Vormetric DSM for the Cohesity cluster:
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o The Host Name must match the Common Name in the client certificate.

o  The client certificate must be uploaded into the host configuration on Vormetric DSM, and its
Certificate Fingerprint should be visible on the host configuration page.

o The KMIP Registration Allowed and Communication Enabled settings should be checked.

e Proper licensing must be in place.

KMS Unreachable Error with Storage Domain Creation

When you create a new Storage Domain, the Cohesity cluster immediately sends a key generation
request to Vormetric DSM. If a TLS session is not established or if Vormetric DSM is unreachable, the
Storage Domain will not be created, and you will see the following error:

0 Error

KMS is unreachable. Try again.

A possible cause of this error is that the TLS session with Vormetric DSM has been dropped due to
inactivity. The Cohesity cluster will immediately take action to re-establish the connection, but not before
you see the KMS is unreachable error message. To remedy this, simply click the Create Storage
Domain button to try again. If the problem was indeed just a dropped TLS session, it should work the
second time.

If the problem was not just the lack of a TLS session, and there is indeed a connectivity issue of some
type, you will either continue to see the KMS is unreachable error or possibly the internal error
message below. To resolve this, try the steps in KMS Validation Error above.

0 Error

An internal error has occurred.

To resolve this, try the steps in KMS Validation Error above.
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Keychain Service

The keychain service on Cohesity Platform is responsible for communicating with Vormetric DSM.

An error log for the keychain service exists in the /1ogs directory of the Cohesity instance. It is
accessible by SSH’ing into the instance to access the Linux OS. The filenames are
keychain exec.ERROR, keychain exec.INFO, and keychain exec.FATAL.

Restart the Keychain Service after Key Management Settings
Update

If you update the Key Management settings after initially configuring them, you have to restart the
keychain service for the new settings to take effect.

To restart the Cohesity keychain service in the Cohesity Platform CLI:

1. Start the Cohesity Platform CLI remotely or locally using the following command;

$ iris cli -server x.x.x.x —username=<username> -password=<password>

2. Issue the following command:

$ cluster restart service-names="keychain"

See Restart the Cohesity Keychain Service in the online Help for more.
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Your Feedback

Was this document helpful? Send us your feedback!
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ABOUT COHESITY

Cohesity is a leader in Al-powered data security and management. Aided by an extensive ecosystem of
partners, Cohesity makes it easier to protect, manage, and get value from data — across the data center,
edge, and cloud. Cohesity helps organizations defend against cybersecurity threats with comprehensive
data security and management capabilities, including immutable backup snapshots, Al-based threat
detection, monitoring for malicious behavior, and rapid recovery at scale. Cohesity solutions are delivered
as a service, self-managed, or provided by a Cohesity-powered partner. Cohesity is headquartered in
San Jose, CA, and is trusted by the world’s largest enterprises, including six of the Fortune 10 and 44 of
the Fortune 100.

Visit our website and blog, follow us on Twitter and LinkedIn and like us on Facebook.

© 2024. Cohesity, Inc. All Rights Reserved. The information supplied herein is the confidential and proprietary information of Cohesity and may only
be used (a) by the intended recipients and (b) in conjunction with validly licensed Cohesity software and services. Find the terms of Cohesity
licenses at www.cohesity.com/agreements.
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other Cohesity marks are trademarks or registered trademarks of Cohesity, Inc. in the US and/or internationally. Other company and product
names may be trademarks of the respective companies with which they are associated. This material (a) is intended to provide you information
about Cohesity and our business and products; (b) was believed to be true and accurate at the time it was written, but is subject to change without
notice; and (c) is provided on an “AS IS” basis. Cohesity disclaims all express or implied conditions, representations, warranties of any kind.
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